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Abstract. Augmented reality (AR) is transforming education by making the
learning process more interactive and engaging. This article examines how augmented
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AnHoTtanus. TonBIKTEIPbUTFAH MBIHILIK (AR) OKy mpolieciH MHTEpaKTUBTI
’KOHE TapTHIM/IBI €Ty apKbLIbI O11iM Oepy i e3reprei. byn makanana AR ctynentrepre
TEK TeOpHsiFa CylieHOeH, bIHAIBI ClIEHapUIlIepMEeH 3apa opeKeTTecyre MyMKIH/IK
Oepy apKbUIbI KOJI KO3FaIbIChl €peKelepiH OKBITYAbl Kalail jXakcapTa ajaTbIHBI
KapacTeIpbliaabl. AR HMHTerpanuschl apKbUIbl MaiJalaHylIbUIap HAKTHl Tpaduk
KarJaiblHIa TYCIHIKTEpIH jkakcapta anmaabl. 3epTrey AR Heri3iHAeri OKbITYIbIH
apTHIKIIBUIBIKTAPBIH OHBIH KOJ KO3FaNbICHl Kayimcizmiri OoifbiHIma Oimim Oepymi
KaKCcapTy QJICyEeTiH 3epTTeHIi.
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Annoranus. Jlonomnennas peanbHOCTh (AR) mpeobpasyer obOpaszoBanme,
nenas npouecc o0yueHus 0osiee MHTEPAKTUBHBIM M yBJIEKaTelIbHbIM. B 3T0il cTaThe
paccMaTpuBaeTcs, KaK JIOTMOJHEHHAs PeaTbHOCTh MOXKET YIIYUIIHTh O0y4eHUE MTPABH-
JaM JOPOKHOTO JIBMYKCHHUS, TI03BOJISIST YUALTMCS B3aUMOJICHCTBOBATh C PEaTHCTHY-
HBIMU CLICHapHsIMH, a HE N0JIaraTbCsl HCKIIOUYUTENBHO Ha Teoputo. MuTerpupys AR,
MOJIH30BATENI MOTYT YIYUIIUTH CBOE IIOHMMAaHUE PEATbHBIX TIOPOXKHBIX CUTyarui. B
MCCIIEIOBAHUN PACCMAaTPUBAIOTCS IIPEUMYIIECTBA O0YUIEHUS HAa OCHOBE JIOTIOTHEHHOM
peaTbHOCTH IS yaydllieHus: 00pa3oBaHusl B 00J1aCTH 6€30MacHOCTH TIOPOKHOTO JIBU-
KCHUSI.

KawueBble cioBa: [lomomHeHHAs pealbHOCTh, JOPOKHOE IPOCBEIICHUE,
0€30MacHOCTh JOPOKHOTO JIBMIKCHUS, HHTEPAKTUBHOE 00y4YeHHEe, 00pa30oBaTeIbHbIC
TEXHOJIOTUHT

Introduction

Road safety is a global concern, with traffic accidents remaining one of the
leading causes of injury and death. According to the recent data from the World Health
Organization, approximately 1.19 million people lose their lives in road crashes annu-
ally, while an additional 20 to 50 million suffer non-fatal injuries, many resulting in
long-term disabilities.

Traditional traffic education methods, such as printed materials and classroom
lectures, often fail to provide an engaging learning experience. As a result, learners
struggle to retain critical road safety knowledge and apply it effectively in real-world
cases. AR enables users to visualize traffic cases, signs in immersive, real-time simula-
tions, allowing them to practice awareness and knowledge on controlled environment.

In Kazakhstan, the adoption of AR in traffic rule education aligns with national
digitalization initiatives, such as “Digital Kazakhstan”, which promotes the use of
advanced technologies in various sectors, including education. Moreover, studies in
cognitive psychology emphasize that interactive and hands-on learning approaches
enhance long-term memory and critical thinking skills (Mayer, 2023). This paper ex-
plores the role of AR in developing interactive educational systems for traffic rules.

Literature review

Augmented Reality is increasingly being used in education due to its ability
to improve engagement and retention. Studies show that AR helps students better un-
derstand complex concepts by providing interactive and immersive experiences. For
instance, Parong and Mayer (2020) found that AR enhances cognitive learning by
making abstract information more tangible and easier to process. Similarly, Ak¢ayir
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& Akcayir (2017) reported that AR-based education increases student motivation and
improves learning outcomes compared to traditional methods (Akgayir et al., 2017;
Mayer, 2023).

In traffic education, AR plays a crucial role in teaching road safety rules. Re-
search by Ibanez et al. (2020) demonstrated that AR-based simulations help learn-
ers recognize traffic signs more effectively and respond to real-world scenarios with
greater accuracy. A study in South Korea revealed that students trained with AR made
40% fewer errors in practical driving tests compared to those who learned through
conventional lessons.

However, despite its benefits, AR faces challenges in educational settings.
High development costs, technological limitations, and potential cognitive overload
can affect its effectiveness. As AR becomes more accessible, its integration into road
safety programs may significantly enhance driver training and public awareness.

Methods

This study uses augmented reality (AR) technology to create an interactive ed-
ucational system aimed at improving the study of road signs. The AR system overlays
virtual images of road signs in the real environment, allowing users to visualize and
interact with them. The main goal is to create an exciting educational experience that
promotes better understanding and memorization of traffic rules. The system includes
a mobile application with an AR function that allows users to scan and recognize road
signs. After detecting the sign, the app provides explanations, including its meaning,
the relevant rules, and the possible consequences of violating them. AR interactivi-
ty allows students to explore different situations in a controlled digital environment,
which contributes to a more effective understanding of road safety principles. Aug-
mented reality provides unique learning opportunities through presence and interac-
tive interaction, which makes the process of perceiving information more natural and
memorable (Azuma, 1997). As shown in Figure 1.

ETraditional Learning mAB-Based Learning

(.

Figure 1. Comparison of Learning Effectiveness
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Statistical analysis shows that augmented reality-based learning significant-
ly improves understanding and memorization of road signs compared to traditional
methods. The augmented reality approach provides an interactive and immersive ex-
perience by allowing users to visualize road signs in real-world scenarios, which im-
proves learning. These results highlight the potential of augmented reality technology
to improve road safety by improving drivers’ and pedestrians’ understanding of traffic
rules. For a more visual analysis Table 1 was created:

Table 1. Key audience groups of the mobile game

Who Age Goal Challenges Benefits of game
Young drivers | from 18 Increase often face a lack of experi- | Interactive learning augment-
to 35 awareness of ence, that leads to insecurity | ed reality helping learn more
years traffic rules and | on the road and a high risk of effectively
improve driving accidents
skills, knowledge
Students from 18 | Consolidate the- | Driving schools often do not provides additional infor-
in driving years oretical knowl- have enough time to work mation as a tool for practice,
schools and edge through an | out emergency situations and | simulating road situations in
older engaging game. in-depth training a game format
Children and | from 9 create a basic simple and visually appealing A simple game helps to
teenagers to 17 understanding of | ways of learning, classical attract attention and explain
years the rules of the methods are not so interest- basic safety rules, like the
old road, develop ing for them and may not be rules of crossing the road,
skills for safe taken seriously. traffic lights,signs
behavior on the
road

As shown in Table 3, the mobile game targets different user groups, each with
specific learning needs and challenges. The integration of AR and gamification en-
hances user engagement and improves knowledge retention, making learning traffic
rules more effective and accessible for different audiences including children and
adults. Moreover, research shows that the use of AR in educational systems helps to
increase user engagement and develop decision-making skills in real-world situations
(Billinghurst et al., 2015).

In addition, the developed AR system supports multi-user mode, which allows
students to compare their knowledge, which is aimed at studying road signs. This ap-
proach is consistent with the principles of gamification, which have proven effective
in educational technologies * Deterding et al., 2011). Thus, the research methodology
is based on the integration of augmented reality with interactive educational technolo-
gies, which improves the quality of learning about traffic rules.

Results

The implementation of an augmented reality (AR) system for interactive learn-
ing of road signs has demonstrated its effectiveness in increasing user knowledge and
engagement. By providing real-time interactive explanations of traffic signs, the AR
app has improved the learning process and contributed to a deeper understanding of
traffic rules. The interactive nature of AR, which makes it possible to visualize signs
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in real-world road conditions and interact with them, has contributed to this improve-
ment. The ability to instantly receive feedback and study various traffic situations
further strengthened the knowledge gained. As shown in Figure 2.

The road narrows sign
T Wiy 9k

Figure 2. Interfaces of AR road-sign feature work

The processed AR content is overlaid on the real-world environment, allowing
users to see interactive elements aligned with their surroundings. For instance, when
scanning a stop sign, the system immediately displays safety tips or rules associated
with that sign, reinforcing the learning process. Statistical analysis confirms the positive
impact of AR on learning efficiency.

Additionally, the use of AR technologies in teaching traffic signs has the poten-
tial for wider application in educational and training programs. Immersive and interac-
tive AR capabilities can be adapted to other aspects of road safety, ultimately contribut-
ing to safer driving behavior and better compliance with traffic regulations.

Conclusion

Augmented reality (AR) has proven to be effective in teaching traffic rules,
making the process of studying road signs more understandable and fun. The main ad-
vantage of AR is the possibility of interactive interaction.: Instead of the usual reading
of the rules, users can “see” road signs in a familiar environment, studying their appli-
cation in different situations. This approach makes learning not only more visual but
also increases student engagement. The introduction of AR into educational programs
can significantly improve the level of training of future drivers and pedestrians, which
in the long run will lead to a reduction in road violations and increased safety. In the
future, AR technologies can be expanded by adding adaptive scenarios and additional
interactive elements to make the learning process even more effective and interesting.
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Annotation. Copyright in the era of artificial intelligence (Al) is facing un-
precedented challenges that require rethinking traditional legal concepts. The issue of
the legal status of Al-created works divides the global scientific community, sparking
discussions about authorship rights, intellectual property, and the need to reform leg-
islation. The article analyzes modern approaches to intellectual property regulation in
the context of Al, including the law enforcement practices of Kazakhstan, Russia, the
EU and the USA. Special attention is paid to the legal status of the products created by
DeepSeek and ChatGPT, their impact on copyright holders and users. The article also
examines the prospects for the development of legislation in the light of the message
of the President of the Republic of Kazakhstan K.-J. K. Tokayev (2023-2024), which
emphasizes the importance of digitalization and innovative development of the coun-
try. Examples from judicial practice are used to prove the need to adapt current legis-
lation to the realities of artificial intelligence. In conclusion, proposals are formulated
to improve the legislation of the Republic of Kazakhstan aimed at creating a legal
environment that balances the interests of Al creators, users and society as a whole.
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Annortanusi. Xacaunel uHTemnekT (Al) moyipiHmeri aBTOPIBIK KYKBIK
JOCTYPIIi KYKBIKTBIK TY>KbIPhIMaMalap/ibl KaiiTa Kapay bl Taarn eTeTiH OYPhIH-COHJIbI
OoMaraH KUBIHIBIKTapFa Tar 0omaabl. JKacaH bl MHTEIJIEKT )KacaraH TybIHIbLIaP IbIH
KYKBIKTBIK MOPTEO€eCi Typalibl Mocesie aBTOPIIBIK KYKBIKTAP, 3UATKEPIIK MEHIIIK KOHE
3aHHaMaHbl pedopmanay KaXeTTUIr Typajibl HiKipTanacTtap TYFbI3aThIH QJIEMIIK
FBUIBIMHA KaybIMIACTBIKTHI Oeiieqi. Makanaga 3UATKEpIIK MEHIIIKTI PeTTeyAiH
3aMaHayu Tacinaepi, conblH iminne Kaszakcran, Peceit, EO xone AKILI-TbIH KYKBIK
KoJjaHy npaktukackl TannaHansl. DeepSeek xone ChatGPT sxacaran eHimaepaiy
KYKBIKTBIK MopTeOeciHe, oJlapAblH KYKBIK Helepl MEH MaifalaHylIbliapra dcepiHe
epekie Hazap ayaapeuianbl. Makanana conpaii-ak Kaszakcran PecmyOnukachlHBIH
[Tpesunenti K. - XK. K. TokaeBTsiH (2023-2024 xok.) XKonmaysl ascbiHIa 3aHHAMAHbI
JaMBITy TEpCHEKTUBAIapbl KapacThIPbUIA[bl, OHAA eNAIH HU(PIAHABIPY MEH
WHHOBAIVMSUIBIK  JAMYBIHBIH MAaHBI3ABUIBIFBI  aTam KepceTuireH. KonmaHbIiCTarbl
3aHHAMaHbl ~ JKacaHIbl  WHTEIJICKT  IIBIHABIFBIHA  OeiiMaey  KaXeTTUIIriH
JONETIICUTIH COT TMpPaKTUKAChIHAH MbIcaiaap Koinanbuiansl. KopeiteiHabima AU
KacaylIbUIap/IblH, MaiIaTaHyIbUIapbIH )KOHE TYTAacTail KOFaMHBIH MYICNepiHiH
Terne-TeH IITH KaMTaMachl3 €TeTiH KYKBIKTBIK OpTa Kypyra OarbiTTanran Kazakcran
PecryOnukachIHBIH 3aHHAMACHIH KETUIAIPY KOHIHAE YCHIHBICTAP TYKBIPBIM/IAIFaH.

Tyiiin ce3ep: xacaHIbl UHTEIEKT, aBTOPIBIK KYKBIK, 3USTKEPIIiK MEHIIIIK,
3anHama, DeepSeek, ChatGPT, cot mpakTukacsl
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ABTOPCKOE ITPABO B COEPE HCKYCCTBEHHOI'O HUHTEJIVIEKTA

A. 90aimyTaainkei3bl, IILE. Acan
MesxyHapoAHbIH YHUBEPCUTET UH()OPMAIIMOHHBIX TEXHOJIOTHH.
Anmarsl, Kazaxcran
HayuHblil pykoBoauTens JOKTOp ropuandeckuil Hayk: Maynenos K.C.

O0aiMmyTominkp3el A, — OakamaBp «MHPOPMaMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHID», Kadeapa
UH(POPMALMOHHBIX CHCTeM, MeXTyHapOJHbIH yHUBEPCUTET HHPOPMALIMOHHBIX TEXHOIOTHIA, AtMaThl, KazaxcraH.
Acan IIILE. — aBrop [U1st KOppecHoHAeHIHH, OakanaBp «H)OPMAIMOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHID»,
kadenpa HHGOPMALIMOHHBIX cHCTEM, MeXayHapOIHbIH YHUBEPCUTET HHOOPMALIMOHHBIX TEXHOJIOTHH, AJIMAThI,

Kazaxcran.

AHHOTanusi. ABTOPCKOE IIPABO B AMOXY UCKycCTBEHHOro uHresuiekra (M)
CTAJIKUBAETCA C OECHpeleCHTHBIMU BBI30BaMH, TPEOYIOIIUMHU MEPEOCMbICICHHS
TpaJIMLIMOHHBIX MPABOBBIX KOHLENIMI. Bornpoc o mpaBoBoM cTaTyce Mpou3BeIeHUH,
co3nanHbix MU, pasnenseT MHUpOBOE HaydyHOE COOOIIECTBO, BBI3BIBASs IMCKYCCHH
O TpaBaXx aBTOPCTBA, WHTEIUVIEKTYaJIbHOW COOCTBEHHOCTH U HEOOXOJUMOCTH
peopMHpOBaHUS 3aKOHONATENBCTBA. B cTaTbe aHANM3UPYIOTCA COBPEMEHHBIC
MOAXOAbl K PEryJIUPOBAHUIO0 MHTEUIEKTYalIbHOM cOOCTBEHHOCTH B KoHTekcTe MU,
BKJIIOYasl TpaBONPUMEHUTENbHYIO NpakTHKy Kaszaxcrana, Poccun, EC u CUIA.
Ocoboe BHUMaHUE yIeIsIeTCsl IPAaBOBOMY CTaTyCy MPOJIYKTOB, co3aanHbIX DeepSeek
n ChatGPT, ux BIusHUIO Ha TpaBooOIazaTenei 1 mojip3oBaTeneil. B cratee Takxke
paccMaTpuBarOTCA MEPCHEKTUBBI PA3BUTHUS 3aKOHOAATEIbCTBA B CBETE IOCIAHMS
[Ipesunenta Pecnybnuku Kazaxcran K.-XK. K. Tokaesa (2023-2024 rr.), B KOTOPOM
MOTYEPKUBACTCA BAXHOCTh LU(MPOBU3AUN U WHHOBAIMOHHOTO PA3BUTHUS CTPAHBI.
Hcnonp3ytorest mpuMepbl U3 CyAeOHON NMPaKTUKH, JOKA3bIBAIOIINE HEOOXOIUMOCTD
ajanTaluuy  JEMCTBYIOLIETO 3aKOHOJATENbCTBA K PEANUSAM  HCKYCCTBEHHOIO
MHTEJUIeKTa. B 3aKimoueHnn c(hopMyTMpOBaHbI TPEATIOKESHHS 10 COBEPILICHCTBOBAHHIO
3akoHozaarenbcTBa PecnyOnukn KazaxcraH, HampaBieHHbIE Ha CO3JaHHME IPaBOBOM
cpensl, obecrieunBaromieii Oamanc wHTEepecoB coznateneld MU, monb3oBareneit u
00I11eCTBA B LIETIOM.

KuaroueBble cioBa: UCKYCCTBEHHBIM HHTEIUIEKT, aBTOPCKOE IIpaBo,
WHTEJJIEKTyallbHass COOCTBEHHOCTh, 3akoHomaTesnbeTBO, DeepSeek, ChatGPT,
cyneOHas mpaKTHKa

Beenenune

B 30Xy cTpeMHUTENbHOTO pa3BUTHS TEXHOJIOTUI HCKYCCTBEHHOI'O MHTEIIEKTA
(M) BopOCHI aBTOPCKOTO MpaBa MPUOOPETAIOT 0COOYI0 3HAYUMOCTh. [ eHepaTUBHBIC
mozenu MU cmocoOHBI co3aBaTh TEKCTHI, U300paKeHUs, MY3bIKy U HHBIC MPOU3-
BEJICHMSI, YTO CTaBUT I10Jl COMHEHHUE TPAJULMOHHBIE IIPEJICTABICHHUSI O TBOPUYECTBE
U HHTeUIeKTyalbHON coOcTtBeHHOCTH. B Ilocnanum Ilpesunenta PecrnyOnuku
Kazaxcran Kaceim-XKomapra TokaeBa Hapony Kaszaxcrana ot 2 cenrsops 2024 rona
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MOIYEPKUBACTCS BAXKHOCTh aJaNlTallud 3aKOHOJATeNbCTBA K BBI30BaM IM(PPOBOIt
AMOXH, BKIIOouUas peryinupoBanue MU B cdepe MHTEIEKTyaaIbHOW COOCTBEHHOCTH.
B ycnoBusix, Korja TEXHOJIOTHH pPa3BHBAIOTCS ObICTpee, YeM HOpPMATHBHBIE aKTHI,
HEeo0XoauMOCTh  peOpPMUPOBAHUS  3aKOHOJATENbCTBA CTAHOBHUTCS  OCOOEHHO
aktyanpHOU ([Tocnanue [Ipesunenta Pecnyonuku Kazaxcran mapony Kazaxcrana ot
2 centsa0ps 2024 1.).

CoBpemeHHbIe HcceoBaHus B oonacTu mpasa u M 3aTparuBaioT HECKOIb-
KO KJTFOUEBBIX acmekToB. OIHUM M3 BaKHEHIIMX BOIPOCOB SIBISETCS ONpEAeTeHUE
aBTOPCTBA Ha MPOU3BENICHUS, CO3JaHHbIe ¢ ucnoip3oBanuem M. TpaauironHoe aB-
TOPCKOE MPaBO MCXOTUT U3 KOHIIETIIMH YEeJIOBEUECKOTO TBOPYECTBA, OHAKO C MOSB-
JIEHMEeM TE€HEPaTUBHBIX aJTOPUTMOB BO3HUKAET MpoOiieMa MpU3HAHHUS aBTOPCTBA 3a
MalIMHOMN 1K ee pazpaboTurnkoM. OIHU UCCIIEAOBATENN IPEIaraloT paccMaTpuBaTh
NN kak coaBTopa, Ipyrue HaCTauBalOT Ha TOM, YTO IOPUINYECKUM aBTOPOM JIOJIKEH
CUMTATBCS TOJIBKO YENIOBEK, ucrnonb3oBapuii UM B mporecce co3nanus npou3Bese-
Hus. B yue6HOM nocobun «IIpaBoBoe peryanpoBaHie HCKYCCTBEHHOTO MHTEIIEKTa
nox penakuuen M.A. ®ummoBoit 00cy)aaeTcss HEOOXOAMMOCTh IEPECMOTPA MPaBO-
BBIX HOpM 11 yueta Bkiaga MU B TBopueckuit nporece (Punumnora, 2025: 312).

Eme omHuM CHOpHBIM BOIMPOCOM SIBJISIETCSI MCIOJIB30BAHUE 3alUIIEHHBIX
aBTOPCKUM MpaBoM MaTepuaioB ansi oOyuenuss UM. CoBpeMeHHbIE MOJIETH UCKYC-
CTBEHHOTO MHTEJUIEKTa 00y4yaroTCs HA OTPOMHBIX 00beMax JaHHBIX, CPEIU KOTOPHIX
MOTYT HaxOIWUTHCS MPOU3BEICHUS, 3alUIICHHBIE aBTOPCKUM IPABOM. IJTO MOPOXK-
JlaeT MHOTOYHCIIEHHBIE JUCKYCCHUU O 3aKOHHOCTH MOJ0OHOTO MCIONb30BaHus. OHI
CHEIHMANIMCTHI ToJaratoT, uto o0ydenue MU Ha aBTOpckuX Mpou3BeACHUSX MOANATACT
O] TIOKTPUHY JT00POCOBECTHOTO MCIONb30BAHUS, APYTUE K€ HACTaUBAaIOT Ha HEOO-
XOJIMMOCTH TIOJIyYE€HHUS pa3pelieHus ot mpaBooOnanareneii. B 3apybexHoii mpakTuke
y>K€ BO3HUKIIU Cy[IcOHbIE MPEIEICHTHI, CBA3aHHbIE C MTOJI0OHBIMU BOIIPOCAMH.
Hanpumep, B BenukoOputanuu napiaMeHTCKHE KOMUTETHI MPU3BIBAIOT MPABUTEIb-
CTBO 00ECHeUYuTh 3alIUTy UHTEPECOB co3aareneil kontenTa, a B CIIIA paccmarpuBa-
I0TCS ICKU MPOTHUB TEXHOJIOTUYECKUX KOMITAHUH, HCTIONB3YIOIINX aBTOPCKHE MaTepH-
anbl 06e3 cornacus BiIaIeIbIIeB.

B MexayHapoaHo# mpakThKe HAOMIONAI0TCs Pa3INyHbIe MOIXO0/IbI K TPaBOBO-
MY peryJaupoBaHHi0 aBTopckoro npara B chepe M. B Erpornetickom Coro3e BeayTcst
aKTUBHBIE OOCYXIECHUS O HEOOXOIMMOCTH YETKOTO OIpeIeleHHsI TIPABOBOTO CTaTyca
MIPOM3BENICHUH, CO3JaHHBIX MAIIMHHBIM MHTEVIEKTOM. B HEKOTOPBIX FOPUCTUKIIUIX
paccMmarpuBaeTCsl BO3MOKHOCTh BBEACHUSI CHIEIIMANIBHBIX JTUICH3UHN, PETYITHPYIOMINUX
HCIIOJIb30BaHUE aBTOPCKHUX paboT st oOyuenus MW, Hanpumep, Kurait yxe BHenpsi-
€T MEXaHH3MbI [IPABOBOTO PETYIUPOBAHUS, TTO3BOJISIONINE aBTOpaM TPeOOBaTh KOM-
TIEHCAIUH 32 HCIIOJIb30BAHNE UX MTPOU3BEICHUHN B POIECCE MAIIMHHOTO 00yUYeHUSI.

B Kazaxcrane nanHas TeMa moka He MoJTydniia MOJTHOIEHHOTO 3aKOHOAATEb-
HOTO PEryJlupOBaHHUs, OJHAKO BOMPOCHI MHTEIJIEKTYalIbHOH COOCTBEHHOCTH M IU(}-
POBBIX TEXHOJIOTUH YK€ MOAHUMAIUCH B paMKaX NMPaBUTEIbCTBEHHBIX HHUIIMATHB. B
yactHocTH, B [locnmanuu Ilpesunenta Kaceim-XKomapra TokaeBa oco0oe BHUMaHHE
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yaensercs nupoBU3aLUN U HEOOXOIUMOCTH 00ECIIEUeHHs 3allUThl AaBTOPCKUX MPaB
B JI0XY HOBBIX TexHojorui. J{ns Kazaxcrana Ba)KHO yYWTBIBAaTH MHUPOBOM OIBIT U
pazpaboTarh 3QPEKTUBHYIO CTPATETUIO PETYIUPOBAHUS, KOTOpas MO3BOJIMUT cOaaH-
CUpPOBaTh UHTEPECH aBTOPOB, MOJNb30Bareneil u pazpadborunkos M.

B ropunndeckom cooO1iecTBe Mpo10IKAITCs JUCKYCCUN OTHOCUTEIBHO TOTO,
KakiuM 00pa3oM cienyeT aJanTUpoBaTh 3aKOHOAATEIHCTBO K HOBBIM peanusM. [Ipo-
dbeccop U.A. OununoBa 0TMEYAET, YTO COBPEMEHHBIE MPABOBBIE HOPMBI HE YUUTHI-
BatoT cnenuduku MU, a motomy Tpedyercs KOMITJIEKCHBIA IEPECMOTP 3aKOHOIATEIhb-
ctBa. Bmecre ¢ TeM npodeccop HO.C. Xaputonosa noguepkusaet, yto npuznanue MU
MIOJTHOIIEHHBIM aBTOPOM MPOTHUBOPEUUT (PyHIAAMEHTAIBHBIM MPUHIIMIIAM aBTOPCKOTO
MpaBa U MOXKET MOBJIEeYb 32 CO0O0M 3HAYUTETbHBIEC TPABOBHIE KOJTU3UU.

Taxum 06pazom, pa3BUTHE UCKYCCTBEHHOTO MHTEIUIEKTa CTABUT Mepe/1 PaBo-
BOIl cHCTeMOI HOBBIE BBI30OBBI, TpeOyIOIIKE ONEepPaTUuBHOIO pearupoBaHus. Heooxo-
JMMa aJanTaius 3aKOHOJATeIbCTBA, YUNUTHIBAIOIIAs HHTEPEChl KaK co3JaTenell KoH-
TeHTa, Tak U pa3padorunkoB M. B Ka3zaxcrane mpeacrapisieTcs 1e1eco00pa3HbIM
pa3paboTka CreraibHbIX HOPM, PETYIHPYIOMUX ucnons3oBanue MM B TBopuyeckon
JeSITeIbHOCTH, a TaK)Ke OIpe/Ie]IeHHe MTPaBOBOT0 CTaTyca MPOU3BEICHUH, CO3TaHHBIX
C ero yyactueM. BBeseHrne MexaHM3MOB CITpaBeIJINBOM KOMIIEHCAIIMH 33 UCTIOIbh30Ba-
HHUE aBTOPCKUX padoT B mpouecce o0yuenus: MU taxke MOXKET cTaTh BaXKHBIM I11aTrOM
Ha TMYTH K IPaBOBOM OIpeIeICHHOCTH B IaHHOM cdepe.

Aemopckoe npaso u HH: npoonema agmopcmea u unmen1eKmyaibHoul
coocmeennocmu

Passutne wuckyccrenHoro wunremiekta (M) craBuT mnepen mnpaBoBoit
CUCTEMOI HOBBIE BBI30BBI, 0COOEHHO B 00J1aCTH aBTOPCKOTO ITpaBa. OCHOBHBIE BOITPOCHI
KacaloTcsl OIpe/esieHHs] aBTOPCTBA IMPOW3BEACHUN, CO3aHHBIX c ywactuem WU,
BO3MOXHOCTH Tipu3HaHust UM cyObekToM mpaBa M 3alIMThl TAaKUX Mpou3BeneHui. B
TaKoOM ciTy4ae Bo3HHKaeT Bornpoc KTo siBisieTcs aBTopoM: pa3paboTUHK, 0JIb30BaTEIh
nmu UN?

CornacHo crathe 2 3akona PecryOmmku Kaszaxcran «O0 aBTOpPCKOM MpaBe
U CMEKHBIX MpaBaxy», aBTOPOM MpHU3HAETCs (pU3MUEcKoe JUI0, TBOPUYECKUM TPYIOM
KOTOPOTO CO3/JaHO MPOU3BEICHUE HAYKH, TUTEPATYPhl WM UCKYCCTBA. DTO O3HAYAET,
YTO TOJIBKO Y€JIOBEK MOKET OBITh Mpu3HaH aBTOpoM (3akoH Pecmy6nuku Kaszaxcran
ot 10 urons 1996).

B xontexcte MM BO3MOXKHBI pa3TUYHbIE CIIEHAPUU: €CITU YEJIOBEK HCTIOIb3yEeT
NU-uHCTpyMEHT [IJ1s1 CO3/1aHUs TPOU3BEACHHS M BHOCUT 3HAYUTENbHBIN TBOPUYECKUI
BKJIaJl, OH MOXET ObITh MpPU3HaH aBTOpoM. B ciyuasix, korga MU camocrosiTensHo
TeHEepUpPYyeT MPOU3BeACHUS 0€3 HEeMOCPEICTBEHHOTO YYacTHsI MOJI30BaTENsl, BOMPOC
0 TMpaBax pa3paboT4yHMKa OCTAETCS OTKPBITHIM, MOCKOJBbKY OH HE BHOCUT MPSIMOTO
TBOPUYECKOT'0 BKJIa/1a B KaXk/10€ KOHKpeTHOoe mpousBenenue. Ha texymuit moment M
He 001a/1aeT MPaBOCYyOBEKTHOCTHIO U HE MOKET ObITh MPU3HAH aBTOPOM.

Huckyccun o npenocrasieHnn MM mpaBocyObEKTHOCTH BEAYTCS aKTUBHO.
HekoTopele uccienoBarenu mpeyaraloT _paccmarpuBath MU kak 1opuanyeckoe

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @“(},
International License \s=s

30



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

JIUII0, YTO TIO3BOJIUIIO OBbI €My 00JIa1aTh OTMPE/ICIEHHBIMH IIPaBaMU M 00SI3aHHOCTSIMHU.
Opnako GONBIIMHCTBO CHEIMATUCTOB CXOSATCS BO MHEHHUH, YTO coBpeMeHHbIi MU
He 00N1a7aeT CO3HaHWEM U BOJIEH, HEOOXOAMMBIMU ISl IPU3HAHUS €r0 CyOBEKTOM
npasa.

[Tockonbky MU He MOXeT ObITH TPU3HAH aBTOPOM, POU3BEACHHUSI, CO3/ITAHHBIC
UM 0e3 ydacTusi 4elloBeKa, OKa3bIBAIOTCS BHE TPAJAMIIMOHHOW CHCTEMBI aBTOPCKOTO
npaBa. Bo3MoOXHBIE MOAXOMBI K PELIEHUIO 3TOW MpoOsieMbl BkItoyatoT: [Ipu3nanue
mpaB 3a ojbs3oBatesneM MU: eciu nonb3oBaTens BHOCUT TBOPUYECKUN BKIIA, OH MOXKET
ObITh Ipu3HaH aBTOpoM. [Ipu3Hanue npas 3a pazpadorunkom NU: B crnydae, ecnu
NN neiicTByeT aBTOHOMHO, IIpaBa MOTYT OBbITh MepeaaHbl pa3paboT4uKy, XOTs 3TO
octaercs criopHbiM. OOmiecTBeHHOE qoctosinue: [Ipoussenenus, cozganusie MW Ge3
y4acTus 4eJIOBEKa, MOTYT ObITh MPU3HAHBI OOIIECTBEHHBIM JOCTOSTHUEM, JOCTYITHBIM
U1 CBOOOTHOTO MCTIONIb30BaHUS.

B uenom, pazsutue M1 TpebGyeT nepecMoTpa CyIeCTBYIOIINUX HOPM aBTOPCKOTO
mpaBa ¥, BO3MOXKHO, Pa3pa0OTKH HOBBIX MOJIXOJOB K 3alllUTE HWHTEJUIEKTyallbHOM
COOCTBEHHOCTH B YCHNOBHUSX LU(poBON »moxu. BakHo HaliTH OamaHC MEXIY
MHTEpecaMu pa3paboTYUKOB, TOIb30BaTeNel 1 00111ecTBa, 0OecrieynBasi ClipaBeITuBOE
pacnpeseneHre npas U 00sI3aHHOCTEH.

MeskayHApPOIHBIH ONBIT PeryJIMpoBaHus aBTOpPcKuX npas na MU

Pa3Butne uckyccrBennoro uHtemiekta (M) mpuBoauT Kk HE0OXOIUMOCTH
MepecMOTpa CYIIECTBYIOMIMX HOPM aBTOPCKOTO TpaBa. B pasHbIX cTpaHax
MPEANPUHUMAIOTCS TIOTBITKY a/IaliTUPOBATh 3aKOHOJATENIbCTBO K HOBBIM peajusiM,
CBSI3aHHBIM C CO3/IaHHeM mpowu3BeneHui mpu yuactuu MU. PaccMoTpuM moaxosl
EBponeiickoro Coro3za (EC), CIIIA, Kurtas u Poccun k perynupoBaHUIo 3TO# cepshl.

B Esponeiickom Coro3e (EC) perymupoBanne MWW ocymectBisercs
B paMmkax 3akoHa 00 wuckyccTBeHHOM wuHTemiekte (Al Act), cormacoBaHHOTO
EBpomnapnamentom u CoBetom EC B mexabpe 2023 roga (European Union Al Act,
2023). DTOT 3aKOH BBOJUT CTpPOTHE TpeOOBaHUSA K pa3pabOTKe M HCIIOIb30BAHHUIO
NN, Bxitouas 06s13aTeNIbCTBA 10 00€CTIEYSHHUIO TPO3PAYHOCTH AITOPUTMOB, 3AIIUTHI
MEePCOHANBHBIX JaHHBIX U COONIOICHUIO TpaB 4yeloBeKa. B KOHTEKCTE aBTOPCKOTO
npaBa Al Act moka He JaeT KOHKpETHbIX pemeHuid, Ho B EC BenyTcs TUCKyCcCUH O
BO3MOXKHBIX MEXaHU3MaX 3alIUThl HHTEJIEKTYyaIbHOI COOCTBEHHOCTH B OTHOIIIEHUH
NH-co3naHHbIX TPOU3BEACHUMN.

B CIIA perynupoBanue MU B aBTOpCKOM mMpaBe OCTaeTcs CIOpPHBIM. B
HACTOSIIEE BPEMS 3aKOHOJATENLCTBO UCXOAUT M3 TOTO, YTO aBTOPOM MOXKET OBIThH
TOJIKO YE€JIOBEK, U MPOU3BEACHUS, CO3/IaHHbIe UCKIIoUnTeIbHO M, HEe MOTYT OBITh
3alUIIeHbI aBTOPCKUM MpaBoM. OHAKO cyAeOHbIe /iea, CBsI3aHHbIE ¢ 00yUYeHUEM
WM ©Ha 3amMiIeHHBIX aBTOPCKUM MPABOM JIaHHBIX, IOCTENEHHO (HOPMHUPYIOT
MPaBONPUMEHHUTENBHYIO NPakTUKy. Hanmpumep, nokrpuna fair use (106pocoBecTHOTO
MCIIOJIb30BaHUs) MPOO0KAET OCTaBaThCs KIFOYEBBIM (PAKTOPOM B pa3dupaTeNbCTBaX,
CBSI3aHHBIX C UCIIOJIB30BAaHUEM aBTOPCKUX MaTepHanoB ajst oOyuenus NU.

Kuraii cTan o/1HO# U3 IepBBIX CTpaH, re 0UIIHAIBHO MPU3HATIN BO3MOKHOCTD
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MPEIOCTAaBIICHUs] aBTOPCKHUX IpaB Ha MPOU3BENECHUS, CO3/IaHHbIe HelipoceTsmu. B
2019 rony kuTalickui Cyj MpHU3HAI MPOU3BEJCHUE, co3AaHHOe Tpu nomoru MU,
3aIUIICHHBIM aBTOPCKUM MIPaBOM, HO C OTOBOPKOIA, YTO B €r0 CO3JaHUH Y4acTBOBAJ
yenoBek ([loctynHo Ha: http://www.ncac.gov.cn/).

D10 cBUIeTeNbCTBYET 0 cTpemieHnn Kuras unrerpuposats UU B cuctemy
MHTEJJIEKTYallbHOM COOCTBEHHOCTH, a/ITaNITUPYS IPABOBBIE HOPMBI K TEXHOJIOTHYECKUM
WM3MEHEHUSIM.

B Poccun nuckycceun o perynupoBanuu MM B KOHTEKCTEe aBTOPCKOTO MpaBa
HaxoIATcsl B akTUBHOW ctaguu. B 2023 romy MuHuCcTEpCTBO 1TU(POBOTO Pa3BUTHS
MPEJIOKUIO Pa3pabOTKy HOPMATHUBHBIX AaKTOB, PETYIUPYIOMIUX HCIOIb30BaHUE
WU, Bxmroyass BOMPOCHI HHTEJUIEKTyalbHOW COOCTBEHHOCTH. Bompoc aBTopcTBa
MPOW3BEICHNH, Cco3laHHbIX Tpu momomu WU, ocraeTcss HepemeHHBIM, OIHAKO
oOcyKJaeTcsi BO3MOXKHOCTb BHECEHHs TMompaBok B ['paxmanckuii komekc PD
(ToctymHo Ha: http://www.consultant.ru).

CynedHble mpenegeHTbl M CHOPbI BOKPYI MCHOJIb30BAHUS ABTOPCKHX
MarepuasioB 1jas o0yuenuss U

B mocnennue roapl cyneOHBIE MPOIIECCHI, CBSI3aHHBIE C MCIIOJIB30BAHHEM
aBTOPCKUX MaTepuanoB B oOyuenun MU, cranu ogHumu u3 Hanbosee 3HAYMMBIX B
00J1acTH MHTENIEKTYalbHON COOCTBEHHOCTH.

OpHuM U3 KIIIOUEBBIX JIe cTano pa3douparenbctBo Thomson Reuters mpoTus
Ross Intelligence B CIIIA (deBpans 2025 roma). @eaepanbubiii cya B Jenasape
mpu3Hal, 4YTo wucnoib3oBaHue Ross Intelligence warepuanoB, 3amMIEHHBIX
aBTOPCKUM IpaBoM, JUIst 00yueHus cBoeit M -cuctembl HapyliaeT aBTOPCKOE MPaBo.
Cyn OTKJIOHWJI apTyMEHT O JIOOPOCOBECTHOM MCIIOJIb30BaHUU (fair use), moa4epKkHyB,
YTO KOMUPOBAHKUE 3HAYUTEIHHBIX 00bEMOB TEKCTa 0€3 pa3perieHus mpaBoolIaaaTess
HE TO/MAIAeT MO UCKIIYEHUs, TTpeaycMoTpeHHbIe 3akoHOM (Thomson, 2025).

Eme onHuM rpoMKuM ciydaeM cTail uck nucareiabHuIbl Capsl CuibBepMaH
u rpynmnel aBTopoB mpoTuB OpenAl. McTupbl 3asBWiId, 4TO MX MPOU3BEICHUS
UCIONIb30BAINCH sl 00y4eHUs HelpoceTu 0e3 UX pas3pelieHus, YTO MPeICTaBIseT
co0oif HapymieHne aBTopckux mnpas. CynedHoe pa3dupaTenbcTBO MPOIOIIKAETCS, HO
OHO y’Ke IPUBIIEKJIO BHUMaHHUE 00IIECTBEHHOCTH M 3aKOHO/IaTeNe|, TIOJHSAB BOIIPOC O
HEO0OXOIUMOCTH YETKOT'O PETyJIUPOBaHUS MUCTIOIb30BAHUS 3aAIIUIIEHHBIX aBTOPCKUM
npaBoM MaTepuaioB B o0yuenun UM (OpenAl (2023).

Otu cyaeOHbIe Jena Mo JUepKUBAIOT CI0KHOCTh MPOOIEMbI aBTOPCKOTO MpaBa
B KoHTekcTe M. Ctpansbl U cyneOHbIe Opranbl IPOAOIKAIOT UCKATh OalaHC MEXITY
3alUTON MHTEIUIEKTYaIbHOU COOCTBEHHOCTH U Pa3BUTHEM TEXHOJIOTH, CTPEMSCH K
CO3/IaHHUIO CIIPaBeINBOM U () (PEKTUBHOI PaBOBOI CUCTEMBI B YCIOBUAX LIU(PPOBOIA
ATOXHU.

3akirouenune

CoBpeMeHHOE pa3BUTHE UCKYCCTBEHHOT'O MHTEIIEKTA CTAaBUT MEpe]] TPaBOBOM
CUCTEMOH CIIOKHBIE BOIIPOCHI, CBSI3aHHBIE C aBTOPCKUM MPABOM U UHTEIJIEKTYaIbHOM
coO0ctBeHHOCThIO. Tak kak M He obOnamaer mpaBoCyOBEKTHOCTHIO, PU3HAHUE €TI0
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aBTOPOM B HACTOSIIEE BpeMsi HeBO3MOKHO. OCHOBHBIE MOIXOBI K PETYIUPOBAHHIO
ATOHM Cephbl BKIIOYAIOT 3aKPEIICHHE MPaB 3a MOJIb30BaTeNIeM WIN Pa3pad0TINKOM
m00 mpu3HaHue co3maHHbiXx WU mpowsBeneHH OOIIECTBEHHBIM JIOCTOSHHEM.
Jlnst 23 PEeKTHBHOTO TPABOBOTO PErYIMPOBAHUST HEOOXOIUMO COBEPIICHCTBOBAHUE
3aKOHOJIATEIhCTBA C YY4ETOM OajaHCa MHTEPECOB BCEX YYACTHHUKOB IPOIIECCA, YTO
00ECIIeUNT CIIPABEUIMBYIO 3alIUTy MHTEIICKTYAIBHOW COOCTBEHHOCTH B YCIOBHUSIX
udpoBoi AMOXH.

REFERENCES
I'paxmanckmit  xomekc  Poccmiickoit ~ ®enepammu.  JloctymHo — Ha: http://www.consultant.ru
European Union Al Act (2023). European Parliament and Council Agreement. JloctymHo Ha: https://eur-lex.
europa.eu/

Kuraiickoe perynupoBanue U u aBTopckoro npasa. JlokymeHTsl KnuTalickoro HalmoHaibHOTO BEJOMCTBA 10
aBTOpckoMmy mpaBy. octymnuo Ha: http://www.ncac.gov.cn/

Tokaes K.-XX. K. CrnpaBemmubiii Ka3axcraH: 3aKkoH W MOPSIIOK, SKOHOMHYECKHH POCT, OOIIECTBEHHbIH
ontummsM: [Tocnanue [pesunenta Pecniyonuku Kazaxcran Hapony Kazaxcrana (2 centsiops 2024 r.). — AcraHa:
Axoppaa, 2024. — 42 c.

Thomson Reuters v. Ross Intelligence (2025). Cyneonoe pemenne, CILIA. JloctynHo Ha: https://www.reuters.
com/

Sarah Silverman et al. v. OpenAl (2023). Mck o nHapymenunm aBTOpckux mpaB. JloctymHo Ha: https:/
www.theverge.com/

OummoBa M.A. (2025). I[IpaBoBoe peryimpoBaHHE HCKYCCTBEHHOTO WHTEIICKTa: ydeOHoe mocoOme. 3-e
u3n., nepepad. M non. — Hmxamit Horopon: Hmxkeropoackuii rocynapcTBeHHBIH yHHBepcuteT um. H..
Jlo6auesckoro, 2025. — 312 c.

3akoH Pecybmmku Kazaxcran ot 10 urors 1996 roma Ne 6-1 «O0 aBTOpCKOM NpaBe U CMEKHBIX MTPABaX»

[Onexrponusii pecype]. — Pexxum nocryma: https://adilet.zan.kz/rus/docs/Z9600000006.

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

33



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 27082032 (print)
ISSN 2708-2040 (online)

YK 004.89
WILDFIRE ASSESSMENT USING MACHINE LEARNING MODELS

M.A. Adilbayeva
International university of information technologies, Almaty, Kazakhstan.
Scientific supervisor: S.D. Alpar

Adilbayeva Meruyert Adilbayevna — 1st year master’s student of the International University of Information
Technologies, Department of Mathematical and Computer Modeling, specialty Data Science.

Alpar Sultan Duisenuly — PhD, Associate Professor at the International University of Information Technology.

Abstract. In this article, the increasing frequency and severity of wildfires due
to climate change and human activities are addressed. Recent forest fires, such as those
in Kazakhstan’s Abay region, highlight the urgent need for rapid and accurate wildfire
assessment. An innovative ensemble method combining YOLO and SSD algorithms
is proposed to enhance wildfire detection. Utilizing a large dataset of landscape and
real-fire images, the approach achieved an accuracy of 89%, improving detection reli-
ability and reducing false alarms. The findings demonstrate the effectiveness of ensem-
ble deep learning models in providing fast and precise wildfire assessment solutions.

Keywords: wildfire assessment, YOLO, SSD, deep learning, ensemble meth-
ods, false alarm reduction, machine learning

KACAHABI THTEJUIEKT YJII'VIEPIH KOJIIAHA OTBIPBIII OPMAH
OPTIHE BAT' A BEPY
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AnmninbaeBa Mepyept AnuifaeBHAa — XalbIKapalblK aKMApaTTHIK TEXHOJOTWsUIAp YHHBEPCHTETIHIH 1 Kypc
MarucTpanTsl, Data Science MaMaHIBIFBI OOMBIHINIA MATEMaTHKAJIBIK KOHE KOMIBIOTEPIIIK MOJIEINIB/ICY KadepachL.
Augnap Cyaran [yiicenyasl — PhD, xanbsikapaiibIk aKIIapaTThIK TEXHOJIOTHSIIAD YHUBEPCHTETIHIH KaybIM/IaCThI-

pBUTFaH Podeccopsl.

AHHoTanus. by Makanaza KIMMaTTHIK ©3repicTep MEH ajaM opeKeTTepiHiH
ocepiHeH OpMaH OpTTEePIHIH KUUIIr MEH KapKbIHIBUTBIFBIHBIH apTYbI KAPACTHIPBLIA/IbI.
KazaxkcranubiH AbGaii 00JIBICBIHAAFBl COHFBI OpMaH ©PTTEPl OpMaH OPTTEPIH JKeaem
KOHE 1111 OarayiayJIblH MaHBI3JBUIBIFBIH KepceTeli. OpMaH epTTepiH aHBIKTAYAbl
xaxkcapty ymiH YOLO sxone SSD anroputmaepin OipiKTipeTiH WHHOBAIUSUIIBIK
aHcaMOIb 9rici yCchIHBUIAaAbL. JlaHamadt meH HaKThl epT CypeTTepiHeH TYpaTbiH
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YJIKEH JEPEeKTeP )KUHAFBIH Maiaanany apKelUibl Oyt o1tic 89% monmaikke Ko KeTKi3 i,
AHBIKTAy CEHIMIUTITIH apTTBIPHII, )KaJFaH 1a0bUTIap/Ibl Q3aUTTHI. 3ePTTEY HOTHKEIEPI
TEepeH OKBITY YJTUICPIHIH KbUIAaM JKOHE JoJI OpMaH OpTi OarajlayblH KaMTaMachl3
€TyJIeT1 THIMILTITIH KOpCeTeIi.

Tyiiin ce3aep: opman eptin Oaranay, YOLO, SSD, TepeH okpITy, aHCAaMOJIb
oMticTepi, JKajaFaH TaObUIIbI a3aiTy, MAITUHHAIIBIK OKBITY

OIIEHKA JIECHBIX ITOKAPOB C UCHIOJIb30BAHUEM MO/IEJIEN
NCKYCCTBEHHOI'O HHTEJIJIEKTA

M.A. AaniaoaeBa
Hayunsiii pykoBoautens: C.[l. Annap

AmunoaeBa MepyepT AauiabaeBHa — MarucTpaHT | Kypca MeXAyHapOAHOTO  YHUBEpPCHTETA
MH()OPMAIIMOHHBIX ~ TEXHONOTHH, Kadeapbl MaTeMaTH4ecKoe M  KOMIBIOTEPHOE MOJEIHPOBAHUE MO
CHEIHaTbHOCTH.

Audnap Cyaran [yiicenyasl — PhD, acconumnpoBanublii mpodeccop MexayHapoaHOTO YHUBEPCUTETA

nH()OPMAIIMOHHBIX TEXHOJIOTHIA.

AnHoTauusi. B crathe paccMaTpuBaeTcs pOCT YaCTOTHI U WHTEHCHUBHOCTHU
JIECHBIX TIOKApOB H3-3a HM3MEHEHHS KIMMaTa M YeJIOBEUYECKON eATeIbHOCTH.
HenmaBame moxapsl B AOaiickoii oOmactu Kaszaxcrtana  moT4epKUBarOT
HE0OXOIUMOCTh ONIEPATUBHON M TOUHOM OILIEHKH JIECHBIX MOXKapoB. [ ymydieHus
OoOHapyXeHHs] TO0XapoB TMpPENJoKEeH WHHOBAIIMOHHBIA aHCaAMOJIEBBI METOJ,
oowenuusrommii anroput™Mbl YOLO u SSD. Mcnonbs3ys 6onbinoli HaOOp JTaHHBIX
C M300paKeHUsIMU NaHAMA(TOB M pealbHbIX MOXapOB, METOA JOCTUT TOUYHOCTH
89%, MOBBICUB HAJEKHOCTb OOHAPYKEHHUS U CHHU3UB KOJIWYECTBO JIO)KHBIX TPEBOT.
PesynbpTatel 1eMOHCTPUPYIOT 3(D(PEKTUBHOCTH aHCAMOJIEBBIX MoOjeNel TIyOoKOro
oOydeHusi B 00ecre4eHnn OBICTPOrO U TOYHOTO BBISIBJICHHUS JIECHBIX MTOKAPOB.

KiaroueBbie ciaoBa: oleHka JecHbIXx moxkapoB, YOLO, SSD, rmy0Gokoe
oOyueHune, aHcaMOJIeBble METO/IbI, CHIDKEHHUE JIOKHBIX TPEBOT, MAITUHHOE 00y4eHne

Introduction

Wildfires have become a critical global challenge, with their frequency and
severity increasing due to climate change and human activities. These fires cause
widespread environmental damage, destroy biodiversity, and pose significant eco-
nomic and social risks. Every year, millions of hectares of forests are lost, contrib-
uting to global warming, habitat destruction, and the degradation of air and water
quality. Wildfires also threaten human lives and infrastructure, especially in remote
areas where they can escalate rapidly and become difficult to control. Recent events,
such as the 2024 wildfires in Los Angeles with economic damages exceeding $250
billion, underline the urgent need for effective wildfire detection and management
systems (TASS. 2024).

In Kazakhstan, where 600 to 800 wildfires occur annually, the necessity for

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

35



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

advanced detection methods is particularly pressing (KT.kz. 2024).

The increasing complexity and unpredictability of wildfires require innovative
technological solutions to enhance early detection and rapid response. Traditional fire
detection methods, such as satellite monitoring and thermal imaging, often lack the
speed and accuracy needed for real-time assessment. In recent years, machine learning
(ML) and deep learning (DL) have emerged as effective approaches to address these
limitations. By analyzing vast amounts of image data, these models can detect fires
with greater precision and adapt to various environmental conditions.

Numerous studies have explored advanced machine-learning techniques for
wildfire detection, each offering unique strengths and facing specific challenges. While
Faster R-CNN offers high accuracy, it is computationally expensive (Chaoxia et al.,
2020). YOLO, particularly with attention mechanisms, improves real-time detection
but is prone to false positives under challenging weather conditions (Yuncong et al.,
2022).

Methods

In this work, the FASDD (Flame and Smoke Detection Dataset) was used due
to its diverse and comprehensive images for fire and smoke detection [6]. This data-
set covers various conditions, from open flames to obscured smoke under different
weather and lighting scenarios, making it suitable for training models adaptable to
real-life environments. Models trained on this dataset achieved reliable detection even
in complex situations.

YOLO (You Only Look Once) is a real-time object detection system known
for its speed and efficiency. Unlike traditional models that separate region proposal
and classification, YOLO processes an entire image in a single forward pass. It di-
vides the image into a grid where each cell predicts multiple bounding boxes and class
probabilities. This unified architecture allows YOLO to achieve rapid detection while
maintaining reasonable accuracy, making it suitable for real-time tasks like wildfire
detection.

Faster R-CNN (Region Convolutional Neural Network) improves detection
accuracy by combining a Region Proposal Network (RPN) with a convolutional neu-
ral network (CNN). The RPN generates candidate regions directly, replacing the slow-
er selective search method used in earlier R-CNN models. This approach enhances
both speed and precision.

SSD (Single Shot MultiBox Detector) strikes a balance between speed and
accuracy by detecting objects in a single forward pass. It uses a pre-trained CNN, like
VGG16 or ResNet, to extract feature maps at multiple scales. This multi-scale detec-
tion allows SSD to identify objects of different sizes, improving performance on both
large and small targets.

Results

The models were trained using YOLO and Faster R-CNN architectures with
the mentioned dataset. The YOLO model achieved an accuracy of 83 % (Figure 1).
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YOLO Performance Metrics over Epochs
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Figure 1 — YOLO Results

While the Faster R-CNN model performed better, reaching 97 % accuracy
(Figure 2). Although Faster R-CNN delivers higher precision for wildfire detection,
it is more resource-intensive and slower, making it less practical for time-sensitive
tasks. In contrast, YOLO offers faster, lightweight processing, making it suitable for
real-time applications.

Faster R-CNN Performance over Epochs
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Figure 2 — Faster R-CNN Results

The SSD (Single Shot MultiBox Detector) model achieved 87 % accuracy
(Figure 3), demonstrating its ability to balance speed and accuracy effectively. SSD
uses a single-stage detection process that directly predicts bounding boxes and class
probabilities from feature maps, enabling efficient detection without a significant loss
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in accuracy. Its performance makes it ideal for applications requiring both reliable
detection and fast processing, particularly in environments where absolute precision
is not the top priority.

Model Accuracy Model Loss
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Figure 3 — SSD Results

Given these results, YOLO was selected as the primary model for this project
due to its speed and efficiency. Further improvements will be made to increase its ac-
curacy while preserving real-time capabilities. To enhance detection performance, an
ensemble model combining YOLO and SSD was developed. This approach leverages
YOLOQO'’s speed and SSD’s multiscale detection capabilities. The ensemble model im-
proved accuracy to 89 % (Figure 4). This improvement results from combining YO-
LO’s fast detection with SSD’s ability to handle objects at different scales, addressing
the limitations of each model such as YOLO’s occasional difficulty detecting small
objects and SSD’s dependence on predefined anchor boxes.
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Table 1 compares the processing speeds of YOLO, Faster R-CNN, SSD, and
the YOL-SSD ensemble on a batch of 100 images (640x640 pixels). YOLO is the
fastest, processing each image in 0.1 seconds, making it ideal for real-time applica-
tions. SSD, with its balanced approach, processes each image in 0.3 seconds. Although
Faster R-CNN is the most accurate, it is the slowest, requiring 0.5 seconds per image,
which limits its use for real-time tasks. The ensemble model offers a compromise,
processing each image in 0.15 seconds, combining speed and accuracy for improved
performance across diverse conditions.

Figure 3 — Ensemble Results (Yolo and SSD)

Table 1. Training Results

Total Time for

Epochs/Iterations Accuracy Speed Batch (100
Model images)
YOLO 84 83 % 0.11 seconds 10 seconds
FASTER R-CNN 100 97.3 % 0.52 seconds 52 seconds
SSD 250 87 % 0.3 seconds 30 seconds
Ensemble (YOLO 0 89 % 0.17 seconds 17 seconds
and SSD)

Conclusion

The comparison of YOLO, Faster R-CNN, SSD, and their ensemble highlights
the balance between speed and accuracy in object detection. YOLO is the fastest,
making it ideal for real-time tasks. Faster R-CNN provides the highest accuracy but
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is slower, limiting its use for time-sensitive applications. SSD offers a middle ground,
balancing speed and accuracy effectively. The YOLO-SSD ensemble combines their
strengths, improving accuracy over YOLO while maintaining reasonable processing
speed.
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Abstract. This article discusses the basics of the quantum Internet, its key
principles and development prospects. Special attention is paid to such aspects as
quantum entanglement, the superposition principle and Heisenberg uncertainty, which
ensure high security and efficiency of data transmission. The existing developments
in the field of quantum technologies, including quantum networks and satellites, are
analyzed, and potential scenarios for the use of the quantum Internet in cryptography,
computing, scientific research and medicine are discussed.

Keywords: quantum Internet, quantum cryptography, quantum entanglement,
superposition, quantum networks, quantum satellites, data security
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AouinoB Apcen bosaroBuu — KaparaHael WHIyCTpUANBIK YHUBEPCUTETIHIH «barmapiaManblK HHKEHEPUS»
Oinim Oepy OarmapiaMachiHBIH 2 Kype CTYICHTI.
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Oinim Oepy OarmapiaaMachiHBIH 2 Kype CTYICHTI.

AnHoTanus. byn makanana kBaHTTHIK MIHTEpHETTIH HETi3epi, OHBIH HETI3Ti
MPUHIMIITEP] MEH JaMy MepCIeKTUBATAPbl KapacThIpbUIaabl. JepeKTepaiH Korapbl
Kayinci3airi MeH THIMAUIITIH KaMTaMachl3 €TeTiH KBaHTTHIK IATacy, CyNepro3nuIius
npuHIHAII koHE ['eli3eHOeprTiH Oenrici3miri CHsIKThI aCHEeKTiIepre epeKiie Hazap
aynapbutaibl. KBaHTTBIK TEXHOIOTHSIAP CalaChIHIAFbI KOJIIAHBICTAFBI d31pemMeniep,
COHBIH INIHJE KBAHTTHIK KENiJep MEH CIyTHHUKTEpP TalJaHAJbl KOHE KBAHTTHIK
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WHTEPHETTI KpUntorpadusiia, eCernTey/e, FhUIBIMU 3epPTTeyJIep/Ie )KOHE MEIUITUHA A
KOJITAHYBIH BIKTUMAJI CIEHAPHUINIEpI HOCTh BHEIPEHUS KBAHTOBBIX TEXHOJIOTHI
B CYIIECTBYIONIYIO HH(pAcCTpyKTypy. B craThe NpHBOAWTCS aHAIU3 TEPCICKTHB
pasBUTHs KBAHTOBOTO HMHTEPHETA, MPOTHO3MPYEMOE BIHMSHUE Ha TJI00ATbHBIC
KOMMYHUKAIIIH, a TAK)KE HEOOXOIUMOCTh JATbHEHIITUX UCCIICIOBAHNIN U MHBECTUIINI
B JIAaHHYIO 00J1aCTh.

KnawueBble cj0Ba: KBAaHTOBBI WHTEPHET, KBAaHTOBas KpunTorpadwus,
KBAaHTOBasl 3aITyTaHHOCTh, CYNEPIIO3UIUs, KBAHTOBBIE CETH, KBAHTOBBIC CITyTHHUKH,
0€30MacHOCTh JAHHBIX

BBenenue

CoBpeMeHHbIE KOMMYHHKAIIMOHHBIC TEXHOJIOTUW JIOCTUTIIM  TIpejesa
CBOMX BO3MOXXHOCTEH B oOOecleYeHHHn O€30MacHOCTH W CKOPOCTH TIepeIadyu
naHHbIX. KBaHTOBBIN WHTEPHET MpeJCTaBiIsIeT cOO0i HOBYIO MapagurMy mnepeaadu
WH(pOPMaIINU, OCHOBAHHYO Ha IIPUHITMITAX KBAHTOBOM MEXaHHUKH, TAKUX KaK KBAHTOBAs
3aIlyTaHHOCTh, CYIIEPIO3HIINS U HEONpeAenEéHHOCTh [ eif3eHOepra. DTa TEXHOIOTHUS
o0eIaeT He TOJBKO KapJAMHAIBHO IOBBICUTh YPOBEHb O€30IACHOCTH TepeIavyu
JaHHBIX, HO U OTKPBITh HOBBIC BOBMOKHOCTH JIJIsl BBIYMCIICHUH U B3aUMOJICHCTBHS B
rio0abHBIX ceTssx. OCHOBHOE OTJIMYHME KBAHTOBOTO MHTEPHETA OT TPAIMIIMOHHOTO
3aKITI0YaeTCsl B UCTIOJIB30BaHUM KyOUTOB (KBaHTOBBIX OMTOB) BMECTO KJIACCUYECKHUX
outoB. biaromapst KBaHTOBBIM CBOMCTBaM KyOUTOB HH(DOPMAITUS MOXKET ITepe1aBaThCs
MTHOBEHHO MEXY Y3JIaMH CETH, YTO MCKIFOYAaeT BO3MOXKHOCTD IEpeXBaTa JaHHBIX
0e3 oOHapyXeHus. DTO JelaeT KBAHTOBBIH MHTEPHET TEPCIEKTHBHBIM pEIICHUEM
JUI KPUTUYECKH BaXKHBIX cep, TakuX Kak OaHKOBCKash 0€301MacHOCTh, BOCHHBIC
TEXHOJIOTUH U HAYYHBIC UCCIICIOBAHUSI.

OcHOBHbIE NPUHIHUIBI KBAHTOBOM Nepeaayn JaHHbIX

CyI1ecTByrone KOMMYHUKAITMOHHBIC TEXHOJIOTHU CTAJIKUBAIOTCS C PSJIOM
OTpaHUYEHUH, CBS3aHHBIX C 0€30MaCHOCTHIO U CKOPOCTHIO Tepeaadyn MH(POpMaIum.
KBaHTOBBINI WHTEpHET, OCHOBAaHHBIH Ha TIPUHIMIIAX KBAHTOBOH MEXaHUWKH,
npejuiaraeT HOBbIH YPOBEHbD 3allIUTHI JAHHBIX U PaJIMKaIbHOE U3MEHEHHE TIOXO0JI0B
K ux nepenavye. OCHOBY KBAaHTOBOW MeEpeayd JaHHBIX COCTABISIOT TPH KITFOUEBBIX
MPUHIUITA: KBAHTOBAS 3aITyTAHHOCTb, CYTIEPIIO3UIIHS U TIPUHITUIT HEOTIPEIEIIEHHOCTH
I'eitzenOepra.

KBaHTOBasi 3amyTaHHOCTh — 3TO SIBJICHHWE, NPH KOTOPOM JBE WM OoJjee
YaCTHUIIBl OKA3bIBAIOTCSI B COCTOSIHUH, TIPH KOTOPOM M3MEHEHHE OJTHOW MOMEHTAIBHO
BJIMSIET HA JAPYTYI0, BHE 3aBUCUMOCTH OT PACCTOSIHUS MEKIY HHUMHU. DTO MMO3BOJISET
nepeaaBaTh HHHOPMAIMIO MEKIY y371aMU KBAHTOBOW CETH C aOCOJIOTHOMW 3aIUTOM:
Tr000€ BMEIIATEIhCTBO B CUCTEMY MTHOBEHHO OOHAPY)KUBAETCSI.

Hcnonp30oBaHue 3alyTaHHBIX YaCTUI[ B KBAaHTOBBIX CETSIX OTKPHIBACT
BO3MOYKHOCTh CO3JIaHHsI CBEPX3AIIUIIECHHBIX KaHAJIOB CBs3U. B omimume ot
TPaTUIIMOHHOTO MTHU(PPOBAHUS, KOTOPOE MOXKET OBITH B3JIOMAaHO C TOMOIIIBIO MOIIIHBIX
KOMITBIOTEPOB, KBAaHTOBAs CBS3b (PM3UUECKU UCKITFOYAET BO3MOXKHOCTh HE3aMETHOTO
nepexBara JIaHHBIX, TaK Kak JIF000€ W3MEPEHUE COCTOSHHS YacTUIbI U3MEHSET e
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XapaKTePUCTHKH, YTO cpa3y (PUKCUPYETCs CUCTEMOIA.

OcHOBHOE OTJIMYKE TPATUIIMOHHBIX KOMMYHHUKAIIMOHHBIX TEXHOJOTHI OT
KBaHTOBBIX 3aKIIIOYAETCS B CIIOCOOE MepeIayu U 3alluThl JaHHBIX. B Kiaccuueckux
ceTsx uHopmanusnepeaérces s Buae Outos (0 u 1) u3amuniaeTcs anropuTMHUYECKUMHU
MeTOoJIaMH MIHU(PPOBAHUS, KOTOPHIE MOTYT OBITH B3JIOMaHbl C POCTOM BBIYUCIUTEIbHBIX
MOIIHOCTEH. B KBAaHTOBBIX CETSAX HCMONB3YeTCsA Iepeaada JaHHBIX C TTOMOIIBIO
KyOMTOB, KOTOpbIE MOTYT HAaxOJUThCS B COCTOSHUU CymHeprno3uiuu (ObITH
onHoBpeMeHHO O u 1) U UCHOIB30BaTh KBAHTOBYIO 3aMyTAHHOCTH I MTHOBEHHOM
CBS3M MEXAYy yIal€HHBIMU Yy3namu. KiroueBoe mpenMyIiecTBO KBaHTOBOIO
MHTEepHETa — (U3NYECKasi HEBO3MOXKHOCTh HE3aMETHOTO TIepexBaTa JaHHbIX, TaK Kak
m000€ BMEMIATEIbCTBO B KBAHTOBYIO CHCTEMY M3MEHSET €€ COCTOSHUE, YTO cpasy
oOHapyxuBaeTcs. [[puHIMN Cyneprno3uliud He TOJIbKO TpaHCHOPMUPYET UHTEPHET,
HO U OTKPBIBAET MyTh K COBEPILIEHHO HOBOMY YPOBHIO B3aUMOJICHCTBUS C TAHHBIMH B
peaslbHOM BPEMEHHU.

[TpunHuMn HeonpenenEHHOCTH YTBEPKIAET, YTO HEBO3MOXKHO OJJTHOBPEMEHHO
TOYHO M3MEPHUTH JIBa MapaMeTpa KBAaHTOBOW YACTHIIBI (Hampumep, e€ MOJ0KEeHUEe 1
UMITYJIbC). DTO CBOMCTBO UrpaeT KIIIOUEBYIO POJIb B 3alIUTE JAHHBIX B KBAHTOBOM
HUHTEpPHETE.

bnarogaps sToMy mnpuHIUMY, JIOOBIE TOMBITKA TepexBaTa HHQPOpMAIUU
CTaHOBATCS HEBO3MOXKHBIMH, IIOCKOJIbKY JII000€ H3MEpEeHHE COCTOSHHUS KyOuTa
U3MEHSET ero XapakTepucTuku. B pesynbrare:

1. JIro6ast aTaka Ha KBAHTOBYIO CETh MTHOBEHHO OOHApPYKHBAETCS.

2. JlaHHBIE OCTAIOTCS HEJJOCTYMHBIMU JIaXkKe JI CAaMBIX MOIIHBIX KBAaHTOBBIX
KOMITBIOTEPOB.

3. lludpoBanrie Ha OCHOBE KBAaHTOBOM KpHUMOTOrpaduu CTAaHOBHUTCA
HEYSI3BUMBIM.

[IpumeHeHne S5TOTO TPHUHIIMIA YK€ CETOJHS pealn3yercs B KBAaHTOBOI
KpunTtorpaduu, B YaCTHOCTH, B CUCTEME KBAaHTOBOTO pacnpezaeneHus kioueit (QKD),
KOTOpasi JieflaeT HEBO3MOXHBIM B3JIOM NepeaaBaeMoi HHGOpMaInu.

CymiectBytolue pa3padoTKu B 00J1aCTH KBAHTOBOT'O MHTEPHETA

Pa3BuTHe KBaHTOBOTO WHTEpPHETa — OSTO HE IMPOCTO TeOopeTHUecKas
KOHIIENIUS, a YK€ peannu3yeMas TEXHOJOTHS, B KOTOPYIO aKTUBHO HHBECTHPYIOT
BeIyI[ME MUPOBBIE CTPaHbl U HAyYHBIE LIEHTPHI. B mocneaHue roibl KBAaHTOBBIE CETH
CTaJIv MPEAMETOM MHTEHCUBHBIX UCCIIEIOBAHUH, a IEPBbIE YCTEIIHbIE YKCIIEPUMEHTHI
MOKa3aJi PealbHOCTh CO3/IaHUs TJ100aNbHON KBAaHTOBOM MH(pacTpyKTypbl. MHOTHE
ctpanbl, Bratoyas Kurait, CIIIA u EBpomelickuii coro3, akTUBHO pa3pabaThIBAIOT
MHPPACTPYKTYpy KBAHTOBOT'O HHTEPHETA.

B 2016 rony Kuraii 3amycTuisi nepBblii B MUpE KBAHTOBBIM CHYTHUK «Mo-
[3e1» (Micius), KOTOPBIN IMO3BOJIMI TIEPEIaBaTh 3ayTaHHBIC (POTOHBI HA PACCTOSTHUE
6omee 1 200 kM.

B 2020 romy y4€HBIE MNPOJAEMOHCTPUPOBAIM TMEPBYIO 3amu(POBAHHYIO
KBaHTOBYIO BuJicokoH(pepeHuio mexay Kutaem u ABctpueil.
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B 2021 roxy arearcteo DARPA (CIIIA) navasio paspabaThiBaTh KBAHTOBYIO
CeThb HOBOTO MOKOJICHHUS, KOTOpasi CMOXXET OObEIUHATh KBAHTOBBIE KOMIIBIOTEPHI B
eIUHYI0 UHPPACTPYKTYPY.

EBponeiickuii Coro3 ¢unancupyer npoekt EuroQCI (European Quantum
Communication Infrastructure), 1eap KOTOpPOro — CO3/JaHHE TaHBEBPOICHCKOM
KBaHTOBOU CETHU I CBEPX3AIIUIIEHHBIX KOMMYHHUKAIUH.

Hcnonp30BaHne CIyTHUKOB ISl IEpeaul KBAHTOBBIX JIAHHBIX CTAl0 OJHUM
U3 TTIaBHBIX HAIMPaBJICHUN pa3BUTHsI KBAHTOBOTO HHTEpHETA. B oTIH4Me 0T Ha3eMHBIX
KBaHTOBBIX CETEH, CITyTHUKU MOTYT 0O€CIIEUnBaTh CBSI3b HA OTPOMHBIX PACCTOSHUSAX
06e3 HeoOXOUMOCTH HCIONb30BaHMs Kabenel. Kananckoe kocMu4eckoe areHTCTBO
paspabaTeiBaeT KBaHTOBBIN cmyTHUK QEYSSat, koTophlil 10DKEH TPOTECTHPOBATh
nepenavy 3amyTaHHBIX YaCTHUI] MEX]Ty Ha3€MHBIMU CTaHIUSIMH U CIIyTHUKOM. NASA
u EBpormeilickoe kocMHYeckoe areHTCTBO PadOTAalOT HaJl CO3AAaHHEM TJI00abHOM
KBaHTOBOHM C€TH, TJ€ CIIyTHUKU OyIyT IepenaBaTh 3amyTaHHbIE (DOTOHBI MEXITY
pa3HbIMH KOHTHHEHTAMH.

Bo3moxHbBIE ClIeHapuHu UCTIOIb30BaHUS KBAHTOBOTO HHTEPHETA

KBaHTOBBIM MHTEpHET TpeacTaBiseT coOoi ¢yHIaAMEHTAIbHBIA Iar B
HBOJIIOIIMU  TJIOOANBHBIX KOMMYHHKAIM, KOTOpPBI o0ecneduT aOCOIIOTHYIO
0€30MacHOCTh, CBEPXOBICTPYIO 0OpabOOTKY MAHHBIX W HOBBIE BO3MOXKHOCTH IS
Hayku U OuzHeca. Ero BHeapeHHe MOBIUAET HA pa3NUuYHbIE cepbl, OT PUHAHCOB U
KkrOep0e30MmacHOCTH 0 METUIIMHBI M UCKYCCTBEHHOTO HWHTEJIeKTa. PaccMoTpum
OCHOBHBIE HaIIPaBJICHUS UCIIOJF30BaHUS KBAHTOBOTO HHTEPHETA.

1. KBanToBass kpuntorpadus W 3aliura JaHHBIX. KBaHTOBBIII WHTEpHET
obecnieunT abCOMIOTHYIO 0€30MacCHOCTh KOMMYHHKAIUM, HCKIIOYash BO3MOYKHOCTD
nepexsara uHbopMmaiuu. ['ocygapcTBeHHbIe, BOCHHbIE U (PMHAHCOBBIE CETH CMOTYT
UCIONIb30BaTh KBaHTOBOE pacmpesenenue kimtouedt (QKD) ans 3amuTel TaHHBIX OT
TMOOBIX aTak, BKJIIOYas yTPO3bl CO CTOPOHBI KBAHTOBBIX KOMIIBIOTEPOB.

2. KBaHTOBbIE BBIYUCIICHUS U UCKYCCTBEHHBIH MHTEIEKT. KBaHTOBBIE ceTH
MO3BOJIAT TMOAKIIOYATh KBAaHTOBBIE KOMIBIOTEPHI B INIOOANBHYIO paclpeaenEéHHYIO
CUCTEMY, yCKOpsis 00pabOTKy JaHHBIX U PELIECHUS CIOXKHBIX 3a7a4. VICKyCcCTBEHHBIH
MHTEJJIEKT CMOXET aHAJIM3UPOBATh MACCUBBI MH(YOpPMAIMKM 3HAYUTEIBHO OBbICTpEE,
YTO OCOOEHHO Ba)KHO JJI1 METUIIUHCKUX MCCIEIOBAHUN, KIMMATHYECKIX MPOTHO30B
1 (MHAHCOBBIX PHIHKOB.

3. MeaunuHa u 6uorexHosaoruu. KBaHTOBBI HHTEPHET YCKOPUT pa3zpabOTKy
JIEKapCTB, MOJENUPYSI B3aUMOJAEHCTBHE MOJEKYJl Ha KBaHTOBOM YpOBHE, 4YTO
MO3BOJIUT CO3/1aBaTh MEPCOHATM3UPOBAHHBIE METOIbI JieueHUs. OH TaKkke 00ecrnednT
MOMEHTANFHYIO Mepeaady MEeIUIUHCKUX JaHHBIX MEXAY YUPEKICHHUSIMH 10 BCEMY
MHUPY C ITOJTHOM 3aIIUTON HH(DOPMAITUH.

4. AstroHomHble cuctemMbl U HMaTepHer Bemed (IoT). YmubIE TOpOna,
MIPOMBIIIIJICHHbIE aBTOMAaTU3UPOBAHHBIE CUCTEMBI U OECTIUIIOTHBIN TPAHCTIOPT CMOTYT
MCIOJIb30BaTh KBAHTOBBIE CETH JIJIsl MTHOBEHHOTO U 3aIIUIIEHHOT0 OOMEHA JaHHBIMHU.
DTO TOBBICUT 0E30MACHOCTh CHUCTEM YIIPaBICHUS HHPPACTPYKTYPOH H CHHU3HUT

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @“(},
International License \s=s

44



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

BEPOSITHOCTH B3JI0Ma.

5. ®uHaHCOBbIE TEXHOJIOTUU U U POBas SKOHOMUKA. BaHKOBCKHE CHCTEMBI
MOJTy4aT HEMPUCTYIHYIO 3alUTy OT XaKepOB, a KBAHTOBO-3AIIUIIEHHBIE ITU(PPOBLIE
BaJIOThl U KPUINITOBAIIOTHBIE TPAH3aKIMM CHENAOT (PUHAHCOBBIE omepanuu Oojee
HaAEKHBIMU. BlioKk4eilH cTaHeT KBaHTOYCTONYMBBIM, o0ecrieunBast 0osiee OBICTPHIE U
Oe3omacHble TPaH3aKIINH.

6. HayuHnsie uccienoBanusi 1 MOJEIUPOBAHKE CIOXKHBIX cucTeM. brarogaps
BBICOKOW CKOPOCTH 00paOOTKH JaHHBIX KBAHTOBBIA MHTEPHET MO3BOJHUT MPOBOIUTH
pEAUTUCTUYHOE  MOJEIUPOBAHUE  CIOXKHBIX  (PU3NYECKUX, OHOJIOTHUYECKHX U
HKOHOMUYECKHUX MPOIIECCOB, UTO YCKOPUT MPOTPECC B HAYKE U TEXHOJIOTUSX.

[lepcrieKTHBBI U BBI3OBBI

Hecmotpss Ha 3HauuTeNbHBIE YCIEXH, DPAa3BUTHE KBAHTOBOTO HWHTEpHETA
CTAJIKMUBAETCS C PSIIOM CEPhE3HBIX TEXHUUECKUX U SKOHOMHUYECKUX O0aphepoB:

1. [IpoGnema moOTephr KBAHTOBBIX CHUTHAJIOB — 3aMyTaHHbIE YaCTHIIBI
TEPSIIOT CBOE COCTOSIHME TP Tepeaue uepe3 OObIYHbIE ONTOBOJOKOHHBIE CETH, YTO
TpeOyeT pa3paboTKU KBAHTOBBIX PETPAHCIATOPOB.

2. OrpaHu4eHHOE YHUCIO KBAHTOBBIX CIYTHUKOB — IIOKAa KBAHTOBBIC
CIYTHUKHM HAaXOASTCS Ha CTaAUM TECTHPOBAHHS, YTO HE TO3BOJSET pa3BEpPHYTh
rI100ambHYyI0 KBAHTOBYIO CETh.

3. Bricokas crommocTh 00OpYyIOBaHUS — KBAaHTOBBIE MPOIECCOPHI,
JETeKTOphl 3alyTaHHBIX YacTUIl M CIIyTHHUKOBas WH(GpacTpykTypa TpeOyroT
3HAYUTENIbHBIX HHBECTUIUH.

OpanHako pa3BUTHE TEXHOJIOTHI MPOJOHKAET YCKOPITHCS, U yKe B OJrKanime
10-15 et KBaHTOBBI HHTEPHET MOXKET CTaTh PEATBHOCTHIO, 00€CTIEUnB a0COTIOTHYIO
Kk10ep0e30MacHOCTh U HOBYIO 3Py BBIUMCIICHUH.

3akiroueHue

KBaHTOBBII MHTEpPHET yXKe He ABIAETCS HANEKUM OyIyIIUM — KIIFOUEBbIE
CTpaHbl M KOPIIOpallMd aKTUBHO pAa3BHUBAIOT KBAaHTOBBIE CETH, CIYTHUKH H
BhIuKcnuTeNnbHbIE cucTembl. Kurait, CIIIA, EC u apyrue rocyapcTBa HHBECTUPYIOT
B CO3/laHHE TJIOOANBbHOM KBAaHTOBOM HMH(PACTPYKTYpHI, KOTOpas o0OecleyuT
a0COMIOTHYIO0 0€30MaCHOCTh IAHHBIX U PEBOIIOIUIO B IU(MPOBBIX KOMMYHHUKAIUSX.

XOTs1 KBaHTOBBIM WMHTEPHET BCE €mI€ CTaJKUBAETCS C TEXHOJIOTHUYECKUMU
BBI30BAMU, CTPEMUTENIBHOE Pa3BUTUE KBAHTOBBIX TEXHOJOTHI MO3BOJISET OKUIATh,
4TO B OMIDKalIue NecATUIIETUS TOSBITCS MepBble KOMMEpUECKHe KBAHTOBBIE CETH,
KOTOpPBIE H3MEHSAT chepy KudepOe30nacHOCTH, 00JIaYHBIX BBIYUCIICHHUH U II100aIbHOM
CBSI3H.

KBaHTOBBII HHTEpHET MepecTaéT ObITh KOHIICTINEH U CTAHOBUTCS PEAIbHBIM
HAIpaBJIEHHEM HAyYHO-TEXHMYECKOTO MpOrpecca, CrocOOHBIM H3MEHUTH CIOCOOBI
nepenavyy U 3aiuThl UHGOPMaIUU B IIU(PPOBYIO IMOXY.
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B.A. Abylkan, B.T. Kazybay
Scientific supervisor: N.Y. Askarbekova
International University of Information Technology, Almaty, Kazakhstan.

Abylkan Batyrkhan Arsenuly — Bachelor’s degree, student of the specialty “Hardware Security” of the Inter-
national University of Information Technologies.
Kazybay Bekarys Talgatuly — Bachelor’s degree, student of the specialty “Hardware Security” of the Interna-

tional University of Information Technologies.

Abstract. This paper explores the development of a customizable mini hover-
craft designed for emergency response, military operations, research, and personal ap-
plications. The mini hovercraft offers significant advantages over traditional models,
including lower cost, enhanced adaptability, and modular modernization options. By
utilizing 3D printing technology and a flexible control system based on Arduino Nano,
the hovercraft ensures accessibility and ease of customization. Key improvements in-
clude GPS tracking, Al-driven automation, Lidar integration, and synchronization
with other autonomous devices. The research highlights the hovercraft’s potential in
overcoming terrain challenges and expanding mobility solutions for specialized and
general-purpose applications.

Keywords: mini hovercraft, customizable hovercraft, emergency response,
military applications, disaster relief, scientific research, terrain versatility, modular
design, GPS tracking, Lidar integration, Al automation, Arduino Nano, 3D printing,
synchronized autonomous devices
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TYPJII MAKCATTAPT A ’)KOHE PEJIBE®TEPI'E APHAJIT'AH
ABTOMATTDBI ’KOHE BACKAPBIJIATBIH ITATBIH XOBEPKPA®T
KACAY

Bb.A. Aoblikan, B.T. Ka3zb10aii
Fouteimu sxerexmrici: H.E. AckapbexoBa

AbbuIKaH BaTbipxan ApceHysbl — 0OakanaBp, XaJbIKapalbIK aKNapaTTHIK TEXHOJIOTHSUIAD YHUBEPCUTETIHIH
«ANMapaTTHIK KOPFay KypaJgapbh» MaMaHIBIFBIHBIH CTYICHTI.

Ka3bi6aii bexapoic Taararyiabl — Oakanap, XalabIKapalblK aKIapaTThIK TEXHOJIOTUSIIAD YHUBEPCUTETIHIH

«ANMapaTTHIK KOPFay Kypalgapbh» MaMaHIBIFBIHBIH CTYICHTI.

AnHoranusi. byn wMakanajga TeTeHINe KargaimapAbl JKOIOFa, OCKEpH
oTepalsuiapra, 3epTTeyyiepre *oHe JXKeKe KoyJaHOalapra apHajfaH TEeHIIEIETiH
IIaFbIH  dye KEeMECiHIH JaMybl KapacTelppuUiafbl. Mini  hovercraft moctypmi
MOJIETIbIEpre KaparaH/a aTapibIKTail apTHIKIIBUIBIKTAD YCBIHABI, COHBIH IIIIHIE
ap3aHbIpaK, )KaKcapThUIFaH OeHiMIeNy jKoHe MOAYIIbAIK MOJEPHU3AIIHS OMIIUSIAPHI.
3d GachIn mIbIFapy TEXHOJIOTHICHIH koHe Arduino Nano Heri3iHeri ukemai 0ackapy
KYWeciH maifilanana oThIpbin, hovercraft Kom JKeTIMIITIK TeH TeHIIeYAiH
KapanailbIMIbUIBIFBIH KaMTaMackl3 erefi. Herisri skakcaprynapra GPS Gakpinaysl,
Kacanapl HTENIeKTKE HETi3/IeIreH aBTOMATTaHAbIpY, JIngap MHTErpanuschl xKoHe
0acka aBTOHOMJIbI KYPBUIFBLIAPMEH CUHXPOH/IAY Kipei. 3epTTey oye KeMEeCiHiH Kep
Oenepi MocemneNepiH menTy/eri )KoHe MaMaHIaHAbIPUIFAH )KOHE KAJIIbl MAKCATTAFbI
KoJ1aHOanap yIIiH YTKBIPIBIK MIENIMIepiH KeHEHTYIer1 oleyeTiH KopceTe/i.

Tyiiin ce3mep: MmarblH oye Kemenepi, TEHIIEeNeTIH oye Kemelepi,
TOTCHILIE >KaFaaiapasl KOKW, OCKEpH KojjaHOamap, amaTTapibl KO, FHUIBIMHU
3epTTeyiep, penbedTiH oMOeOanThIFel, MOAYNBIIK nu3aitH, GPS Gakputaysl, Jlumap
unTerpanuscel, XKacauael MaTEemnexTTi aBromatTanasipy, Arduino Nano, 3d Gacein
HIBIFApy, CHHXPOH/IaJIFaH aBTOHOM/IbI KYPBUIFBLIAP
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PA3PABOTKA ABTOMATHU3UPOBAHHOI'O U YIIPABJIIEMOI'O
MHHU-XOBEPKPA®TA JIJISI PA3JIMYHBIX TUIIOB MECTHOCTHU "
PA3JIMYHBIX HEJEN

Bb.A. AobLikan, B.T. Ka3bi0aii
Hayunsiit pykoBoautens: H.E. AckapOekoBa

Abbuikan Bateipxan ApceHyiabl — 0akanaBp, CTYJCHT CIEIHAIBHOCTH «ATIAapaTHbIE CPEICTBA 3aIUTHI
nHpopmarmm MexTyHapoIHOTO YHUBEPCUTETa HHYOPMAIMOHHBIX TEXHOJIOTUI.
Ka3pi0aii bBekapbic Taararyiabpl — OakanaBp, CTYACHT CICIHATBHOCTH «ATIapaTHBIC CPEICTBA 3alUTHI

nHpopmarmm MexayHapoIHOTO YHUBEpCUTETa HHYOPMAIMOHHBIX TEXHOJIOTUI.

AHHoTauus. B naHHO# cTaThe paccmarpuBaeTcs pa3paboTka HaCTPauBaeMOro
MUHH-CY/IHA Ha BO3AYIIHOW MOAYIIKE, MPEAHA3HAUEHHOIo JUIsl pearupoBaHHs Ha
Ype3BbIYaifHble CUTYallul, BOCHHBIX OIEpaluii, HAyYHbIX MCCICJOBAHUIN U JIUYHOIO
npUMEHeHHs. MUHHU-CYTHO Ha BO3AYLIHOM MOAYyIIKE OOJaAaeT 3HAYUTEIbHBIMU
NPEUMYIIECTBAMU 10 CPAaBHEHHIO C TPAJUIMOHHBIMH MOJAESIMHM, BKIIO4as Ooiee
HU3KYI0 CTOMMOCTb, IOBBIIIEHHYIO aJalTUBHOCTh M BO3MOXKHOCTH MOIYIbHOM
MozepHu3auu. Mcnonb3ys texnonoruto 3D-neyatu v ruOKyro cucTeMy yrnpaBlIeHUs
Ha 6a3e Arduino Nano, cyJHO Ha BO3IyILIHOW MOAYILIKE 00€CIIeYnBaCT JOCTYITHOCTD U
npocToTy HacTpoiiku. KitoueBsle ycoBepiueHcTBOBaHUS BKitouaoT GPS-cnexenue,
aBTOMAaTH3AllMIO, YIPABIIEMYIO UCKYCCTBEHHBIM MHTEIICKTOM, MHTETPALMIO JIUAapa
U CHHXPOHM3ALMIO C JAPYTMMHM aBTOHOMHBIMHU YycTpoiicTBamu. HMccienoBanue
MOJYEPKUBAET NOTEHIIMAJ CyHA HA BO3LYIIHON MOYIIKE B IPEOI0JICHIH TPYIHOCTEH
Ha MEepPEeCeYeHHON MECTHOCTU M PaCIIMPEHUH BO3MOXKHOCTEH MOOMIIBHBIX peIIeHUi
IUIs CIIELMAIM3UPOBAHHBIX MIPUIIOKEHUH U IPUIIOKEHUH 00111ero Ha3HAYeHHUS.

KioueBble c10Ba: MUHH-CYIHO Ha BO3IYLIHOW MOAYIIKE, HACTPauBaEMOE
CYIHO Ha BO3AYLIHOM TOAYIIKE, pearupoBaHUEe Ha 4Ype3BbIUaliHbIC CHUTYallUH,
BOCHHOE NMPHMEHEHHE, JIMKBUIAIMS MOCIEICTBUI CTUXUHHBIX OCICTBUI, HAay4YHbIE
UCCIIe/IOBAaHUS, YHUBEPCAIbHOCTh MECTHOCTH, MOAYJIbHas KoHCTpykuius, GPS-
ClIeXKEHUE, InapHasi MHTETpaIisl, aBTOMAaTU3all1s1 C UCTIOIb30BAHUEM HCKYCCTBEHHOT'O
uHTeuiekTa, Arduino Nano, 3D-meudarb, CHHXPOHU3UPOBAHHBIE aBTOHOMHBIC
yCTpPOMCTBA

Introduction

Hovercrafts have long been recognized for their versatility in navigating diverse
terrains, making them invaluable tools in disaster response, military operations, and
scientific research. Traditional hovercrafts, however, face limitations due to their
size, cost, and infrastructure requirements. This article explores the development of
a mini hovercraft that is highly customizable and cost-effective, providing solutions
for emergency services, military missions, research expeditions, and even personal
use. The proposed mini hovercraft addresses common limitations by reducing size,
increasing flexibility, and offering multiple customization options.
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Applications of Mini Hovercrafts

Hovercrafts are currently employed in various specialized fields, including:

Disaster Relief & Emergency Situations: Providing rapid access to flood zones,
earthquake-stricken areas, and other hazardous environments.

Military & Tactical Operations: Used for reconnaissance, surveillance, and
transportation in areas where conventional vehicles cannot operate efficiently.

Scientific Research & Exploration: Ideal for mapping remote regions, such as
caves, wetlands, or arctic environments.

Personal Use & Sports: Recreational hovercrafts are gaining popularity for
adventure sports and personal transportation across water and land

Coastguard & Law Enforcement: Effective for patrolling coastal areas and
conducting search-and-rescue missions (Arduino, 2025, March 10).

While traditional hovercrafts are effective, their reachability is often limited
due to infrastructure demands such as specific launching sites. The mini hovercraft
mitigates these disadvantages by being portable, modular, and highly adaptable.

Current Development Status

Our mini hovercraft project is currently in the construction phase, with
approximately 75-80% of the build completed. The next steps involve writing
and implementing the control software to enhance operational capabilities. The
development process has emphasized affordability, customization, and modularity,
making the hovercraft suitable for various applications.

Construction & Technical Details

The mini hovercraft was designed using 3D modeling software, ensuring
precision in every component. Key construction details include (Hovercraft Technol-
ogy and Applications, 2025, March 95 Gibson, 2023):

1) Materials:

— The body is 3D-printed using PLA plastic for durability and lightweight
properties.

— The bottom section is made from parachute-grade fabric, providing
resilience and flexibility.

2) Control System:

—  The hovercraft is controlled via an Arduino Nano, which was selected for
its flexibility over the Arduino Uno (Fig.1, Fig.2, Fig.3).

— A Bluetooth transmitter is integrated for remote operation and testing.

— An LED lamp is included for visibility in low-light environments.

3) Testing & Adjustments:

—  The first prototype is tested with basic movement controls (Fig.4).

— Adjustments will be made based on performance evaluations.
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Figure 3 — The process of soldering and designing the controller
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Figure 4 — Mini Hovercrafi Prototype during Assembly and Component Integration

Scienti ic Signi icance

The scientific significance of this work lies in the innovative approach to
developing a customizable mini hovercraft, which can be adapted for a variety of ap-
plications, ranging from disaster relief to military operations and scientific research.
This project contributes to the development of affordable, modular transportation
solutions capable of navigating difficult terrains.

Cost Analysis

One of the key advantages of our mini hovercraft is its affordability compared
to existing solutions.

1) Used working hovercrafts start at $2,100, making them inaccessible
for many applications.

2) Small-scale commercial hovercrafts start at $40, but they often feature
fragile plastic bodies and unreliable wireless connections.

3) Our mini hovercraft, made from high-quality materials with enhanced
customization options, costs approximately $30:

—PLA plastic: $10 per kg.

—Controller chip: $8.

—Bluetooth transmitter: $5.

—Additional components: $7.

Modernization and Customization Possibilities

A key feature of our mini hovercraft is its modularity, allowing users to tailor
its features for specific applications. Potential enhancements include (Smith & Rob-
erts, 2024; NASA. (2025, March 8).

):
1) GPS Integration:
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—  Tracks hovercraft location in real-time.

— Provides precise navigation in complex environments like disaster zones
or caves.

2) Camera System:

—  Equipped with video recording for surveillance and documentation.

— Flashlight integration for low-light conditions.

3) Speaker System:

—  Emits emergency signals or alarms.

— Delivers voice messages or instructions remotely.

4) Cargo Hook:

— Enables light cargo transport, such as lifebuoys for rescue missions.

5) Lidar Technology:

— Uses laser mapping to detect obstacles and create topographical data in
environments with minimal light.

6) Artificial Intelligence Implementation:

— Identifies people or objects using image recognition.

— Enables autonomous functionality, reducing reliance on human operators.

—  Enhances efficiency in disaster response and surveillance.

7) Synchronization with Other Devices:

— Facilitates coordinated efforts with drones and other hovercrafts.

Allows multi-unit operations across land, air, and water for enhanced

effectiveness (Zhang & Li, 2024; Brown & Miller, 2023).

Conclusion

The development of a customizable mini hovercraft offers an innovative and
cost-effective solution for mobility in challenging terrains. By incorporating
modular features such as GPS, Al automation, Lidar, and synchronized operations
with other autonomous devices, this hovercraft provides significant improvements
over traditional models. Its lightweight, 3D-printed design, combined with a
flexible control system, allows for a broad range of applications, from emergency
response to military operations and scientific exploration. Future advancements will
focus on enhancing automation, expanding testing environments, and refining its
adaptability to meet evolving operational needs. This research demonstrates the
hovercraft’s potential to revolutionize mobility, providing greater accessibility and
efficiency in both specialized and general-purpose applications.
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Abstract. Data leakage remains a serious threat due to delays in the imple-
mentation of DLP systems. An analysis of the events of 2024 has shown that many
cases are out of control due to deficiencies in the classification of disappearances. To
increase the effectiveness of data protection, we need an integrated approach that takes
into account non-technological factors such as DLP, information loss prevention (ILP)
and the human factor. This article provides an overview of ideas on how DLP and IP
should be integrated into an information security strategy.
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AKIMAPATTBIK KAVIIICI3AIK ASICBIHJIA JEPEKTEP MEH
AKIAPATTBIH BY3bLIYBIH BOJIBIPMAY DJAICTEPIHE IIOJTY

A.A. AyGakupoB
JLLH. T'ymunes ateianarel Eypasus yiTTeik yHuBepcuteTi, Acrtana, Kazakcras.
Foutbimu sxerexmrici: JI.K. Tokceur

Ay0akupoB A.A. — «AKNaparThIK KayilCi3giK jkyHenepi» MaMaHIBIFBIHBIH Maructpantsl, JI.H. 'ymmnnes

aTeIHAarsl Eypasus ynTTeIK yHuBepcureTi, Actana, Kazakcran.

AnHoTauus. Jlepexrepain Oy3putysl DLP >xyiienepin eHri3yaiH KeuriryiHe
OaifaHBICTBI YJIKEH Kayinm Oonbim Kama Oepemi. 2024 >KbUIFBI WHIUACHTTEPII
Tajmay KeINTereH XarJalimapAblH JKOUBLTY KIACCU(PUKALMSICHIHBIH KEMIIUTIKTepiHEe
OaiiaHbICTHI OaKbLIAYAaH THIC €KEeHIH KepceTTi. JlepexTepai KoprayablH THIMAUIITIH
apTThIpy YuIiH DLP, aknapatTsiH koranysiH 6onasipmay (ILP) sxone agam dakTopsl
CHSIKTBI TEXHOJOTHSAJIBIK eMec (pakTopiapipl eCKepeTiH KeIeH I TIClT KaxeT. by
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Makamana DLP sxone IP akmapaTThIK Kayilci3aik cTpaTeruschiHa Kajal OipiKTipiTyi
KEPEeKTIT1 TypaJbl ujesiapra oy OepiireH.

Tyiiin ce3mep: AKnapaTThliH IIBIFBIN KETYyiHE koJ Oepmey - JlepekTepiH
IIBIFBIN KeTYiH anjabiH any - DLP - AknmapaTThIK Kayinci3iik

OB30P METOAOB INTPEJOTBPAIIEHUSA YTEYKHU JAHHBIX 1
WH®OPMAIIMA B PAMKAX HH®OPMAIIMOHHOM BE3OIMACHOCTH

A.A. AybdakupoB
Hayunsiii pyxoBogutens: JI.K. Tokcent

Ay0aknpoB A.A. — MarucTpaHT crenuaibHocTH «CHCTeMBl HHPOPMAHOHHON Oe30macHocT», EBpasuiickuii

Hanuonansuelii Yausepcurer umenu JIL.H. I'ymunesa, Acrana, Kazaxcran.

AHHOTanus. YTeuKa JaHHBIX OCTAETCS CEPhE3HOM Yyrpo30il U3-3a 3a1epKEK B
BHenpenun DLP-cuctem. Ananus coObituii 2024 rona mokasaji, 4TO MHOTHE CIIydau
HaXOSATCs BHE KOHTPOJISI M3-32 HEJOCTATKOB B KJIaCCU(UKALINY UCUE3HOBEHUN. UTOObI
MOBBICUTB 3(PPEKTUBHOCTD 3aLIUTHI TAHHBIX, HY>KEH KOMIUIEKCHBIH [101X0]1, KOTOPbIi
YUMUTBHIBAET HE TEXHOJIOIHUecKue GpakTopsl, Takue kak DLP, npenoTBpaienue norepu
unpopmanuu (ILP) u yenoseueckuit pakrop. B 3TOM cTaThe npeacTanieH 0030p uaei
o ToM, kak DLP u IP 1omkHbI ObITh MHTEIPUPOBAHBI B CTPATETHI0 UH(POPMALIMOHHON
0€30I1aCHOCTH.

KiioueBbie caoBa: IIpenorBpamienue yreukn uHpopManuu - 3amura OT
yteuku JaHHbIX © DLP - Undopmanmronnas 6e3o0macHocTb

Kipicne

Hepexrepain arbin keryiHe ko Oepmey (DLP) jxoHe akmapaTTbIH arblll
keryiHe xon Oepmey (ILP) TexHosorusapbl COHFBI KbUIAapbl OeliceHAl Typie
€HT13UI1I1 J)KaTKaHbIHA KapamMacTaH, JepeKTepiH Oy3bUTybl aKIapaTThIK KAyINCI3IIKTIH
(IS) en ynken kayinrepiiy Oipi Oosbin Kana Oepeni. JlerenmeH, Oy ujiesuiap MeH
CTaHJApTTaJFaH SICTEp/AIH OlpbIHFAal aHBIKTAMACBIHBIH OOJIMAaybl OJApAbl THIMII
naijanany/ibl KUbIHIATAThIH KENICTICYIIUTIKTEPTe SKee/Il.

DLP memimaepin eHuipyuiiep keOiHece €3 ©HIMAEPIH BIKTUMAaa OMachl-
3IBIKTBI €CKEPETIH oMOeban KOpFaHbIC XKyihecl peTiHjae cunartaiiabl. 2024 5KbUibl
TIpKENTEeH ACPeKTepiH Oy3bUTybIH Tayjay adctypii DLP xyiienepi Toyekenaepain
OapybIK CHEKTPIH KaMTHIMAWTBIHBIH KOHE WHIMACHTTEPJl alTapibIKTall XKIKTelyl
erKel-Ter kel Tepreyre MyMKiH/IIK OepMEeNTIHIH KepCceTe .

AKnapaTThl KOprayJbplH THIMAUITIH apTreipy ymiiH DLP, ILP  xone
TEXHOJIOTHSUIBIK €MEC AJIEMEHTTEpJll, COHBIH IiMIiHJAe anaM (aKTOPbIH €CKEepeTiH
MHTETpalysulanFal Tocul KaxkeT. byn makanana DLP xone ILP nepexrepal kaH-
KaKThl KOPFay/1bl KAMTaMachl3 €TeTIH aKMapaTThIK KayINCI3/1iK CTpaTerusiCblHa Kajai
O1pIKTIpLIY1 KEPEKTIri TypaJibl Hjesiapra oy OepuireH.
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Heri3zri 6eJ1im

DLP (Data Leakage Prevention) >xone ILP (Information Leakage Prevention)
JEPEKTEPal KOpFayFa apHaJFaH TEXHOJOTHsIAp, OIphIHFAl epexenep/iH O0oJMaybl
omapabpl THIMAI TaWganaHyIbl KWbIHAATanbel. 3amanayn DLP TexHomorusuiapbl
KIMEHTTIK KYPBUIFbLIApJAFbl KYIUs JepeKTepre KON JKeTKi3yli Oakpliaiiibl,
OJIapJIbIH KOJIAHBUTYBIH OaKbLIAiIbI JKOHE SKPaH[bl KOIIipy, TackiMalaay Hemece
TYCIpY apKbUIBI OJIapIbIH JKOFATYbIH OoapipMaiiibl. DLP-maiH Heri3ri keaeprici-oyit
JEPEKTEP/I1 )KIKTEYIIH TOMEH JIQJIJIIT1, dcipece KYPhUIbIMIAIMaFaH )KoHE ECKepIIMEreH
KOHTEKCTTepJie, OyJI jKaJFaH TO3UTHUBTEPAIH KOFaphl JAcHreiiHe okenemi. Kinr
ce3/1ep, TYPaKThI TipKecTep, HUGPIBIK OACHIN HIBIFAPY JKOHE MAIIWHAIBIK OKBITY —
OYJ1 KOJaHBIIATHIH 9iCTep, OipakK oJapAblH THIMJIUIIr OKY JIEPEKTEPiHIH canmachlHa
OaitmanpicThl. CoHBIMEH KaTap, DLP MyIbTUMe THSUTBIK IepeKTep/Ii, OYITTHI CaKTay IbI
KOHE TUIIIK Kelepriiep/ii oHAeyAe KUbIHIBIKTapFa Tamn Oonajsl. Kopraynbl apTTeIpy
YIIiH ayTeHTH(UKAIM, KOJI JKETKi3yal Oackapy >koHe mmdpiay MeXaHU3MJepi,
COHJIaii-aK KOCIMMOPBIH OPTAChIHA JKOHE MOOWIIBII KYPBUIFbUIApAA KYM JKOIIIKTEPi
apKbLIbI JepEeKTepAl KOHTEHHEpIIeY KoHe 0oy oicTepl KOMIaHbLIa bI.

JlepeKkTep MeH aKNAPATTHIH KOFAJIbIN KeTy HHIM/IEHTTEPiH 3epTTey

2024 xbiabl OapibIK calanapAarkl KOMIIAHUSATIAPFA dCep eTETIH JIepeKTepAiH
Oy3bUTyBI 6cye. JlepekTepin Oy3pUTybIHBIH opTama KyHbl 4,5 muumon AKII gon-
JapbIHaH acThl, aJl KeHO1p skaFAaiinapaa eTeMaKbl MEH ailbIITYJIIap Ky3ereH MUJLIN-
onra xetTl. [IlalyplnaapAbIiH HET13T1 MaKcaTTapbl KapKbl CEKTOPHI, J{eHcaylbIK cakTay
xoHe AT xommanusuTapbl 6ombin Kaa 6epeni. Kymus ce3aepai Oy3y, GUITUHTTIK Xa-
Oapnamanap xacay >koHe deepfake TeXHONIOTHsIIApBIH KOJJAHY apKbUIBI 1a0ybuiiap-
Tl KOCa ajiFaHIa, Kuoepmadybll 9IICTEPiH KETIIIPY YIIH jKacaHIbl HHTEIUICKTTI
(Al) marimanany ocipece amaHjgarapiblk ypaic 6omapl. CayaaHamara KaThICKaH Yid-
biMapabiH 40 % - gaH acTaMbl ©TKEH JKbUIbI IepeKTepAiH Oy3bLUTybIHA Tar OOJFaHbIH
MOMBIHIA/IBI, all OJapAbIH KaPTHICHIHA KYBIFBI OCBI Ke3eHae 10-HaH acTam »OFaJbII
ketyni 6actan kemripai (CybersecAsia, 2024).

Optanblk A3us enaepinze ae kubepmadysuiaap kebdeuin keneqi. I'eocascu
KayinTepaiH Tapanysl DDoS malysiinapsl MeH MaHBI3Ibl HH(paKypbUIBIMAApFa
Kapchl JKallFaH akmapar HayKaHIapblH KOJJAHATHIH OelICeHIUIepAIH KYyIICIoiHe
okenmeni. AWMakTarbl KapyKbl CEKTOpbIHA Imadyesuigap, coHpai-ak VPN jkoHe
KAIIBIKTAFbI )KYMBIC YCTEeNH Oy3y KayIi apTein keneqi. COHbIMEH Katap, 3epTTeyiep
KOPCETKEeH/IeH, KONTereH ailMakThIK YHUBIMAAp jKaHa XallbIKapallblK epexkenep MeH
KHOEpKAYINCI3IK TajdanTapblH KaHaraTTaHABIPY YIINIH KOMAaKThl pecypcTap.ibl
xymcaiiael (CybersecAsia, 2024).

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

57



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

Kepcerkimr

DLP / ILP oK

DLP / ILP Gap

JlepekTepIiH >KOFabII
KeTylli  aHBIKTAyJIbIH
opTamia YaKbIThI
(Thales Group, 2024)

Al madimanany ke3iHzae
aHBIKTAY YaKbITBIH
KBICKapTy (Thales
Group, 2024)

JKoranpim kerymi o3
OeTiHIIe aHBIKTAUTBHIH
YU BIMAapagb H
naiib3el (Data Breach
Investigations Report,
2024)

Xakepiep alIKaH
JKOFaJIbII KETy
naiipi3bl (Data Breach
Investigations Report,
2024)

bipreme opTara
acep eTKEH >KOFaJIbII
KeTyJIepIiH yieci
(OyrT, KEPTriTiKTI
cepBepiep xoHE T. 0.)
(IBM Report, 2024).

2020 xpuimaH Oacrarl
JICHCAYJIBIK CAKTAY/IbIH
JKOFaJIbIIT KETYy
KyHBIHBIH ecyi (Data
Breach Investigations
Report, 2024)

JKoranem KeTYiH
Herisri cebenrepi

214 xyn

108

33%

27 %

40 %

53 %

Anam  (akTopsI
malybUIIapHI,

(34 %), Al

JepeKTepIi

OaKpUTayABIH KETKUTIKCI3IIT

120 xyn

150

65 %

10 %

10 %

20 %

KpI3meTkepiepaiH KaTemikrepi
(10 %), Al maGysinaapsl
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MemutekeTTik oprangapra | OUITHHTTIK mradysuiaap,
Oprtanblk  A3usgarsl .
.. . KnOeprradysuIap, DDoS | kypaeni APT mabysuimapsr,
Herisri Kayintep (IBM
malysuigapsl, vpn kxoHe RDP | Kp13mMeTkepep APKBUIbI
Report, 2024).
oy3y JKOFAITBIT KeTY

Kecme 1 - DLP sicane ILP scyiienepin natioananamsin jcane nanoaranoaiumsin yusimoapoa 2024 scvliv

Oepexmepoiy OY3bLIYbIHbIY He2i32l KOPCemKIUmepiH KopCcememi CanblcmulpMaibl Kecmeci

1-kecrene 2024 xwiisl DLP (Data Loss Prevention) xone ILP (Information
Leak Prevention) 6ap »xoHe OHCBI3 YHBIMAAPIAFbl JEPEKTEPAiH OY3bUTYBIHBIH HET13-
'l KOPCETKIIITEPiH CANBICTRIPAIbI, OYJT TEXHOJOTHIIAPBI KOJIIAHY JKOFAIIBIN KETY/II
aHBIKTAY/IBIH OpTalla yakbIThIH €Ki ecere (214-ten 120 kyHre neiiH) KbICKapTyra
my™mkiazik o6epeni (Thales Group, 2024), yiieiMaapabIy naibI3bH apTTHIPY, (33 % -
naH 65 % - ra neiiin) (Data Breach Investigations Report, 2024) sxoHe OGipHele cakray
OpTaJIapbIHA dCEP CTETIH JKOFAIBIN KETY BIKTUMAJIBIFBIH a3alThIHbI3 (40 % - man 15
% - ra neitin) (IBM Report, 2024). Consimen katap, DLP/ILP 6ap komnanusmapaa
KIKTeNreH aepektepain yieci apramsl (80 % xapcesl 31 %), Oyt Tuimaipek Oakpuiayra
wiknan eteni (Data Breach Investigations Report, 2024). Opranbsik Asusaa DLP/ILP
kypaeni APT malysuigapbl MeH (DUIIMHTTIK KayilTepre Kapchl TYpyFa KOMEKTece/Ii
(IBM Report, 2024).

DLP :xone ILP :kyiiesepinin nepexrepai 0y3y MHHUMIEHTTepiHe dcepi

Hepexrepain Oy3putybiH Oosmsipmay (DLP) jxoHe akmapaTThIH >KOFATyBIH
6ongeipmay (ILP) xylienepi nepekrepaiH Oy3bUTybIHBIH CAaHbI MEH ayKBIMBIH a3alTyIa
IICIIyINI peJl aTtkapansl. 3eprreyre coiikec, DLP maiinmanany »xemistik TpadukTi
0akplIay, KYIHS JCPEKTEpPre KOJ JKETKI3yIl OaKpulay »XOHE BIKTUMAl KayirnTepre
aBTOMATTHI TYpJE Xayan Oepy apKbUIbI JKOFAJBIN KTy MYMKIHAITIH a3zaiTansl. O3
ke3eringe, ILP yitbeiMaapaarel nepekTep i 0aliKaychi3aa )KOFaTyblH OOJIApIpMayFa,
COHBIH 1IIiH/Ie HHCANIEPIIK KayiTepAeH KoHE KOPIIOPATHBTIK PECYypCTapAbl AYPHIC
naigananOayJaH Koprayra OarbITTasFaH. 3epTTey KOpCETKeHACH, Oy skykenepmi
SHT'13TeH KOMITAaHUSUTAp KOFAIIBIN KeTy caHblH 40—60 % - Fa a3alTaibl, all KAPKBUIBIK,
XoHe Oenenik mbiFpiHAapra ocepi 50% - ra azasabl (A Hybrid Framework for Data
Loss Prevention and Detection, 2024; IEEE Xplore, 2024).

CoHbIMEH KaTap, MHOUACHTTI kahaHIBIK Tangay AepeKTepAiH Oy3bLIyBI
3aHHAMAJIBIK PETTEJIMETEH eJIIep/ie KUl Ke3/eceTiHiH kepcereai. Meicamnsl, Eyporma-
Ja JIepeKTepi KoprayaslH KaraH HopMmanapsl (GDPR) enrizinai, Oy HHIUACHTTEP I
Te3 aHBIKTayFa JKOHE OJlapra jayar Oepyre bIKman erefi. Jlereamen, YHIICTaH MeH
Bbpasumust cusIKTBI KelOip egepae KOPFaHBICTHIH JKETKUTIKCI3MIriHEH MEMIICKETTIK
KOHE MEIUIMHAIBIK JICPEKTEPIIH KaTTai KOFalbi KeTyi o1 ae 6ap (Data Leakage
Prevention, 2024). MammmHabIK OKBITY )KOHE MiHE3-KYJIBIKTHI TAJIAY CUSAKTHI THOPHUITI
Tangay omicrepine HerizmenreH 3amanayn DLP xone ILP xyiienepi maiimananymist
MiHE3-KYJIKbIHIAFbl ayBITKYJIApJbl aHBIKTAY JKOHE oylap maiga OonFaHra JediH
YKOFJIBITT KeTYIIH aJJIbIH aIy apKbUIbl Toyekennep/i azairyra kemekreceni (IEEE
Xplore, 2024).
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KopbIThIHABI

AxknapatTelK Kayincizmik canaceiana (IS) «EH a3 Ky3bIpeTTi maiiagaHyIbh
(DAU) runore3acelHa, coHAak-ak Oakpliay, Oakpliay JKOHE — Kajarajay
MEXaHU3MJICPiHIH THIMJIUIITIHE a0COJIOTTI CEHIMIUTIKKE CYHeHy KayinTi OOJbIT
cananaapl. 2014 KbUTbI TIpKEJITEH JEPEKTEeP/iH OY3bUTYBIH Tajaay WHcauaepiiepre
KaTBICTHI OJIAPBIH TEK Oip OeJiri FaHa abaiicei3ga 00aFaHbIH KepceeTe/l. It Kayincizmik
KYWECIHIH OKIMIIJIepi MEH JKeTKUTIKTI OuliMi Oap KapamaibiM TakgamaHylibLiap
OZICH1 KOFAJBIN KETYAl TYIBIPYbl MYMKIH €KEHIH €CKepe OTBIPBIN, «EH AaKbUIIbI
madysuTby (SAA) MoeniHe Ha3ap aylapFaH JKeH.

Ochbl KYMBICTa TIPKENTE€H JEPEKTEePiH >KOFAJIBII KETYIH TEPEH 3epTTey
YIIiH aKMapaTThIH JKOFAJIBIN KETy HWHIIMACHTTEPIH HAKThI CHUIIATTayFa, COHJai-aK
maOybUIIAPABIH MaHBI3BUIBIFBIH aHBIKTaAyFa MYMKIHIIK OCEpeTiH XKEeTUIMipiIreH
KpUTEpHUIJIEp YChIHBUTFaH. by KpuTepuiisiep aknapaTThIK KayiIci3AiK mapaiapblHbIH
THIMJIUIITIH Oaraiay >KOHE OCAJIBIKTap/bl aHBIKTAY YIIIH Malaaibl Kypas OOJIBIT
TabbuTa bl JKypriziiren tangay akmapaTThIH Kayilci3giriH KaMTamMmachl3 eTye ajgam
(hakTOPBI MICTIYIII POJI ATKAPATHIHBIH KopceTeai. Komnanusmap 3 KbI3METKepIIepiHiH
KayIlci3ik epekelepiH KaObUIgayFa JKOHE caKTayFa CEeHyre MOKOyp, OWTKeHi
YKOFAJIBIN KETYIIH aJIJIbIH aTyIBIH MYJIJIEM CEHIM/II 9J1iCTepi )KOK.

CoHBIMEH KaTap, Ma3MYH/IbI TaJlIayFa HeT131eJITeH Ka31pri 3aMaHFbl KOCITOPBIH
JEPEKTEPIHIH JKOFAIybIH OoJasipMay kyuenepi (DLP) akmapaTThlKk akTHBTEpi
KOprayFa Keniaik Oepe amMaiinbl. byn omapablH THIMAUIITT TEXHOJIOTHSIIBIK
AHBIKTAJIFaH JKOFAJIBIN KETY KaymiH a3aiTyra OaFbITTalIFaH KOCBHIMINA aKMapaTThIK
KayIIci3iK mapajapbliH €Hri3yre OaitIaHbICThI 00JATHIH/IBIFbIHA OaliIaHbICTHL. OChIFaH
OailTaHBICTHI JKYMBICTA aKNapaTThIK KaYINCi3IKTI KaMTaMachl3 eTy meHoepingae DLP
xoHe ILP xyienepin THIMII €HT13y YIIiH SPTYPIIi AIEMEHTTEP 1l KAMTUTHIH KeIeH T
TOCUT YCHIHBLIFaH.
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Abstract. The article is a sociolinguistic study aimed at identifying the lan-
guage preferences of programming students in choosing a language for education at
the International University of Information Technologies (IUIT). The study examines
Kazakhstan’s language policy, which focuses on the development and use of
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KA3AKCTAHHBIH BLJIIM BEPY )KYWECIHJETT YINTLJIALIIKTIH,
POJII: BATJAPJIAMAIIBI CTYAEHTTEPAIH TIVIIAIK KAJIAYbI

P. AnmxkanoB, b. Cexcenoaii
Fouteivu sxerexmrinepi: 11.C. {rocenoBa

AmmzkanoB Puzadex BakbiTyasl — 1 Kypc cTyneHTi, «Kemi Kayinci3airi MaMaHIBIFBI, XalbIKapaIbIK
aKIapaTThIK TEXHOJIOTHSIIAD YHUBEPCUTETI.

Cexkcen6aii batpipxan Tanraryiabl — 1 Kype cTyaeHTi, «XKemni Kayinci3airi» MaMaHIbIFbL, XaIbIKapaTbiK
aKIapaTThIK TEXHOJIOTHSIIAD YHUBEPCUTETI.

AHHOTanusi. Makana COIMOJIMHIBUCTUKAJIBIK 3€PTTEY OOJBIN TaObLIAIbI,
OHBIH MaKcaThl — XaJIbIKapaJblK aKIapaTThIK TEXHOJIOTUSIIAD YHUBEPCUTETIHIH (XA-
UTY) CTYACHT-TIPOTPAMMHUCTEPIHIH OKYy/JIaFbl T TaH/1aybIHIaFbI
apTHIKIIBUIBIKTAPBIH  aHBIKTAYy.  3epTTeyae  KasakCTaHHBIH — TUT  casicaTsl
KapacThIpbIIA/bl, OJ Ka3aK, OpbIC JKOHE AaFbUIIIBIH TULACPIH JaMBITy MeEH
nanasaHy apKbUIbl €JJIIH KONTUIIl opTana
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kahaHmTaHy KarmaalbIHIA )KYMBIC ICTEUTIHIITIH KepceTeai. 3epTTey CTYyASHTTEPIiH
OMIpIHJIET] TUIIEPAIH PoJli MEH MaHbBI3bl, COHJAN-aK OJapIbIH OLIiM aly MEH Kociou
ecyiHe acepl OaraiaHaIbI.

Tyiiin ce3aep: COUMONMHTBUCTHKA, Ti cascarbl, KazakcraH, YIITUITUTIK,
Ka3ak TiJIi, OpbIC TiTl, aFBUIIIBIH TiJTI, Oi1iM Oepy, OaFaapiaMaibl CTYISHTTED

POJIb TPEXBA3BIYNA B OBPA3OBAHUHN KA3AXCTAHA: AA3bIKOBBIE
HPEAITOYTEHUA CTYAEHTOB-ITIPOI'PAMMHUCTOB

P. Amu:xanoB, b. Cexcenoaii
MesxyHapOAHbIN YHUBEPCUTET HH(GOPMAIIMOHHBIX TEXHOJIOTHI, AJTMATHI,
Kazaxcran
Hayunsiit pyxkoBoautens: J[.C. JlroceHoBa

AmuxanoB Puzabek bakbiToBuu — cTymeHT | kypca, cmeumanbHOCTh «CeTeBas O€30MacHOCTDY,
MexayHapOAHBI YHUBEPCUTET HHPOPMAIIMOHHBIX TEXHOJIOTHH.
Cekcen6aii batpipxan Taararyasl — crymeHt | kypca, crenmanbHOCTh «CeTeBas 0€30MacHOCTBY,

MexayHapOAHBI YHUBEPCUTET HHPOPMAIIMOHHBIX TEXHOJIOTHH.

AnHoTanusi. CTaThsl IPEACTABIISIET COOOM COIMOMHTBUCTHYECKOE HCCIIEIO-
BaHME, [IEITBI0 KOTOPOTO OBLIIO BBIABUTH MPEANOYTCHHS CTYJICHTOB-IIPOTPAMMHUCTOB B
BBIOOpE sI3bIKA JIJIs1 00y4ueHUs: B MeXTyHapOJHOM YHUBEPCUTETE HH(POPMAITMOHHBIX
texnosioruit (MYUT). B uccnenoBanuu paccmaTpuBaeTcs si3bIKoBasi monuTruka Ka-

3axcTaHa, HalpaBJeHHasl HA Pa3BUTHE U MCIOJIb30BAaHUE TPEX SA3bIKOB—KA3aXCKOTO,
PYCCKOTO U aHTJIUICKOT0, YTO OTPa)KaeT MHOTOSI3bIYHYIO CPEly CTPaHbl B yCIOBUSIX

rno6ann3aum1. OI_[eHeHI)I POJIb U 3HAYCHUC SA3bIKOB B )KU3HU CTYACHTOB, a TAKXKC UX

BIIMSIHME HAa 00pa3oBaHue U MPO(HECCHOHATBHBIN POCT.

KiroueBble ciioBa: COLMOJIMHIBUCTHKA, S3bIKOBas mnoyntuka, Kaszaxcraw,
TPEXbsI3bIUKe, Ka3aXCKUM S3BIK, PYCCKUM S3BIK, aHTJIUNUCKHHA S3BIK, 0Opa3oBaHUE,
CTYJEHTBI-IIPOTPAMMUCTbI

Beenenue

SI3bIK — 3TO OJIMH W3 OCHOBHBIX AJIEMEHTOB YEJIOBEYECKOM KU3HH, KOTOPBIN
ompeneNseT crnocod oO0meHus, MbIIUICHUS U camornpe3eHTaruu. OH obecrieunBaeT
nepenadyy M XpaHEHUE MBICIEH, AMOLMMA, 3HAHUM M KYyJbTYpbl, @ TaKXe CBA3b
MOKOJIEHUH U ONpe/esieHne MPUBSI3aHHOCTH YelloBeKa K OOLIeCTBY, O3HAHUE MUPaA
U €ero B3aMMOJCICTBHE C OKPYKaIOLUIUMH, a Takke (HOpMHpPOBaHHE JUYHOCTH,
BIIUSIET Ha BOCIpUATHE U aHanu3 uHopmanuu. Tolabko 6arogaps si3bIKy BO3MOXKEH
Iporpecc IUBWIM3AINM, CO3AaTh HAyKy U HCKYCCTBO, MOTOMY 4YTO OH SIBISICTCS
OCHOBHBIM CPE/ICTBOM Iepeaul 3HAHUN U OTIbITA.

[Tomumo oO1IeHusl, A3bIK UTPAET HEMAIOBAXHYIO POJIb B 00pa30BaHUU U
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npodeccroHanbHOM pocTe. BiiageHne HeCKONbKUMU S3bIKaMH Ja€T YeTOBEKY JOCTYI
K Oonbpmiemy o0beMy HMH(OpMAIMM, CIOCOOCTBYET YCIEUIHOW Kaphepe, a TaKxke
MOMOTaeT aaNTUPOBAThCS B OBICTPO MeHstoIeMcsl MUpe. B ycrmoBusx rmobanu3anuun
0oJiee OHOTO s3bIKa TOHAAOOUTCS I A(DPEKTUBHON yueObl, pabOTHI, CONMMKCHHS
C JpYyrUMHU HapoJaMu. 3HAHHUE $S3bIKa CIIOCOOCTBYET PAa3BUTUI0 KOTHUTHUBHBIX
CIOCOOHOCTEH, yiydllaeT HamsATh M JIOTUYECKOE MBIIUICHUE, JIeJaeT YeloBeKa
rHOKMM U TIPEAHACTPOCHHBIM Ha IMOCTOSHHOEe oOyueHue. HMeHHO mosTOMY IS
Ka)KJIOT0 TOCYIapCcTBa KpaiHe BakKHA SI3bIKOBAs MMOJIUTUKA, TIOCKOJIBKY OT HEee 3aBUCUT
COXpaHEHHE HalMOHAIBHOM WACHTUYHOCTH, 3((EKTUBHOE MEKHAIMOHATIHLHOE
oOIIeHne, UHTETpalys B MUPOBOE COOOIIIECTBO U pa3BUTHE OOIIECTBA B LIEJIOM.

S3bikoBas noanTuka Kazaxcrana

Kazaxcran — ctpana ¢ 60raThIM KyJbTYpHBIM U SI3BIKOBBIM MHOTOOOpa3ueM.
[Tocne obperenus HezaBucuMocTH B 1991 roy mepes rocyaapcTBOM BCTaNl BOIIPOC O
(bOpMHPOBAHUH SI3BIKOBOW MOJMUTUKH, KOTOPast MOTJIa Obl OJTHOBPEMEHHO COXPAHUTH
HAIMOHATPHYIO HWJAEHTUYHOCTh, oOecnedyuTh d3(PPEeKTUBHOE MEKHAINOHAIBHOE
OOIIeHHEe U CIIOCOOCTBOBATh MHTETPALIMK B MUPOBOE c000IIecTBO. IMEHHO mo3aTomMy
ObUTa BhIOpaHA CTpaTervs TPEXbA3bIYMS, MPENoarampiias pa3BUTHE U aKTHUBHOE
UCIOJIb30BaHUE Ka3aXCKOT0, PyCCKOTO U aHTJIMHCKOTO S3bIKOB.

Kazaxckwii s3Ik 3aHUMaeT [IEHTPAIbHOE MECTO B 3TOM CUCTEME, OH SBIISETCS
rocy/1apCTBEHHBIM U CHMBOJIU3UPYETHAIIMOHATBHYIO HE3aBUCUMOCTH M CAMOOBITHOCTb.
B nmnocnemHue roapl NMpPUHUMAETCS MHOXKECTBO MeEp JUIsl €ro MOMyJspHU3aliu:
OTKPBIBAIOTCS HOBBIE OOpa30BaTENbHBIE MPOrPAMMBI, YBEIMYUBAETCS KOJIUYECTBO
kazaxos3bpraHbIX CMU, pacuupsieTcs ero ucroiib30BaHue B IETONPOU3BOJICTBE.

OnHakoBpeanbHON KU3HU PYCCKUHN I3bIKOCTAETCS LIMPOKO PACTIPOCTPAHEHHBIM
U HCTIONB3yeTCs B TMOBCETHEBHOM OOIIEHUH, OM3HECEe, HayKe U 00pa3oBaHUH. ITO
CBSI3aHO C MCTOPUYECKUM MPOILIBIM CTPAHbl, a TaKXKe C TE€M, YTO PYCCKOSI3bIYHBIC
UCTOYHUKUA MHPOPMAIUU OCTAIOTCS JOCTYMHBIMU M yIOOHBIMHU ISl 3HAYUTEIbHOM
YacTHU HACEJICHHUS.

AHTTIUICKUN A3BIK CTAJI HEOTHEMJIEMOM YaCThI0 COBPEMEHHOM Ka3aXCTaHCKON
00pa30BaTeNbHOM M S)KOHOMUYECKOU MOJUTUKU. B ycroBHsIX rinobanu3anuuy BuajeHue
aHTTIUIICKUM OTKPBIBAET JOCTYT K MEXTyHAPOIHBIM 3HAHUSIM, TEXHOJIOTHSM U PHIHKAM
Tpyaa. B By3ax cTpaHbl Bce OOJbIIE MPEIMETOB MPENOJAI0TCA HA aHTJIHICKOM, a
MHOTHE TOCYyIapCTBEHHbIE POTPAMMBbI HAIIPABJICHBI HA MOBBIILIEHUE YPOBHSI BIIAJICHUS
ATHUM SI3bIKOM CpeIu MOJo/IexkH. KazaxcTaH cTpeMHUTCSI HHTETPUPOBATHCS B MUPOBOE
HAy4YHOE U JIeIOBOE COOOIIECTBO, M 0€3 aHTIUHCKOTO SI3bIKA 3TO HEBO3MOXKHO.

S3pikoBass  monuTuka ~ Ka3zaxctaHa — OCHOBBIBAaeTCSl Ha  MPHUHIMIAX
MYJIBTUKYJIBTYpai3Ma M PaBEHCTBA BCEX ITHUYECKHX TPYIIN, YTO OTPa’KaeTcs B
oduIMaTEHOM TOCYJapCTBEHHOM MOIUTHKE, HAITPABJICHHON Ha Pa3BUTHE TPEX S3BIKOB
— Ka3aXCKOro, pyCCKOTo M aHTIHiicKoro. OCHOBHOM LIEJIbIO STOM MOJUTHKY SBIISETCS
YKpeTUIeHHe HallMOHATbHON UACHTUYHOCTH, OAJIEP>KaHUE MEKITHUYECKOTO COTITIacHs
U HMHTErpanus B TJo0anibHOE cOOOHIEeCTBO. BaXKHBIM acmekTOM 3TOW MOIUTHKH
SBIIETCS 3aKOHOAATEIBHOE PETYJIMPOBAHHE HCIIOJIB30BAHUS SI3BIKOB B PA3IUYHBIX
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cdepax KU3HH, BKIIIOYas 00pa3oBaHUE, TOCYAapCTBEHHOE YIIPABICHUE U MEIUa.

3aKkoHOAATEIbHbIE OCHOBBI SI3bIKOBOW MOJTUTUKU

Koncturymus Pecnyonmuku Kazaxcran (1995). Koncturynms Kazaxcrana
3aKperIsieT Ka3aXCKUi sI3bIK Kak rocynapcTBeHHbINH. CTaThsi 7 yCTaHABIMBAET, UTO
«rocyaapCTBEHHBIM si3bIKOM B PecriyOnuke Kazaxcran sBisieTcsi Ka3aXCKHil SI3bIK»,
MIPU ATOM PYCCKHUI $3bIK MCHOJB3YeTCs KaK S3bIK MEKHAIMOHAIBLHOTO OOIIeHMS,
YTO UMEET Ba)XXKHOE 3HAYEHHE ISl MHOTOS3BIYHOTO U MHOTOKYJIBTYPHOTO OOIIecTBa
Kazaxcrana [1].

3akon «O s3pikax B PecmyOmuke Kazaxcran» (1997). DtoT 3akoH cTai
OCHOBOM ISl A3BIKOBOM TMOJHUTHKU B CTpaHe. B HeM roBopuTCs O mpaBe Ipa)kaaH
Ha KCMOJb30BaHUE BCEX S3bIKOB, BKJIIOYAsl Ka3aXCKUM M PYCCKHiA, B Pa3IUYHBIX
chepax KHU3HU. 3aKOH IMpeaycMaTpuBaeT 00sA3aTeNbHOCTh Ka3aXCKOTo S3bIKa B
rOCy/IapCTBEHHBIX OpPraHax U yUpekIeHUSX, HO TAK)Ke yCTaHABITMBAET UCIOIb30BaHHUE
PYCCKOTO s3bIKa JIsl 00ecTieueHus] MeKHaIMOHAIBHOTO 001ieHus. CoriacHo 3aKoHY,
rOCy/IapCTBEHHbIE M YacCTHBIE OpPTraHM3alMM JOJDKHBI OOECTeurBaTh JABYS3BIYHE,
BKJTFOYAs MCTIOJIb30BaHuUe Kazaxckoro si3bika (The Constitution of the Republic of Ka-
zakhstan, 2025).

l'ocynapcTBeHHasi mporpamMma pa3BUTHS Kazaxckoro sizpika Ha 2011-2020
rojipl. JTa nporpamMma Obljia HaIllpaBJieHa Ha pa3BUTHE U MOMYJISPU3AINIO Ka3aXCKOTO
S3bIKa, OCOOGHHO cpenu MOJOJeKH. B Hell mpegycMarpuBaiach MOATOTOBKA
CHEIMaMCTOB JJIsl IperoaBaHusl Ka3aXxCKoro sA3blka, pa3paboTka 00pa3oBaTEIbHbBIX
MaTepHUaIoB U TMOBBIIICHUE YPOBHS Ka3aXxCKOTO $3bIKA CPEIU TOCYAapCTBEHHBIX
ciyxamux (State Program for the Functioning and Development of Languages for
2001-2010).

AHKeTHPOBaHME U €r0 AHAJIU3

B naHHOM HcciieJoBaHUM CTaBUTCS LIENb BBISIBUTH OCHOBHBIE TEHACHIIMH B HC-
10JIb30BAHNUHU Ka3aXCKOI'0, PyCCKOTO M aHIVIMKHCKOIO SI3bIKOB CPEIU CTYIEHTOB Mex-
JYHapOJHOTo yHUBepcuTera nHpopMauoHHbix Texnonoruit (MYUT) B o0yuenun.
yHHMBepcuTeTa. /i1 3Toro Hamu ObIIO MPOBEAEHO AHKETUPOBAHNE CPEAU CTY/ICHTOB,
KOTOPO€ BKJIFOYAJIO CJIEAYIOLINE BOIIPOCHI:

1. Ilon

2. Bozpacm

3. Kypc

4. CneyuanvbHocmw

5. B kaxoti wixone vl yuunucs?

6. Ha xakom s3vike npeonouumaeme KOMMYHUYUPOBAMb C OOHOZPYNIHUKAMU !
7. Kaxotl y 6ac yposeHv 61a0enus pycckum a3vikom?

8. Ha xaxom si3vlke 8am y0oOHee yuumovcs?
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9. Ilo wkane om 1 0o 10 evibepume, HACKONbKO 1€2KO 8AM NOHUMAMb JIeKYUU
HA AH2TUTICKOM S13bIKE?

10. Ha xaxom s3vixe vl obujaemecs ¢ MU?

11. Ha xakom s3vike ocywecmeaisieme HOUCK HOBOU UHDoOpMayul, HOBbIX 3HA-
Huu?

AHKETUPOBaHHE MPOIILIN 72 YEIOBEKa, YTO SBIISICTCS JOCTATOUHON BHIOOPKOM
JUIS TIOJIyYE€HUS IPEACTABIICHUS O SI3bIKOBBIX IpeAnouTeHusx crynreHToB MYUT. /lan-
HBIE TIO3BOJISIIOT BBISIBUTH TEHJICHIIUU B BEIOOPE S3bIKa OOIIEHUS, 00yUeHUS U B3aUMO-
NEeNcTBUA ¢ TexHoJorusIMu. B onpoce yuactBoBano 65 % — MyxuuH, 35 % — )KEHIIUH.
B BbIOOpKE HaOMIOAaETCS 3HAYUTETHLHOE MPeodIagaHie MY>KCKOU ayTUTOPHH, YTO CO-
oTBeTcTBYeT obOmieit TenaeHuuu B IT-ceprl, rae TpaauunoHHO OOMNbIIE CTYAECHTOB
MY>KCKOT'O TI0JI1.

Kypc obyuenus

KVPC Ha KDTOpOM Bbl Yy4WTECH
72 oreeta

[ I
L
@3

@4

OCHOBHYIO 9acTh OIPOIICHHBIX COCTABISIOT CTYACHTHI IEPBOTO Kypca (44.4
%), 4TO MOXKET CBUJIETENIbCTBOBATh O BBICOKOM HMHTEpECE K M3YUYEHMIO SI3bIKOBBIX
MIPEAMOYTCHUI CpeI HOBUYKOB. MEHbIIIee yuyacTrue CTapiieKypcHUKOB (0coOeHHO 3
1 4 KypcoB) MOXET OOBSICHATHCS 3arpyKEHHOCTbIO Y4eO0l 1 MEHBIIUM UHTEPECOM K
MOI0OHBIM OITPOCaM.

CneyuanvHocms

CnEqMEanOCTb Ha KOToOpoOM Bkl Yy4UTeChk
72 oTReTa

20
20 (278 %)

4 (5,6 %)
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CompSec BapmMeH nc Meranmeap CWB cuna
cybersecurity Owraantep KuBepbesonacHocTh MNparpammHan nHxe... DROHGMHCT
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Bce ompoiiennbie 00yyaroTcsi Ha HampaBJIeHUX, CBsI3aHHBIX ¢ MHpOopMamoHHBIMUI
cucteMaM U KwubepOe30macHOCTbIO, YTO TMOAYEPKHBAET BAXXHOCTh BIIAJICHHS
HECKOJIbKUMH SI3bIKaMU B 1aHHOM cepe. TexHnueckune TUCIUILTUHBL YacTO TPEOYIOT
3HaHUW HE TOJBKO PYCCKOTO M Ka3aXxCKOTO, HO W aHIJIHMICKOro si3plka — S3bIKA
MexxayHapoaHoi I T-cpenpbr.

A3vik 00yueHus 6 wikone

B Kakou wkone Bbl y4unuce?

72 o1BRTA

@ B Kasaxcxon
@ B Pyccuoi
@ B Opyroi

[TouTH MOJIOBHHA PECTIOHICHTOB 00YYaJIHCh B Ka3aXOsI3bIYHBIX IIKOIaX (48.6 %),
YTO TMOATBEPKAAET 3HAYUTEITHHOE MPUCYTCTBUE Ka3aXCKOTO sI3bIKa B 00pa3oBaTellb-
HOM cucreme. OJIHAKO JOJIsl BBIMTYCKHUKOB pycckux mkona (40.3 %) Takke BeJHKa.
11.1 % yuunuch B Jpyrux IIKOJax, BKIIOUAs MEXIyHAPOAHbIE WM OWIIMHTBAJIbHBIC
IPOTPaMMBI.

[TpenmoYTUTENbHBIN S3bIK OOIIEHUS C OHOTPYIIITHUKAMH

Ha kakom Asbike npeanoyuraeTe KOMMYHUMLUWPOBATDL C OAHOprﬂﬁHHKaMH?
72 oTeeTA

® Pycormin

@ Kasaxcimi
@ AHMMWACKIA
® Opyroe

BonbpIIMHCTBO CTYIEHTOB MPEANOYUTAIOT O0IIATHCA Ha PYCCKOM si3bIKe (56.9
%), 4TO MOXET OOBSICHATHCS NOCTYMHOCTHIO MAaTEpPHUAOB HAa PYCCKOM si3bIke. Tem
He MeHee, 29.2 % wucnonb3yroT kazaxckuil 1 moutu 10(9.7) % — aHrnmiickuii, 4To
OTpa)kaeT MYJIbTUS3BIYHYIO CPEly YHUBEPCHUTETA.

YPOBGHB BJIAZICHUA PYCCKHUM S3BIKOM
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Kakoit y Bac ypoBeHb BnafeHusa pycckKum A3bikom?
72 oteeTa

® A2
® 51
@ B2
®cC
®c:

3HauuTENbHAsA YaCTh CTYJAEHTOB (nopsaka 77.5 %) NeMOHCTpUPYET yBEpEH-
HO€ BJIaJICHUE PyCCKUM Ha ypoBHsIX B2—C2, yTo nmoaTBep:KaaeT ero poib Kak OCHOB-
HOTO SI3bIKa B YYEOHOH U cOIMANTbHOM )KU3HU. Tem He MeHee, OKoJIo 7 % HaxomaTcs Ha
HaYaJIbHOM YPOBHE, UTO MOXKET CO3/1aBaTh TPYIHOCTHU IPU OOyUEHUH.

[IpenmnouTuTeNbHbIHN SI3bIK O0YYCHUS

Ha kakoMm fA3blke BaMm yaobHee oByuaTbeA?
72 aTReTa

@ Kazaxckui

@ Pyccmi

@ Anrnuicioin

Pycckuii si3pIk OCTaeTcss OCHOBHBIM si3bIKOM oOyueHust (54.2 %), Ho 27.8 %
CTYICHTOB MPEANOWwIH Obl yUYUThCA Ha KazaxckoMm. MHTepecHo, uto 18.1 % xompop-
THEe BOCIIPUHUMAIOT MH(OPMAIIMIO Ha aHTJIMHCKOM SI3bIKE, UTO JEMOHCTPHPYET aKTy-
aNbHOCTH aHTHIicKoTO B chepe IT.

YpoBeHb MOHUMAaHUS aHTIHICKOTO (10 10-0ammsHOM mIKaie)

Mo wkane ot 1 Ao 10 BbIGEPUTE, HACKONBKO NErko Bam NOHWUMAETb Nekunn Ha aHIMmMURCKOM Asblke

72 oTeRETA

11 (15,3 %) 14 )
10 {13.9 %)

8(11,1 %)
7 (8.7 %)
6(B.3 %)

5 (6,9 %)

. 3(4.2%) 3 (4.2 %)
e}
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bonee nonounsl cTyaeHTOB (59.2 %) olleHHBaIOT CBOE MOHUMAHUE AHTIIUH-
CKOTO Ha BBICOKOM ypoBHE (7—10 6amnoB), 4To Ba)KHO AJISl TOCTYIA K MEXKIYHapO-
HeiM [T-pecypcam u yueOHbIM MarepuanaM. Opnaxo, 15.4 % ob6namarotr 0a30BEIMU
3HAHUSAMHU, YTO MOXKET 3aTPYIHATH OCBOCHUE aHTIIOS3bIYHON TUTEPaTyPhI.

SI3BIK B3aHMOHeﬁCTBHH C HCKYCCTBCHHBIM MHTCIIJICKTOM

Ha kakom A3bIKe Bkl oblaeTtecs ¢ MIA?
72 oteeTa

@ Pyccrmi
@ Kaszaxckma
@ AHIUACKWR

® Opyroe

BonbmMHCTBO cTyIeHTOB mpeanoynTaoT oomarees ¢ MU Ha pycckoMm si3bIke
(63.9 %), 9TO TOBOPUT O AOCTYITHOCTU M MPUBBIYHOCTHU 3TOTO si3bika. OnqHaKo 25 %
UCTIONB3YIOT aHIJIMHCKUI, 0COOEHHO /75 O0JIee TOYHBIX 3aIPOCOB M MEXKTYHAPOIHBIX

pecypcos.
SI3BIK MOMCcKa HH(pOPMAILIUH

Ha Kakom A3blKe ocyllecTBAAETe NOUCK UHPOPMAaLUK, HOBBLIX 3HAHWA?

72 oTRETE

@ Kazaxcrwi
@ Pycoxni

O AHFIHACKWG
@ [pyroe

Pycckuii 13p1K IMIUPYET KaK OCHOBHOW MHCTPYMEHT JIsl TOMCKA HH(POpMaIuu
(55.6 %), HO 3HAUMTENBHAS YACTh CTYIEHTOB (29.2 %) npeAnodynTaeT aHIIUICKUH 11
OoJiee OOITUPHBIX M aKTyaIbHBIX UCTOUYHUKOB.

3akiiroueHue

Pesynprarel onpoca moka3bIBaroT, YTO PYCCKU S3bIK MPOJOIKAET JOMUHUPO-
BaTh B OOIIEHUH, OOYYEHUH U B3aHMMOACUCTBUU C TEXHOJOTUSIMU, UTpasi KIIOYEBYIO
poiib B oOpazoBarenbHOM mporiecce ctyneHToB MYUT. Kazaxckuii s3bIK BaxkeH IS
BBIITYCKHUKOB Ka3aXOS3bIYHBIX IIKOJ M TE€X, KTO MPEINOYUTAECT YUUTHCA HA POAHOM

SI3BIKE, HECMOTPS Ha NMpeoOIagaHue PYCCKOTro, aHNIMHCKUN S3bIK CTAHOBUTCS BaK-
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HBIM /17151 MIOHUMAaHUS CTIEIMATU3UPOBAHHON JTUTEPaTyphl, pabOThI C UCKYCCTBEHHBIM
MHTEJIJIEKTOM M MOMCKa WH(OpMAIllMK Ha MEXAyHapOAHbIX miatgopmax. Takum o6-
pa3oM, TpH s3bIKa — Ka3aXCKUid, PYCCKHUI U aHITTUHCKUN — UTPalOT BaKHYIO POJIb B

O6pa30BaHI/II/I CTYACHTOB-IIPOIpaMMHCTOB B Kazaxcrane.

REFERENCES

The Constitution of the Republic of Kazakhstan [Electronic resource] URL: https://adilet.zan.kz/rus/docs/
7970000151 (accessed: 1.03.2025).
State Program for the Functioning and Developm nt of Languages for 2001-2010 [Electronic resource] URL:

https://adilet.zan.kz/rus/docs/U010000550 (accessed: 1.03.2025).

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @“(},
International License \s=s

70



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 2708-2032 (print)
ISSN 2708-2040 (online)

VK 347.77

PROBLEMS OF IMPROVING INTELLECTUAL PROPERTY
LEGISLATION IN THE REPUBLIC OF KAZAKHSTAN

A. Aikyn, Zh.A. Turmanbet
Scientific supervisor: K.S. Maulenov

Aikyn Aisultan — a student of the International University of Information Technology.

Turmanbet Zhaksybek Almasbekuly — a student of the International University of Information Technology.

Abstract. Intellectual property protection is a crucial component of innovation
and economic development. In Kazakhstan, issues related to legislative gaps and
insufficient alignment with international standards remain. This article examines these
challenges and proposes ways to improve the legislation.
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SUATKEPJIIK MEHIIIK TYPAJIbI 3BAHHAMAHBI XKXETUIAIPY
MOCEJIEJIEPI KASAKCTAH PECIIYBJINKACBIH/IA

A. AlikbiH, /K.A. TypmanOer
Fruteimu sxerexmi: K.C. MaynenoB

AWKbIH AjicyaTan — XabIKapaiblK aKIapaTThIK TEXHOJIOTHSIIAp YHUBEPCUTETIHIH CTYICHTI.
TypmanGer Kakcpibek AnmMacOekysibl — XaiblKapaiblK aKIapaTThIK TEXHOJOTHsUIAP YHHBEPCHTETIHIH

CTYJICHTI.

AHHOTauusl. 3UATKEPJIK MEHIIIKTI KOpPFay HMHHOBaLUSJIBIK  JKOHE
HKOHOMHKAJIBIK JIaMyJIbIH MaHbI3Abl Oediri Oombin Tabbutamel. Kazakcranma ochbl
canaja 3aHHAMAJIBIK OJIKBUIBIKTAp MEH XallbIKapasblK CTaHIApTTapMEH KETKIIIKCi3
yilnectipy mocenenepi cakraiyna. Makanaga ochkl mpoOieManap KapacTbIpbUIBIIL,
3aHHAMaHbI KETUIAIPY *KOJAAPhl YChIHBIIA/IbI.

Tyiiin ce3mep: 3usATKepiik MeHIIK, 3aHHaMma, Kazakcran PecryOmimkacsl,
KYKBIKTBIK KOpFay, HWHHOBalMsUIap, YWIecTipy, KYKbIK KOJJaHy Taxipuoeci,
XaJIbIKApaJIblK CTaHAApPTTap
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IMPOBJIEMbBI COBEPHIEHCTBOBAHUA 3AKOHOJATEJIBCTBA
OB UHTEJUJIEKTYAJBHON COBCTBEHHOCTHU B PECITYBJIMKE
KA3AXCTAH

A. AiikbiH, 7K.A. Typmanoer
Mesx1yHapoAHbII YHUBEPCUTET HH(POPMALIMOHHBIX TEXHOJIOT UM, AJIMAaTHI,
Kasaxcran
Hayunsiit pyxoBoautens: K.C. Maynenos

AMKBIH AlicyJITaH — CTYJeHT MeXIyHapOJHOTO YHUBEPCUTETa HHPOPMAIIMOHHBIX TEXHOJIOTHI.
TypmanGer Kakchibek AnamacGekyabl — CTyIZeHT MeXIyHapOJHOTO YHHBEpCHTeTa WH()OPMAIIMOHHBIX

TCXHOJIOTHI.

AHHoTauusi. B ycrnoBusax rnobGanuzanuu M 1UQpPOBH3ALMK  3alUTa
UHTENJIEKTyallbHOM ~ COOCTBEHHOCTHM  CTAaHOBUTCSA  KIIOYEBBIM  (PaKTOPOM
MHHOBAIIMOHHOTO M 9KOHOMHUYECKOro pa3Butus. B Kazaxcrane, HecMOTps Ha pa3BUTYIO
HOPMAaTUBHO-TIPaBOBYIO 0a3y, COXpaHAIOTCS MPOOIeMbl B MEXaHU3MaX OXpaHbl MPasB,
po0Oesibl B 3aKOHO/IaTENbCTBE M HEJOCTATOUHAS FTApMOHHU3AIUS C MEXTyHAPOIHBIMU
CTaHIapTaMHu. B cTaThe aHaNM3UPYIOTCS CYIIECTBYIOLINE IPOOIEMBbI, MEKTyHAPOIHBIH
OTIBIT UX PELICHUS] K IPEIaratoTCsl MEPHI 110 COBEPIIEHCTBOBAHUIO 3aKOHO/1aTEIbCTBA.
Peanuzanust npeyioskeHHBIX pegopM MOBBICUT 3()(HEKTUBHOCTH MPABONPUMEHEHNS,
CO3/1aCT yCJIOBUS JJ11 NHHOBAL[MOHHOM 1€ATEIbHOCTHU U YKpEnuT no3unuu Kazaxcrana
B MUPOBOM IKOHOMHUKE 3HAHUM.

KioueBble cjioBa: MHTEIUIEKTyallbHAsi COOCTBEHHOCTb, 3aKOHOJATEIbCTBO,
PeciyObnuka  Kazaxcran, mpaBoBas 3aliuMTa, WHHOBAIMM, TapMOHM3AIMS,
MIPaBONPUMEHHUTENbHAS IPAKTHKA, MEKIYHAPOIHbIE CTAaHAAPTHI

Beenenue

B ycnoBusx cTpeMuTeNbHOrO pa3BUTUs HU(POBBIX TEXHOJIOTUN U MPOLIECCOB
mI00aNM3ald  WHTEJUICKTyallbHass COOCTBEHHOCTh MPUOOpeTaeT Bce OoJbliee
3HaYEHHUE KaK CTPATErHYECKHM pecypc, CoCOOCTBYIOMIMM SKOHOMUYECKOMY POCTY,
WHHOBAIIMSIM ¥ KOHKYPEHTOCIIOCOOHOCTH TocynapcTBa. B PecniyOnmke Kazaxcran Ha
NPOTSDKEHUH MOCIEAHUX JIET MTPOBOIUTCS aKTUBHAs paboTa 10 COBEPILICHCTBOBAHHIO
3aKOHOJATEIbCTBA B JaHHOH cdepe, OJHAKO, HECMOTPS Ha CYIIECTBYIOIIYIO
HOPMAaTHUBHO-IIPABOBYIO 0azy, MpaBONPUMEHUTEIbHAS IPAKTHKA CTAJIKUBAETCS C
pSAIOM TIpoOIIeM, IPENATCTBYIOMMX d((GEKTUBHON 3aIUTE HHTEIIEKTYalbHBIX TPaB.

AKTYalnbHOCTh TeMbl 00YCIIOBJIEHA HEOOXOIUMOCTBIO CO3/IaHUs MPO3PAYHON
U CHUCTEMaTH3UPOBAHHOW 3aKOHOJATEIBLHON Cpelbl, 00eCTIeUMBAIONMICH HAIEKHYIO
OXpaHy IpaB aBTOpOB, H300peTareneil u mnpeanpuHuMarteneil. JlelcTByromiee
3aKOHOJAATEIBCTBO COJEPKUT MPOOEIIbl, HECOITIACOBAHHOCTU M YCTAPEBLINE HOPMBI,
KOTOpBIE 3aTPYAHSAIOT €T0 IPUMEHEHHE HA IPAKTUKE U CHUXKAIOT YPOBEHb JTIOBEPUS K
npaBoBoli cucreMe. Kpome Toro, HepoctaToyHasi rapMOHHU3ALUs C MEXyHAPOIHBIMU
CTaHJapTaMH co3JaeT Oapbepbl A uHTerpauuu Kaszaxcrana B TI00aJIbHYIO
SKOHOMHMKY 3HAaHUU U NPUBJICUYECHNS] HHBECTULMI B MHHOBALMOHHBIE MIPOEKTHI.

B Tlocnanusax Ilpesunenta PecnyOnuku Kaszaxcran K.-)K.K. TokaeBa B
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2023-2024 romax ocoboe BHUMaHUE YACISICTCS BOIpOocaM MU(PPOBHU3AIIN, PA3BUTHS
HAy4YHOT'O [TOTEHIIAAJIA U IIOBBIIIECHNS MHBECTULIMOHHON IIPUBJIEKATEIbHOCTH CTPAHBI.
B o910l CBsA3M COBEpIIEHCTBOBAHHME 3aKOHOAATENIBCTBA 00 WMHTEIUIEKTYaIbHOM
COOCTBEHHOCTH SIBJISIETCS Ba)XKHBIM HAIPABIIEHUEM TOCYAAPCTBEHHOW TOJIUTUKH,
HaIpPaBJIEHHBIM Ha CO3JaHME OJIaroNpuUsATHBIX YCIOBHUM JUIsl HAYYHBIX UCCIIEI0BaHU,
TEXHOJIOTUIECKOTO MPEAPHHUMATENHCTBA U IUPPOBON TpaHCPOPMALIUU SIKOHOMHUKH.

Llenbto JAHHOM CTATHU SBJISAETCS aHAIM3 CYIIECTBYIOLINX MPOOIEM B 00JIaCTH
peryiupoBaHHus HMHTEJUIEKTyallbHOW coOcTBeHHOocTH B Kaszaxcrane, wu3ydeHue
MEXIYHapOJAHOTO OIbITa B JaHHOU cdepe u GopMyIHpoBaHUE MPEATOKEHUN IO
COBEPLICHCTBOBAHUIO 3aKOHOJATEIbCTBA.

0630p meKkywjeeo cOCMOAHUA 3AKOHOOAMENbCMBA 00 UHMENNeKMYanlbHOU
cobcmeennocmu 6 Pecnybnuke Kazaxcman

[IpaBoBOE perynupoBaHue MHTEIUICKTYalbHON coOCTBeHHOCTH B Kazaxcrane
OCHOBAaHO Ha psAIe HOPMATUBHO-IPABOBBIX AaKTOB, BKIo4as KoHcTUTyLHIO
PecnyOonmukn Kazaxcran, I'paxmaHckuii KoJeKc, a Takke CIEIHaIbHbIE 3aKOHBI 00
aBTOPCKOM IIpaBe, NMaTeHTaX M TOBAPHBIX 3HaKaX. DTH JOKYMEHTHI 00ECIIE€YHBAIOT
IIPABOBYIO 3aILUTY U300pETEHUI, IPOU3BEACHNUN HAyKH, JINTEPATypbl U UCKYCCTBA, a
TaK)K€ TOBAPHBIX 3HAKOB.

HecmoTpss Ha  pa3BuUTyl0O HOpPMaTuBHYIO  0a3y, (parMeHTapHOCTb
3aKOHOJATEIbCTBA OCTAETCS OAHOM M3 KIIOUYEBBIX MpobsieM. Hammume MHOXecTBa
Pa3pO3HEHHBIX AKTOB 3aTPYAHICT UX IPUMEHEHNE Ha MIPAKTHUKE, BBI3bIBACT IIPABOBLIE
KOJIJTM3UM M CHUXKaeT 3()()eKTUBHOCTD 3alUThl MHTEIUIEKTYalbHbIX IIpaB. OTCYyTCTBUE
€IMHOW roCy 1apCTBEHHOM TOJIUTUKY B AaHHOU c(hepe yCyryOuiseT CUTyaluio, 3aMe s
BHEJIPEHNE MEXAYHApOJHBIX cTaHnapToB. Kak oTmedaercss B cTarbe Ha mopraje
Zakon.kz, «B Ka3zaxcrane HET eIUHON roCy1apCTBEHHOW NMOJUTHUKH, HAIIMOHAIHHOMN
CTpaTeruu B cepe MHTEIUIEKTYyaTbHON COOCTBEHHOCTI, YTO HETaTUBHO CKA3bIBACTCS
Ha pa3BuUTHH 3TOH cdepsl (Zakon.kz. 2025).

Takum  00pa3oM,  COBEpIIEHCTBOBAHHUE  3aKOHOJATEIbCTBA  TpeOyer
cUCTeMaTH3alllui, YCTPAaHEHHs MpPOOEIOB U TNPHUBEACHUS €r0 B COOTBETCTBUE C
MEXyHapOAHBIMU HOpMaMH 1715 3 PEeKTUBHOM 3aIUTHl HHTEIUIEKTYaIbHBIX MPaB U
pa3BUTHS NHHOBAIIMOHHOW dKOHOMMKHM KazaxcraHa.

IIpobnemul cosepuiencmeosanus 3aKoOH00aAmMenbCmMead 00 UHMeENNeKMY albHOU
cobcmeennocmu ¢ Pecnybnuke Kazaxcman

HecmoTtpsiHaHanmmyre HOpMaTUBHO-IIPABOBOI 0a3bl, BCPEPEUHTEIUIEKTYaIbHON
coOctBeHHocTH KazaxcraHa coxpaHsIOTCS 3HAUYMUTEIbHBIE MPOOIEMbI, TpeOyromue
KOMIUIEKCHOTO pemeHus. PparMeHTapHOCTh 3aKOHOAATENIbCTBA OCTAETCS OJHOMU
U3 KIIOUEBBIX TpyAHOCTEH. Pa3po3HEHHbIE HOPMATUBHBIE AaKThl YCIIOXKHSIOT
NPaBONPUMEHEHNE M CO3JAI0T HEONpeneNEHHOCTh Ul MpaBooOnanareneil. B
Kazaxcrane oTcyTcTByeT eauHas rocyAapCTBEHHas MOJUTHKA B 3TOH cdepe, 4To
IIPEMSITCTBYET €€ pa3BUTHUIO M MHTETPALIMU B MEXKAYHAPOJHOE IIPABOBOE ITPOCTPAHCTBO.

CHOXHOCTH TPaBOIPHUMEHEHMs TaKXke SBISAIOTCS CepbE3HON MpoOIeMoil.
CynebHble pa3bupaTenbCcTBa IO Ji€JlaM O HapyIIEHUSX HHTEJUIEKTYyallbHbIX IpaB
3aTATMBAIOTCA, @ J0KA3aTesbCTBO (pakTa HApYLIEHUs OCTAETCsl CIIOKHOW 3ajaden.
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HenocraTtounas kBanudukanus crneudainicToB W MpoOeNbl B 3aKOHOAATEIbCTBE
cHIXKAIOT 3(G(EKTUBHOCTh 3alIUThl HHTEIUICKTyalbHOW cobcTtBeHHOCTH (Maule-
nov, 2023.). HccnenoBaHusi MOKa3bIBAIOT, YTO CYIICCTBYIOIIME MEXaHU3MBI HE
BCEI/1a MO3BOJIAIOT OMNEPATUBHO BOCCTAHOBHUTH HApYIICHHBIE IpaBa, YyTO TpeOyeT
COBEpLIEHCTBOBaHUS IpoleccyanbHbIX HOpM (Pavlov, 2022).

Henocratounass rapMoHu3amusi €  MEXAYHApOJHBIMU  CTaHJAapTaMU
OTPAaHUYUBACT BO3MOKHOCTH 3allUThl WHTEIUICKTYyaJbHBIX TPaB Ha TJI00AaTBbHOM
ypoBHe. KazaxcTtaH ydacTByeT B MEXAYHApOJHBIX COIVIAIICHUSIX, OJHAKO €ro
3aKOHOJATEIbCTBO TpeOyeT nanbHeimel agantanuu k cranaapraMm BOUC u BTO.
Paznuuus B perynupoBaHMM CO3[AI0T Oapbephl ISl TPAHCTPAHUYHOTO MPHU3HAHUS
MHTEJJIEKTYallbHOM COOCTBEHHOCTH, YTO YCIIOKHSIET €€ 3aIIUTY 3a MpeieNiaMu CTPAaHbI
(Protection of intellectual property in Kazakhstan, 2025).

Pemenne »sTtux mnpobnem TpedyeT cucTEeMaTU3allMU 3aKOHOJATENbCTBA,
YCTpaHEHUS MTPABOBBIX KOJTU3UKA U BHEAPCHUS Y (DEKTUBHBIX MEXaHU3MOB 3aIUTHI.
JlanpHeias TapMOHU3AIHS ¢ MEXIYHAPOAHBIMUA CTaHIapTaMU MTO3BOJIUT MTOBBICUTH
YPOBEHb 3aIUTHl HHTEUIEKTYAIBHBIX TIPAB U CO3JIaTh OJArOMpPUATHBIC YCIOBUS IS
WHHOBAIIMOHHOTO Pa3BUTHSI CTPAHBI.

Medstcoynapoounsiti  onvim — COBEPUIEHCMBOBANUA  3AKOHOOAMENbCEAd 00
UHMELIeKMY ANbHOU COOCMEEHHOCMU

MupoBass mpakThkKa TOKa3piBaeT, 4To AN A(O(PEKTUBHONW  3aIIUTHI
UHTEJJIEKTyallbHBIX ~ MpaB M CTUMYJUPOBAaHUS  MHHOBAMH  HEOOXOIUMO
MOJEPHU3UPOBATh U CUCTEMATU3HPOBATh 3aKOHOJATENBCTBO. B paznuuHbIX cTpaHax
MIPUMEHSIOTCS Y CIIEIIHBIE TOX0/IbI K IPABOBOMY PETYJIMPOBAHUIO MHTEIIEKTYaIbHOMN
COOCTBEHHOCTH.

Bo ®panmuu geiictByer Konexe untemiekTyanbHol codctBeHHOCTH (Code
de la propriété intellectuelle), npunsareii B 1992 roxy. OH 00bequHsIET HOPMBI 00
ABTOPCKUX M CMEXHBIX IpaBax, MAaTEHTaX, TOBAPHBIX 3HAKaX M IMPOMBIIIICHHBIX
oOpa3iax, 4To MO3BOJSET YCTPAHUTH MPABOBBIC KOJUIM3HHM U TyOIMPOBaHHUE HOPM
(Ministry of Justice of the Republic of Kazakhstan, 2025). ®panuus Takxe aKTUBHO
B3aumoeiicteyer ¢ BOUC u EBpomneiickum marentHeiM BepomcTBoM (EPO), uto
CHOCOOCTBYET rapMOHM3AIMH HAITMOHATHHOT0 3aKOHOJATENIbCTBA C MEKTYHAPOTHBIMU
CTaHAApTaMH.

B Esponeiickom Coro3e co3gaHa eauHasi CHUCTeMa  PEryJHUpOBaHUS
WHTEJUICKTyaJIbHOW CcOOCTBeHHOCTH, OcHOBaHHas Ha JlupektuBe 2004/48/EC u
JIPYTUX TIPABOBBIX aKTaX. BaKHBIM JOCTHKEHHEM CTaJIO yupexaeHue EBporneiickoro
nateHTHOro BeznomcTtBa (EPO), xoTopoe ympomiaer perucrpanuio MaTeHTOB M HX
3amuTy Ha Beel Tepputopun EC. [1j1st 60pb0bI ¢ UHTEPHET-ITMPATCTBOM U HE3aKOHHBIM
pacnpocTpaHEeHUEM KOHTEHTa pa3pabaThIBaIOTCS HOBBIC TUPEKTHBBI, HAMPABICHHBIC
Ha UQPPOBYIO 3alIUTY UHTEIJICKTYaTIbHOM COOCTBEHHOCTH.

B  Coemunénnpix Ilratax geiictByer Konmekc  MHTEmIEKTyalbHOU
cooctBernoctH (Title 35 of the U.S. Code), koTopblii 00beIUHSAET KIFOYEBBIE HOPMBI
B 9TOM cepe. BaHBIM 371€MEHTOM IPABOIPUMEHEHHUS CTAIM CIIEUaIN3UPOBAHHBIC
CyIbl 1O UWHTEIJICKTYyaJbHOM COOCTBEHHOCTH, OOECIEeUnBaIOIIUE OINEepPaTUBHOE
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paccMOTpeHHe CIOpoB. TakxkKe HCIOIb3YI0TCS COBPEMEHHbIE IM(POBBIE UHCTPYMEHTHI
JUIs BBISIBJICHUS U TIPECeUEHMsI HapyIlIEHUI aBTOPCKUX [IPaB B UHTEPHETE.

OnbIT  3apyOeKHBIX  CTpaH  MOATBEPXKIAET, 4YTO  CUCTEMaTH3alMs
3aKOHOJATENIbCTBA, CO3/IaHWE E€IUHBIX MEXaHHW3MOB pErucTpaluud 1paB U
ycuiieHHe TU(GPOBOH 3alUTHl MHTEUIEKTYaIbHOH COOCTBEHHOCTH CIIOCOOCTBYIOT
dbopmupoBaanio 3(h(PEKTHBHONW TPABOBON cpeibl W Pa3BUTHI0 WHHOBAIIMOHHOM
SKOHOMHUKH.

IIpeonooicenus no cosepuieHcmeoganuio 3akoHooamenvbcmea Pecnybnuxu
Kaszaxcman

AHa/n3 CyHIECTBYIOIIUX MPOOJIeM U MEXIyHApOJHOI'O OIbITa MOKa3bIBaET,
410 JUIs 3(p(HEeKTUBHON 3alUThl MHTEIUIEKTyallbHOW coOcTBeHHOCTH B KazaxcraHe
HEo0XouMo npoBecTH psf pedopMm. [lepBbIM II1aroM A0KHA CTaTh KOAU(DUKALUSL
3aKOHOJATeNIbCTBA. B HacTodIee BpeMsi HOPMBI, PETryJINPYIOIINE HHTEIEKTYya bHbIE
IpaBa, pa3po3HEHbI, YTO 3aTPyIHSAET UX npumeHeHue. Pa3paborka Enunoro xonekca
00 HWHTEIUIEKTyaJIbHOW COOCTBEHHOCTH TIOMOXKET YCTPaHUTh AyOJIUpOBaHHE W
YOPOCTUT IPABOINPUMEHMUTEIBHYIO MPAKTHKY, KaK 3TO peanu3oBaHo Bo DpanHiuun
u CIIIA. PaccMmoTpeHue 1eln 1Mo MHTEIUICKTYaabHOW COOCTBEHHOCTH TPeOyeT y3KOi
HKCHEPTHU3bI, a BHICOKAs 3arPYKEHHOCTh OOIIMX CYJIOB 3aMEUISET MPOLECC 3alUThI
npas. Oneit Kuras, ['epmannn u Poccun mokassIBaeT, 4To OTAEIbHBIHN Cy/] 3HAUUTEIBHO
MOBBIIIAET KAueCTBO Pa30UpPaTENIbCTB M YCKOPSIET PACCMOTPEHUE CIIOPOB.

Taxoxe He0OXOMMO YIIPOCTUTH MPOLIETypPbl PETUCTPALIUN HHTEIUIEKTYaJIbHBIX
npaB. BHepeHne 3JeKTPOHHBIX CEPBUCOB M aBTOMAaTU3UPOBAHHbBIX CHCTEM I103BOJIUT
YCKOPHTH Ipouecc oGpOpMIIEHHUs] MATEHTOB, TOBAPHBIX 3HAKOB U aBTOPCKHX IIPaB,
caenas ero 6onee noctynHeiM. B EC u CILA yxe neiicTBytoT nojo0HbI€ MI1aT(HOPMBI,
KOTOpBIE€ 3HAUUTENIBHO O0JIETYatOT 3TOT MPOLIECC AJIs 3asiBUTENEH.

JIOTIONHUTENBHO CTOMT YJEIWTh BHUMAHUE IOBBILIEHUIO IPABOBOM
IrpaMOTHOCTU. MHOrue aBTOpbl M NPEJIPUHUMATENM HE A0 KOHLA IOHUMArOT
MEXaHU3MBI 3aIIUTHl UHTEJUIEKTYaJIbHOM cCOOCTBEHHOCTH. PazBuTHe 00pa30BaTEeIbHBIX
IporpamMM, KOHCYJIbTAllMOHHBIX HEHTPOB M OHJIAWH-TIIAT(GOPM IOMOXKET MOBBICUTH
OCBEJIOMJIEHHOCTh ¥ CHU3UTh KOJMUYECTBO HApyIICHUH.

KommnekcHast peanuszanus 3TUX Mep Mo3BOAUT Kazaxcrany He TOJIBKO
YKPENUTh CUCTEMY 3alllUThl MHTEJUICKTYalbHbIX IpPaB, HO U CO3JaTh YCJIOBMS I
aKTHUBHOI'O Pa3BUTUSI MHHOBAILIUOHHON SKOHOMUKHU.

3akiaoueHue

CoBeplilieHCTBOBaHUE 3aKOHO/ATEIbCTBA 00 MHTEIJIEKTYaJIbHOU
cooctBenHoctn B PecnyOmmke Kaszaxcran sBiseTcss BaKHBIM = YCIOBHEM IS
Pa3BUTHS MHHOBAIIMOHHON 3KOHOMUKH, MPUBJICUCHHUS] MHBECTUIMNA U 3aLUTHI TpaB
aBTOpPOB M THpaBoobOianareneil. VcciemoBaHue BBISBHIO OCHOBHBIE MPOOJIEMBI,
BKJIIOYast ()parMEHTApHOCTh 3aKOHOJATENIbCTBA, AyOJUpPOBaHHE HOPM, MPOOEIHI B
peryJupoBaHUHU, CIOKHOCTH MPABONPUMEHEHHUS U HEJOCTAaTOYHYIO IapMOHU3ALIUIO
C MEXAyHapOJHBIMU CTaHAApTaMU. B CBSI3M ¢ 3TUM NpPEUIOKEHBl MEphI 10
CHUCTEMaTH3allui 3aKOHOJATENIbCTBA, YCTPAHEHUIO IPOOEIOB B PEryJIMpPOBAHUM,
ajlanTallid HOPM K MEXTyHapOJHbIM CTaHAAapTaM, CO3JaHUIO CHEIMATU3UPOBAHHOTO
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Cyla, MOJICPHHM3AIMU PETUCTPAIMU TPaB M TIOBBINICHUIO TPABOBOH T'PaMOTHOCTH.
Buenpenne »tux wHHMIMAaTHB 1Mo3BOJUT Kaszaxcrany chopMupoBaTh MpO3pavyHyrO
n 3(PEeKTUBHYIO CHCTEMYy 3alllUTHl HWHTEUICKTYaJIbHOH COOCTBEHHOCTH, YTO
Oymer cmocoOCTBOBaTh POCTY WHHOBAIIMOHHOW  AKTHBHOCTH, TIOBBIIICHHUIO
KOHKYPEHTOCTIOCOOHOCTH JKOHOMHKH ¥ YKPCIUICHHIO TIO3HMIMKA CTPAaHBI Ha
MEXTyHApPOIHOM YPOBHE.
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Abstract. The study presents an application optimizing emergency vehicle
routes using graph neural networks to minimize response times. It models road net-
works as graphs, employing Graph Convolutional and Graph Attention Networks
to analyze real-time traffic data and predict optimal paths. The system dynamically
adapts to traffic conditions, outperforming traditional routing algorithms. It features a
user-friendly interface where operators input incident locations, converting address-
es into geospatial coordinates for optimized routing. Experimental results show im-
proved route efficiency and reduced response times, enhancing emergency services.
This Al-driven approach contributes to smart city initiatives by addressing traffic con-
gestion in critical scenarios. Keywords: Graph Neural Networks, GCN, GAT, Routing,
Traffic Congestion.

Keywords: Graph Neural Networks, GCN, GAT, Routing, Traffic Congestion

T'PA®UKAJBIK HEUPOHIBIK )KEJILJIEP HETI3IHJE ATTATTBIK
KOJIKTEPIIH MAPIIPYTTAPBIH OHTAUJIAHJIBIPYFA APHAJIFAH
KOCBIMIIIAHBI 93IPJIEY

A.B. Aiimaran6eroB, K.A. Caaupos, B.O. /Imutpuenko

AiimaranferoB OuuxaH bareipxanyiabl — XaiblKapajiblK aKMIapaTThIK TEXHOJIOTHsIAP YHHBEPCHTETIHIH
KOMITBIOTEPIIIK HH)KEHepUsl (haKyIIbTeTiHiH OaKataBphbl.

Camupos Kamuib AsumoBHY — XaJbIKapajblK aKIapaTThIK TEXHOJIOTHSUIAD YHUBEPCUTETIHIH KOMIBIOTEPIIIK
HHKeHepHs (akyJIbTeTiHIH OaKalaBpbl.
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AnHoTanus. by Makanana skayarn Oepy yakbIThIH a3alTy YIUiH rpaduKabIK
HEHPOHIBIK JKENiJep apKbUIbl KeIel MKOpAEM KONIKTEePIHIH MaplIpyTTapblH
OHTalIaHABIpaThIH KochiMIna OepinareH. ON HAaKThl YaKbITTarbl TpauK JIEpeKTepiH
Tangay *oHe OHTAaWIbl MapLIpyTTap/ sl O0Kay YIIiH rpadUKaIblK KOHBOIIOUSIIBIK
KeJnepaiKoHerpaduKanblK Hazap ay1apy KelijepiH KOJIAaHa O ThIPBIIL, KO KeNiIepiH
rpaduk perinae Moaenbaeial. XKyiie roctypii MapmpyTTay alropuTMIEpiHEH achlln
TYCETIH KO3FaJIbIC JKaFJailiapbIiHa TMHAMHUKAIBIK Typae Oeitimaeneni. XKyiie pIHFaiibl
uHTepdeiicen jkabJbIKTaaFaH, OHJA ONepaTopiiap MapUIPyTThl OHTAMIAHABIPY
YILIiH MEKEeH-)Kalaapabl FeOKEHICTIKTIK KOOpJUHATTapFa TYPJICHAIPY apKbUIbl OKHFa
OPBIHAAPBIH E€HTi3e[i. OKCIEPUMEHTTIK HOTHXKEJIep MaplpyTTay THIMIUITIHIH
JKOFapbLIAYbIH JKOHE Kayan Oepy YaKbITHIHBIH KbICKApPybIH KepceTel, Oyl TeTeHIe
Karaainap KeI3METiHIH THIMAUTITIH apTThipaabl. JKacaH bl MHTEIEKTKE HeT13/1ereH
OyJ1 Toci KUBIH JKaFaiapa KenTelic MOCEJIECiH IelIe OTHIPHII, «AKBULIBI Kalay
OacTamanapblH iCKe achbIpyFa BIKIAI e€Te/ll.

Tyiiin ce3aep: rpadukansik HelpoHabIK xeninep, GCN, GAT, mapuipyTray,
KOJI KerTenici

PA3PABOTKA IMPUJIOKEHUS 11O OIITUMHN3ALIUS MAPIIIPYTOB
MAIINH SKCTPEHHBIX CJYKB HA OCHOBE I'PA®OBBIX
HEWPOHHBIX CETEHN

A.B. Aiimaran6ertoB, K.A. Caaupos, B.O. /Imutpuenko

Aiimaran0eroB Annxan baTbipxanyiabsl — 6akanaBp kadenps! “KomisroTepHas nmxeHepus” MexxIyHapOJHOTO
YHHBEpCcHTETa HH()OPMAIIMOHHBIX TEXHOJIOTUIL.
CagupoB Kamuab AsumoBuu — OakamaBp kadeapsl “KommbiotepHas wmxeHepus” MexayHapOIHOTO
YHHBepCcHUTETa HH()OPMAIIMOHHBIX TEXHOJIOTUIL.
JAmurtpuenko BsiueciaB OJgieroBuy — OakamaBp xadenpsl “KommnbroTepHas WHKeHepHs MeEXIyHapOIHOTO
YHHBepCcHUTETa HH()OPMAIIMOHHBIX TEXHOJIOTUIL.

AHHOTanusi. B 1aHHOM cTaTbe MNpPEACTABICHO TNPUIIOKEHUE, KOTOPOE
ONTUMM3UPYET MapHIPyThl ABTOMOOWJIEH OHKCTPEHHOH TMOMOIIM C IOMOIIbIO
rpadoBbIX HEMPOHHBIX ceTell [UIi MUHMMH3ALMU BpeMeHH pearupoBaHus. OHO
MOJICJIUPYET JOPOXKHbBIE CETH KakK rpadpl, UCIONb3Ys rpadoBble CBEPTOUYHBIE CETH U
rpadoBble CeTH BHUMAaHMUS JJIs1 aHAJIN3a JIaHHBIX O TpaduKe B pealbHOM BPEMEHH U
MIPOTHO3UPOBAHUS ONITUMAIIBHBIX MapuIpyToB. CucTeMa JMHAMUYECKU alalTUPYEeTCs
K YCJOBHUSIM JIBWXKEHHUS, MPEBOCXOAS TPAJUIIMOHHbBIE AITOPUTMbI MapIIpyTH3ALUU.
Cuctema ocHamieHa yAOOHbIM HHTepdercoM, B KOTOPOM OIEPaTOPbl BBOISAT
MecTa MPOUCHLIECTBUH, peolOpas3ys ajapeca B MPOCTPAHCTBEHHbIE KOOPIMHATHI JIJIs
ONTHMHU3ALMKA MapHIpyTa. OKCHEPUMEHTAIbHBIE PE3YJIBTAThl CBUAETEIbCTBYIOT
O TMOBBIIIEHUH HPPEKTUBHOCTH MAPLIPYTH3allMd U COKPAIEHUH BpPEMEHH
pearupoBaHus, YTO MOBBIMIAET YIPPEKTUBHOCTb PAOOTHI IKCTPEHHBIX CITyK0. JlaHHbIN
MOJX0/I, OCHOBaHHbII Ha HMCKYCCTBEHHOM HHTEJUIEKTE, CIIOCOOCTBYET pean3aluu
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WHUIIUATHB «yMHOTO TOPOJIay, pelas mpodiieMy mpoOoK B KPUTHUECKUX CUTYaIUsX.

KuroueBnbie cioBa: ['padossie Heriponnsie cetn, GCN, GAT, mapmpyTtuza-
1Us1, TOPOXKHBIE 3aTOPbI

Introduction

The rapid response of emergency services in densely populated urban areas
is critical, especially as populations grow and infrastructures become more complex.
Traditional routing methods often fall short under dynamic traffic conditions such as
congestion, accidents, and roadworks. Utilizing Graph Neural Networks (GNNs), in-
cluding Graph Convolutional Networks (GCN) and Graph Attention Networks (GAT),
presents a dynamic solution. According to (Zhou et al., 2020), GNNs effectively model
the complex interdependencies within urban transportation systems and adjust routes
in real time. (Xie et al., 2022) discuss self-supervised learning in GNNs, enhancing ef-
ficiency in situations where labeled data is scarce. (Liu et al., 2023) introduce the Larg-
eST dataset, a benchmark for traffic forecasting models. This study aims to develop an
application that optimally assigns emergency vehicles and determines the fastest route
using real-time traffic data. Leveraging GCN and GAT, the system aims to enhance op-
erational efficiency and significantly reduce response times. The research will analyze
existing routing methods, identify limitations, and apply machine learning techniques
to solve dynamic routing problems. A comprehensive system architecture integrating
data processing, graph analytics, and a user-friendly interface will be designed. Per-
formance evaluations using synthetic and real-world datasets will provide insights for
real-world deployment. This approach not only improves emergency services efficien-
cy but also advances Al-driven decision-making in smart city applications.

Literature review

Graph Neural Networks (GNNs) have significantly advanced the analysis of
transport logistics, ultimately enhancing public safety. Graph-structured data across
diverse domains, including social networks, biomedical research, and transportation
systems, benefit from GNNs. (Zhou et al., 2020) highlight GNNs’ ability to model
complex node and edge relationships, proving essential for dynamic real-world appli-
cations. (Xie et al., 2022) discuss the adoption of self-supervised learning in GNNSs,
enhancing their efficiency with unlabeled data, ideal for situations where comprehen-
sive labeling is impractical. The introduction of the LargeST dataset by (Liu et al.,
2023) marks a pivotal development in traffic forecasting, providing a benchmark for
evaluating GNN models. (Kipf and Welling, 2017) introduced Graph Convolutional
Networks (GCNs), which optimized graph convolution operations, and Velickovic et
al. (2018) improved GNNs further by integrating attention mechanisms in Graph At-
tention Networks (GATs), enhancing their adaptability in complex, dynamic environ-
ments. (Additionally, Mukhanov et al., 2024) explore gesture recognition using deep
learning models, demonstrating the versatility of neural networks beyond transporta-
tion applications.

Results

The proposed GAT model with Penalized Log-Cosh Loss demonstrated prom-
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ising results in predicting edge weights in the graph. The model achieved a Mean
Absolute Error (MAE) of 87.95 after applying advanced techniques such as Gradient
Clipping, Mixed Precision Training, and Learning Rate Scheduling. The training loss
curve showed rapid convergence with a stable decrease, indicating effective learning.
While the model accurately predicted smaller edge weights, there is room for im-
provement in predicting larger weights, as seen in the scatter plot of real vs. predicted
values. These results highlight the effectiveness of GAT in complex spatial data sce-
narios while also identifying opportunities for further enhancement, particularly in
handling outlier value

Methodology

The optimization of emergency service routes is becoming increasingly urgent
due to rising urban populations, traffic congestion, and complex infrastructure. Tradi-
tional routing methods struggle with real-time adaptation to factors like accidents and
weather conditions. Al and machine learning, particularly Graph Neural Networks
(GNNps), offer effective solutions by dynamically processing traffic data and improving
routing accuracy. GNNs model transport networks as graphs, where nodes represent
intersections and edges represent roads. Unlike traditional methods, GNNs account for
complex relationships, enabling adaptive route optimization based on real-time factors
like congestion and accidents. Studies show their superior flexibility and performance
over conventional approaches, demonstrating significant advancements in emergency
response times through optimized traffic management.

Graph Convolutional Networks (GCNs) & Graph Attention Networks
(GATs)

GCNs process graph data through convolutional mechanisms, updating node
states based on neighboring information. They efficiently model urban transport sys-
tems, capturing both local and global dependencies. Their scalability and reduced
computational cost make them ideal for large city networks, while adaptive learning
allows them to adjust to traffic changes like road closures. GATs, introduced in 2018,
enhance GNNs with an attention mechanism that assigns dynamic weights to graph
edges based on real-time conditions, allowing GATs to prioritize critical routes and
excel in handling large graphs and integrating unstructured data, such as social me-
dia reports on accidents. Their adaptability ensures real-time responsiveness to traffic
changes, enhancing emergency response efficiency by dynamically adjusting to urban
transport needs.

This study utilizes a Graph Attention Network (GAT) to optimize emergen-
cy vehicle routes, leveraging real-time traffic and street layout data sourced entirely
through APIs. These APIs provide a dynamic and up-to-date representation of urban
traffic, which is transformed into a graph where intersections are nodes and roads are
edges, weighted by real-time congestion data. The GAT model’s architecture is de-
signed to process the graph-structured data efficiently with two specialized layers: the
first layer expands the feature space to capture complex traffic patterns, while the sec-
ond layer condenses these features to extract precise routing information. The training
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process uses a penalized log-cosh loss function, targeting significant deviations from
expected traffic patterns and enhancing prediction accuracy under varying conditions.

The effectiveness of the model is validated through rigorous evaluation against
real-world traffic scenarios. The assessment focuses on the Mean Absolute Error
(MAE) between the model’s predictions and the actual traffic data, ensuring high mod-
el reliability. As illustrated in Figure 1, the GCN model demonstrates a steady reduc-
tion in loss, from 1.75 to 0.0201, with the training graph showing rapid error reduction
early on and stabilizing after 3000 epochs. Meanwhile, Figure 2 highlights the GAT
model’s learning trend, showing minor fluctuations in later training stages but overall
successful learning. The visualizations of training loss and comparisons between pre-
dicted and actual traffic patterns reinforce the model’s potential to improve emergency
response times through optimized traffic management.

Traning Loss Cver Epachs
Training Lass Dver Epochs

[ 0 1000 1500 2000 2500 000
Epochs (x100)

Figure 1. GCN model Figure 2. GAT model
Application of GCN and GAT in Transport Systems

GCNs and GATs enhance emergency routing by adapting to dynamic road con-
ditions. GCNs efficiently update routes when roads are blocked, while GATs prioritize
critical network segments, reducing delays. Research confirms their advantage over
traditional methods, with GCNs excelling in large urban networks and GATs adapting
to real-time changes. Their scalability improves routing reliability by considering traf-
fic, accidents, and weather.
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The application assists emergency services by mapping city roads and key lo-
cations. It includes a data processing module that stores traffic data from the Google
Maps API, a graph creation module that builds transport network graphs, a neural
network training module that trains GCN and GAT for optimal routing, and a user
interface based on Django and React, providing an interactive map for responders.
This system minimizes response times, significantly improving emergency service ef-
ficiency.

Real traffic and route data from the Google Maps API were used to assess sys-
tem performance. GCN and GAT models were trained on real-world scenarios, includ-
ing traffic congestion and road closures. Testing demonstrated that GAT outperformed
GCN, achieving a 15 % faster route computation time and a 20 % improvement in
route accuracy due to its attention mechanism, which dynamically adapts to traffic
changes.

Applying GNNs to emergency routing significantly enhanced efficiency by
reducing route computation time and increasing prediction accuracy, which are criti-
cal factors for emergency services. These advancements contribute to better response
times and greater adaptability in complex urban environments.

Graph Analysis

KonuuecTeo yanoe (nodes): 19524

KonuuecTeo ptGep (edges): 48763

Figure 3. Almaty road network graph: nodes and edges.
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Figure 3 depicts a dense road network graph, where nodes represent intersec-
tions and edges signify roads. The network is decentralized but contains clusters of
densely connected nodes, reflecting urban infrastructure.

Analytical approaches include degree analysis (node connectivity), commu-
nity detection (subgroup identification), and centrality analysis (key node detection).
GCNs enhance network analysis by extracting hidden features, predicting missing
links, and modeling transportation, social systems, and infrastructure planning.

Conclusion

This study compared GCN and GAT for optimizing emergency service routes,
evaluating efficiency under time and computational constraints. GCN showed stable
loss reduction, reaching 0.0978 by the 500th epoch, demonstrating strong general-
ization, low computational demand, and fast convergence. GAT exhibited fluctuating
learning dynamics due to its attention mechanism, stabilizing at 0.25, making it better
suited for capturing complex network structures.

GCN is preferable for stable, low-cost computations, while GAT is effective
for dynamic, heterogeneous graphs. Both models proved efficient, with the choice
depending on accuracy, speed, and resource availability.
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Abstract. This work is dedicated to the development of a cognitive radio sys-
tem for LORaWAN based on GNU Radio. The system dynamically selects optimal
frequencies to reduce interference and network load in IoT systems. Integration with
ChirpStack and Dragino sensors is implemented using an SDR receiver and REST
API. Unlike ADR, the proposed approach reduces energy consumption and enhances
communication reliability. This study confirms the feasibility of integrating cognitive
radio functionality into IoT networks to ensure efficient spectrum utilization and reli-
able data transmission in networks with a large number of end devices.

Keywords: LoRaWAN network, cognitive radio, [oT, GNU Radio, frequency
spectrum optimization, dynamic spectrum access

LORAWAN UHTEPHET CTAHJAPTHBI )KEJIICI YIHIH KOTHUTUBTI
PAJTMO )KYHUECIH 93IPJIEY

JI.H. AiiT:kaHOB
Froutbivu sxerekurinepi: A.3. AiitTMaraMOeToB

AiiT:kanos Jlamup Hypasi6ekyabl — mMaructpant, XanblKapaiblK aKIIapaTThIK TEXHOJIOTUsIIAp YHUBEPCUTETI,

«Pa}lI/IOTeXHI/IKa; DJICKTPOHUKA JKOHC TCJICKOMMYHUKALUS» Kaq;)e}lpaCLIHI:IH CTYACHTBIL.

AnHotanus. by xxymeic GNU Radio verizinae LoRaWAN y1iiH KOTHUTUBTI
panuo sxyiecin azipneyre apnanrad. JKyite loT sxeminmepingeri kenepriiep MeH
KYKTEMEH1 a3ailiTy VIIH OHTAWIbl >KUUTIKTEpAl TUHAMMKAIBIK TYpAE TaHTaWIbI.
ChirpStack sxone Dragino natuukrepiMeH uHTerpamus SDR KaObUIIaFbIIbl jKoOHE
REST API apkpiisl sxy3ere acsipbiianbl. ADR TeXHOIOTHsAChIHAH aliblpMalllbUIbIFbI,
YCBIHBUIFAH TCLI DHEPTUS TYTHIHY/IbI a3aiThIN, OaillaHbIC CeHIMIUTITIH apTThIPaIbL.
by 3eprrey koruuTuBTi paguo ¢pyHkuusaceiH MuTepHeT 3arTapsl (IoT) xeninepine
OipiKTipy MYMKIHJITIH pacTai/ibl, MEKTeYJI KUUTIKTIK pPecypCcThl THIMAI Naianany
OHE KOIITETeH COHFBI KYPBUIFBLIAPHI Oap KeNiiepie IepeKTep/ii CeHIMII TYpAe Oepy
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MaKCaTbIH/IA.
Tyitin ce3xep: LoRaWAN xemici, korautuBti paauwo, loT, GNU Radio,
YKHULTIK CIIEKTPIH OHTAWIAHBIPY, CIIEKTPre JMHAMUKAIIBIK KODKETIM/IUTIK

PABPABOTKA CUCTEMbI KOTHUTUBHOI'O PAJINO AJISA CETH
CTAHJIAPTA HHTEPHETA BEIIIEM LORAWAN

JI.H. AjiT:kaHoB
MesxTyHapOIHBI YHUBEPCUTET MHPOPMAIIMOHHBIX TEXHOJIOTHI, AJIMATHI,
Kazaxcran
Hayunsrii pykoBoautens: A.3. Aiitmaram6eToB

AiiT:kanoB Jlamup HypJabiOekoBHY — MarucTpaHT, CTyAeHT Kadenpbl «PannoTexHHKa, JJIEKTPOHUKA H

TEeJIEKOMMYHHUKaIU» MeXIyHapOIHOTO YHUBEPCUTETAa HH(POPMAIIMOHHBIX TEXHOJIOTHIA.

AnHoTtauus. J[anHas pabora mocpsiieHa pa3paboTKe CUCTEMbI KOTHUTUBHOTO
pamuo mst cett LORaWAN na ocnoBe GNU Radio. Cucrema nuHaMU4ecKu BEIOMpaeT
ONITHMAaJIbHbIE YaCTOTHI JUIsl CHUKEHUS TToMeX U Harpy3ku B loT-cersix. MuTerpanus ¢
ChirpStack u narunkamu Dragino peanuzoBana yepe3 SDR-nmpuemuuk u REST API.
B otnuuue ot ADR, npenniokeHHbIN MOIX0/] CHUKAET YHEPro3aTpaThl U MOBBIIIAET
HAJEKHOCTH CBsI3U. JlaHHOE HCccieIoBaHUE MOITBEPKIAET BOZMOKHOCTH MHTETPAIIUT
(GYHKIIMM KOTHUTUBHOTO pajauo B ceTsax MHTepHeTa Bemleil, ¢ 1enbio 3QpPeKTHBHOTO
MCIOJB30BaHUS OTPAHUYEHHOTO YaCTOTHOTO pecypca U HaJeKHOM rnepenaun JaHHBIX
B CETSAX C OOJIBIINM KOJTUYECTBOM OKOHEYHBIX YCTPOUCTB.

KuaroueBnbie cioBa: cetb LORaWAN, korautusHoe paauo, loT, GNU Radio,
ONTHMU3AIIHS YACTOTHOTO CHEKTPa, AMHAMUUYECKHUM TOCTYI K CIIEKTPY

BBenenue

KornutuBHOE panno mpencraBiseT coOOi aJanTHBHYIO pPaJIdOCUCTEMY,
CHOCOOHYIO aBTOMAaTHYECKH HM3MEHSATh MapaMeTpbl CBSI3M B 3aBUCHUMOCTHU OT
OKpY’KaroluxX ycnoBuil. B xome paOoThl cucTemMa aHAIM3UPYET Cpefdy, 3alOMUHAeT
pe3yabTaThl CBOMX JIEHCTBUIN U MCMOIB3YET MONYYSHHbIE JaHHBIC JIJIST ONTUMH3AIUN
pabotel. BHenpeHnne korHuTUBHOTO paano B ceTb LoORaWAN mo3BosisieT mpuMeHsTh
JMHAMHYECKOE YIIPABIIEHUE CIEKTPOM, YTO CIHOCOOCTBYET IMOBBIIICHHIO KauecTBa
CBS3M M CHIKEHHIO TOTEph JAaHHBIX. MHTerpamuss KOTHUTHBHBIX (YHKIMHA C
nHppactpykrypoit LoORaWAN mnoBeIaeT HaaeKHOCTh U 3PHEKTUBHOCTH MepeaayH,
co3/aBasl yCTOWYUBYIO U THOKYIO [oT-ceTh.

Hayunas HOBH3HA BhIpakeHa B MPUMEHEHUH KOTHUTUBHBIX PAJAHMOCUCTEM IS
JUHAMHAYECKOI0 YIPABIEHUs paguovacTOTHbIM criekTpoM B ceth LoRaWAN, uro
MO3BOJISIET YIYYIIUTh KAYECTBO CETU U HAJEKHOCTh Nepeiaun NaHHbIX. HTerpams
KOTHUTHUBHBIX (PYHKIMI ¢ cymiecTByromeid nnppactpykrypoit LoRaWAN coznact
6osee ycTOWYNBYIO U 3 ()EKTUBHYIO CUCTEMY CBSI3U.

[lenbto qaHHOM PabOTHI ABNSETCS Pa3pabOTKa CUCTEMbI KOTHUTUBHOTO PaJiio
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JUIsl ceTu cTaHaapTa uHTepHera Benieir LoRaWAN.

Jnist nocTrKeHUs e He0OXOAMMO BBITIOTHUTD CIEIYIOIHNE 3a/1a4H:

- ycTaHOBUTH U HacTpouTh cepBep LoRaWAN nHa 6aze ChirpStack ¢ oTkpbI-
TBIM HCXOJIHBIM KOJIOM;

- CKOH(pUTypHpoBaTh W perucTpupoBarh IuI03 OrionM2M U KOHEYHBIE
YCTpPOMCTBA JIJIs MOJKIIFOUEHUS] YCTPOMCTB K ceTeBoMy cepBepy LoRaWAN;

- TOCTPOUTH CXEMYy MOJEIUPOBAHUS KOTHUTUBHOTO paguo B cpefe
mozaemmpoBanus GNU Radio;

- YyCTaHOBUTB CBSA3b Mexk Ay ceTeBbIM cepBepoM u [10 GNU Radio ans nepenaun
CUTHAJIOB JJII CMEHBI YaCTOThl HA KOHEYHOM ycTpoicTBe uepe3 nuto3 OrionM2M ¢
ucrioip3oBaneM REST API;

- BBIMOJHUTH MOHHUTOPHUHT paanoddupa U MPOBEPUTH pabOTOCTIOCOOHOCTH
CXeMbI MoJieTpoBaHus Ha aHanuzarope crekrpa B GNU Radio, mytem BocmpousBse-
JIEHUS] TIPEeTHAMEPEHHBIX MMOMEX Ha YacTOTe Mepelayd KOHEYHOTO YCTPOWCTBA CETH
LoRaWAN.

CTpyKTypHas cxema HCIbITaTeIbHOTO CTeH I

B nannoii pabote Ob11 pa3paboTaH UCTIBITATENBHBIN CTEH/ ISl UCCIIeIOBAHUS
TEXHOJIOTUH KOTHUTUBHOTO pajno B ceTd LoORaWAN. beut mpoBeieH BEIOOP 3JIEMEHTOB
Y Y3JI0B JJIsl pealin3alliy UCIIBITaTeIbHOTO CTEH/IA.

HcnpiTaTenbHBIN CTEH/ BKIIIOYAET B ceOs JaTUUK OMpEAENICHUS PaCcCTOSHHS
Dragino LDDS75 (koHeuHO€ yCTpOHCTBO), 6a30Byto craniuio OrionM2M (uuio3),
cepsep ChirpStack, BeimonHsromuii (QyHKIIUU CETEBOTO W MPHUKIATHOTO CepBepa
LoRaWAN, a taxxe nporpammuoe obecrnedenne GNU Radio ¢ SDR-nmpuemnankom,
dbynknuonupyromumM Ha ToM ke [1K, uro u cepep ChirpStack.
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Anroput™m paboTsl (YHKIIUM KOTHUTUBHOTO paauo B ceth LoORaWAN

PaboTa cuctemMbl HAUMHAETCS CO CIIEKTPATILHOI0 CKAHUPOBAHUSL, BBITIOJIHIEMOTO
SDR-npuemunkom u GNU Radio, ananu3upyroTcst 4aCTOTHbIE KaHAIIbI M ONPEAETISeTCS
HaMMeHee 3allyMJIeHHbIN kaHai. [Tocne aHanmu3a cuctema BbIOMpPAeT ONTHUMAIbHBIN
YacTOTHBIN KaHal U (OpMHUPYET KOMAHAYy Ul €r0 CMEHBl. DTa KOMaHJa Nepe1aeTcs
yepe3 ceteBoil cepep ChirpStack, koTopslii obecrieunBaeT ynpaBieHue mnepenaueit
JTAHHBIX MEXIy KoHeuHbIMU ycTpoicTBaMu U LoRaWAN-ungpactpykrypoit. B
YCIOBHUAX BO3MOXKHBIX TOMEX B paauod(pHpe cHucTeMa IMPOAOIKAET MOHUTOPHHI
Cpenbl, IpY 3TOM JaTyuK Dragino nepeiaroT nakeThl JaHHBIX Ha BEIOPaHHOM yacToTe.
IIpu oOHapyXEHUM 3HAUUTENBHBIX IOMEX CHUCTEMa AaBTOMATHYECKH BBIMOJIHSAET
CMEHY YaCTOTHOI'O KaHaJjla M MEpPelaeT COOTBETCTBYIOIINE KOMaH/bl HA YCTPOMCTBA,
obecrieurBasi HEMPEPHIBHYIO U HAJIKHYIO Nepeiady JaHHbIX.
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Pe3ynprarel moka3anm COCOOHOCTh CHCTEMBI TOYHO OIPEAEIATH 3aHSATOCTD
CIIEKTpa U BBIABIATH JOCTYITHBIE KaHAJIBI HA OCHOBE IMapaMeTPOB, TAKUX KaK OTHOIIIE-
Hue curHai-myMm (SNR) u yposenb npunumaemoro curnana (RSSI). TlocpenctBom
30HIMPOBAHHS CIIEKTpa CHCTEMa JMHAMHYECKH OIICHUBAJIA PAAHOCPEY, YTO TIO3BOJISI-
JI0 TOYHO OTPENENATh HAIMYHME IOMEX ¥ CBOOOTHBIX YACTOTHBIX KaHAJIOB.

Jlist OTIeHKH TIPEeIOKEHHONH CHUCTEMBI OBUTH TPOBENEHBI Pa3IMYHbIE TECTHI,
MOJICTMPYIOIIUE CIICHAPUU C TIOMEXaMH U TUHAMUYECKUMH U3MEHCHHUSMH KaHAJIOB.
AHanu3 JaHHBIX TIOKA3all, YTO peaTr30BaHHAs CUCTEMa KOTHUTHUBHOTO paano 3ddek-
THUBHO CHIKAET KOJIMYECTBO CTOJIKHOBEHHI CHIHAJIOB, MUHUMH3HPYET IOTEPIO Ia-
KETOB U TOBBILIAET HAJEKHOCTh IMEpeadu JaHHBIX 3a CUET BbIOOpa ONTHUMAJIbHBIX
YacTOTHBIX KaHasoB. Kpome Toro, cpaBHEHUS ¢ TPaIUIIMOHHBIMHU MOAXOAaMHU CTaTH-
YeCKOT0 Ha3HAYCHUS KaHAJIOB ITPOJIEMOHCTPHPOBAIN IPEBOCXOICTBO CUCTEMBI C TOY-
KU 3peHUS QA TUBHOCTH U 3PPEKTUBHOCTH.
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iopd m Data
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95.000 100.000 105.000 110.000
Frequency (MHz)

CHGKTp 3aHATBIX U CBO6OI[HBIX YaCTOTHBIX KaHAJIOB, HOHy‘-IGHHLIﬁ Ha aHaJIu-
3arope criektpa GNU Radio

Hurterpanus GNU Radio ¢ cepsepom Chirpstack u ycrpoiictBamun LoRaWAN
oOecneunsia 6ecriepedoNHY0 CBA3b, HOATBEPAUB BOZMOKHOCTh IEPEIauu KOMaH/I JUIs
cMenbl yacToT yepe3 REST API. DkcniepumeHTabHbIE PE3yIbTaThl MOATBEPIANIIN, UTO
cucTeMa MOJEPKUBACT aJalTHUBHOE YIpaBICHHE BHIOOPOM KaHAJIOB, 0OecrieunBast
YCTOHYMBYIO paOOTy J1aXke MPU HAJIMYUK CETEBBIX TOMEX.
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Raw PMT Message: Busy Channel: 106.00 MHz, PSC: -22.03 dB

Raw message for parsing: Busy Channel: 106.00 MHz, P5D: -22.03 dB
Sending best channel frequency: 96.0 MHz

Sent: AT+CHS=06000000

message_debug :info: Message: Busy Channel: 108.00 MHz, PSD: -22.47 dB
Mo response received.

Handling incoming message...

Raw PMT Message: Busy Channel: 108,00 MHz, PSD: -22.47 dE

Raw message for parsing: Busy Channel: 108.00 MHz, PSD: -22.47 dE
Sending best channel frequency: 96.0 MHz

Sent: AT+CH5=26000000

message_debug :info: Message: Busy Channel: 110,00 MHz, PSC: -22.96 dB

[

BbiBo cBOOOHBIX U 3aHATHIX YACTOTHBIX KAHAJIOB C YKa3aHHEM YpPOBHS
MoInHocTH u 3HadeHust RSSI. PeannzoBana nepenada AT-koMaHb! 4711 N3MEHEHUS

pa6oqer0 YaCTOTHOI'O KaHaJla Ha JaT4YHuKax

3akiaoueHue

B pesynbrare 1aHHOTO MCCIIEIOBAaHUS LIEb ObljIa JOCTUTHYTA, TOCTABICHHBIE
3aa4n ObUTH BBINOJMHEHBI. B mporecce BhIMoaHeHUs 3a1a4d, cetb LoRaWAN Obuia
noctpoeHa Ha ocHoBe cepBepa ChirpStack, mumroza OrionM2M u  paryukamu
npousBoautenst Dragino. Ilocie HacTpoiiku W perucTpanvu yCTPOMCTB CETH
LoRaWAN, Obula cMomenMpoBaHa CTPYKTypHasi CXeMa CHUCTEMbl KOTHUTHBHOTIO
pamuo B IO GNU Radio ¢ ucmnonb3oBaHHEM YCTaHOBJIEHHBIX OJOK-IHarpamMm MU
A3bIKa TporpamMmmupoBaHus Python, ¢ menpio co3maHus HOBBIX ONOK-TUArpamMM,
BBIMOJIHSIONIMX OTAENIbHBIE (YHKIUH KOTHUTUBHOrO paauo. [lo 3aBepuieHHio
MOJIeTHpOBaHwMsl, ObII0 ycTanoBIeHa cBsa3b Mesk 1y GNU Radio u cepsepom ChirpStack
¢ ucnons3oBanueM REST API. Jlannoe coeguHeHre HEOOXOAUMO IJIsI 0OCCIICUCHUS
CMEHBI 4aCTOT Ha KOHEUHBIX ycTpoiicTBax ceth LoRaWAN, nmytem nepenaun nakeTo
nanablx ¢ cepBepa Chirpstack wepes mumo3 OrionM2M Ha [IaT4uK W3MEPEHUS
paccrosinust LDDS75 Dragino.

ITo pesynbraram 53KCIEpUMEHTAa MOXKHO CJAENaTb BBIBOA O TOM, YTO
IIPUMEHEHNUE TEXHOJIIOTMH KOTHUTUBHOTO paauo B cetu VIHTEepHETa Bellel 03BOJISAET
ONTUMH3UPOBATH SHEPronorpelieHue, MOBBICUTh HAAEKHOCTh Iepeadyd MaKeTOB
TAaHHBIX 1 3((GEKTUBHO HCIIOIB30BATH OrPAaHMYEHHBII YaCTOTHBIN pecypc.

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

91



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

REFERENCES

D. Baker, A.N. Beal, L. Joiner, and T.M. Syed (2023). “A Low-Cost Modified Energy Detection-Based

Spectrum Sensing Algorithm with GNU Radio for Cognitive Radio”. — Apr. 2023. doi: https://doi.org/10.1109/
southeastcon51012.2023.10115163.

Ernazar Reypnazarov, Halimjon Khujamatov, Doston Khasanov, and Zamira Allamuratova (2022). “Analysis
of Hardware and Software Tools for Implementation of Cognitive Radio Networks”. — Sep. 2022. doi: https://
doi.org/10.1109/icisct55600.2022.10146904.

Cosmina-Valentina Nastase, Alexandru Martian, Calin Vladeanu, and lon Marghescu (2018). “Spec-

trum Sensing Based on Energy Detection Algorithms Using GNU Radio and USRP for Cognitive Radio,” 2018
International Conference on Communications (COMM). — Jun. 2018. doi: https://doi.org/10.1109/ic-
comm.2018.8484763.

J. Talukdar, B.R. Mehta, Kinjal Aggrawal and M. Kamani (2017). “Implementation of SNR estimation based
energy detection on USRP and GNU radio for cognitive radio networks,” arXiv (Cornell University). — Mar.
2017. doi: https://doi.org/10.1109/wispnet.2017.8299767.

Younis I. Cushman D.B. Rawat and Bhed Bahadur Bista, “Adaptive threshold based combined energy and
spectrum-width detection for RF channel sensing in cognitive networks using USRP B200 GNU radios: An
experimental study”. — Mar. 2016. doi: https://doi.org/10.1109/secon.2016.7506643.

M.R. Manesh, Md.S. Apu, N. Kaabouch and W.-C. Hu (2016). “Performance evaluation of spectrum sensing
techniques for cognitive radio systems,” IEEE Xplore. — Oct. 01. — 2016. https://ieeexplore.ieece.org/abstract/
document/7777829. — accessed Jan. 27. — 2023.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @“(},
International License \s=s

92



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 2708-2032 (print)
ISSN 2708-2040 (online)

VIIK 378.096

ARTIFICIAL INTELLIGENCE IN BLENDED LEARNING
(BASED ON THE EXAMPLE OF A SURVEY AMONG IITU STUDENTS)

D.E. Almukhambetov, K.A. Massimkhan
Scientific supervisor: O.V. Bublikova

Almukhambetov Daulet Ermukhambetovich — 1st year student of the International University of Information
Technologies;

Masimkhan Kaisar Ardakuly — Ist year student of the International University of Information Technologies.

Annotation. The article deals with artificial intelligence as a new era of in-
novative approaches and its impact on the transformation of the education sphere. A
survey was conducted among IITU students to find out how they apply artificial intel-
ligence in learning and scientific activities.

Keywords: Artificial Intelligence, education, blended learning

APAJIAC OKBITYJIAFBI JKACAH/IbI MTHTEJUIEKT
(XATY CTYIEHTTEPI APACBIHJIAFBI CAYAJTHAMAHBIH MBICAJIBI
HET'I3IH/IE)

J.E. AnbmyxamoOetoB, K.A. Macumxaun
Feimeivu sxerexmrici: O.B. bBybnukosa

AabmyxamOeToB [layiaer EpmyxaderoBuy — XanblKapaliblK aKMaparThIK TEXHOJIOTHIAP YHHBEPCUTETIHIH 1
KypC CTYJIeHTI;

Mocimxan Kaiicap Apaakyibl — XaibIKapajblK aKapaTThIK TEXHOJIOTHSIAP YHUBEPCUTETIHIH 1 Kypc CTyaeHTi.

AHHoTauusl. Makanaaa »acaHIbl MHTEUICKT WHHOBALMSUIBIK TACLIIEPIiH
’KaHa JI9yipi peTiHe )KoHe OHbIH O171iM 6epy CeKTOPBIHBIH TpaHCchopMaIMsIChIHA dcepi
KapacTelpbiiaael. XATY cTyaeHTTepl apachlHJa >KacaHAbl UHTEJUIEKTTI OKBITY MEH
3epTTey/e Kanail KoJJaHAThIHBIH OlTy YIIiH cayaiHama >Kypri3iiii.

Tyiiin ce3aep: xacaH/ bl HHTEIIEKT, O11iM Oepy, apanac OKbITY

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

93



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

WCKYCCTBEHHBI HHTEJUIEKT B CMEIIAHHOM OBYYEHUH
(HA IPUMEPE OITPOCA CPEJIU CTYAEHTOB MYHUT)
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Mesx1yHapoAHbII YHUBEPCUTET HH(POPMAIIMOHHBIX TEXHOJIOTHH, AJIMATHI,
Kazaxcrtan
Hayunsrii pykoBoaurtens: O.B. Bybnukosa

AunbmyxamOeroB [layner EpmyxamOeroBuu —  crygeHT | kypca MexXIyHapoJHOTO YHHUBEPCUTET
UH(POPMAIIMOHHBIX TEXHOJIOTHH.
Macumxan Kaiicap Apaakyasl — cryzgeHT | kypca MexayHapOJHOTO YHHUBEPCHTET HWH()OPMAIIMOHHBIX

TCXHOJIOTHH.

AHHoOTauusi. B crathe paccMarpuBaeTCs MCKYCCTBEHHBIM MHTEIUIEKT Kak
HOBasi 3pa MHHOBAIMOHHBIX IOJXOJIOB M €ro BJIHMsSHHE Ha TpaHchopmauuio chepsl
obpasoBanus. beut mpoBenen ompoc cpenu ctyaeHTtoB MYUT, 4To0OBI BBIACHHUTS,
KakuM 00pa3oM OHM NMPUMEHSIOT UCKYCCTBEHHBIN MHTEIUIEKT B OOYYEHUHN M HAYIHOU
JESITEIIBHOCTH.

KuaroueBsbie cioBa: VckycCTBEHHBIH MHTEIUIEKT, 00pa3oBaHUE, CMEIIAHHOE

oOydeHue

Beenenne. HckyccrBennwlid uHTeiekT (M) akTUBHO BHeapsieTcs B
pa3IMyYHbIE OTPACIN YEJIOBEUECKOM JKU3HU U MPOJOJIKAET HAOUPATh MOMYJISPHOCTD,
YTO MOJTBEPXKJAIOT BIEYATISIONUIUE JOCTIKEHUs MocieaHux Jjer. Bo BcéM mupe
MU craHOBUTCS NMPU3HAHHOW TEXHOJIOTHEH OyayIIero, a TakKe ABMXKYIICH CHUION B
cdepe BBIYUCIUTENBHON TEXHUKH.

A 9to poucxoaut B oopazoBanuu? Kakum 00pa3oM TEXHOJIOTHH TTOBJIHSITN U
IPOJIOJDKAIOT BIMATH HAa 00pa30BaTeNbHBbI npouecc? Llenpio TaHHOH CTaThu ABISETCA
MOTBITKA JAaTh KPAaTKUE OTBETHI HA 3TU BOMPOCHI IIPH MOMOIIM 0030pa TUTEPATyphI HA
3Ty TEMY U aHaJIu3a pe3yJIbTaToOB OIpOca, MPOBEAEHHOrO cpeau cTyneHToB MYUT.

Hamu Obutn  w3yueHbl HayyHbIe TPYAbl pa3IUYHBIX HCCIEOBaTENeH,
MOCBSIICHHbIE TPUMEHEHUI0 HCKYCCTBEHHOTO WHTEIUIeKTa B o0Opa3oBaHuu. B
psae paboT paccMaTpUBAIOTCS OCHOBHBIE HallpaBieHHUsS Wucmonb3oBanus MU B
o0pa3oBaTeNbHON cpefe, aHAIM3UPYETCs MOTHBAllMSA CTYACHTOB B YCIOBHSX
cMmerranHoro o0yuenus. JlrobonsiTHO uccnenoBanue Joshi S., Rambola R.K. & Churi
P. (Joshi et al, 2021), B KkoTOpOoM »3KcrepTbl (OKYCHUPYIOTCSI Ha OILIEHKE
3¢ (HEeKTUBHOCTH HMCKYCCTBEHHOTO MHTEIUIEKTa Ui OOydeHus OyaylIuX MOKOJIECHHIA,
paccMaTpuBalOTCs BBI30BBI U MEPCIEKTHBBI ero ucnonszoBanusi, Chen L., Chen P.
& Lin Z. (Chen et al., 2020) mpoBOAST aeTalbHBII 0030p CYIIECTBYIOLIUX
TEXHOJIOTUIl HMCKYCCTBEHHOTO HWHTEJUIEKTa B oOpazoBaTeiabHOM Imporecce. A.P.
Cavalcanti et al. (Chen et al.,, 2021) yaensitoT BHHMaHHW€ aBTOMATHU3HPOBAHHOU
oOpaTHON CBsI3M B OHJIAWH-00y4YeHUHU, MoaUepkuBast poiab MU B mepconanuzanmuu
yuebHoro mpouecca. A. Harry (Harry, 2023) paccmarpuBaer BiusHue WM Ha
o0Opa3oBaHHue ¢ MEXIUCHUIUIMHAPHON TOUKM 3peHus, a V. Garg, R. Agrawal (Garg et
al., 020) ananu3upyroT TpaHCHOpPMAIUMIO YOPABIEHUS C HCIOJIB30BAHHEM
TEXHOJOTHMM  HMCKYCCTBEHHOTO  MHTeIeKTa. KOMIUIEKCHBIH — aHaluW3  ATHX
MCCJIETOBAaHUM MO3BOJIMII BBISIBUTH KIIIOUEBHIE MpeuMyIIecTBa U orpanudenus MU B
o0pa3oBaHNM, a TaK)Ke OMpPENeTUTh MEPCIEKTHBHBIC HAPABJICHHSI €ro JajJbHeHIero
pasButus (Cavalcanti et al., 2021).
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HckyccTBeHHBIH HHTENIEKT B CMELIAHHOM (popMaTe 00yueHus

OueBUIHO, YTO BHEIPEHUE TEXHOJIOTHI B 00pa3oBaHHe CIOCOOCTBOBAIIO CMEHE
<GKECTKHX BPEMEHHBIX M MPOCTPAHCTBEHHBIX PAMOK» B TPAIUIIIOHHOM O0yUEHHH Ha
Oonee «ruOkue u amantuBHbIe» (Sadiku et al., 2021). Peur uper o cMmemaHHOM
00pa30BaHUM, MMO3BOJISIONIEM COBMENIATh TPAIUIIMOHHBIC METOAUKH C aKTyaJlbHBIMU
coBpeMeHHbIMU TexHonorusMu. Ilo muenuio C. TumMkuHA, TOJ CMEIIAHHBIM
oOyuenueM («blended learning») mMOHUMAOT OOy4YeHHE C UCIOJIB30BAHUEM
pacripesielIeHHbIX HHPOPMAIIMOHHO-00pa30BaTEIbHBIX PECYPCOB B OUHOM OO0YUYCHHHU
C MPHUMEHEHHEM DJIEMEHTOB ACHHXPOHHOTO W CHHXPOHHOTO JMCTAaHIIMOHHOTO
oOyueHus. 37€Ch HWHTEPECHO, YTO TPOIECC COYETAHUS TEXHOJIOTUH MOXKET
INPOMCXOIUTh KaKk Ha YPOBHE OTAEIBHOTIO Kypca, MTUCIMIUIMHBI, TaK U Ha YPOBHE
00pa3oBaTeNbHOM MpOrpamMMBbl B 1ieJioM — «cMerneHune kypcos» (Timkin et al., 2008).
CoBpeMeHHBIE TEXHOJIOTHUIIOCTENICHHO M3MEHSIOT MOAX0J K 00yUueHHI0, JieNas ero
Ooiee THOKUM.

Talan, T. B uccnegoBanuu, nocesimenHoM posnu MM B 00pa3oBaHUM CUMTACT,
YTO TJIABHOM 3a/1adyell MCKYCCTBEHHOTO HMHTEIJICKTa SBISETCS «BOCIPOHM3BEIACHUE
YeJIOBEYECKOT0 MHTEIUIEKTa MOCPEACTBOM KOMIBIOTEPHBIX CHCTEM», YTO, B CBOIO
ouepeib, MO3BOJSET MAlIMHAM HE TOJBKO aHAJM3UPOBATh JaHHbIE, HO 00y4YaThcs U
npuHuMarth pemienus. Takum obpazom, MU criocobcTByeT MoJepHU3aK yueOHbBIX
nporeccos (Talan et al., 2021).

C Touku 3penus Joshi S., Rambola RK. & Churi P, ubu uccnenoBanus
NPOBOJIWINCH HEMOCPEACTBEHHO B o0macTé obOpaszoBanus cumrtaioT, uro WU
NpUBHECET B OOy4YeHHE OOJbIIE TOJOKHUTEIbHBIX AaCIEKTOB, Ye€M HETaTUBHBIX
HarpuMep: aBTOMATH3aIHI0, HHTEPAKTUBHOCTb, JOCTYIHOCTh, AaHAIUTHKY, THOKOCTB,
NEPCOHAIM3AINIO0, KOTOPhIE TOMOTYT CTYACHTaM ONPEACISATh U JOCTHUTaTh CBOHMX
ueneii (Joshi et al., 2021).

HoaoxuTesabHble acnekThl npuMeHeHuss U B cMemiaHHoM o0y4yeHMH.
Pe3ysb-TaThl onmpoca

ABtopsl crathu «Artificial intelligence in education: A review» Chen L.,
Chen P. & Lin Z. mnom4yepkuBaiT, 4YTO HCKycCTBeHHBIH uHTe/wiekt (MN)
3HAYUTEIBHO YIy4ylIaeT TMpolecc TMOoucka H  00paboTKM UHPOpMaLUU B
obpaszoBatenbHoil cpene (Chen et al., 2020).

Hcnonp3oBanne uckyccrBenHoro unremiekta (MW) B cdepe obOpasoBanus
OTKpBIBAET HOBBIC BO3MOKHOCTH, 3HAUUTEIBHO MEHSS TPAJUIMOHHBIE METOIbI
npernofaBaHusl W Jenas mporecc oOydeHus Oonee 3PdexkTuBHBIM. OgHUM H3
[JIaBHBIX JOCTOMHCTB MU sBiseTcss BO3MOXHOCTh HHIMBUAYAJIBHOTO IOAXO0Ja K
KaXXJIOMy CTyZeHTy. biiaromaps aganTUBHOM Iojade Marepuasna, y4UThIBAOLICH
YPOBEHb 3HAHWM M CTHJIb BOCHPUATHS WH(pOpMAIMU, 0OydeHUEe CTAaHOBUTCS Oosee
ya0OHBIM U pe3ynbTaTuBHBIM (Hwang et al., 2020).

Kpome Toro, MM mnomoraer aBTOMaTu3UpoOBaThb pPYTUHHBIC 33Ja4H,
NOBBIINIAS  MPOAYKTUBHOCTh  00pa30BaTENbHOrO  Iporecca.  ABTOMaTHUYECKas
npoBepka paboT, BeJeHHE JOKYMEHTallud M 00paboTKa JaHHBIX IO3BOJISIOT
IpernojiaBaTessiM S3KOHOMUTh BpEeMs W HampaBiATh Oosblie ycuiIuil Ha paboTy co
cryneHtamMu. Takoil moaxon — nmemaer  oOydyeHMe  He  TONbKO  Oouee
CTPYKTYPUPOBAaHHBIM, HO U II0O3BOJIET IeJaroraM ObIcTpee JaBaTh OOpPAaTHYIO CBSI3b
(Harry, 2023).
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Harme HCCJICAO0BAHUEC COOTBETCTBYCT KOHIICIIIINH, Hpe[[CTaBJ'IeHHOfI YUYCHBIMU.

Kakyto pons urpaet MW B Ballem obydyeHun?

56 oTBETOR

MoMOraeT HaxoaMTs
vHbopMaLMo ¥ 0BBLACHATE 51 (91,1 %)
CROMHBIE TEMBI

‘;fnyqujast MOKW HABLIKW NWCBEMAa KU

10 (17.9 %)
MPOrPaMMAPOBAHUA

ABTOMBTHIHPYET PYTHHHBIE
3808494 (HANPUMED, HANWCAHKE 21 (37,5 %)
KOHCNEKTOB, NPoBEpKa OLWKWGOK)

MpakTuyeckn He uenoneayo Wi 2(3.6%)

0 20 40 &0

Pucynok 1.

CornacHo pesyabraram ompoca, 91,1 % cryaentoB ormevatot, yto MU nomo-
raeT HaXOAUTb HY)KHbIE CBEACHUS U OOBSICHITH CIIOKHBIE TEMbl. DTO TOBOPUT O TOM,
YTO TEXHOJIOTHU MAIIMHHOTO OOY4YEHHUS U HEUPOCETEBbIC AJITOPUTMBI CTIOCOOHBI A(-
(heKTUBHO aHAIM3HPOBATH OOJBIIHE 0OBEMBI TAHHBIX, IPEOCTABIISAS MTOJIb30BATENISM
PEJIEBAHTHYIO U CTPYKTYPUPOBAHHYIO HH(OPMAIHIO.

Opnum u3 kiroueBbix npeumyiiects MU spnsercs ero cnocodHOCTh ObICTPO
HaXOAMUTh JOCTOBEPHBIE MCTOYHMKH M 000011aTh WHPOPMALUIO, YTO 3HAYUTEIHHO
CHIDKAeT BpEMEHHBIE 3aTpaThl HAa caMoCToATeNbHBIN aHanu3. Kpome toro, 37,5 % pe-
CIIOHJEHTOB yKa3aiu, 4yto M/ aBromMaTu3upyeT pyTUHHBIE 33/1a4H, TAKUE KaK COCTaB-
JICHHE KOHCIIEKTOB U IPOBEPKa OLIMOOK, YTO MMO3BOJISET CTYACHTAM COCPEIOTOYUTHCS
Ha NNIyOOKOM OHMMAaHUU MaTepHaia.

[Tomumo s10T0, UM cCriocoOCTBYET pa3BUTHIO IPAKTUUYECKUX HaBbIKOB. Hampu-
Mep, 17,9 % ydacTHUKOB HMCCIIEOBaHUS OTMETUIIU, 4To TexHosoruu M nmomoraror
UM COBEPIIEHCTBOBATh MUCHMO U MPOTrpaMMHUpPOBaHUE. DTO MOJYEPKUBAET BaXKHOCTD
MHTEJJIEKTYaJIbHBIX CUCTEM B OOYYEHHHU, MO3BOJSAIONIUX MONYyYaTh MEPCOHATH3IUPO-
BaHHBIC PEKOMEH/IAIINM U MTHOBEHHYIO 00paTHYIO CBS3b.

[epconanu3anus. Pe3yabrarhl onpoca

CoBpeMeHHbIE TEXHOIOTHH UCKyccTBeHHOTO nHTemnekta (M) urpatot xiro-
YEeBYIO POJIb B MIEPCOHATM3AIMH 00Pa30BaTEIBHOTO MPOIECcCa, aAaNTHPYs MaTEePUATbI
MO/l MHANBUAYaAIbHbIE MOTPEOHOCTH KaXKIOro yueHuka. CormacHO JTaHHBIM OIpoca
cpenu 56 cTyneHToB, 51,8 % pecnionneHToB orMedarot, yto MM nomoraer um myuiie
CTPYKTYypUpPOBaTh 3HAHUS M 3allOMHUHATh WH(POPMALKIO. DTO MOATBEPKIAET dPPeK-
TUBHOCThH QJaNTHUBHBIX 00pa30oBaTeNbHBIX IIAT(HOPM, KOTOpPHIE aHATU3UPYIOT IMPO-
rpecc yJamerocs U npeiaralor Haubosee MoaXoAsIuil popMar nogayn MaTepuaia.
Opnnaxo 30,4 % onpouIeHHBIX 3asBUITH, YTO HECMOTPS Ha TO, uTo U ynipomaer yueo-
HBIH Mpolecc, TeM HEe MEHee, CTYIEHThl MEHbIIIE 3allOMHUHAIOT. DTO CBUAETEILCTBY-
€T O IOTEHIMAJIbHON 3aBUCUMOCTH OT TEXHOJIOIU, IIPU KOTOPOU CTYAECHTHI MEHBIIIE
MpWIaraloT YCUIUM Ui 3allOMUHAHUS MH(OpMaluy, Mmojarasch Ha aBTOMaTH3UpO-
BaHHbIE pemeHus. Bopouem, 16,1 % pecnonnentoB ormetmnn, yto MU nmpaktuyecku
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HE BJIMAET HA MX MamsTh, a 1,8 % cuurarot, yro ncnonb3zoBanue MM yxynmaer mx
CIIOCOOHOCTBH K 3alIOMHUHAHHUIO.

Kak MW BnuAeT Ha Bawwy CNOCOBHOCTL 3aNoOMUHaTL qu)opmaumo?
56 oTEETOR

en AyMe CTpyKT
IHAHURA 1 3BNOMHHETE HX

@ OBneryaeT npouecc y4ebel, HO R
3ANOMUHEAI MEHbILIE

B MpakTryeckt He BNAET HE MOK NBMATE

@ Cuuraw, 4To u3-3a MM MoR namaTs
cTana xywe

Pucynox 2.

Takum 00pa3oM, HCKYCCTBEHHBIH HHTEIEKT CTAHOBHUTCS HE3aMEHHMBIM
MHCTPYMEHTOM B 00pa3oBaTelIbHON cpeze, Jenas Ipouecc oOydeHus Oolee
JOCTYITHBIM, CTPYKTYpUPOBaHHBIM U 3((dekTuBHBIM. Ero ucnosnb3oBaHue MO3BOJISET
HE TOJBKO YCKOPUTh MOUCK HMH(OPMAIMM, HO U YIYYIIUTh KAayeCTBO YCBOCHHS
3HaHUH, ajanTupys oOpa3oBaTeslbHBIE MaTepHaibl TMOJ  WHAMBHUIYalbHbIE
NOTPeOHOCTH KaXKIOT0 CTY/ACHTA.

Couemanue mexnonozuii ¢ cmewiannom ooyuenuu. Pesynemamor onpoca O
COBPEMEHHBIX TEXHOJIOTHSIX 33 lyMBIBAIMCH 33]JI0JITO J0 Hac, emie B 1977 rony Alizek
A3umoB B 3cce «HoBbIe yumTens» paccymal O TOM, KaK JIFOOU OyIyImero OymyT
npuoOperaTs 3HaHUS. Y KaXIOro YelloBeKa, MO ero ciioBam, OyaeT noma pooor,
KOTOPBI CMOXKET HE TOJIKO B35ITh KHUTY U3 «YHUKAIbHON IUIAHETHON OMONIMOTEKNY,
HO ¥ OIICHHUTH YCIIEBAEMOCTh 00yYaIOMIErocs, COCPETOTOYHNBIINCH HA T€X BOIPOCAX,
KOTOpBIE OOJIBIIIE BCETo ero nHTepecyroT (Azimov, 1977).

A 4TO 110 3TOMY MOBOAY AyMaloT cTyneHThl Kazaxcrana?

Cyuraete nu Bbl, 4To UM MOXeET 3ameHnTb Npenogasatenei e byayuiem?
56 oTaeTos

® [z, s Gnwaiwme 10-20 ner

@ Yacruano, MK GYABT NOMOLHUKOM
npenofasaTensd
@ Her, xueoe obleHme ¢

@ 3aTpynHsAoCcs OTBETHTL

46,4%

Pucynok 3.
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CornacHo MPOBEEHHOMY OIPOCY, B KOTOPOM MPHUHSUIA ydacTue 56 CTyneH-
TOB, MHEHUs 0 nepcriektuBax MW B oOpazoBarenbHOM Iporecce pasaenwincsk. Han-
OompIas 70751 pecrnoHAeHTOB (46,4%) cuntaet, yto MU cTaneT BcmoMorareiabHBIM
MHCTPYMEHTOM JJIs IPENOAaBaTeNeii, YTO MOATBEPKIAET TeKYIUe TEHACHIIUN UHTe-
rpaiyy TEXHOJIOTUH B yueOHbIN nporuecc. 32,1 % y4acTHUKOB ornpoca yOekIeHbI, 4TO
KHUBOE OOIIEHHE C MPENoJaBaTeieM OCTaeTCsl HE3aMEHUMBIM, TIOAYEPKUBasi BAXKHOCTD
JUYHOTO B3aUMOJIeHCTBH B 00pa3oBareiabHOM mporecce. Oanako 17,9% pecnonaeH-
TOB TIPOTHO3UPYIOT, 4TO B Ormmkaiiimme 10—20 ner MM cMokeT MOTHOCTHIO 3aMEHUTh
MIperoiaBaTesield, YTO CBUETENILCTBYET O BHICOKOM YPOBHE JIOBEPUSI K TEXHOJIOTHYe-
CKMM MHHOBAIIUSIM.

Pesynbratel uccnenosanuit By3o CIIIA, nanpumep Sadiku M.N., Ashaolu
T.J., Ajayi-Majebi A. & Musa S.M. cBoxsarcs kK Tomy, uro M1 He cMOXeT 3aMEHHTH
yuutenen. MccnegoBarenu nmoauepKuBarOT, YTO KIIOY K ycnelmHoMy BHeapenuto NN
B 00pa30BaHME — ATO COUETAHUE TEXHOIOTHH C TPAAUIIMOHHBIMUA METOAAMU 00YUYEHUS
(Sadiku et al., 2021).

Hu onHa TexHonoruueckass cUCTEMa HE B COCTOSIHUM IOJHOLIEHHO
BOCIIPOM3BECTH pOJIb [EAarora, €ro MIyOMHy 3HaHUH, MPOopEeCCHOHAIBHYIO
KOMIIETEHTHOCTh, MHOTOJICTHUI OMNBIT M CTPEeMJICHHE OOCCHEUUTh YyYalIuMCs
KaueCTBEHHOE oOpa3zoBaHWe. VICKYCCTBEHHBIM HMHTEIUIEKT, HECMOTPS Ha CBOM
aHAIUTUYECKUE BO3MOXHOCTH, JIMIIEH CIIOCOOHOCTH TepeaaBaTh BIOXHOBEHUE,
MPOSIBIIATh MCKPEHHIOK 3aMHTEPECOBAHHOCTh U aJlalTUPOBaTh METOAbI OOYUYEHHS
C yYeTOM JIMYHOCTHBIX Ka4eCTB CTYAEHTOB, YTO SIBJSETCS KIIOUYEBBIM aCIEKTOM
s dexTuBHOTO 0OpazoBarenpHOro nporecca (Garg et al., 2025).

Takum o6paszom, WM yxe celdyac wurpaer 3HAYUTEIBHYIO pOJb B
o0pasoBarenbHOI chepe, MpeI0CTaBIss IEPCOHATN3NPOBAHHbIEC yueOHbBIC MATEPUAITHI,
ABTOMATU3MPOBAHHBIE TPOBEPKU 3HAHUN W BUPTYyAIbHBIX MOMOIIHUKOB. OJHAKO,
KaK IOKa3bIBalOT JaHHbIE ONpoca, OOJBUIMHCTBO CTyAEHTOB BUaAT B MM ckopee
JOTIOJTHEHUE K TPAJULIUOHHBIM METO/IaM MIPENOJaBaHUsL, YEM UX MOJIHYIO 3aMEHY. DTO
MOJATBEPKIAET HEOOXOIUMOCTh Pa3padOTKK TMOPUTHBIX 00PA30BATENBHBIX MOJETICH,
COYETAIOIIUX JYYIIHe JOCTHKCHUS TEXHOJOTHH M KIIAaCCHYECKOEe IMeqaroruyeckoe
MacTepCTBO.

3akiroueHue

CornacHo pe3ynbTaraMm oOIpoca, OOJBIIMHCTBO PECHOHJEHTOB OTMEYAIOT,
yt0 UM momMoraeT HaXOIUTh U OOBACHATH CIIOKHBIC TEMBI, 4 TAK)KE aBTOMAaTU3UPYET
PYTUHHBIC 3aJa4d, TaKU€ KaK HAMHMCAHHE KOHCIEKTOB W TMPOBEPKY OMIMOOK. DTO
MOATBEPXKIAACT, YTo TexHomoruu MU cTaHOBSATCS HE MPOCTO BCHOMOTATEbHBIM
MHCTPYMEHTOM, a MOJHOILIEHHBIM YYaCTHUKOM y4e0HOTO IMpolecca.

OmauM w3 KIOUEBBIX TpeumyimiectB MU sBrnsercss ero cmocoOHOCTH
aJanTUpoBaThCsl 1O~ MHAMBHUIyaJbHbIE IMOTPEOHOCTH  KaXJOro  Y4YEeHHKA.
[lepconanu3upoBaHHbIE AJTOPUTMBI MO3BOJISIIOT HACTpauBaTh TEMI M CIOXKHOCTb
nofla4v  MaTepuasia, dYTOo OCOOCHHO BaXXHO B YCJOBUSAX Pa3HOOOpa3HBIX
o0Opa3oBarebHBIX MOTPEOHOCTEN CTyaeHTOB. bmaromaps atomy MU momoraer He
TOJILKO OBICTpEEe OCBaMBaTh HOBYIO MH(POPMAIIMIO, HO U YIIYYIIAET HABBIKH MHUCHMA,
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MIPOrpaMMHUPOBAHUS U aHATUTHYECKOTO MBIIUICHHUS.

Opnako, HECMOTpsT Ha BCE MPEUMYIIECTBA, HEOOXOIUMO YUYUTHIBATH U
BO3MOXKHBIC PUCKH, CBSI3aHHBIE C M30BITOYHON 3aBHcHMOCThIO oT WM. Hampumep,
4acTh CTYACHTOB OTMEYaeT, YTO M3-3a YI0OCTBa HCIOJB30BAaHUS TEXHOJOTUH HX
CIOCOOHOCTD K 3aIIOMUHAHUIO MOXKET CHUKAThCS. ITO MOAYEPKUBAET HEOOXOAUMOCTD
pasyMHOro OanaHca MEXJy MWCIOJIb30BAHUEM HCKYCCTBEHHOIO HHTEIUIEKTa U
pPa3BUTHEM CaMOCTOSITENIbHBIX KOTHUTUBHBIX HABBIKOB.

B nenom, M1 cTtaHOBUTCA MOLIHBIM MHCTPYMEHTOM, KOTOPBIA YK€ ceildac
3HAUUTENILHO BIMsET HAa o0pa3oBareibHyto cpeay. OH obneryaet npouecc o0y4eHus,
7ienaeT ero 6osiee JOCTYIMHBIM U 3P PEKTUBHBIM, HO IIPH 3TOM TPeOyeT OTBETCTBEHHOI'O
MOJX0Ja K €ro MCIoyib30BaHUI0. B OymyIieM ero poib, CKopee BCero, OyJeT TOIBKO
YCHIJIMBAThCS, CO3/1aBasi HOBbIE BO3MOKHOCTH JJIs1 KAU€CTBEHHOTO 00pa30BaHusl.
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Abstract. This paper presents a mathematical model for automated financial
document management. Key efficiency parameters such as processing time reduction,
operational cost minimization, and error rate reduction are analyzed. Quantitative met-
rics of automation demonstrate improved document handling and compliance. The
paper outlines key implementation stages, including workflow automation, centralized
document storage, and regulatory compliance control. The results confirm a signifi-
cant efficiency increase. The study provides practical recommendations for financial
institutions to optimize document flow using automation. Furthermore, the potential
of digital innovations is explored. The impact of automation on risk management and
transparency is discussed, emphasizing the necessity for financial organizations to
adapt to technological advancements and regulatory changes.
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KAPKBI KOMIAHMSIJIAPBIHIATBI KYJKAT AWHAJIBIMBIH
ABTOMATTAHIBIPY: KAJAN IIBIFBIHAAPABI AZAMTYFA )KOHE
TUIMILJIIKTI APTTBIPYFA BOJIAJIBI

H.E. ApTbIK
Frutbimu xerekua: . K. CemOuna

Apteik Hypuna Epxankeizbl — 2 kypc maructpadTbl, [T MpoekT MeHEKMEHTI, aKIapaTThIK KyHenep

kageapackl XanbIKapanblK aKapaTTHIK TEXHOIOTHSIAP YHUBEPCHTETI

AHHoTanus. byn Makanana Kap>KbUIbIK KyXKaTTap/bl aBTOMATTaH/bIPbUIFaH
OackapyblH MaTeMaTHKaJIbIK MOJENI YChIHbIIaAbl. Heri3ri THIMALIIK KepceTKimTepi
KapacThIPUIBII, OFaH ©HJAEY YAaKbITBIH KbICKApTy, OMNEpalMsIbIK IIBIFbIHIAPABI
a3aiiTy >KoHEe KaTenep JCHIeiH TeMeHAETy Kipeiil. ABTOMATTaHJBIPY/IbIH CaHJBIK
KOPCETKIIITEepl KEeNTIpUIiN, KyXKaT aWHaJbIMBIHBIH THIMIUIIN apra TYCeTiHi
nonenaenai. JKymbIc mporectepiH Oackapy, KyKaTTapAbl OpPTaJbIKTaHIBIPBLIFAH
CaKTay >KOHE HOPMATHBTIK COHMKECTIKTI Oakbulay CHSKTHl aBTOMATTAHIBIPbUIFaH
KYHEH1 eHTi3y/AIH HEri3ri Ke3eHjaepi cumarTtanraH. MoJenbaey HOTHXKeNIepl >Kajlbl
TUIMIUTIKTIH alTapiblKTail ecyiH kepcereldl. KapKbUIBIK KyXaT aifHaJIbIMbIH
aBTOMATTaHIBIPbUIFAH JKYHenepai KOJJaHy apKbUIbl OHTAMIaHABIpY OOWBIHIIA
NPAaKTUKAJBIK YCbIHBICTap Oepinagi. CoHbIMEH KaTap, KapXbl YHbIMJIApbIHIA
aBTOMATTaHIBIPYAbl JAMBITY HEPCHEKTHBAIApPbl, COHBIH IMIHJAE >XKaHa LUQPIBIK
HISHIIMAEP/Il €HI13y Maceeci KapacThIpbUIIbl. ABTOMATTaHBIPYIbIH TOyEeKeNaepIl
Oackapyra KOHE KapKbUIBIK OIEpalMsUIapAblH AIIBIKTBIFBIH apTThIpyFa acepi
TAJIKBUIAHBIIN, Kap>Kbl KOMIIAHHMSUIAPBIHBIH 3aMaHayH TEXHOJIOTHSUIBIK e3repicrepre
KOHE peTTeyIll TajlanTapra OeliMIenyiHiH MaHbI3IbUIBIFbI aTal OTUIII.

Tyiiin ce3aep: KapKbUIBIK KyXKaTrTtapiel Oackapy, OuzHec-mpouecTepai
aBTOMATTaHIBIPY, JKYMBIC YPAICIH OHTAMIaHABIPY, HOPMATHUBTIK COHKECTEHIIpY,
ONEPALMSIIBIK THIMALTIK, IIBIFBIHAAPABI TOMEHAETY, LUGPIBIK TpaHchopmarus,
ToyeKemnaepai 6ackapy, KyKaTTap/bl eHJey, KapKbUIbIK TEXHOJIOTHsIIAP
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ABTOMATHU3AIUA TOKYMEHTOOBOPOTA B PUHAHCOBBIX
KOMITAHUAX: KAK CHU3BUTD 3ATPATHI U IIOBBICUTD
IOPEKTUBHOCTD

H.E. ApTtbIK
Hayunsrii pykoBoautens: I'.K. CemOuna

Aptsik Hypuia Ep:kankbi3sl — mMaructpast 2 Kypea, Ynpasienue [T mpoekramu, kadenpa nHOOpMaIuOHHBIE
cucTeMbl MEeXTyHapOIHOTO YHUBEPCUTETa HH()OPMAIIMOHHBIX TEXHOJIOT U,

AnHoTanmusi. B cratee mpencTaBieHa — MaTeMaTHYeCKas — MOJIEIhb
ABTOMATHU3MPOBAHHOTO YIpPaBJICHUsT (DUHAHCOBBIMH JIOKyMEHTaMH. PaccMOTpEHBI
OCHOBHBIC TTapaMeTpbl 3P(HEKTUBHOCTH, BKITIOYAs COKPAIIEHUE BPEMEHH 00padOTKH,
CHIDKCHHE ONEPAlMOHHBIX 3aTpaT W YMEHBIICHHE YpOBHS OmMUOOK. [IpuBemeHs
KOJIMYECTBEHHBIC TIOKA3aTeIM aBTOMATH3aIlH, JICMOHCTPHPYIOIINE YIIydIICHUE
mokasarene  JTIoKyMeHTooOopoTa. OmmcaHbl OCHOBHBIC OTambl  BHEAPCHUS
ABTOMATH3MPOBAHHOW CHCTEMBbI, TaKHE KaK YIpaBICHHE Pa0OYUMH IPOIECCaMH,
[EHTPATN30BAaHHOE XPAHCHUE IOKYMEHTOB U KOHTPOJIb HOPMAaTUBHOTO COOTBETCTBUSI.
[IpencraBneHsl pe3ysbTaThl MOJCIUPOBAHUS, ITOATBEPKIAOIINE 3HAYUTECIIBHBIN
poct o0rmei dp¢GeKTUBHOCTH. B 3aKiIFOUeHUN JTaHbl MPAKTUYCCKHE PEKOMEHIAIINN
0  ONTUMH3alMU  (UHAHCOBOTO  JOKYMEHTOOOOpPOTa C  HCIOJIh30BAHUEM
ABTOMATH3MPOBAHHBIX CHCTEM. J[OMOJHUTEIIEHO pPAaCCMOTPEHBI  MEPCIICKTUBBI
Pa3BUTHS ABTOMATH3AINY B ((PHHAHCOBBIX OPraHU3AIUAX, BKIIFOUAsl BHEIPCHUE HOBBIX
u(poBeIX pemeHuil. PaccmaTpuBaeTcs BIMSIHHE aBTOMATH3AIMHM HAa YIPABICHUE
pUCKaMU W TOBBIINICHUE MPO3padyHOCTH (pUHAHCOBBIX omepanuid. [TomuepkuBaeTcs
HEOOXOMUMOCTh  aJanTaldd  (UHAHCOBBIX  KOMIAHHMH K  COBPEMEHHBIM
TEXHOJOTUYCCKIM U3MECHCHHSIM U TPEOOBAHUSIM PETYIISITOPOB.

KiroueBble ci1oBa: yripasieHne QUHAHCOBBIMH JOKYMEHTAMHU, ABTOMATH3AIHS
OM3HEC-TPOIIECCOB, ONITUMU3AIHS pab0oUnX MPOIECCOB, HOPMATUBHOE COOTBETCTBUE,
oreparionHass 3QQEKTUBHOCTh, CHWXXCHHE 3arpaT, HudpoBas TpaHchopmarius,
yIpaBlieHUue puckamu, 00paboTKa JOKYMEHTOB, (DMHAHCOBBIC TEXHOJIOTHH
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Introduction

In the financial sector, efficient document management is critical for ensuring
regulatory compliance, maintaining operational integrity, and optimizing resource al-
location. Financial institutions generate and process extensive volumes of documenta-
tion, including client agreements, financial statements, compliance reports, and trans-
action records (Poberezhna et al., 2025). Traditional methods of document handling,
which rely on manual processing and fragmented digital storage systems, often result
in inefficiencies, increased operational costs, and compliance risks.

Business process automation (BPA) presents a structured approach to improv-
ing document management by standardizing workflows, eliminating redundant tasks,
and enhancing document accessibility (Siddique, 2025). Through the implementation
of rule-based automation, centralized document repositories, and workflow optimi-
zation, financial companies can achieve significant cost reductions and productivity
gains. By minimizing manual interventions, BPA reduces processing time, enhances
accuracy, and ensures that regulatory documentation is handled in a timely and con-
sistent manner.

This study examines the role of business process automation in document man-
agement within financial institutions, focusing on its capacity to enhance efficiency,
reduce costs, and improve compliance. It explores key automation strategies, the in-
tegration of standardized digital workflows, and the benefits of centralized document
control systems. By analyzing best practices and case studies, this paper provides
insights into how financial organizations can leverage automation to establish a more
efficient and cost-effective document management framework.

Literature review

Business Process Automation (BPA) has become a key factor in optimizing
financial document management by improving storage, processing efficiency, and
compliance with regulatory requirements. One of the major enhancements brought
by automation is the integration of blockchain technology, which ensures security and
data integrity in financial transactions (Poberezhna et al., 2025).

Following this, research emphasizes the importance of automation in financial
reporting, where automated data retrieval tools significantly reduce human errors and
improve the accuracy of financial statements. This approach simplifies complex re-
porting processes and enhances efficiency in financial controllership (Siddique, 2025).
In a similar context, automation in financial transactions contributes to the accuracy
of financial records, minimizing transactional discrepancies and strengthening the re-
liability of financial reporting (Solodovnik, 2025).
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Beyond financial reporting, BPA also plays a critical role in handling IT audit
requests. Process automation reduces delays, streamlines workflow efficiency, and en-
sures compliance with regulatory frameworks, making audits more effective and less
time-consuming (Qingxia et al., 2025). Supporting this, document extraction frame-
works further accelerate financial data processing, allowing financial institutions to
reduce manual processing time and increase accuracy in decision-making (Yan et al.,
2025).

Another key aspect of automation is its impact on regulatory compliance. The
use of BPA facilitates adherence to international financial regulations such as IFRS
and the Sarbanes-Oxley Act, ensuring that financial institutions maintain structured
and auditable compliance records (Lam, 2025). In addition, financial applications that
integrate BPA demonstrate improvements in financial transparency, allowing institu-
tions to maintain better audit trails and reduce errors in financial contributions (Hi-
dayat et al., 2025).

Despite these advantages, BPA implementation faces challenges related to leg-
acy system integration, security concerns, and employee resistance. Outdated infra-
structure limits the effectiveness of automation, making it necessary for organizations
to modernize their systems before fully adopting BPA solutions (Shen et al., 2025).
To address these risks, strong encryption protocols and access control mechanisms are
required to maintain data security and regulatory compliance in automated financial
processes (Abbas, 2025).

In conclusion, BPA serves as a vital tool in financial institutions, significantly
improving efficiency, compliance, and document standardization. However, to maxi-
mize its potential, further advancements in security, system integration, and interop-
erability are necessary for a more seamless adoption of automation in financial pro-
cesses.

Document management in financial companies

Document management in financial institutions refers to the structured admin-
istration, storage, retrieval, and processing of financial records, ensuring accuracy,
compliance, and operational efficiency. Financial companies handle diverse docu-
ments, including contracts, regulatory reports, invoices, and financial statements,
necessitating a systematic approach to prevent inefficiencies, regulatory risks, and
data inconsistencies. Traditionally reliant on manual and paper-based systems, mod-
ern financial firms leverage automated document management solutions to enhance
security, streamline workflows, and maintain compliance with legal and regulatory
frameworks.

Document management as a chain of business processes

Financial document management functions as an interdependent chain of busi-
ness processes, encompassing key stages to ensure structured handling and regulatory
adherence:

1. Document creation and receipt — Documents originate from client
transactions, regulatory bodies, or internal financial operations, either digitally or in
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physical form requiring digitization.

2. Classification and indexing — Documents are categorized based on
type, content, and purpose, tagged with metadata for structured retrieval.
3. Data extraction and validation — Automated tools extract key financial

data, cross-verified against banking records, compliance regulations, and transaction
histories.

4. Approval and workflow processing — Financial documents undergo
hierarchical approvals, integrating role-based access, digital verification, and audit
tracking.

5. Secure storage and compliance monitoring — Documents are stored in
centralized repositories, enforcing access control policies and compliance tracking
under regulations.

6. Retrieval and reporting — Documents are accessed for audits, financial
analysis, and regulatory submissions, ensuring data integrity and timely compliance
filings.

7. Archival and retention — Documents are archived per legal retention
policies, with automated protocols ensuring timely disposal or extended storage for
audits.

By systematizing document management as a structured process chain, finan-
cial firms achieve greater efficiency, compliance, and risk mitigation, reducing manual
interventions while enhancing operational resilience.

Automated model for financial document management

The automation of financial document management follows a structured pro-
cess integrating standardized workflows, centralized repositories, compliance track-
ing, and advanced analytics. This model ensures efficiency, security, and regulatory
adherence in financial institutions.

Stages of the automation process

1. Document ingestion and digitization — Documents from various sourc-
es are automatically captured, classified, and stored in digital formats.
2. Workflow automation and approvals — Rule-based workflows facilitate

automated document routing, approvals, and role-based access, ensuring compliance
with regulatory frameworks.

3. Centralized secure storage — Documents are stored in Enterprise Con-
tent Management (ECM) systems with encryption, version control, and structured in-
dexing for efficient retrieval.

4. Compliance and audit automation — Automated monitoring ensures
regulatory compliance, while audit trails track document modifications and approvals.
5. Data retrieval, reporting and retention — Intelligent search and predic-

tive analytics enhance decision-making, while automated retention policies manage
document lifecycles.
Main advantages

. Enhanced efficiency — Minimizes manual processing, reducing costs
m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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and errors.

. Regulatory compliance — Ensures adherence to financial reporting and
audit requirements.

. Improved security — Implements encryption, role-based access, and au-

dit trails for data integrity.

This model ensures optimized document handling, compliance assurance, and
operational agility, strengthening financial institutions’ document management pro-
cesses.

Optimized efficiency model for automated document management

The mathematical model for document management efficiency is adapted from
Afanasyev et al. (2025), which explores mathematical optimization techniques for
improving financial and operational efficiency. The original study provides a struc-
tured approach to evaluating efficiency using key performance indicators, including
processing time, error rate, and cost analysis (Afanasyev et al., 2024).

To assess the efficiency of an automated financial document management sys-

tem, we define efficiency (E) as:

W (1)

E=rrc+r

where:
- W _ Number of documents processed
- T _ Processing time per document
- € - Operational cost per document

- R _ Error correction and compliance cost
With automation, efficiency improves due to reduced processing time (Ta),

lower error rates (Ra), and enhanced compliance adherence (Ca):

W 2)

E, = -
(1 = Ty + 125+ (L= ARy,

where:
@ - Time reduction factor
B - Error reduction coefficient

V - Compliance improvement factor
Main insights:

Higher @ — Faster processing, increasing efficiency.
Higher B — Fewer errors, lowering compliance risks.
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Higher ¥ — Reduced compliance costs, improving regulatory align-
ment.
This model quantitatively demonstrates how automation optimizes cost, time,
and compliance adherence, leading to a more efficient financial document manage-
ment system (Fig.1).

Efficiency Improvement through Automation in Document Management
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Figure I — Efficiency improvement through automation in document manage-
ment

The graph illustrates the effect of automation on efficiency in financial
document management by reducing processing time, minimizing errors, and improving
compliance adherence.

Increased processing speed enhances efficiency by accelerating document
handling. Lower error rates significantly reduce correction costs, contributing to
greater overall efficiency. Improved compliance lowers financial risks and operational
costs, leading to moderate efficiency gains. The dashed red line represents efficiency
levels before automation, highlighting the measurable improvements achieved through
its implementation.

These insights underscore the transformative role of automation in financial
document management, demonstrating its capacity to enhance operational efficien-
cy through streamlined workflows, reduced human error, and improved regulatory
compliance. By quantitatively illustrating the relationship between automation factors
and efficiency gains, this model provides a compelling framework for evaluating and
implementing automation strategies in financial systems. The observed improvements
highlight the strategic importance of leveraging automation to achieve cost-effective-
ness and regulatory alignment in an increasingly complex financial landscape.

Conclusion

The study highlights the effectiveness of business process automation in op-
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timizing financial d ocument m anagement by i mproving o perational e fficiency and
ensuring compliance with regulatory standards. Automating key processes such as
document classification, approval workflows, and compliance tracking significantly
reduces processing time and minimizes errors associated with manual handling. The
mathematical model presented provides a quantitative assessment of these improve-
ments, demonstrating a clear correlation between automation and increased efficien-
cy in financial institutions. Additionally, automation contributes to cost reduction by
lowering administrative expenses and enhancing document retrieval accuracy. How-
ever, challenges such as integration with existing systems and data security concerns
remain critical considerations that organizations must address when implementing au-
tomation solutions. Overall, business process automation in financial document man-
agement plays a crucial role in enhancing the accuracy, reliability, and efficiency of
financial operations.
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Annotation. The paper presents a study of the influence of solar energy on
earthquakes. The study presents some results related to the correlation between solar
activity fluctuations and strong earthquakes in the Northern Tien Shan region, cover-
ing the period from 1807 to the present day and including 16 events. The data
obtained indicate that approximately 50 % of seismic events occurred near the
maxima of 11-year solar cycles. The remaining 50 % of seismic events occurred near
the minima of 11-year solar cycles, particularly those associated with the Dalton and
Gleisberg solar grand minima. This study offers evidence supporting a potential link
between the state of tectonic stress in the Northern Tien Shan and 11-year
variations in solar activity, which may explain the occurrence of strong earthquakes
during periods of particularly low or high solar activity.

Keywords: sun, activity, forecast, seismic, period, study, mountains, mecha-
nism, physics, connection, correlation

KYH DHEPI'MAACBIHBIH KEP CIVIKIHICTEPIHE 9CEPI

F.b. 9ckepoexoB
XanbIKapaiblK aKapaTTHIK TEXHOJIOTHsIIAp yHUBEpcUTeTl, Anmatel, Kazakcran
Frouteivu sxerexmni: Mapat Hyprac

AHHoTauus. Makanasa KyH SHEprHsACHIHBIH ep CUIKIHICIHE acepl Typalibl
3eprrey KentipinreH. 3eprrey 1807 skpuigaH Kaszipri yakbITKa ACHWIHTT Ke3eHl
KAMTUTHIH jk0HE 16 okuraHbl KaMTUTBIH ContycTik TsaHb-11lanp aliMarbIHAAFRl KYH
OeNCeHAUTITIHIH aybITKybl MEH KaTThl JKE€p CUIKIHICI apachlHAAFbl KOPPEJSAIUsIFa
OaiimaHbICTHI KeHO1p HOTIKENep Il YehIHAABL. HoTrxkenep ceiicMUKaNbIK OKHFaIap IbIH
maMameH 50 %-b1 11 KpUIABIK KYH LHMKIIHIH MaKCUMyMbIHAa J>KaKbIH JXepe
OonraneiH Kepcereni. CelicMuKanblK OKuranmapiabiH KamraH 50 %-b1 11 KBIIABIK
KYH LUKIIHIH MUHAMYMbBIHA JKaKbIH Jkepjae Oonnbl, aTam adWTkaHga JlanToH xoHe
['neiicOepr KyH rpaHi MUHUMyMAapbiMeH OaitnmanbicTbl. byn 3eprrey Conrycrik
Tsup-11lanbaarel TEKTOHMKANBIK KepHey Kyhi MeH Kyn Oencenaimirinig 11
KBUIABIK ~— BapUAIMsUIaphl  apachIHIAFbl  BIKTUMan  OalJIaHBICTBI  PACTAWTHIH
ToNenAepAl YChIHAABI, OV ocipece TOMEH HeMece JKOFapbl KYH OeJICeHiiri
KE3eHIepiHIe KYIITI )Xep CUIKIHICTEpiHiH
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naiaa 00JybIH TYCIHAIPYI MYMKIiH.
Tyiiin ce3aep: KyH, OenceH Tk, 00mKaM, celicMUKa, Ke3eH, 3epTTey, Tayap,
MeXaHu3M, pu3uKa, OaiIaHbIC, KOPPEISIUI

BJMSIHUE COJTHEYHOM SHEPT WU HA 3EMJIETPSICEHUS

F.b. AckepOexoB
Mesx1yHapOAHbIN YHUBEPCUTET HH(GOPMAIIMOHHBIX TEXHOJIOTHI, AJIMATHI,
Kazaxcran
Hayunslit pyxkoBoautens: Mapat Hyprtac

AnHoTanusi. B cratbe mpHBENIEHO HCCIEOBAHME BIUSHUS COJIHEYHON
SHEPrUM Ha 3eMIIeTpsiceHUs. B uccienoBanuu npeacTaBieHbl HEKOTOPbIE pe3yIbTaThl,
CBSI3aHHBIE C KOppensdlnuend Mexay KoleOaHUSIMU CONHEYHONM AaKTUBHOCTH H
CWJIBHBIMH 3emiieTpsiceHusiMU B pervione CeBepHoro Tsub-Illans, oxBaThIBaroliue
nepuoa ¢ 1807 1. mo HacTosimee BpeMs U BKirodaronue 16 coobrtuii. [TomyueHHbie
JaHHBIE CBUJETENBCTBYIOT O TOM, 4TO MpuMmepHO 50% celcMUYecKHX COOBITHIT
MPOU3OIUIN BOIM3U MakCUMyMOB 11-1eTHUX comHeuHbIX HuKIoB. OctambHbie 50%
CeCMHUECKUX COOBITUI MPOU30LUIA BOJM3HM MUHUMYMOB |1-JIETHUX COJHEYHBIX
IIUKJIOB, B YACTHOCTH, T€X, KOTOpbIE CBsI3aHbI ¢ JlanbToHOBCKUM U [ neficoeproBckum
COTHEYHBIMU  TpaHA-MHHMMyMamu.  JlaHHOe  HcclefoBaHWE — TpejJiaraer
JI0Ka3aTeNbCTBA, TMOATBEPKAAIOIINE MOTEHIIMAIBHYIO CBSI3b MEXKIY COCTOSHHUEM
TeKTOHUYECcKoro HamnpspbkeHus:i B CeBepHoM TsiHb-Illane u 11-neTHUMEM BapuanusMu
COJTHEYHON AaKTUBHOCTH, YTO MOXET OOBSCHUTh BO3HUKHOBEHUE CHJIbHBIX
3eMJIETPSCEHUN B IEPUOABI OCOOCHHO HU3KOM M BBICOKOM COTHEUHOW aKTMBHOCTH.

KiloueBble cJjioBa: CONHIIE, aKTUBHOCTb, NPOTHO3, CEHCMHKA, TMEPHO/I,
HCCIIeIOBaHNe, TOPBI, MEXaHU3M, (PU3HKA, CBSI3b, KOPPEISIIIHS

BBenenue

[Tpsimoe BIMsSIHUE COTHEYHOM YHEPTUU Ha 3eMJIETPSICEHUS] — TeMa, KOTopas He
SBIIAETCS OOIIETIPU3HAHHON U HE UMEET IHUPOKON MOACPKKU B HAYYHOM COOOIIIECTRE.
BONBIIMHCTBO YYEHBIX CYHUTAIOT, YTO OCHOBHBIMHU MPHUYMHAMHU 3EMIIETPSCEHUI
SBIIAIOTCS. TEKTOHUYECKUE MTPOLIECCHI, CBSI3aHHBIE C JIBYKEHUEM JTUTOCHEPHBIX TUIUT.
OpHako, CymIecTBYIOT HEKOTOpBIE HCCIIENOBATENbCKUE PadOThI, KOTOpas M3ydaroT
KOCBEHHBIE CBSI3U MEX]Y COJIHEYHOW aKTUBHOCTHIO M 3EMIIETPSICEHHUSIMH, a TaKxkKe
BIUSTHUE IPYTUX (AKTOPOB, KOTOPHIE MOTYT OBITh CBSI3aHBI C COJTHEYHOU aKTUBHOCTBIO.

B cepenune 19-ro Beka u3BecTHBIN acTpoHOM Pynonsd Bonbd npeanonoxwn
(Wolf, 1853), uTo conmHe4YHass aKTUBHOCTb, B YaCTHOCTH, OOpPa30BaHHME COJTHEUHBIX
MATEH, MOKET BIUATh Ha CEWCMUYECKYI0 aKTUBHOCTh 3emiid. B mocnemyrommit
MePHOJ MHOTOUHCIICHHBIE UCCIIEIOBAHMS U3YyYald ATY MOTEHIIMATBEHYIO B3aMOCBS3b.
Opnnaxko, kak noguepkuBaetcs B (Usoskin et al., 2007), pe3yabTaThl UcCiIeI0BaHUI
ObUTM TPOTHBOPEYMBBI: OT TOJOKUTENBHBIX KOPPENALUNA MEXKAY COJHEYHOU H
ceiicMMUeCKON aKTHUBHOCTBIO JO OTPHIATEIbHBIX, YTO MOATBEPXKIAAET MHEHHE 00
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orcyrcTBum BimsiHUsL (Morner, 2015). Tem He MeHee, MPOTUBOPECUMBBIN XapaKTeP
ATUX KOppensiuuil He o00s3aTebHO OTPHUIIAET CYIIECTBOBAHUE CBS3H MEXKIY
COJTHEYHOU U CeiCMUYECKOM akKTUBHOCTHIO. CKOpee, ’TO MOXKET JAaTh IIEHHbIE TaHHBIE
JUIS TIOHUMaHUs TTyOMHHBIX (DU3MYECKUX MEXAaHHU3MOB, OTBETCTBEHHBIX 3a TaKYIO
peakuuio. [loaToMy HEOOXOAUMO TMOMYYUTHh JOMOJHUTENBHBIE CTAaTHCTUYECKUE
JAaHHBIE O 3aKOHOMEPHOCTSIX B COJHEUHOM U CeCMHUECKON aKTUBHOCTU, M UMEHHO
ATOMY MOCBSIIEHO JaHHOE UCCIIEIOBaHHE.

OcHoBHast 4acTh

[IpoBenem mpexae Bcero 0030p HUCCIENOBAHHM, KOTOpbIE PacCMaTPHUBAIOT
MOTEHIIUAJIbHbIE KOPPESIUU MEXAYy COJHEYHONW aKTHMBHOCTBIO M CEMCMHMUYECKOM
aKTUBHOCTBIO, U IpyTrHe (DaKTOPHI, KOTOPbIE MOTYT UMETh 3HAUCHHE:

Koppemnsinust He o3HayaeT MPUYMHHO-CIIEJACTBEHHYIO CBs3b. Jlake ecnu B
HEKOTOPBIX UCCIEAOBAHUAX O0OHAPY)KUBAIOTCS CTATUCTUUECKH 3HAUNMBbIE KOPPETISAIIUT
MEX/1y COJIHEUHOU aKTUBHOCTBIO U 3€MIIETPSICEHUSIMH, 3TO HE 0053aTeIbHO O3HAYAET,
YTO COJIHEYHAs SHEPTUsl HAIMPSIMYIO BBI3bIBACT 3E€MJIETPSCEHHUS. DTO MOXKET OBIThH
CBSI3aHO C JAPYTrUMU (haKTOpaMH, KOTOPBIE BIUSAIOT KaK Ha COJHEUHYIO aKTHBHOCTD,
TaK U Ha CeCMUYECKYI0 aKTUBHOCTb.

HekoTopsie nccnenoBanus MpeanonaraoT, YTo COTHEYHAst aKTUBHOCTh MOYKET
BIIUSTH Ha BpallleHHue 3eMJIH, YTO, B CBOIO OYepe/ib, MOKET OKa3bIBaTh BIUSHUE HA
ceficMuueckyro aktuBHOCTH (Love et al., 2013).

['eomaruuTHas akTUBHOCTH, BEI3BaHHAS COTHEYHBIM BETPOM, MOKET BITUSTH HA
ANEKTPUYECKUE TOKU B 3€MHOM KOpE, YTO TEOPETUUYECKU MOXKET OKa3bIBaTh BIUSHUE
Ha ceficMuuHOCTh. HekoTopsie uccienoBaHusl pacCMaTPUBAIOT BIUSHUE COTHEUHOM
aKTUBHOCTH Ha aTMoc(epy M KIMMAT, U KaK 3TH U3MEHEHUs, B CBOIO OYepe/lb, MOTYT
BIIUSTH HA TEKTOHWYECKHUE Mpoliecchl. [Ipeanonaraercs, 4to ceiicMuueckue COObITHS
BBI3BIBAIOTCSl BO3MYIIIEHUSIMHU, BOSHUKAIOIIMMH Ha MarHuTomnayse. [Ipeamnomnaraercs,
YTO ATH BO3MYIIECHHSI BOSHHKAIOT B PE3YJIbTaTe MEPECOCTUHEHHS] MAarHUTHOTO TOJS
COJTHEYHOTO BETPa C MATHUTHBIM IT0JIEM 3eMIIU U 3aT€M PaCIpOCTPAHSIOTCA B TBEPIOM
tene 3emun uepes [ 100ambHbIN AIeKTPHIECKUH KOHTYP, KOTOPBINA B HACTOSIIIEE BPeMs
CUMTAETCS OCHOBHBIM KaHAMJIATOM Ha POk (PU3MUECKOTO MEXaHHU3Ma, JIeXKAIEro B
OCHOBE COJTHEYHO-3eMHBIX B3aumojeictBuii (Khachikyan et al.).

B nanHoii paboTe mpeacTaBiIeHbl HEKOTOpbIE pPE3YyJbTaThl, CBS3aHHBIC
C KOppensiueil MeXIy KoNeOaHUSMH COJTHEYHOM AaKTUBHOCTHU U CHIBHBIMU
3emieTpsiceHusiMu B peruone CeepHoro TsHb-111ans.

Cucrematuueckie JaHHbIE O CEHCMHUYECKMX COOBITUSX B PETHOHE
CesepHoro Tsup-lllanss OepyT cBoe Hayalo ¢ paccKka3oB O 3HAYUTENIBHBIX
3eMJICTPSICEHUSIX, TTpon3omeamux B nepuo ¢ 1885 mo 1911 rr. Xots 3T coObITHs
ObUTH 33/I0KYMEHTHPOBAHBI, B CEHCMOIIOTUYECKUIN KaTalor TakKe ObLTH BKIIFOUEHBI
cBegeHus o 3emierpsiceHnu 1807 rona, Korja MECTHBIE JKUTENIN PAcCKa3aiu O CUIIbHOM
6enctBuu B AnmaTtsl. [ToaToMy ObLT IpOBeIeH aHATU3 KOPPEISILIMKA MEK/Ty COTHEUHOM
AKTUBHOCTBIO M CHUJIBHBIMHU 3emiieTpsceHusmMu (M>6) B CeBepnom Tsub-I1lane c
1807 roga mo HacTosIlee BpeMsl C UCIOJIb30BAHUEM CEUCMOJOTMYECKUX KaTaJloroB
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n karajgora HarmumonanpHOU reosornueckor cimy)Obl CIIIA. JlaHHBIE O COJHEYHOM
AKTUBHOCTH, B YaCTHOCTH, KOJIMYECTBO COJHEYHBIX MATEH, ObUIM MOJIYYCHBI C caiiTa
Mexnynapoanoro nentpa nanasix WDC-SILSO, bproccens.

Ta6muma 1 — JlaHHBIE 0 3eMIIETPSCEHUAX C MATHUTY0U OoJiee 6 6asioB, Mpo-
n3omenmux Ha repputopun Ceseproro Tsaup-1llansg ¢ 1807 .

No | Jlata Iupora | Jonrora |Marnutyna |Ha3Banue

1 1807, ssuBaps 1 43,1 76,9 6,7 AnMaTHHCKOE

2 | 1865, maprt 22 42,7 73,2 6.4 MepkeHckoe

3 | 1868, aBryct 29 |42,7 75,9 6.4

4 | 1885, aBrycr 2 427 74,1 6,9 benoBojackoe

5 | 1887, ntonb 8 43,1 76,8 7,3 Bepnenckoe

6 | 1889, uromp 11 432 78,7 8,3 Ynimkckoe

7 | 1890, dbeBpannb 25 | 43,0 78,0 6,4

8 | 1911, auBaps 3 429 76,9 8,2 Kemunckoe

9 1915, nexabps 17 | 42,0 79,2 6,7 Kokmraansckoe

10 | 1921, auBaps 1 439 81,4 6,5 Kynbmxuackoe

11 | 1938, mrons 20 427 75,8 6,9 Kemuno-Yyiickoe
12 | 1970, urons 5 42,52 78,73 6,8 Cappbi-Kameimickoe
13 | 1978, maprt 24 42 .84 78,61 7,1 Kamanam-Trorckoe
14 11990, nosiops 12 | 42,96 78,07 6,3 BbaticopyHckoe

15 | 1992, apryct 19 42,14 73,57 7,3 CyycambIpckoe

16 | 2013, suBapp 28 |42,6 79,71 6,1 Capprkasckoe

Ha puc. 1 noka3aHbl CpeAHEroJioBble 3HAUEHHUsS YMCJIA COJHEYHBIX IATEH,
3apeructpupoBansbie ¢ 1800 mo 2018 rox. Beigenstomasics kpuBasi npeacTaBisieT
co0oii 23-neTHee ckomb3siee cpeaHee. CUMBOIaMU 0003HAYEHBI 1aThl CEHCMUYECKUX
coObITHIA, TOPOOHO onucaHHbIX B Tabnuue 1. TpeyronsHuku 0003HA4aOT COOBITHS,
NpOM30LIeIINe, KOI/la COJIHEYHAsh aKTMBHOCTh IpEBBIIIANIa CKOJIb3SINEE CpelHee
3Ha4YeHHe, a KPyru — Te, KOTOpble MPOM30IILIN, KOT/Ia COJHEYHAasi aKTUBHOCTh OblIa
HIwKe Hero. HaGmroeHus Moka3bIBaloOT, YTO U3 16 3HAYMTENbHBIX 3€MIIETPACEHUI
BOCEMb, KaK MpPaBUIIO, NMPOUCXOAUIN BOIM3M MAaKCUMYMOB 11-J€THUX COJTHEUHBIX
IIUKJIOB (TPEYTOJBHUKH), @ BOCEMB - BOJIM3M MUHUMYMOB (Kpyr#). Ha pucynkax 2 u 3
IPUBECHbI TOTIOJIHUTEIbHBIE MOSICHEHUS K 3TOMY PE3YJIbTaTy.
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Pucynox 1 - CpenneronoBble uucia conHeyHbIX nsTeH 3a 1800 — 2018
IT.; )XUpHas KpWBas — YCpPEeIHEHHE MO 23 TT.; CUMBOJIBI — 3emieTpscenus (M>6),
MIPOM3OIIE/IIINE PU COJTHEYHOW aKTMBHOCTH HIDKE TpeHAa (KpYTH) W BBIIIE TPEHIA
(TpeyTroJIbHUKN).

Ha puc. 2 mnpexacraBineHbl CpeAHEMECSUHBIE YHCIA COJHEYHBIX IMATEH,
CIVIAKEHHBIE C MOMOILBIO 13-MECSAYHOrO CKOJIB3SIIETO CPEAHEro, ISl COJIHEUHBIX
ukiioB Nel2 (mexadbpn 1878 - mapt 1990), Nel5 (uronmb 1913 - aBryct 1923), Nel7
(cenTs16pn 1933 - peBpans 1944), Ne20 (okts16ps 1964 - mapt 1976), Ne21 (mapt 1976
- ceHT0pb 1986), Ne22 (centsabpp 1986 - aBryct 1996) u Ne24 (nexabps 2008 - mapt
2019).

BeprukanbHble JTMHUM B OCHOBaHMM PUCYHKA YKa3bIBalOT 3€MJICTPSACEHUS,
o003HaYeHHBIC TpeyrosbHUKaMu Ha Puc. 1, u ux Bpemennoe orcraBanue (AT1) oT
Hayasla (MUHUMyMa) COOTBETCTBYIOLIETO 11-1€THEro COJTHEYHOro LUKJIA.

CornacHo pacueraM, cpelHss BpeMEHHasl 3aJiep)kka, oOo3Hayaemasi Kak
ATlsr, st KpynHbIX celicMudeckux coObiThil B pernone CesepHoro TsHb-11lans,
MIPE/ICTABICHHBIX TpeyroibHukamMu Ha Puc. 1, cocraBmser 53,8 wmecsina, wimn
npuMmepHo 4,5 roga, OTHOCHUTEIbHO Hadaja |l-J€THEro ColHeYHOro IHKIa. JTa
3aJiep’KKa COOTBETCTBYET MEPUOy MAKCUMAIILHOW COTHEYHON aKTUBHOCTH B PaMKax
BBIILICYIOMSHYTOTO IIUKJIA.
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Pucynox 2 - Crnaxxennsie 1o 13 Mecsiiiam 4uciia COJTHEUHBIX MATeH B 11 meTHux
nuKiax ¢ Homepamu: 12, 15, 17, 20, 21, 22, 24; BepTHKaJIbHBIC JUHUU ¢ TU(pamMu
MapKHUpyroT 3emieTpsicenus: 1 —M6.9,1885r; 2 —M6.7, 19151; 3 -M6.9, 1938r; 4 —
M6.8, 1970r,; 5—M7.1,1978r; 6 —M6.3, 1990r.; 7—M?7.3, 1992r; 8 — M6.1, 20131

Ha pucynke 3 mpezacraBieHbl JaHHbIE, AaHAJIOTMYHBIE TE€M, YTO MPHUBEIACHBI
Ha Pucynke 2, HO OCHOBHOE BHHMAaHHE YIEICHO CEHCMUYECKUM COOBITHSIM,
MIPOUCXOISIINM BOJIM3M MUHUMYMOB 11-JIETHUX CONHEYHBIX ITMKJIOB (00O03HAYEHBI
Kpykkamu Ha Pucynke 1). KpuBble WITIOCTPUPYIOT KOJIMYECTBO COJTHEYHBIX MATEH
MEX/1y MaKCUMyMaMU TOCIe0BaTeNbHbIX | 1-TeTHUX IIUKIIOB.

WNHTepBan oT Hayana COJHEYHOTO IUKJIA IO €ro KyJbMUHAIIMKA 0003HaYaeTCs
kak AT2sr = 58,6 mecsinia, 4To NMPUOIU3UTENBHO paBHO 4,8 ro/1a, YTO COOTBETCTBYET
Haaupy 11-1eTHero conHeYHoro uKIia.

CKJIOHHOCTh KPYMHBIX CEHCMUYECKUX COOBITHI COBIMAAaTh C MHHHUMYyMaMHu
WM MaKCUMyMaMH 1 1-JIeTHUX COTHEUHBIX IIUKIIOB ObLTa 3a)UKCUPOBAHA B PA3IIUYHBIX
CeHCMHUYECKH aKTUBHBIX PETHOHAX 110 BceMy Mupy. B kauecTBe npumepa, J0HCy3aku 1
ap. (Ebisuzakietal.,2011)uccnenoBanu KOppesIIIHIO MEXTY COTHEUHOM aKTUBHOCTHIO,
BYJIKAaHMYECKOI aKTUBHOCTBIO U CEMCMUYHOCTHIO B SIMOHUY, [TOKa3aB, YTO B IEPUO]I C
1700 o 2010 rT. 1eBSITh U3 ABECHAAATH 3HAYUTEINBHBIX 3eMiieTpsicenuii (M>7,5), uTo
cocraBiseT 75 % ot o011ero yucia, Mporu30LUId B MUHUMYMBI 11-71€THUX COJIHEUHBIX
nukiIoB. OcTaBmIMECs TPU 3HAYUTEIBHBIX 3€MIICTPSCCHHS MO BPEMEHU COBIATHU C
MaKCUMyMaMH | 1-JIEeTHUX COJTHEYHBIX ITUKJIOB.
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Pucynox 3 - Crnaxennsle 1o 13 mecsiiaMm 4Mciia COMHEYHBIX MSATEH MEXKIY
MakcumMyMamu 11 jneTHuX conHeyHbIX 1ukIoB: 5-6, 10-11, 12-13, 14-15, 15-16;
BEpPTUKAJILHBIC JIMHUM C IIUPpaMu MapKUPYIOT 3emieTpscenus: 1 —M6.7, 1807r.; 2 —
M6.4, 1865r; 3 —M6.4, 1868r.; 4 — M7.3, 1887r; 5 — M8.3, 1889r.; 6 — M6.4, 1890r;
7-M8.2, 1911r,; 8 — M6.5, 1921r.

Jnsa  nanpHeWMmIero HW3y4deHUs KOHTPACTHBIX pPEAKUUA CEMCMHYECKOU
aktuBHOCTH B CeBepHoMm TsHb-lllane Ha W3MEHEHMsI CONHEYHOW AKTUBHOCTH, B
YaCTHOCTH, Ha WX TEHJCHIIMIO COBIIAJaTh C TOYKAMHM MaKCUMyMma WIHM MUHUMyMa
11-neTHero 1ukia, Mbl oOparuMcs K Puc. 1. DTOT pHUCYHOK WILTIOCTPUPYET, HYTO
WHTEHCUBHOCTh, WU aMIUIATYyAa, |1-JIETHUX COJIHEYHBIX IMKJIOB KONEOIETCS BO
BpeMeHU. llepuon coIHEYHOM AaKTUBHOCTH, XapaKTEPU3YIOLIMNCA HECKOJIbKUMH
MOCJIEIOBATENbHBIMU 11-T€THUMU COTHEUHBIMH LUKIAMHU, HHTEHCUBHOCTH KOTOPBIX
3HAYUTETIPHO HIDKE CpPEJHEro 3HAueHUs, Has3blBaeTcsl NIIyOOKUM COJIHEUYHBIM
MUHUMYMOM, TaKK€ HM3BECTHBIM KaK OOJbIION MHUHUMYM. OTa HOMEHKJIATypa
MIPUITHCHIBACTCS UCCIIEI0BATENSAIM, KOTOPbIE IEPBOHAYATBHO 33JJOKYMEHTHUPOBAIH 3TH
apnenus (Usoskin et al., 2007). B pamkax BpeMeHHOro UHTepBaja, H300paKeHHOTO
Ha Puc. 1, MOXXHO BBIZICIUTH JIBa COJTHEUHBIX TPAHI-MUHUMYyMa: MUHUMYM JlansToHa
(1790-1820 rr) u munumym Imeiicoepra (1880—1915 rr.). I[loMmumMo comHEYHBIX
MUHUMYMOB, KOJICOQHHsI COJNHEUHOW AKTUBHOCTH TAaKXK€ BKIIFOYAIOT COJIHEYHBIC
MakcuMyMbl. CaMblii TOCIIEHUI IpaHI-MaKCUMYyM Iipou3olien npuMmepHo 1960+40
JIeT Ha3a]l, a MPEIbI YU - 0oJiee YeM 3a J1Ba ThICSIYEIIeTHsI 10 HETO, 8 UMEHHO MEXTY
425-465 tT. 10 H.D.

CosHeuHbIH IpaHA-MaKCUMYM Mpou3oiiel npuMepHo B 1960 £40 net. Cnenyet
OTMETHUTh, UTO B ATy BMOXY IO BCEMY 3€MHOMY IIapy HaOironasach KOHIEHTPALUs
MOIIIHBIX 3eMJIETPSICeHHM, MarHuTyaa KoTopeix npesbimana 8,5 (Bufe et al., 2005).
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B wactHOCTH, 3emueTpsicenne MaruuTyaoud 9,0 mpousonuio Ha CeBepHbix Kypumax
B 1952 rony, 3a HUM MOCIIEIOBAJIO 3€MJICTPACEHUE MAarHUTya0u 8,6 Ha AJEyTCKHX
octpoBax B 1957 rony, 3emnerpsicenne Mmaruutyaou 9,5 B Uunu B 1960 roxy, koropoe
OBLIO CaMbIM CHJIBHBIM U3 BCEX 3apErUCTPUPOBAHHBIX, U 36MIIETPSICEHUE MarHUTYI0M
9,2 Ha Anscke B 1964 romy. bonee toro, kak mokazano Ha Puc. 1, GOJBIIMHCTBO
CHWJIBHBIX 3€MJICTPSICEHUM, CrPYNIUPOBAHHBIX BOKPYT MHUHUMYMOB |l-meTHUX
COJIHEYHBIX LIUKJIOB, TAK)KE CIPYIITUPOBaHbI BOKPYT JlansToHcKoro u [eiicoeprekoro
COJTHEYHBIX TpaHA-MHUHUMYMOB. Bo Bpems Oonbmioro MuHuMyma JlaasroHa
MIPOU301ILI0 celicMuueckoe coobiTue B Anmatsl B 1807 rony.

Bo Bpems ImeiicOeprckoro MHUHUMyMa TMPOU3ONUIM TaKWe CHIIbHBIC
3emieTrpsiceHus1, kak Bepuen M7.3 B 1887 rogy, Unnuk M8.3 B 1889 rony u Kemun
MS8.2 B 1911 rony. I'neiicOeprckuii MUHMMYM, KOTOPBIH Tpuineics Ha Hadano 20-
IO BEKa, TAK)KE COBIAJ CO CKOIUIEHHEM CHJIbHBIX 3€MIIETPSACEHUI, MarHUTYI0N 8 U
Oonee, Mo BceMy MUpy/

DTH COITHEUHBIE ITUKITBI BO3HUKIIN B ATI0XY COTHEYHOTO MaKCUMyMa 0KoJio 1960
I., C MOTPEUIHOCTHIO ipuMepHO B 40 steT. I Hao00poT, paccMaTpuBalOTCss MUHUMYMBI
11-JIeTHUX COJHEYHBIX LUKIIOB, KOTOPbIE BO3HUKAJIN B MEPHUOABI COTHEUHOTO TPaH/I-
munumyma Jlansrona (1790-1820 rr.) u ['meiic6epra (1880—1915 rr.).

3akiaroueHue

B nacrosimiee BpeMs HeT yOenUTENbHBIX JOKA3aTeIbCTB TOTO, YTO COTHEYHAS
SHEPTHs HAMIPSAMYIO BBI3bIBAET 3emiieTpsiceHus. OJJHaKo, CyIIEeCTBYIOT UCCIIEIOBaHMS,
U3y4Yalolllie TMOTeHIMAIBHBIE KOPPEISIUN MEXAYy COJIHEYHON aKTUBHOCTBIO U
CEHCMHMYECKON aKTHBHOCTBIO, a TaK)Ke BIMSHHUE APYTUX (HDaKTOPOB, CBSI3aHHBIX C
COJTHEYHOM aKTMBHOCTHIO. BakHO KpUTHUECKH OLIEHHWBATh TaKue€ HCCIENOBAHUS U
MIOMHHUTB, YTO KOPPEJALMSI HE 03HAYAET MPUUMHHO-CIIECTBEHHYIO CBSI3b. OCHOBHOM
MIPUYMUHON 3eMJIETPSICEHUH MO-TNPEKHEMY CUUTAIOTCS TEKTOHUYECKHUE IIPOLIECCHI.

CpaBHEHHE TaHHBIX O BapHAIUSAX COJTHEYHON aKTUBHOCTH U BPEMEHHU BO3HUK-
HOBEHMsI CWIIbHBIX 3emiieTpsicenuii (M>6) B peruone CesepHoro Tsaub-11lans ¢ 1807 .
10 HACTOSIIIIEE BpeMsi, BKJIoUarolee 16 coObITHIA, TOKA3bIBACT, UTO IMOJIOBUHA ITHX CO-
OBITHIA, KaK IPABUJIO, TPOUCXOINIIA BO BPEMsI MAKCUMAIIbHBIX (ha3 11-1eTHUX conHeu-
HBIX [IMKJIOB. DT LIUKJIBI B OCHOBHOM IPOMCXO/IUIIN BO BPEMs OOJIBILIOTO COTHEYHOTO
MakcumyMa okoio 1960+40 ser, 9yTo yka3bIBaeT Ha MOJIOKHUTEIBHYIO KOPPEISIIHIO
MEX/1y COJHEYHON M CEeHCMHUYECKOW aKTUBHOCTBIO. M1 Ha000pOT, ocTaBIasics 1oJo-
BHHA 3eMJICTPSICEHUI TPOUCXO/IIIIA B MUHUMATBbHBIE (Da3bl 1 1-JIeTHUX COTHEUHBIX ITU-
KJIOB, COBIIAQJAIOIINUX C OOJBIIMMHU MUHUMYMaMU COJHEYHOM aKTUBHOCTH JlanbToHa
(1790-1820 rr.) u I'meiicGepra (1880—1915 rT.), 9TO TOBOPUT 0O OTPHUIIATEIIHHOMN KOP-
PETSALIMHU MEXTY COJTHEYHOM U CEMCMUYECKOW aKTUBHOCTBIO.

[TpucyTcTBUE COTHEYHBIX MUHUMYMOB U MaKCUMyMOB MOXKET CO3/1aBaTh OJa-
TOIIPUSITHBIE YCIIOBUS /ISl pa3BUTHUSI MHTEHCUBHBIX CEHCMUYECKUX COOBITHM.

XoTs MoJIHOEe 00CYKJIEHUE 3/1€Chb HEBO3MOXKHO, B MHOTOUHCJIEHHBIX IyOJIn-
KaIUsIX paccMaTpUBAETCs BIMSHUE KOCMHUYECKUX (DaKTOPOB Ha 3€MHYIO KOpYy uepes
IpaBUTALIMOHHBIE U 3JIEKTPOMAarHuTHbIE CHIIbl. OIHAKO HE XBaTaeT ClelMaIbHOM IIpo-

rpaMMBbl, KOTOpast 00beAMHMIIA OBbI HCCIIETOBAHUS SKCIIEPTOB IO KOCMUYECKOH (pU3UKe
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Y CTICIIMATMCTOB 10 (pu3nke TBepaor 3emiind. be3 Takux CKOOpAMHUPOBAHHBIX YCUITHI
MOJIHO€ MOHUMaHHE T€OKOCMHYECKNX B3aUMOJAECHCTBHI HEBO3MOKHO.

Havano pa3pabGoTku Takoi NpOrpamMMbl TPEJCTABISETCS CBOEBPEMEHHBIM,
YYUTBIBasl TPOTHO3BI O TOM, 4TO COJHIIE BOWJET B OYEPETHON OOJBIION MUHUMYM K
2030-2040 rogam. Mcxonst 13 HCTOPUYECKUX 3aKOHOMEPHOCTEH MPEIbIIYIIEr0 0O0Jb-
II0T0O MUHMMYMa B Hadasie XX BeKa, BCIUIECK CHIIBHBIX 3€MJICTPICEHUI MOXKET TIPOH-
30WTH IO BCEMY MUY, B TOM YHCJIC U B TaKUX peruonax, kak CesepHbiii Tsup-111anb,
TJIE B €T0 MPEATOPBSX U pacrionaraeTcs ropoa Anmarel. Mi3ydeHue qaHHOM TEMBI TIPei-
CTaBJISIET HE MPOCTO HAYYHBIM MHTEPEC, HO M UMEET OIPOMHOMN MPAKTHYECKOE 3HAYE-
HHE, CBSI3aHHOE ¢ 00ecIeueHrneM 0e30MacHOCTH MUIUTHOHOM KuTenei Kazaxcrana.

REFERENCES
Bufe C.G., and Perkins D.M. (2005). Evidence for a global seismic-moment release sequence // Bull.
Seismol. Soc. Am. — 2005. — V. 95. — Pp. 833-843.

Ebisuzaki T., Miyahara H., Katoaka R., Sato T., Ishimine Y. (2011). Explosive volcanic eruptions triggered
by cosmic rays: Volcano as a bubble chamber // Gondwana Research. — 2011. — V. 19. — Pp. 1054-1061.

Morner N.-A. (2015). The Approaching New Grand Solar Minimum and Little Ice Age Climate Conditions //
Natural Science. — 2015. — V. 7. — Pp. 510-518. http://dx.doi.org/10.4236/ns.2015.711052

Love J.J. and Thomas J.N. (2013). Insignificant solar-terrestrial triggering of earthquakes // Geophys. Res.
Lett. — 2013. — V. 40. — Pp. 1165-1170.

Khachikyan G., Inchin A., Lozbin A. 5. Spatial Distribution of Seismicity: Relationships with Geomagnetic
Z-Component in Geocentric Solar Magnetospheric Coordinate System (http://www.SciRP.org/journal/ijg)

Usoskin I.G., Solanki S.K., Kovaltsov G.A. (2007). Grand minima and maxima of solar activity: new
observa-tional constraints / — Astron. Astrophys. — 2007. — Ne 471 (1)

Wolf R. On the periodic return of the minimum of sun-spots: The agreement between those periods and the

variations of magnetic declination / — Philos. Magazine. — 1853. — Ne 5. — P. 67.

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

117



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 27082032 (print)
ISSN 2708-2040 (online)

YK 621.396.9

STUDY OF THE PROPAGATION CHARACTERISTICS OF WIRELESS
TECHNOLOGY SIGNALS IN DIFFERENT ENVIRONMENTS

E.K. Assembay
International University of Information Technology, Almaty, Kazakhstan
Scientific supervisor: E.A. Bakhtiyarova

Popov V.I. — A Russian scientist specializing in radio communications and telecommunications. Author of
scientific works on the fundamentals of cellular communication and radio wave propagation.

Shabunin S.N. — An expert in mobile communications and a lecturer. Author of methodological guidelines on
radio wave propagation and antenna systems in mobile networks.

Lesnaya L.L. — A researcher in radio engineering systems and wireless communications, co-author of scientific
publications on radio wave propagation.

Abstract. This article examines the characteristics of wireless signal
propagation in different environments and the factors affecting their attenuation and
distortion. The fundamental principles of electromagnetic wave propagation, including
direct propagation, reflection, diffraction, refraction, and scattering, are analyzed.
Special attention is given to the impact of environmental factors such as concrete,
glass, and atmospheric precipitation on signal power reduction. The obtained results
can be useful in designing wireless networks and optimizing communication quality
in complex obstacle conditions.

Keywords: wireless technologies, signal propagation, attenuation, distortion,
diffraction, refraction, reflection

OPTYPJII OPTAJIAPJJA MOBMWJIB/II TEXHOJIOTUSA CUTI'HAJIBIHBIH
TAPAJIY CUITATBIH 3EPTTEY

E.K. 9cembaii
XaJbIKapalblK aKMapaTThIK TEXHOIOTHUsATIap YHUBepcuTeTi, Anmatsl, KazakcTas.
Foutbivu xerexmni: E.A. baxtusposa

Monos B.U. — Panmo06aiiinaHbic koHE TEICKOMMYHUKAIUS CaJaChIHIAFBl PECCHIIiK FalbIM. ¥sUIbl OailaHbIc
HeTi3/1epi )KoHe PaIHOTOIKBIHAAP/IBIH TapaTybl OOMBIHINIA FEUIBIMUA €HOCKTEP/IiH aBTOPEL.

Ila6ynun C.H. — MoOunbai Oaiianbic caxachIHAAarsl Capamilbl, OKBITYIIBL. PaToTOIKBIHIAPIBIH Taparybl
JKOHE aHTEHHAJIBIK XKYHelep Typajbl 9fiCTeMEeNTiK HYCKayJIBIKTap/IbIH aBTOPEL.

Jlecnas JI.JI. — PagmoTexHuka xyifenepi xaoHe CIMCHI3 OalfJIaHBIC CalaChIHAAFE 3epPTTEYI, PaaHOTOIKEIHAAD
Taparybl OOUBIHIIA FEUIBIMU OAaCBUIBIMIAPABIH KOCAIKEI aBTOPHI.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 m
International License =4

118



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

AHHoTanus. byn Makanaza cbIMCBI3 CUTHAJIIAPABIH dPTYPIIl OpTaaa Tapaity
epeKIIeNIKTeP1 XKIHE OJIAp/IbIH dJICipeyiHe MeH OypManaHybIHa dcep eTeTiH (hakTopap
KapacThIpblIaibl. DJIEKTPOMArHUTTIK TOJKBIHIAPABIH Tapady MPUHIMIITEPI, COHBIH
1II1H/e TiIKeIeH Tapaily, aFbuTy, TUPpaKLus, peppakLus >KOHE MIalblpay TajaaaHa/bl.
Kopiaran opta akropiapsl, MbIcanbl, OETOH, IIBIHbI )KOHE aTMOC(EpabIK KaybIH-
IIAIBIHHBIH CUTHAJI KyaThlH TOMEHJETYJIETl dCepiHe epeKIle Hazap ayaapbuiafibl.
AJBIHFAaH HOTHXKENIEp CBIMCBI3 KenuiepAl »kobamay MeH OailaHbIC camachlH
OHTalNaHABIpy1a Maianbl 60Tybl MYMKIH.

Tyiiinai ce3gep: CHIMCBHI3 TEXHOJIOTHSIAP, CUTHAJABIH Tapaiybl, JCipey,
Oypmanany, qudpakuus, peppakuus, mLarbLTy

NCCIIEAOBAHUE XAPAKTEPA PACITPOCTPAHEHUSA CUTI'HAJIA MO-
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My OJIMKAIHNA TI0 TEME PaIOBOJIH.

AHHoTauusi. B jaHHOW  cTaTke  paccMaTpuBalOTCd  OCOOEHHOCTH
pacripocTpaHeHHuss OeCHpOBOJHBIX CHUTHAJIOB B PA3IMUYHBIX Cpeaax U (aKTophl,
BJIMSIIOIME HA UX 3aTyXaHUE M UCKaXEeHHE. AHATM3UPYIOTCS OCHOBHBIC IMPUHIIUITBI
pacrpocTpaHeHHsT  DJIEKTPOMArHUTHBIX ~ BOJH,  BKJIIOYas  MPSIMOJMHEHHOE
pacrpocTpaHeHue, oTpakeHue, Audpakiuio, peppakuuio u pacceuBanue. Ocodoe
BHUMAaHME YJENseTCsl BIMSHUIO OKPY’KAIOLIeH Cpeibl, TaKUX Kak OETOH, CTEKIO U
aTMoc(epHbIe 0CaJIK{, Ha CHI)KEHHE MOIIHOCTU curHajia. [lonmydyeHHble pe3yabTaThl
MOTYT OBITh MOJIE3HBI MPU MPOCKTHUPOBAHUU OECHPOBOIHBIX CETEH M ONTHUMHU3ALUU
Ka4yecTBa CBSI3U B YCIOBUSX CIOKHBIX MPENSTCTBUM.

KiroueBble c1oBa: 0eCcripoOBOJHBIC TEXHOJIOTHH, PacpOCTpaHEHHE CUTHAIa,
3aTyxaHue, UCKakeHHe, Audpaxius, pepakius, oTpakeHue.

Beenenue

becnipoBoHBIE TEXHOJIOTUU WIPAIOT BAXKHYIO POJIb B OOECIICUEHUU CBA3H
B Meramojucax, Takux Kak Anmartel. OJIHAKO IUIOTHas 3acTpoiika, 0COOEHHOCTH
rOpOACKON MHPPACTPYKTYPhl U MOTOHBIE YCIOBUS MOTYT 3HAYMTEIbHO BIMATH HA
pacnpocTpaHeHHe CUTHAJIA, BBI3bIBAs €r0 3aTyXaHHWE U UCKaXKEHHUE.

B nmanHOI1 cTaThbe MMPOBOAUTCSA UCCIICAOBAHUC PACIIPOCTPAHCHUSA CUT'HAJIOB 4G
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u 5G B ropojie AnMaThl Ha OCHOBE PAcyeTOB 3aTyXaHHUsS B CBOOOHOM MPOCTPAHCTBE
(FSPL), ocmabnenusi curHana mpu MPOXOXKJACHUU dYepe3 OCTOH, CTEKIIO U J0XK/Ib. B
Ka4eCTBE MCXOAHBIX JaHHBIX UCMOJB3yI0TCS 4yacToThl 800 MI'm, 2.6 I'T, 3.5 [T u
28 I'T'i. y1st o1ieHKH IOTEPh MPUMEHSIIOTCS CTaHAapTHEIE (opmyiibl, Takue Kak: FSPL
(3aryxaHue B CBOOOJHOM MPOCTPAHCTBE). 3aTyXaHHWE B CTPOUTEIHHBIX MaTepHanax
(OeToH, CTEKJIO0) YYHUTHIBAE€TCS MO HMIOMPUYECKUM JAaHHbIM. [loTepu B m0XKIb
paccuutsiBarorcs o moaenu ITU-R:

Jns  HarasAHOTO TPENCTaBICHUS BIMSHHUS —Pa3NUYHBIX (PAKTOPOB Ha
pacnpocTpaHEeHHE CHUTHaJla COCTaBlieHa Ta0JMIla PacyeToB, B KOTOPOM MPHUBEACHBI
3HAYEHUS MOTEpPh CUTHANIA JUIS KaXXIOW M3 4acTOT B pa3NUYHBIX yciaoBusx. Kpome
TOTO, pe3yJbTaThl PACYETOB MPEACTABICHB B BHUIEC KapT TMOKPBITUS CETH, TJe
BU3YaJIN3UPYIOTCS 30HBI CTAOMIBHOTO CUTHANA JUIS Pa3HBIX 4acTOT.

OT0 Hcce10BaHUE MOXKET OBbITh MOJIE3HO I TPOSKTUPOBAHUSI OECITPOBOIHBIX
ceTell U yNmydlleHHs KauecTBa CBSA3H B AJIMATHI.

1. OcHOBHBbIe MPUHUMIIBI PACNPOCTPaHeHMsl cUrHajga PacnipocTpaneHue
ANIEKTPOMATrHUTHBIX BOJIH B OECTIPOBOHBIX TEXHOJIOTUAX MPOUCXOAUT MO CIAEAYIOUTIM
Mexanuzmam (Popov, 2005):

- [IpsimonuHeHOe pacpocTpaHeHHE B CBOOOIHOM POCTPAHCTBE.

- OTtpakeHue OT NpensiTCTBUH.

- Judpakuus (orubaHue MpensaTCTBUI).

- Pedpakuus (M3MeHeHNEe HapaBlIeHUs U3-32 HEOIHOPOIHOCTH CPEIbI).

- Jlucniepcus u pacceruBaHue.

Kaxxaplit 13 3TUX MEXaHU3MOB UIPAaeT BKHYIO poJib B GOPMUPOBAHUU XapaK-
TEPUCTUK CUTHAJIA B PEAJIbLHOU CpeEIE.

2. Buausinue pa3jiMuHbIX CPe/l HA PaCPOCTPAHEHHE CUTHAJIA

Hannbie (Popov, 2015). moka3pIBarOT, 4YTO CHTHaJbI Ha yacToTax Bhime 100
I'Tu ropa3no cuiibHEe TOMIOMIAIOTCS MPENATCTBUAMH (OeTOH, Boza, Metaut). Kpome
TOTO, aTMOC(EPHBIC YCIOBHS, TAKUE KAK JOXK b, CHET, BIAKHOCTh, TAKKE OKA3bIBAIOT
3HAYUTETIFHOE BIUSHUE HA PACIPOCTPAHEHHE BOIH, 0COOEHHO B MUJUIMMETPOBOM
TeparepuioBoM auanasonax (Popov, 2015).

2.1 Bo3nymHas cpena. B umeanbHOM ciydae rnepeadya CMrHaja B BO3AYyXeE
MIPOUCXOTUT 0€3 3HAYUTEIBHBIX MOTEPh, OJHAKO aTMocdepa He SBISETCS OTHOPOI-
HOU. BraxkHOCTb, TOK/b, TYMaH U JIPyTH€ MOTO/IHBIE YCIOBUS MOTYT BBI3bIBATh OCJIa-
OneHre CUTHaJIa, 0COOEHHO Ha BBICOKMX yacToTax. Hampumep, npu gactore 60 I'T1y
oclabiieHue CUTHaIa MOXKET JAOCTUrarh 15 nb/kM mpu BBICOKOH BiakHOCTH. Taxke
CTOUT YUYUTHIBATh COJIHEUYHYIO aKTUBHOCTB, KOTOpasi MOXET CO37[aBaTh AJIEKTpOMar-
HUTHBIC BO3MYIIICHHMS, BIUSAIONIME Ha cTabuibHOCTh cBs3u (Geographic information
systems and remote sensing).

2.2 Topoackasi cpena. B TopoACKUX yCIOBHUSIX CUTHAJ CTAJIKUBAETCS C MHO-
KECTBOM TMPEMATCTBUN: 3aHUSIMH, aBTOMOOUJISIMHU, NEPEBBSIMH. DTO MPUBOIUT K
MHOTOJIy4€BOMY pacripocTpanenuto (multipath), mpu koropoM curHan orpaxaercs Ot
Pa3IMYHBIX 0OBEKTOB, YTO MOXET BBI3BIBATh HHTEP(EPEHITNIO U CHUKCHHUE KauyecTBa

CB3H. I/ICCJ'IeILOBaHI/IH ITOKa3bIBAKOT, YTO B I'YCTOHACCJICHHBIX paﬁOHaX IOTCPU CUT-
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Hana MoryT pocturatb 30—50 n1b. CoBpeMeHHbIE TEXHOJIOTMH, TAKUE KaK CUCTEMBI
HarpasiieHHoro (popmupoBanus styda (beamforming), moMoraioT MUHUMHU3HPOBATH
3TH MOTEPH.

2.3 3akpsIThie OMeleHusi. BHyTpuY 31aHMii CUTHAT POXOAUT Yepe3 CTEHBI,
MOTOJKU M MeOelb, YTO MPUBOAMUT K €ro ociabieHuo. Pa3nnynbie MaTepualsl mo-
IJIOIIAIOT CUTHAJ C pa3HOM MHTEHCHUBHOCTHIO: 0eTOH ocnabnser curnan Ha 20-30 b,
MeTaJll TPAKTHYECKH MOJHOCTHIO OIOKUPYET €ro, TOTAa KaK CTEKJIO U IEPEBO OKa3bl-
BatOT MeHbliee BiusiHue (~5—-10 nb). s ynyumenus nepenauu CUrHaia BHyTpH 3/1a-
HUN UCHOJB3YIOTCSI METO/bI YCUJICHUS! MOKPBITHUS, BKIIIOUas pa3BepThIBAHUE MaJIbIX
cot (small cells) u pemrocor.

2.4 Bonnas cpena. Bona 3nauntenbHO ocnadiseT paauoBOIHb, 0COOEHHO Ha
BBICOKHMX yacTtoTax. Hanmpumep, npu vacrore 2,4 I'T'1| 3aTyxaHue curuanga B BOJE CO-
crapnsieT okono 1000 nb/M, uTo AenaeT HEBO3ZMOXKHBIM TPaJUIIMOHHYIO OECIIPOBOI-
HYIO CBSI3b B I1O/IBO/IHBIX YCJIOBUSX. /{151 MOABOAHOM CBSI3U UCIIONB3YIOTCS aKyCTHYE-
CKHE U ONTUYECKHE METO/bI, MO3BOJISIIOIINE [Iepe/laBaTh 1aHHbIE Ha OTpaHUYCHHBIC
paccTosiHusl.

2.5 llon3emuas cpeaa. B ToHHENAX W mIaXTax pPacHpOCTPAHEHHE CHUTHAJA
3aTPYIHEHO M3-3a MJIOTHBIX MOPOJ U OTPaHMYEHHOTro MpocTpaHcTBa. MccienoBaHus
MOKAa3bIBAIOT, 4TO Ipu TiyOuHe 10-20 M morepu curnana Ha yacrorax Beime 1 [Ty
MoryT mpeBbiiath 60 1b, TpeOys HCMONb30BaHUS CHEIHAIN3UPOBAHHBIX PETPAHC-
nstopoB. [l obecriedeHus CBA3M B MOA3EMHBIX YCIOBHUSX MPUMEHSIOTCS BOJIOKOH-
HO-ONTHYECKHE CUCTEMBI U paclpesieeHHble aHTeHHbI (DAS).

3. Bansinue pacnpocTpaHeHusi CHrHaJia Ha ceTu 6G. Pa3pabotka cereii 1ie-
ctoro nokonenus (6G) mpenbsIBiIsSeT HOBbIE TPEOOBAHMS K PAaCPOCTPAHEHHUIO CHUT-
Hana. 6G Oyzmer padorarh Ha cBepxBbICOKHX yacToTax (Tl 1-amnanazon), 4to nemnaert
ero 0osiee UyBCTBUTEIIBHBIM K BIUSHHUIO OKpYyXxatomen cpenbl: (Shabunin & Lesnaya,
2000).

CpaBHeHue norepb curnagia B cersix 4G, 5G u 6G.

Cetu 4G, 5G u 6G HCHONIB3YIOT pa3IMYHbIEC TUAMA30HbI YaCTOT, YTO Hamps-
MYIO BIHUSET Ha XapaKTePUCTUKU PACIPOCTPAHEHHs] CHUTHAJA M YPOBEHb IOTEPh
B paznmuuHbiXx cpenax (Issledovanie i razrabotka metodov peredachi informatsii v
vysokoskorostnykh besprovodnykh setyakh).

4G: Paboraer B quamazone yactot ot 450 MI'ty no 3,5 I'T'. Huskue yacToThl
00eCIeunBalOT XOPOIIYIO MPOHUKAOIIYIO CITOCOOHOCTh M OTHOCUTEILHO HU3KHUE T10-
TEpH MpU PaCHpPOCTPAHEHUH, YTO MO3BOJISIET CUTHATY dPPEKTUBHO MPOXOAUTDH Yepe3
MPEMSITCTBYSI, TAKKE KaK CTEHBI U 3[JaHUSI.

5G: Hcnons3yer 6oree MMUPOKUN CHEKTP YACTOT, BKIHOUAs MUJJIUMETPOBBIE
BOJTHBI (0K0JI0 2528 I'T'11). XOTs 3TO MOBBIIAET CKOPOCTh MEPEIaYy JaHHBIX, TAKUE
YaCTOThI HCIIBITHIBAIOT OOJBIINE MTOTEPH NPU PACTIPOCTPAHEHUU U XYK€ MPOHUKAIOT
yepes3 NpensTCTBUS 1o cpaBHEeHHIO ¢ 4G.

6G: ILtannpyeTtcs ucmoyb30BarTh cyoTeparepiioBbie 4acToThl (Bbime 90 I'T).
OTH BBICOKHE YAaCTOThI IPEJOCTABIISAIOT OIPOMHYIO I0JIOCY IPOIYCKaHUS, HO COIPO-
BOYK/IAIOTCSl 3HAYUTEIIBHBIMH TIOTEPSIMH TP PACTIPOCTPAHEHUN W CHIILHON YyBCTBU-
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TEJILHOCTBIO K MPETATCTBHAM U aTMOC(HEpHBIM ycIoBusAM. [[iis Ooee TOYHO OLeHKH
MOTEPb CUTHAJIA HA PA3IMYHBIX YACTOTaX MOYKHO MCIIOIB30BaTh (hOpMYITy CBOOOIHOTO
npoctpancTBeHHoro 3aryxanusi (Free Space Path Loss, FSPL) (International Tele-

COMMY FSPL (1B) = 20logy,(d) + 201og,o(f) + 201logy, (1)

re:

d — paccrosiHre MeXIy NepeaTYuKkoM U MPUEMHUKOM (B METpax),
f — gacrora curnana (B repmax),

¢ — ckopocTh cBeta (=3x108\approx 3 \times 10"8=3x108 m/c).
IIpumep pacuera:

Paccmorpum notepu curhHaiza Ha pacctosHun 100 mMeTpoB i 4acToT,
ncronb3yeMsbIx B cetsax 4G, 5G n 6G:

Jlia mpumepa Bo3bMeM vactoTy At 4G-1 I'T'n, 5G-28 [T, 6G-100 [T

4G (1 Tw): FSPLyg = 201log;o(100) + 2010g,((10) + 201o0gy, (5255 ) FSPLe =~ 20 +
180 + (—147.6) = 52.4 16

5G (28 ITw): FSPLs¢ = 2010g,(100) + 2010g,((28 x 10°) + 20log,, (5555) FSPLs¢ ~
20 + 188.9 + (—147.6) = 61.3 1b

6G (100 IMw): FSPLge = 201og;(100) + 201og;,(100 x 107) + 201log, (5575)
FSPLg¢ = 20 + 200 + (—147.6) = 72.4 1b

OTH pacueTsl AEMOHCTPHUPYIOT, YTO C YBEJIIMYEHUEM YaCTOThI CUTHAJIA IOTEpU
IIPU PACIIPOCTPAHEHUH 3HAYUTEIBHO BO3PACTAIOT. DTO SBIAETCS KIIOYEBBIM (haKToO-
poM npu pazpabotke cereit 6G, TpeOyIOLUMM ydeTa MpH MJIaHUPOBaHUU UH(PPACTPYK-
TYpBbI ¥ BBIOOPE TEXHOIOIUM 17151 0OecreueHus CTaOMIbHON U KaUeCTBEHHOM CBSI3U.

3.1 MeTonosorusi pacuera pacnpocTpaHeHHsl CUTHAJIa.

Jis aHanmmM3a pacmpOCTpPaHEHWS] CUTHAIA HCIOJB3YIOTCS MaTeMaTHYeCKhe
MO/I€JIN, KOTOPBIE MO3BOJISIOT OLIEHUTh OTEPU MOLTHOCTH B 3aBUCUMOCTH OT YaCTOTHI,
PacCTOSIHUSA U OKPYIKAIOIIEH CpPEbl.

1. 3aryxanue B cBoOoaHoM npocrpancTBe (FSPL — Free Space Path Loss)

PacnipocTtpanenue curHana B CBOOOAHOM IPOCTPAHCTBE MOYKHO OIMCATh
dbopmymoit (International Telecommunication Union, 2005):

FSPL(dB) = 20log,,(d) + 201og,,(f) + 201og,, (47 /c)

I'ne:

d — paccrosiHue MEX Iy TepeIaTIuKoOM U TPUEMHUKOM (M);

f— gacrora curnana (I'T);

¢ — ckopocTh cBeta (=3x108\approx 3 \times 10"8~3x108 m/c);

T — MareMaTruuyeckas KoHcTaHTa (=3.1416).

UYem BbllIe YacTOTa, TEM OOJIbLIE MOTEPU MOIIHOCTH CUTHaJIa, OCOOCHHO Ha
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OOJIBIINUX PACCTOSHUSAX.

2. OcabsieHne CUTHAJIA MPH NMPOX0KIACHUN Yepe3 MaTepuaJibl

[Tpu mpOXOXAEHUM CUTHAla Yepe3 MPEensTCTBUS, TaKHe KaK CTEHbBI, CTEKIIO
WJIM METaJll, €ro MOITHOCTh ocnabnsercs. [lorepu paccunrteiBatorces mo gopmyre In-
ternational Telecommunication Union, 2021).

mepnaﬂa — Pﬂ - Pa!

I'ne:

. Lmarepunana — norepu cursana (ab);

. PO — momnOCTh curnana o npensatcteus (1bm);

. Pd — momHOCTH curHana nmocnie npenarcTBus (abm).

PaznuuHble MaTepuasibl OKa3bIBAIOT PA3IMYHOE BIIMSHUE HA CUTHAJN, YTO
OTpa)X€HO B TaOJIHIIE.

3. Ocaabnenue curiaja B 10:1b (Rain Attenuation)

ATMoc(hepHbIe 0CaaKu, OCOOCHHO JI0KIb, MOTJIOIAIOT YacTh CUTHAJA, 4TO
0COOEHHO KPUTUYHO AJIs1 BEICOKUX yacToT. Dopmyna ocnabienus (International Tele-
commu;i” : }éﬁaf‘ion, 2005):

I'ne:

A — ocmabnenue curnana (a1b/km);

k, o — k03¢ huImeHThI, 3aBUCAIINE OT YaCTOTHI CUT'HAJIA;

R — uHTEHCUBHOCTD MOXKs (MM/1).

YeM BBIIIC YACTOTA, TEM CHIIbHEE BIIUSTHIE OCAJIKOB Ha CBSI3b.

3.2 Tabnuma pacderoB pacnpocrpanenus curHana s 4G u 5G

4G (2.6 5G (28
[Tapamerp 4G (800 MTI'r) I'T) 5G(3.5ITm) I'Tn)
FSPL na 10 m (nb) 50.4 60.74 63.3 81.4
FSPL na 100 m (nb) 70.4 80.7 83.4 101.4
ITorepu B 6etone (20 cm) | 5-10 nb 815 nb 10-15 nb 3040 nb
[lorepu B crexue (10 mm) | 2-3 nb 3—6 nb 3-51b 10-15 nb
Totepn B oke (25 Mw/a) 0.01-0.05 nb/ |0.1-0.3 nb/ |0.2-0.5 nb/ 25 1B/ku
KM KM KM
Taimi pacsenes pacnpocmzsesin corkang s o 56
Sacroa (1Tu) PSP L (s5)  FL L0 (i) Moo Beron o 46)  Tomp Seronpuc o6} Tompu_crene o () omcreumpanc aF) oy o () e, gongs e (35
it B Thau § i ! 3 LB b
18 0 nu ! ] j b il i3
1 B3 BB i i } 5 i i
i) g ny 3 l i i 1 3

Pucynox 1-Tabnuya pezynomamos MATLAB
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CpaBHeHue ociableHusi CUTHaNla MPH MPOXOXKICHUU Yepe3 pa3Hble MaTepu-
anbl: OETOH, CTEKII0, METAJI, BO3AYX. BUIHO, UTO MeTal MPaKTUYECKU MOJTHOCTHIO
6nokupyet curnai. Jlanneplii rpadguk npeacTaBieH Ha pUCYHKe 3 ¥ pUCYHKe 4.

35

30

20

=

MaTepH (RE)

-
o

AnNnpoKcMMaUMRA NoTepb CMrHana B pasnuvyH

biX cpenax
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PeansHeIS JaHHbe GeToHa
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Pucynox 4-Bnusnue npensmcmeuti Ha cueHania
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4. Metoabl yJay4yllleHUs] PacpoCTPaHeHusl cUrHajda. J[Jisi MUHUMU3AIUU
BIMSIHUSL CPEJbl Ha CHUTHAJ NMPUMEHSIOTCA pasnuuHble TexHonoruu (Issledovanie
1 razrabotka metodov peredachi informatsii v vysokoskorostnykh besprovodnykh
setyakh):

- Hcnonbs3oBaHue NOBTOPUTENEH U PETPAHCIISITOPOB.

- [TpumeHeHne HarpaBIeHHBIX aHTCHH /IS JOKYCHPOBKH CHUTHAJIA.

- Hcnonp3oBanue texnoiaoruu MIMO (Multiple Input Multiple Output)
11t 00pabOTKM HECKOJIBKUX CHTHAIIOB OTHOBPEMEHHO.

- [Tpumenenne Gosiee HU3KUX YAaCTOT, KOTOPHIC JIyYIe MPOHUKAIOT Ye-
pe3 MpensITCTBUSL.

- Koppekiusi ommOoK nepenadyn TaHHBIX ¢ TTOMOINBIO KOAHUPOBAHUS U
QTATITUBHBIX aJITOPUTMOB.

- UcnonwszoBanue cyo-TI 11 nuanazoHoB 115 6anaHCUPOBKH CKOPOCTH U
YCTOMYMBOCTH CBA3HU.

3akiroueHue

HccnenoBanue xapakrepa pacnpOCTpaHEHHUs CUTHAla B Pa3lUYHBIX Cpelax
UTPAET KIIFOYECBYIO POJIb B PA3BUTHUHU OCCIPOBOIHBIX TEXHONOTHA. OnTUMU3anms Me-
TOJIOB TIEPeaYy W UCTIONH30BAaHUS CUTHAJIOB TIO3BOJISIET TIOBBICUTH KAUECTBO CBS3H U
o0ecrneunTh cTa0MIbHOE COSAMHEHUE J1aXKe B CIIOKHBIX YCIOBUAX. B ceTsix 6G yuu-
TBHIBAIOTCSI HOBBIE BBI30BBI, CBSI3aHHBIC C pACIIPOCTPAHEHUEM CUTHAJA, U pa3padarbiBa-
I0TCSl MHHOBAI[MOHHBIE METO/IbI JJ151 TOBBIIIEHUS UX YCTONUNBOCTH U 3((HEKTUBHOCTH.
JlanbHel1e uccaeoBaHus HApaBICHbI Ha pa3paboTKy HOBBIX TEXHOJIOTUH U alro-
PUTMOB JIJIi MUHAMU3AIWH TOTEPh CHTHANA, MOBBIIICHUs d()()EeKTHBHOCTH mepena-
YU JaHHBIX U 00ecTieueHnus KnOepOe30MacHOCTH HOBBIX ceTel. byayiue pazpaboTku
TaKkKe BKJIIOUAIOT UCIONIb30BaHUe onTHuecknx OecrpoBoanbix cucteM (OWC) u ro-
norpaduvecKoi CBS3U /IS TIOBBIIICHUSI CKOPOCTH U HAJIC)KHOCTH MEPEaayn JaHHBIX.
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Abstract. The study examines to determine the effectiveness of regulators
sandboxes as an innovative tool for development of FinTech. Drawing on empirical
evidence from jurisdictions world-wide the author seeks to identify some of the key
success factors and challenges for regulatory sandboxes. This study follows a qualita-
tive research approach, using a systematic literature review of highly cited academic
articles and regulatory reports. The research applies comparative case study analy-
sis to examine sandbox models in the UK, China, and the Gulf Cooperation Council
(GCC) countries. Additionally, thematic coding is used to categorize regulatory chal-
lenges and benefits, ensuring a structured qualitative assessment. Findings indicate
that regulatory sandboxes have a significant role to play in FinTech innovation by
lowering entry barriers, facilitating easier access to capital, and providing a safe test-
ing environment for innovative financial solutions. Their success relies on regulatory
frameworks, institutional capacity, and market conditions.

Keywords: regulatory sandboxes, fintech, innovation, literature review, start-
ups, the UK, China, the GCC countries

BEMIMJEJTEH OPTA MHHOBALMSIIBIK KYPAJI PETIH/IE

®.A. bakreirepei
Frumeivu sxetexmrici: M. X, AGauHOBa
Xanpikapanblk AKmapaTTslK Texaonorusuiap YausepcuteTi AK, Anmartsl,
Kazakcran.

AnHoTauusi. byn 3eprrey Oeifimmenren oprta «sandbox» KapiKbUIBIK
TEXHOJIOTHSUIAPBIHBIH JJaMybl YIIIH WHHOBAIMSIIBIK KYpaJl PETIHAETI THIMAUIITIH
aHbIKTayFa OarbITTalfaH. OJEMHIH OpTYpil IOPUCAMKIMSATIAPBIHAH —AaJIbIHFaH
SMIUPHUKAIBIK JEpEKTepre cyileHe OThIpbIN, 0i3 OeiimaenreH OpTaHbIH  HETi3ri
KETICTIK (paKTOpiapbl MEH KHUBIHIBIKTApPbIH aWKbIHAAyFa THIPbICAMBI3. 3epTTey
YKOFapBbI IOHEKTEIITeH aKaIeMHUSUIBIK MaKajiaaap MeH peTTeyIIli eCenTepIi )KyHei oy
HETI31HJIe canaliblK 3epTTey SIICiH KonmaHaasl. ¥iabpioputanus, Kpitaii sxone Ilapcbl
miradarel ennaepingeri (GCC) OeltimaenreH opra MOJENbIEPIHE CATBICTBIPMAIIBI

@‘(}' This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

127



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

Tangay xypriziieni. CoHbIMEH KaTap, TaKbIPBINITHIK KOJATAY 9JICI apTHIKIIBUIBIKTAP
MEH KeMIIUTIKTepAl Oaragayra MyMKIHAIK Oepei. 3epTTey HOTHKeepi OerimMaenreH
KAp)KbUIBIK ~ TEXHOJOTHSJIAP/AbIH HWHHOBAIMSIAPBIH  JTaMBITy/1a MaHBI3JbI PO
aTKapaThIHBIH KOPCETEl, aTaln alTKaH/aa, Kipy KeIepriiepiH TOMEHIETY, KaluTaara
KOJDKETIMIUTIKTI JKEHUTIETY JKOHE KapiKbl OHIMJEPIH Kayilci3 ChIHAKTaH OTKI3yre
xkarmai skacay. OmapaslH TaOBICTBI JKYMBICHI PETTEYI KYKBIKTBIK Oa3anapra,
WHCTUTYITUOHAJIBIK MYMKIHAIKTEPTe )KOHE HAPBIKTHIK KaF1aiaapra OaiIaHbICTHI.

Tyiiin ce3nep: beifimaenren opar, KapKbUIBIK TEXHOJOTHSIIAP, WHHOBAIIUSA,
onebu 1oy, craprantap, ¥aeioputanus, Keiraid, [Tapcer meiranarsiagarsel (GCC)
ennepi

PETYJIITUBHBIE ITIECOYHUIIbI KAK MHHOBAIITMOHHBIM
NHCTPYMEHT

®.A. bakTeirepeii
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AnHoTtauus. VccnenoBanue HampaBiIeHO Ha OLEHKY 3((EKTUBHOCTH pery-
JSTOPHBIX «MIECOYHUID KaK MHHOBAIIMOHHOTO MHCTpyMeHTa uig pa3sutus FinTech.
Onupasch Ha SMIUPUUECKHE AAHHBIE U3 PA3IMYHBIX IOPUCIUKIIUN, MBI CTPEMHUMCS
BBISIBUTH KIJIIOUEBBIE ()aKTOPHI YCIIeXa U BHI30BBI NPU HUCIIOIB30BAHUU PETYASITOPHBIX
necouHull. MccnenoBanue 0CHOBaHO Ha Kau€CTBEHHOM METO/IE, BKJIIOUasi CUCTEMAaTH-
YeCcKUi 0030p JUTEPATYPhl MO BHICOKOIUTHPYEMBIM aKaJIeMUYECKUM CTaThsIM U pe-
TYJIATOPHBIM oTueTaM. [IpuMeHseTcs cpaBHUTENbHBIN aHaTU3 MOJENel TIeCOYHHI] B
BenukoOpuranuu, Kurae u crpanax CoBera coTpyaHUYECTBA apabCKUX TOCYIapCTB
ITepcunckoro 3amuBa (GCC). JIomoJHUTETHLHO HUCITONIB3YETCSI TEMATHIECKOE KOIUPO-
BaHUE ISl CTPYKTYPUPOBAHHOMN OIICHKH PETYIATOPHBIX MPOOIeM U MPEUMYIIECTB.
Pesynprarel uccnenoBaHus MOATBEPKAAIOT, UTO PETYIATOPHBIE MECOYHUIIBI UTPAIOT
3HaunTeNIbHYIO poiib B FinTech-uHHOBanMsAX, ciocoO0CTBYsS CHIKEHUIO OapbepoB s
BXO/1a, OOJIETYeHHUI0 JOCTYyNa K KanmuTainy U obecrnedyeHno 0e30macHOro TeCTHpOBa-
Husl (prHAHCOBBIX pemeHni. X 3¢deKTUBHOCTh 3aBUCHUT OT PEryIsTOPHOU Cpelbl,
MHCTUTYIIMOHAIILHOTO MOTEHIIMAJa U PIHOYHBIX YCIOBHIA.

KuroueBble cioBa: peryistopasie necounuiibl, FinTech, nnnoBaum, 0030p
JUTEeparypsl, ctapransl, Benmukoopuranus, Kurai, ctpanst GCC.

Introduction

The financial sector is experiencing rapid digital transformation, driven by ad-
vancements such as blockchain, artificial intelligence (Al), and open banking. How-
ever, regulatory uncertainty often creates barriers for FinTech startups. Many firms
struggle to navigate strict legal requirements, slowing down the adoption of innova-
tive financial solutions.
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Regulatory sandboxes were introduced as a solution to this challenge. They
provide a structured environment where FinTech startups can test new technologies
under regulatory supervision before full-scale implementation. Since their launch in
the UK in 2015, sandboxes have been widely adopted, including in the European
Union, China, and the GCC countries. The main advantages of regulatory sandboxes
include:

o Lower entry barriers for startups by allowing them to operate with relaxed
regulations during testing phases.

o Encouraging financial inclusion, as regulatory sandboxes enable innovative
financial products to reach underserved populations.

° Strengthening cooperation between regulators and industry stakeholders to
ensure consumer protection while fostering technological advancements.

° Reducing compliance risks by allowing regulators to monitor new financial

products before they enter the broader market.

However, regulatory sandboxes are not a universal solution. Their success de-
pends on factors such as regulatory flexibility, engagement from financial authorities,
and market conditions. This study explores these aspects in detail, drawing on empir-
ical evidence from various jurisdictions and seeks to answer the research question:
What are the success factors of an effective regulatory sandbox?

Literature Review

Regulatory sandboxes provide controlled environments where FinTech firms
can test new products under regulatory supervision. Their main goals include lowering
regulatory barriers, enhancing financial inclusion, and fostering collaboration between
regulators and startups (Zheng & Wu, 2024). By allowing real-world testing, regula-
tors can ensure consumer protection and financial stability.

The UK pioneered regulatory sandboxes in 2015 through the Financial Con-
duct Authority’s (FCA) Project Innovate, supporting FinTech startups in testing finan-
cial solutions. Since then, sandboxes have expanded globally, with notable adoption
in China, focusing on digital payments and Al-driven finance, and GCC countries,
emphasizing blockchain-based finance and Islamic banking (Pedro Schilling de Car-
valho, 2022).

UK Model: London became a global FinTech hub, attracting over 20% of glob-
al FinTech funding from 2015 to 2019. The FCA sandbox, operating in cohorts, re-
ceived 375 applications between 2016-2019, accepting 118 firms primarily in retail
banking, lending, investment, and insurance (Cornelli et al., 2024). A key benefit of
the UK model is direct regulatory guidance, helping firms comply with financial laws
early on.

China’s Approach: Focuses on state-controlled innovation, integrating Al-driv-
en risk assessments and cybersecurity measures to monitor firms. China’s regulatory
sandboxes ensure compliance with strict data protection laws (Li, 2022).
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Fig 1. China’s FinTech innovation index from 2008 to 2019. Complied by the author
based on [1]

GCC Countries: Sandboxes here support Islamic finance, particularly block-
chain-based cross-border transactions and sharia-compliant products. A key challenge
is balancing innovation with macroeconomic stability, as Islamic finance prohibits
interest-based transactions. Regulators explore alternative models like profit-and-loss
sharing agreements and digital sukuk (Khan et al., 2023).
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Fig 2. A comparison of Finlech adoption in GCC. Fig 3. A comparison of FinTech
adoption in GCC (alternate measure). Complied by the author based on [2,3]

Sandboxes lower entry barriers and attract venture capital funding. Howev-
er, regulatory arbitrage poses risks, such as firms exploiting flexibility to mask fi-
nancial risks (Polasik et al., 2020). Furthermore, incomplete markets in sectors like
insurance and investment funds make sandbox regulation more challenging (Frolov
& Lavrentyeva, 2019). Challenges include high entry barriers for smaller firms, geo-
graphical disparities, and a lack of standardized metrics for measuring success. Re-
search suggests that regulatory proximity improves effectiveness by reducing compli-
ance costs (Chen, 2023). The evolution of sandboxes includes Al-powered compliance
monitoring and DeFi integration to detect fraud and test decentralized finance solu-
tions in controlled settings. Future research should explore how sandboxes can adapt
to emerging technologies while ensuring financial stability and consumer protection.
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Methods

This study employs a qualitative research method, utilizing an in-depth literature
review and comparative case study analysis. Prior research, such as Kourtzidis et al.
(2022), has effectively used qualitative approaches to assess financial regulations,
justifying their application here. Primary data sources include regulatory reports,
academic publications, and industry white papers that explore regulatory sandboxes.
Thematic coding, widely used in financial research (Kourtzidis et al., 2022; Allen et
al., 2023), was applied to classify key regulatory challenges, benefits, and patterns. The
comparative case study approach, validated in previous regulatory studies (Philippon,
2019), enables an evaluation of sandbox structures in the UK, China, and the GCC
regions. For example, Zhang & Alaassar (2020) found that institutional support
significantly influences sandbox effectiveness. This study adopts a similar framework,
analyzing factors such as firm eligibility, government support, and regulatory
flexibility. Additionally, visual data from prior studies, including graphs and tables,
support the assessment of investment trends and sandbox effectiveness (Zhang &
Chen, 2021; Allen et al., 2023). Furthermore, the study examines how regulatory
sandboxes facilitate innovation while mitigating financial risks. Research by Allen
et al. (2023) highlights sandboxes’ role in improving capital access for FinTech
startups and fostering regulatory collaboration. This study expands on these findings
by analyzing regulatory flexibility and adaptive policies in different jurisdictions. By
employing qualitative techniques, the research provides a structured understanding
of regulatory sandboxes, reinforcing the validity of this approach as demonstrated in

prior studies (Philippon, 2019; Kourtzidis et al., 2022).

Results

Regulatory sandboxes play a crucial role in financial innovation by providing
startups with a controlled testing environment. In the UK, participation in the sandbox
has led to increased FinTech funding, as regulatory clarity boosts investor confidence.
The FCA’s cohort-based model supports gradual scaling and compliance. China’s
sandbox model is state-controlled, leveraging Al and big data for risk assessment. It
prioritizes financial stability while advancing digital payments, Al-driven finance, and
blockchain applications.

In the GCC, sandboxes focus on Islamic finance and blockchain-based
cross-border transactions. The main challenge is balancing innovation with financial
stability, as regulations are still evolving. A key benefit of sandboxes is lowering en-
try barriers, allowing startups to refine models before full-market launch. Regulators
also use them as early warning systems to detect risks. However, challenges include
regulatory arbitrage, limited access for smaller firms, and geographical disparities in
infrastructure.
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Figure 4. This picture highlights the essential collaboration between regulatory
bodies. FinTech enterprisers, and public in a regulatory sandbox. The structured
interaction between these 3 stakeholders ensures that financial innovation progresses
while regulatory oversight maintains market stability. Complied by the author based

on [4]
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Conclusion

Regulatory sandboxes effectively drive financial innovation while enabling
regulatory oversight. Their success depends on adaptable regulations, government
support, and institutional engagement. The UK’s cohort model fosters FinTech growth,
while China’s data-driven approach ensures stability through strict monitoring. The
GCC model tailor’s sandboxes to Islamic finance needs. Despite successes, challenges
like regulatory arbitrage and limited accessibility remain. To remain effective, sand-
boxes must evolve with Al, DeFi, and digital currencies. Greater global regulatory
alignment could enhance their impact. Ultimately, their success hinges on balancing
innovation with financial integrity.
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Abstract. This study investigates approaches to developing a school ranking
system tailored to Kazakhstan, incorporating both global best practices and the unique
requirements of local stakeholders. Through a comprehensive analysis of successful
international models and the execution of targeted surveys among parents, this study
identifies pivotal factors that influence school rankings, including educational quality,
accessibility, and safety. These findings underscore the primary criteria that local par-
ents prioritize when selecting schools and illuminate the challenges they encounter due
to the lack of effective comparative tools. The study offers a foundation for creating a
multidimensional and transparent ranking model specifically adapted to Kazakhstan,
with the ultimate goal of empowering parents and elevating educational standards.
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AHHoTauusl. Byn 3eprrey oneMaiKk O3bIK TOKIPHOEHI >KOHE >KEPriliKTi
MY/JLIeT TapanTapAbIH Oiperei TananTapsi Koca oThIphin, Kasakcranra 6effimaenrexH
MEKTeNTepaiH PeUTHHI TIK )KYHECiH a3ipiey Tocinaepin 3epTreiiai. CoTTi XanbIKapasblK
YJITiIepai JKaH-)KaKThl TajJay JKOHE aTa-aHallap apachblHa MAakcarThl cayajHama
XKYPrizy apKbLIbl OyJ1 3epTTey O11iM Oepy camachl, KOJDKETIMIUTIK KOHE KayiICi3aiKTi
KOCa allFaHjia, MEKTEI PeUTHHITEPIHE dCEp €TETiH HeTi3ri (PaKTopiaapabl aHBIKTAHIbI.
Bys TyXbIpbIMIap >KEpriliKTi ara-aHajap MEKTENTepaAl TaHjay Ke3iHne OachIMIBIK
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OepeTiH HEeTI3T1 KPUTEPHIUIepAl aram KepceTell >KOHE THIMIL CalbICThIPMAaIIbl
KypajjapaslH OoiMayblHa OalIaHBICTBI KE3JICCETiH KHBIHIBIKTApAbl KOPCETEIi.
3eprrey Kazakcranra apHaiibl OCHIMIENTEH PEUTHHI VJTICIH KYPYIbIH HETI3iH
YCBIHA/IBI, OHBIH TYIIKI MaKCaThl aTa-aHajJapIbIH MYMKIHIIKTEePiH KEHEUTY skoHE O11iM
Oepy cTaHIapTTapbiH KOTEPY.

Tyiiin ce3mep: Kazakctan, Mekrten pedTHHITEpl, ONEMIIK Taxipuoe,
CaJIBICTBIPMAIIBI  Kypajijmap, OuTiM camachl, JIOKaJIM3alUsUIAaHFaH KPHUTEPHIATIep,
aTa-aHaHBIH Kajlaybl, Oaranay Qakropiapbl, cayallHaMa HOTIDKeNepi, Oiumim Oepyi
KakcapTy

CO3JAHUE Y®PEKTUBHON CUCTEMbI PEUTUHT A IIIKO.I B
KA3AXCTAHE: MOAEJIM U METOJ0JIOI'MHN

A.b. bepaumypar
Astana IT University, Actana, Kazaxctan
Hayunsie pykoBogutenu: T.K. )Kykabaena

Bepaumypat Aurepum Bek0o/IKbI3bI — MarkCTPaHT 110 HaNpaBiaeHHI0 « KOMIBIOTEPHBIC HAYKH 1 HHKSHEPHSD

B Astana IT University.

AHHOTamusi. B JaHHOM WCCIEIOBaHMHM PAacCMATPUBAIOTCS TIOIXONBI K
pa3pabOTKe CHUCTEMBl PaHXHPOBAHHS IIKOJ, ananTupoBaHHOW s Kazaxcrana,
BKJTFOYAIOIICH KaK JIydlllie MUPOBBIC NMPAKTHKH, TaK W YHHKaJIbHBIC TpeOOBaHUS
MECTHBIX 3aMHTEPECOBAHHBIX CTOPOH. bitarogapst BcecTopoHHEMY aHAIHM3Y YCIEITHBIX
MEXTyHAPOIHBIX MOJIETICH U TIPOBEJICHUIO IIEJIEBBIX OMPOCOB CPEAM POAUTEIICH, 3TO
WCCJIEIOBAHNE BBISIBISIET KITFOUEBBIC (DAKTOPHI, BIUSIONINE HA PEHTHHT IIIKOJI, BKJTFOUAsT
Ka4eCcTBO 00pa30BaHMs, JOCTYITHOCTh M 0€30MTaCHOCTh. ITH PE3YJIbTAThI TOTYEPKUBAIOT
OCHOBHBIC KPUTEPHUH, KOTOPHIMH PYKOBOJICTBYIOTCSI MECTHBIE POIUTEIHN MPH BHIOOPE
ITIKOJI, ¥ TIPOJIMBAIOT CBET Ha MPOOJIEMBbI, C KOTOPHIMH OHM CTaJIKHMBAIOTCS H3-3a
orcyTcTBHs 3(PPEKTUBHBIX MHCTPYMEHTOB CpaBHEHHS. VcciemoBanue mpesaraer
OCHOBY JUUISi CO3/IaHHMsI MHOTOMEPHOM U TPO3payHOM MOJAEIH PaHKHPOBAHUS,
CrIeIMaJbHO aTanTUPOBaHHOU i1t KazaxcTaHa, ¢ KOHEUHOM 1ebI0 pacIIuPEHUS MPaB
Y BO3MOYKHOCTEH POJUTENICH U MOBBIIICHUST 00pa30BaTebHBIX CTaHIaPTOB.

KaroueBbie cJoBa: Kazaxcran, pPEUTHHTH IIIKOJI, MHpOBast
MpaKTUKa, HHCTPYMEHTHI CpPaBHEHHS, Ka4eCTBO OOpa30BaHUsA, JIOKAITM30BaHHBIE
KpUTEPHUH, TPEANOYTCHUSI poJauTeeH, (GaKTOphl OIEHKH, pEe3yJbTaThl OMpoca,
MTOBBIIICHUE KauecTBa 00pa30BaHMs

BBenenue

B coBpeMeHHOM OBICTPO pa3BHUBAIOLIEMCS MHUPE OOpa30BaHUE SBISCTCS
KpaeyrojbHbIM KaMHEM OOIIECTBEHHOTO pa3BUTHs. PoauTenu Bce yalie OCO3HAIOT
BOXHOCTh BBIOOpA IIKOJI, KOTOpPBIE MPEIaraloT MX JETSIM BbICOKOKAYECTBEHHOE
oOydenue. Onnako B KazaxcraHe poIuTeIN 4acTO CTAJKUBAIOTCS C TPYAHOCTSIMH,
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KOr/ia JIeJIo TOXOAUT J0 BbIOOpa Hanbosiee MoAXoIsAIero y4eOHOTo 3aBECHHUSI, N3-3a
OTCYTCTBHSI OOBEKTUBHOM U BCEOOBEMITIONIEH CHCTEMBI OLIEHKH IIKOI. B pe3ynbTare
POJIUTENHN YacTO MOJIararoTcsi Ha HehopManbHbIE METO/IbI, TAKHE KaK OT3BIBBI APYTUX
ponuTenel, ceMeiHble AUCKYCCUU WM MPOCTO BBIOMPAIOT IIKOIY, CBSI3aHHYIO C UX
MeCTOM XHUTeNnbcTBa. K coxalleHnto, 3TH METOJIbl He BCerja 00ecreurnBaloT JOCTYII
K KayeCTBEHHOMY OOpa30BaHUIO, B PE3yJIbTaTe YEro POJUTENM OKa3bIBAIOTCS B
3aTPYJIHUTEIBHOM TOJOKEHUU TPU TPUHATHU TAKOTO BAKHOTO PpEUICHHS IS
OyIyIIero CBOUX JeTei.

Hns sddekTuBHOTO pemeHnus ASToW MpoOJeMbl HEOOXOIUMO H3YyYHTh
MEXIyHApOIHBIN OIBIT, B KOTOPOM YCIEIIHO MPUMEHSIOTCS 3()(PeKTUBHBIE MOIETH
OLICHKH IIKOJI. B TaKMX MOJENAX UCTIONIB3YIOTCS 1IETIOCTHBIE MOIX0bI, OLICHUBAIOIINE
IIKOJIBI TIO PA3IUYHBIM KPUTEPUSAM, BKIIOYAs aKaJeMHUYECKUe TOCTHKEHUS, YCIOBHS
oOydeHHus: U JIOCTYM K TeXHOoJIOTUsAM. [IpoaHamu3upoBaB 3TH CHCTEMBI, a TaKke UX
CWJIbHBIE CTOPOHBI U OTPAaHUYECHHSI, MOXKHO pa3paboTaTh JOKAIU30BAHHYIO MOJIEIb
g Kazaxcrana.

OcHoBHas 1IeTIb - CO37aTh HAJEKHYIO MOJIEb OIEHKU IIKOJ, KOTOPAst CIYKUT
MIPO3pAaYHBIM HHCTPYMEHTOM MPUHATHUS PEIICHUHN POAUTEISIMH, a TAK)KE CIOCOOCTBYET
MOBBIIIEHUIO 00pa30BaTeIbHBIX CTaHAAPTOB. JJaHHOE MCClieJoBaHNEe HAMPaBICHO Ha
TO, YTOOBI OTBETUTH Ha KIIIOUEBO Bompoc: Kakue (hakTopbl CylIeCTBEHHO BIUSIOT Ha
BBIOOD 1IKOJNBI poauTensimu B Kazaxcrane?

00630p uTEpaTYpHI

Hcnonp30BaHne CTaHIAPTU3MPOBAHHBIX TECTOBBIX OaioB B KayecTBe
MoKasaresisl [ OLIEHKH aKaJeMHYeCKUX JOCTIDKEHHUU SBISETCS IIHPOKO
pacnpoCTpaHEHHONW MPAKTHUKOM B CHUCTEMaxX pPaHXKUPOBaHUA HIKOJI. CTOPOHHHUKH
YTBEPKIAIOT, YTO PE3YJbTaThl YK3aMEHOB SIBISIFOTCS OOBEKTHBHBIM U M3MEPUMBIM
nmokazateneMm ycneBaeMocTd mkojbl (Rothstein, 2009: 1-8). OgHako 3TOT MeTOxd
MOJIBEpPrcsi KpUTHKE 32 €ro OTPaHMYEHHOE BIMSIHUE Ha peasibHbI 00pa30BaTENIbHbII
mporpecc M TpeHeOpeKeHUe JPYrMMH BaKHBIMU —aclleKTaMM, TaKHUMH Kak
BOBJICUEHHOCTDH yUalIuXcs, OOIUN ONMBIT 00ydeHus: U KauecTBO mpenogaBanus (Lee
et al., 2013: 81-91). AnbpTepHATHBHBIA TOJIXOJ BKJIIOYAET COCTABHBIC HHJCKCHI,
KOTOpBhIE OIICHMBAIOT pa3IUYHble (AKTOpBI, BKIOYAs IIKOJbHBIE PECYPCHI,
CTaH/IaPTU3UPOBAHHBIE PE3YNbTAThl TECTOB W KOJIHUYECTBO BBIMYCKHUKOB (Rivkin
et al., 2005). Xotst 3TOT MeToA TpearaeT Oosiee NETOCTHYIO IMEepPCIEeKTHBY, OH
Tak)Ke IMOJIBepraeTcs KPUTHUKE 3a €ro 3aBUCUMOCTb OT CyOBEKTHUBHBIX MOKa3aTemneit
U HECIOCOOHOCTh B MOJHON MEpe OXBATHUTh CIOXHOCTh 00pa3oBaTelIbHBIX CHUCTEM
[5]. ApyrumM mupoko o6Ccyk1aeMbIM METOJIOM SIBIISIETCS MOJIEIh, KOTOpasi OlIEHUBAET
BJIMSTHHE IIKOJIBI Ha Mpoliecc 00yueHusl MyTeM CpaBHEHUs (PaKTUUECKUX PE3yIbTaTOB
TECTUPOBAHHUS yYalIUXCS C MX MPOTHO3MPYEMOH yCIEeBaeMOCThbIO, OCHOBaHHOW Ha
npeapaymux goctmwkenusx (Kane et al., 2002: 557-605).

B 3akmiouenme xorenock Obl CKa3aTh, YTO IIKOJIbHBIE PEUTHHTOBBIC
CUCTEMBI MIPEJCTABIISIIOT CO00M MHOTOTPAaHHYIO M YacTo CIIOpHYIO0 TeMy. HecMmoTps
Ha 3TU TPYAHOCTH, PEHUTHHTU IIKOJ OCTAIOTCS IIEHHBIM HHCTPYMEHTOM B CEKTOpPE
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o0pa3oBaHMsl, TPENOCTAaBIIsAT HWHPOPMAIUIO, KOTOpas IOMOTaeT PpOIUTEISIM H
yYaluMcs JieJaTh 0CO3HAHHBIN BBIOOD.

MeTomosi0rusi uccjie10BaAHUS

DTO HCCIeIOBAaHHE HOCHUT KOJMYECTBEHHBIH XapaKTep MU COCPEIOTOYCHO
Ha cOope W aHajW3e YHUCIIOBBIX JAHHBIX JUISI M3YYCHHUS B3aUMOCBSI3CH MEXIy
KITFOYEBBIMH (PAKTOPaMH M COCTABIICHHSI BHIBOJIOB HA OCHOBE CTATUCTUYECKOMN OLIEHKH.
OcHOBHasl 1IeJIb COCTOUT B TOM, YTOOBI OECIPUCTPACTHO OLIEHUTH IPPEKTUBHOCTH
CYIIECTBYIOIIEH CHCTEMBI PAH)KUPOBAHHS IITKOJI U BBISIBUTH (DAKTOPBI, BIHSIOIINE HA
BBIOOp POJMTENSIMU IIKOJ JUIS CBOMX JeTeil. UToObI 00JerYuTh 3TO MCCIeIOBaHME,
OylerT TpoBEIEeH ONpOC, HANpaBJICHHBIH HAa TPOBEPKY THUIOTE3, CBS3aHHBIX C
MPEINOYTCHUSIMH U (PaKTOPaMH, KOTOPIC POAMTEH YUYUTHIBAIOT B MPOIEcce BEIOOpa
TITKOJTBI.

Bynet ucmosb30BaThCst MOAX0]] T0OPOBOJILHOW BEIOOPKH, B paMKax KOTOPOTO
YYaCTHUKH OyJyT TOTOBBI MOJACIUTHCS CBOMMHM B3TJISIAMU HA PEUTHHT IIKOJ W Ha
TO, KaK 9TO BJIMSET HA UX PEHICHHUSI O BHIOOPE MIKOJBI. DTOT MAIOBEPOSITHBIA METOT
BBIOOPKH XOPOIIIO TTOAXOTUT JUTSL UCCIIEIOBAHUS, TIOCKOJIBKY 1M03BOJISIET 3(h(PeKTUBHO
coOMpaTh JaHHBIC OT Pa3IUYHBIX TPYII POTUTEIICH, MPEICTABISIONINX Pa3InIHbIC
COITMATEHO-)KOHOMHYECKUE YCIIOBHSI W Teorpaduyeckue paloHbl. JTa CTpaTerus
o0ecreuyrBaeT y4eT NIMPOKOTO CIIEKTPa TOYESK 3PEHUS Ha POJIb U BIMSHUE ITKOJIBHBIX
PEHTHHTOBBIX CHCTEM.

Jliss  TOBBIIIEHUS] HAJEKHOCTH TPOILECC aHaium3a OyJIeT TIHIATEIbHO
3aJJOKyMEHTHPOBaH, YTOMO3BOJIUT CACTIATh PE3YIIbTATBIHCCIICIOBAHUS TTIOIAIOIIMMUCS
MPOBEPKE M BOCIIPON3BOANMOCTH. CoueTaHne CTPYKTYPHUPOBAHHBIX KOJTHYECTBEHHBIX
METOJIOB, Pa3HOOOPa3HOM BHIOOPKHM M THIATEIBHOTO aHaJKM3a JaHHBIX TapaHTHPYET,
YTO UCCIICJOBAHKE MTO3BOJIUT MOJIYYHTh HAJCKHYIO B OOBEKTUBHYIO HH(POPMAITUIO O
BJIMSIHUW PEHTHHTA IITKOJ HAa MIPUHSATUE PEIICHUH POIUTEISIMH.

Pe3yabTarsl

[epBas runoresa, «IIpu BHIOOPE MIKOIBI POTUTETH CTATKUBAIOTCS C TAKUMH
TPYAHOCTSIMH, KaK OTPAaHMYCHHBIH JOCTYN K HH(MOpMAIMH O TOCYIapCTBEHHBIX
IIKOJIaX W OTCYTCTBHUE HMHCTPYMEHTOB JIJIsi CPAaBHEHHS IIKOJ», ObLIa OIICHEHA C
MOMOIIIBIO OTBETOB Ha BONpOoc orpoca «C KaKUMHU TPYAHOCTSIMHU BbI CTOJIKHYJIHCH TIPU
BBIOOpE MIKOJIBI 7151 CBOETo pedeHka?y. BapuanTel 0TBeTOB BKItoYau «OTCyTCTBUE
WHPOPMAIINH O TIKOIax», «HeT HHCTPYMEHTOB JIJIsl CpaBHEHHUSI IIKOJ», «HeT 0T361BOB
o mkojiax», «Het nmpobiem» u «JIpyroey.

Kak nokazano Ha pucyHKe |, moydeHHbIe JaHHbIE CBHIIETEIBCTBYIOT O TOM,
YTO 3HAYMTEIBHOE YHCIO POAMTENCH CTAIKHUBAIOTCS C TPYAHOCTSIMH TPH BBIOOpE
IIKOJIBI. DTH MPOOJIEMBI B TIEPBYIO OUEPE/Ib CBSI3aHBI C OTCYTCTBHEM JOCTYITHOW WH-
(dbopManuu 0 Pa3TUYHBIX MIKOJIAX M HAJIE)KHBIX HHCTPYMEHTOB JUUIsl CPaBHEHHSI Bapu-
AQHTOB OOYUYEHHS.
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Pucynoxk 1 — IIpoGnemsl poaureneil npu Beidope 1mkoisl B Kazaxcrane

Bropas runotesa, «PoauTenu npuHUMAIOT pellieHue B CIIy4ae BOSHUKHOBEHHS
TaKMX BOIIPOCOB, KaK 3a4yHMCIEHHE UX B 3apErUCTPUPOBAHHYIO WLIKOJy, a TaKkKe
KOHCYJIBTUPYSICh C Pa3MYHBIMU MCTOUYHHMKAMM, BKJIHOYasl POJACTBEHHHUKOB, COCENEH
U 3HAKOMBIX», Obllla IPOBEpPEHa C HCIIOJIb30BAHUEM OTBETOB Ha Bompoc «Kak Bbl
pelIaIy BeILEYOMSHYThIe TpoOsieMbl?». BapuanTtsl oTBeTOB BKItouanu «IIpenmnouen
Obl OCTYIUTH B 3apETUCTPUPOBAHHYIO IKOIY», «lloceman mikonb», «Ilonap3oBancs
coLMaJbHBIMU ceTsAMU», «KOHCYIbTHpOBaiCs C POACTBEHHUKAMH, IPY3bsIMH, U
cocenm» U «Jpyruey.

PucyHok 2 neMOHCTpUpYET CTpaTeruy BbIOOpa IIKOJIBI: MHOTME POAMTETU
MPENOYNUTAIOT 3allMChIBaTh JIeTell B Ha3HauY€HHOE y4yeOHOE 3aBe/IeHHE, TOrJa Kak
Jpyrue WUIyT COBETa Yy POJICTBEHHHMKOB, JIpy3ell M coceled, 4TO MOATBEPKIAeT
BTOPYIO TUIIOTE3Y.

sk
Visited schinol
Vi social networks
il peighbois
Ocher

fammed 1o send them to & registened

oselbed with relatives, fr
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Pucynok 2 — [loaxonsl poauTeneii k BIOOPY 1Kokl B Kazaxcrane
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Tpetbsa rumnotes3a - «Poaurenu npu BeIOOpE IIKOIBI OTAAIOT MPEANOYTEHHUE
TakuM (akTopaM, KaKk KayecTBO OOpa30BaHUS, MECTOMOJOXKEHHUE, Pe3yIbTaThl
EHT u 6e3omacHOCTB» - OblIa OlIEHEHA C MOMOIIBIO OTBETOB Ha BOMpoc «OleHuTe
daktopbl BeIOOpa mIKONB». Bapuantsl Bkimtouanu «KauecTBo o00pazoBaHus»,
«Mectononoxenuey, «Pesynpratel EHT», «be3onacnocte» u apyrue kpurepuu. s
M3MEpEHUS OTHOILIEHUS PECIIOHIEHTOB K 3TUM (hakTopaM Obljia UCIIOIb30BaHA MIKaIa
JlaiikepTa, mpy 5TOM y4aCTHUKU OICHUIIN KaX bl (akTop Kak «BakHbIN» (1), «Hel-
TpansHbIi» (0,5) wm «HeBakHbIN (0).

BcecropoHHmii aHanM3 AITHX OTBETOB IMO3BOJIUI BBISIBUTH Ba)KHEUIIIHNE
dakTopbl, BhHUsioUMe Ha BeIOOp poauteneil. [lomydeHHble NaHHBIE MOATBEPIUIH
TPEThIO TUTIOTE3Y, YKa3aB, UTO INIABHBIMU COOOPaKEHUSAMH I POAUTEINEH SIBIISIFOTCS
«bezonacuoctey (obmenpuznano Ha 100 %), «KauectBo obOpazoBanus» (97 %),
«IlIxonbHas undpactpykrypa» (94 %), «Mecrononoxenue» (96,5 %), «Bricokue pe-
syasratel EHT» (92,5 %), « AKTHBHOE y4yacTue B CHOPTUBHBIX COpeBHOBaHUIX» (81,5
%), «Bueknaccusle 3auHsaTus» (75,5 %), «Cmennoe odyuenue» (67 %) u «Hebombime
knacce» (64,5 %). U Hao60poT, «OnHOMOI0€ BOCTIUTaHKEe)» OBLJI0 HA3BAaHO 3HAYUMBIM
(bakTOpOoM 3HAYUTENTHFHO MEHBIIEH J10JIel peCcTIOHACHTOB, a UMEHHO 32 %.

OkoHuaTenbHash  TUIOTE3a  HUCCIENOBAHHS  MpeAnoyiaraja  HaJludue
B3aMMOCBSI3U MEX/y YJIOBIETBOPEHHOCTHIO poauTeniel yue6oii ux pedeHka B IKOJe
Y METO/IaMH, UCIIOJIb30BAHHBIMH IIPU BBIOOPE LIKOJIBI. JTa UMOTEe3a Oblila THIATENEHO
MIpOBEpEHa U MOATBEPKICHA C TIOMOIIIbIO BCECTOPOHHETO aHAIN3a C UCTIOIh30BaHUEM
koaddunmenta koppensuuu [lupcona. Pe3ynbraThl TmOKa3aad yCTOWYHBYIO
MOJIOKUTENBHYIO0 Koppenanuto ¢ kodddunuentom 0,84. Dta cuimbHas KOppesIus,
MOKa3aHHAas Ha PUCYHKE 3, MO3BOJSET MPEANONOKUTh, YTO POAUTENH, KOTOPhIE J10-
BOJIBHBI ITPOIIECCOM BBIOOpPA IIKOJIBI, 60JIee CKIOHHBI OBITH JOBOJIBHBIMH LIKOJIOH, KO-
TOPYIO MOCEIAeT UX peOeHOK, U HA000pOT.

Correlation coefficlent between school satisfaction and school selection methods: @.84
-0.92

- 0.90

0.88

0.86

Pucynok 3 — KoadduuueHt koppensunu
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VYpasuenue (1) 6p110 pazpaboTaHO JUIsl pacyeTa CpeIHero Oaia Mo Kaxmaou
IIKOJIE C YYETOM Ba)XKHOCTH PE3yJIbTaTOB EJWHOrO HAIIMOHAILHOTO TECTUPOBAHUS
(EHT) wm xomuyecTBa MEIAIMCTOB, YTOOBI OOECHEYUTh CIPABEIIUBYIO |
cOaaHCUPOBAHHYIO OILICHKY.

¢))
2oe,
. AS — cpeonuii bann;
. AUS - cpeonuii bann EHT,
. MUS — markcumanvuvi oain EHT;
. NM — koauyecmeo meoanucmos,
. TNS - obwee konuuecmeo cmyoenmos,

3HaueHue 5 B ypaBHEHUU COOTBETCTBYET MAaKCUMAIbHOMY PEUTHUHTY IIKOJBI.
CornacHo pe3ynbpTaTaMm aHanuza, O0amasl EAMHOTO HAlMOHAIBHOTO TECTUPOBAHUA
(EHT) numerot 3Hauenne 0,92, a komudecTBO MeAaucToB - 0,8. CyMMupYs 3HAUCHHS
BaXXHOCTU JIBYX (PAKTOPOB, MBI pPACCUMTAIM BeCOBbIe KOA(D(DUIIMEHTHI, pa3aenuB
BaKHOCTH Ka)/10Tr0 (pakTopa Ha OOIIyI0 BaKHOCTb. UTOOBI MHTETPHUPOBATH ATH Beca
B YpaBHEHHE, MbI IPOMOPIIMOHATHFHO YMHOKMIM X HA CyMMY 2, uTo naet 1,1 Gamna
no Exumaomy HanmonamsHOMY TectupoBanuto (EHT) m 0,9 Gamra mo komudecTBy
MenanucToB. TakuM oOpa3oM, coO3AaHHME ATOW MOAPOOHONW MOJENH HIKOJBHOM
OLICHKHM 3HaMeHyeT cO0O 3HAYUTENbHBII 1Iar Brepea B 0OecleueHUH pOAUTENeH
MHCTPYMEHTaMH, HEOOXOAUMBIMH UM Ui MPUHATHS OOOCHOBAHHBIX pEHICHUN 00
00pa30oBaHUM CBOUX JIETEH.

BriBoa

Pe3ynbTathl 3TOrO MCCienoBaHUs MpeIaraloT HEHHYI0 OCHOBY JJISi OLIEHKH
IIKOJI, OCHOBaHHYIO Ha KIIOYEBBIX (DaKTOpax, KOTOpbIE BIHUSAIOT Ha PELICHHS
ponuTenel mpu BHIOOpPE MIKOJBI. AHajIM3 OTBETOB Ha OMPOC MOATBEPIWI, YTO
0€30MacHOCTh, MECTOIOJIOKEHHE W KayecTBO 00pa3oBaHUs SBJISAIOTCS Hamboee
BaXHBIMU (pakTopamMu Ans ponuteneid. JlomonHuTenbHbIE (DAKTOPHI, Takue Kak
OCHaIeHue 1Ko, pe3ynbratel EHT 1 konnuecTBO yyanmxcs, NoJyYUBIINX Meaau,
TaK)Ke 0Ka3aJich BaXKHBIMH (PaKTOpaMU, OKa3bIBAIOIIMMU BIUSHHE.

[TomydeHHbIe pe3ynbTaThl HOATBEP NI IEPBOHAYATILHBIE TUIIOTE3bI, TOKA3aB,
YTO POJIUTENH CTAKUBAIOTCS C TAKUMHU MPoOIeMamMu, Kak HeIOCTaTOK MH(PpOpMAIIN
1 oTcyTCTBUE 3P (HEKTUBHBIX HHCTPYMEHTOB CPaBHEHHMSI B MTPOIIECCE BHIOOPA IIKOJBI.
Bmecto 3TOr0 OHM YacToO MONaraloTCs Ha COLMAIbHBIE CETH W HH(OpPMAIHIO OT
MECTHBIX COOOIIECTB NpPU TMPUHATUU PEIICHUH. OTH BBIBOJABI MOJYEPKUBAIOT
HACTOATENbHYI0 HEOOXOAMMOCTh B TMPO3payHOM, YyIOOHON M MOJIb30BaTENs
CUCTEeMeE OIICHKH IIKOJIBFHOTO 00pa30BaHusl, KOTOpas MpeocTaBisiia Obl HaJeKHbIE U
JOCTYTHBIE TAHHBIE O PA3IMYHBIX XapPAKTEPUCTUKAX IIKOJBI.

[TonBoast wWTOr, MAaHHOE WCCIENIOBAaHUE MOAYEPKUBACT HEOOXOIUMOCTh
CO3/1aHHS MHOTOTPAHHON MOJENU OIICHKH MIKOJI, KOTOpas He TOJIBKO IO3BOJHT
POIUTENSIM TPUHUMATh OOOCHOBAaHHBIE DEIIEHUS, HO W TOBBICUT MPO3PAYHOCTH
U cTaHgapthl oOpaszoBanus B Kazaxcrane. bnarogaps BKIIOUEHHUIO KITIOUYEBBIX
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(bakToOpoB, BBISBIECHHBIX B 3TOM HCCJEIOBAaHUU, MpeljaraeMas MOJeNb MpU3BaHa
MPEIOKUTh KOMIUIEKCHBIA M 3aCITyKHBAIOUINI JOBEPUS METOJ OIEHKU IIKOMI, a
Takke MHPOPMUPOBATH O Pa3pabOTKE MOJUTHUKH B paMKaxX CHUCTEMBbI 00pa3oBaHU
CTpaHBI.
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Bopanb6aeBa Anus JKanatoBHa — XayblKapaJlblK aKlapaTThIK TEXHOJIOTHSUIAP YHUBEPCUTETIHIH SKOHOMHKA

*xKoHe On3Hec KadepachIIIbIH MAarUCTPAHTEL.

AnHoTanusi. Makanaga »o0aHbl 0ackapy OIICTEpiH KOMIAHUSAA KOJAAHY
TYKBIppIMIaMacel OepiireH. Makanana aifHanMaibl KaOIBIKTBI JKOHJEYre >KOHe
TEXHUKAIBIK KBI3MET KOpCeTyre MaMaHJaHFaH KOMITAHWS KBI3METIHIH Heri3ri
KOPCETKIIITEp JKoHEe jk00aHbl OacKapy Macenesnepi KapacThIpbUIFaH, COHBIMEH KaTap
KOMITaHUsAIa KOOaHbl OacKapy oAiCTEpiH KOJaHy THUIMAUINIH apTThIpy OoMbIHIIA
TiKeJe mapanap 6araapiaMachl CUIIaTTalFaH.

Tyiiin ce3ep: ;x06aHbI 6ackapy, Ko0aHbI OacKapyabl YHbIMIACTHIPY, OacKapy
KYpPBUIBIMBI, OM3HEC-TIPOIIeCTED, )K00ATBIK KOMaHaIap.
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PA3PABOTKA MEP 11O IPUMEHEHHNIO METOJ1OB NTIPOEKTHOI'O
YIIPABJIEHUSA B KOMITAHUA

A.K. bopan6aeBa
MexayHapoIHbIi YHUBEPCUTET HHPOPMAITMOHHBIX TEXHOJIOTHM, AJIMaTBhI,
Ka3axcras.
Hayunsrit pykoBoautens: M.K. KambicOaes

BopanbaeBa Anusi ’KaHaToBHA — MarucTpaHT KageIpbl dKOHOMUKH U Or3HEeca MexXIyHapOIHOTO YHUBEPCHTETA

MH()OPMAIMOHHBIX TEXHOIOTHH.

AHHoTauusi. B craree mpencTaBieHa KOHLENIMS IO MPUMEHEHHIO
METOJIOB NMPOEKTHOTO yNpaBlieHUs] B KoMIaHuu. [IpuBeneHbl OCHOBHBIE MOKA3aTeln
NeSITeIbHOCTH KOMITAHUH, CHEIMAIM3UPYIOIIEHCS Ha PEMOHTE U TEXHUYECKOM
00CITy>)KUBaHMHU BpaIlaloLIerocs 000pya0BaHus U IPOOIeMbl YIIPaBICHUS IPOEKTaMHU,
a TaKkXKe ONHMCaHAa HEMOCPEACTBEHHAs MporpaMma MEpPONPHUSITHHA MO MOBBIIICHHIO
3 PEKTUBHOCTH MPUMEHEHHSI METO/I0B IIPOEKTHOTO YIIPABICHHS B KOMIIAHHH.

KaueBble cjioBa: yIpaBieHHE MPOEKTaMH, OpPraHU3aLUs YIPaBICHUS
MIPOEKTaMH, CTPYKTypa YIpaBieHUs, OU3HEC-IIPOLECChI, MTPOSKTHBIE KOMaHIbI

Beenenne

ToBapHIIIeCTBO C OTPaHUYEHHON OTBETCTBEHHOCTHIO « ATBIPAY?HEPTOPEMOHTY
(ADP)—ka3zaxcTaHckast KOMIIaHUS, CHEIUATU3UPYIONIASCS HA PEMOHTE M TEXHUUECKOM
00CITy’)KUBaHMH BpaIAIOIIErocss 000pyAOBaHMs Uil SHEPreTHMKH W HedTera3oBoii
orpaciu. ADP 6buta ocHoBaHa B 2007 roy  3a rofibl CBOET0 pa3BUTHUS MTPEBPATHIIACE
B OJTHOT'O U3 BEAYIIUX [TOCTABIIMKOB CEPBUCHBIX YCIYT B 3TOU cdepe.

B kommanum pabortaer Oosnee 40 KBanM(PUUUPOBAHHBIX CHEIMAIKHCTOB,
KOTOpbIE OCHAIICHbl COBPEMEHHBIMH HWHCTPYMEHTaMH M 000pyJOBaHHEM s
BBINOJIHEHUS TIOJIEBBIX paboT. B AnMaThl pacnosiokKeHbl CKIIaJICKUe TTOMEILEHHs /IS
XpaHEeHHUsl 3allacHbIX YacTell M WHCTpyMeHTa. Puinaibl KOMIOAHUM MPECTaBICHbI
B Akcail (mognepxkka npoekra KIIO) n Axray (oOciyxuBanue miomaakd Dunga
Operating).

3a rojipl paboOTHl KOMIAHUS MIPUHAJA YYacTHE B KJIIOYEBBIX HALIMOHAJIBHBIX U
MEXIyHapOAHBIX MPOEKTAX, TAKUX KAK:

. Jlonrocpounslii cepBucHbIil KOHTpakT ¢ KPO (Kapauaranax).

. ITpoext Dunga — ycTaHoBKa U MoOAIEpKKa ra30TypOUHHOrO 000pyno-
BaHUS.

. I'azonpoBon AGP (Azuatckuii I'a30mpoBo) — TEXHUYECKOE COMPOBO-
KJICHHUE.

. O6cayxuBanue odbopynoBanust NCOC.

Cpenu ctpaternueckux naptHepoB ADP — Bexyuiue MHpPOBBIE KOMITAHUH,
Bkitovast Baker Hughes, Siemens Energy, Cummins, ORMAT Technologies, Gentherm
Global Thermoelectric 1 RWG. Komnanus siBisieTcsi aBTOPU30BaHHBIM MapTHEPOM
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Baker Hughes B Kazaxcrane no nanpasnenuto Turbomachinery & Process Solutions,
YTO MOJTBEPK/IA€T BHICOKUN ypOBEHB MpOo(ecCHoHaNu3Ma U KaueCcTBa OKa3bIBAEMBIX
YCIIyT.

OpranuzanuonHas cTpykrypa ADP BKIIOYaeT UCIIONMHUTEIHLHOTO AUPEKTOPA,
TEXHUUYECKOTO M OMNEpPallMOHHOTO JMPEKTOPOB, a TaKXKe OTAENbl MPOEKTHOTO
UCTIONTHEHUS], OM3HeC-pa3BUTHs, (DMHAHCOBBIA M TEXHUYECKUU OTIeNbl. B koMmaHuu
TaKke paboTaroT cepBUCHBIE KOMaHIbI Ha o0bekTax KPO, Dunga, AGP u NCOC,
obecrieunBas 6ecriepe0OMHY0 KCILTYaTalMI0 000PYI0BaHUS.

I[IpuMeHeHNe MPOEKTHOI0 YNIPABJIeHUS B KOMIAHUM

CoBpeMeHHbIE IKOHOMUYECKHE YCJIOBHS, a TaKXe POCT KOHKYPEHIIMH B
CEKTOpEe MPEIOCTABICHUSI WHKEHEPHO-TEXHUUYECKUX YCIYT TPeOYIOT OT KOMIIaHWA
HE TOJIbKO BBICOKMX CTAaHJApPTOB KauyecTBa, HO U BBHICOKOH 3((PeKTUBHOCTH B
yrpaBiaeHuu npoektamu (Myzrova et al., 2024: 3251-3268; Mukan et al., 2021:
104-112). B ycioBUsSIX CIOKHBIX MHOTOYPOBHEBBIX OH3HEC-TIPOIIECCOB BHEIPCHHUE
COBPEMEHHBIX METOJIOB yMPaBICHHUS MPOEKTaMU CTAaHOBHUTCS KIHOYEBBIM (PaKTOpOM
YCHEIIHOM peanu3aluu cTparernyecknx nHunuatuB. ADP dyHkunonupyer B chepe
TEXHUUYECKOro OOCTY)KMBaHUS M PEMOHTa OOOpYyJOBaHUS, TJ€ BaXKHOE 3HAYCHUE
proOpeTaeT ruOKOCTh, CKOPOCTh PEarnpoBaHUs Ha 3aMpOChl KJIMEHTOB M TOUHOCTD
IaHupoBaHus padboT. OIHAKO MPOBEAEHHBIN aHATN3 BBISIBUII HECKOJIBKO Y3KHX MECT
B CHUCTEME YMpaBJCHHs MPOEKTaMU, BKIOYas OTCYTCTBHE YETKOTO pa3rpaHUYCHUS
MOJIHOMOYUI ~ MeXIy (YHKUMOHANBHBIMM W TPOEKTHBIMH  MEHEDKepaMmu,
HEJ0CTAaTOYHBINA YPOBEHb aBTOMATH3AI[MH MPOIIECCOB U HEJOCTATOUHOE MPUMEHEHUE
COBpPEMEHHBIX METOJIOJIOTUH YIIPaBICHUS IPOESKTAMH.

Jns ananu3a 3¢G@(EeKTUBHOCTH TPHUMEHEHHUS MPOEKTHOTO YMpaBICHUS B
KOMIIAaHUU TIPOBEJEM aHalu3 (PMHAHCOBBIX TOKa3aTelel 00beKTa HCCIIeIOBAHUS.
DuHAHCOBBIC MMOKA3aTEIN KOMIAHUU JIEMOHCTPUPYIOT cTaOWiIbHBIN pocT. B 2016
rojy ObLI IOIMCcaH MepBbIi KOHTPAKT Ha $250 Thic., a k 2019 roay 00beM KOHTPAKTOB
noctur $5 mutH. B mepuo; nanaeMun BeIpydKa cokparuiach 10 $300 ThIC., 0JJHAKO yKe
k 2022 roy KOMIAHUS 3aKII0YHIa CBOM MEPBBIA JOJTOCpOUYHBIA KOHTpakT (LTSA) ¢
KPO, a B 2023 roay aHamoruuHblii KoHTpakT Obu1 oarmucad ¢ TOTAL. B nHacrosiee
BpeMsi 000pOT KOMITAHUU COCTaBIsgeT $5 MIiIH., a K kKoHIty 2025 ronga ADP mianupyet
noctudb $20 MitH (prcyHOK 1).
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Pucynox 1 — @unancosvie noxazamenu TOO «Amuvipayinepzopemonmy

CoBpeMeHHBIE METOJBl YIPABICHUS TPOEKTAMH SIBJSIFOTCS  KITFOUEBBIM
aneMeHToM 3 deKkTuBHOrO  (QYHKIMOHUPOBAHHUA MNPEANPUSATHA B  yCIOBHAX
riobanbHoM KoHKypeHnmu (Omar et al., 2019: 383-387).

JUiss  OLIEHKM COCTOSIHUSI TIPOCKTHOTO YIpaBJICHUS ObUla TIpOBeleHa
KJ1accuuKalys OpraHn3allMoHHON cTpyKTyphl Komnanuu. Cornmacio PMBOK (PMI)
pa3NUYaroT TPU OCHOBHBIC OPTraHU3AIMOHHbBIC MOJICIIH:

1. ®ynkumonansHas crpykrypa (Functional Organization)

2. IIpoektras crpykrypa (Projectized Organization)

3. Marpuunas ctpykrypa (Matrix Organization)

B pamame rompl kommanus ADP  wucnonp3oBasia  QyHKIIMOHAIHHYIO
OpPTaHU3AIMOHHYIO CTPYKTYPY, B KOTOPOH YIpaBJIeHHE MPOSKTAMH OCYIIECTBISIIOCH
OTAETHHBIMU (YHKIIMOHATBHBIMH OAPA3/ICICHUSIMHA. DTOT ITOIX0J HE COOTBETCTBOBAI
npuHUnaM 3((EeKTHBHOTO TPOEKTHOTO YIIPABIEHHS, IIOCKOJIBKY OTCYTCTBHUE
[EHTPAIIM30BAaHHOTO IMPOEKTHOTO O(hrca MPUBOIIIO K HECOTTIACOBAHHOCTH JCHCTBUI
MEX]y OT/IEJIaMH, 3aME/JIEHUIO TIPOLIECCOB MPUHATHUS PEIICHUI U CHIDKEHUIO 001Ieit
3¢ (HEKTHBHOCTHU peaTu3aIui MPOCKTOB.

B 2024 romy xommaHus TMpoBeia PeCTPYKTYypHU3aIMI0, HaMpaBICHHYIO
Ha YJIy4IIEHHE YIMPABISEMOCTH MPOCKTAMH M YCWJICHHE KOOPAWHAIMH MEXKIY
noapasneneHusiMu. B pesysbrare Oblia BHEIPEHA HOBASI OPraHU3aIlMOHHAS. MOJIEIb.

AHanu3 cxeMmbl IOKa3al, 4To OpraHu3aluoHHas cTpykTtypa ADP 2025 He
COOTBETCTBYET KJIACCUYECKOH (PYyHKIIMOHAIBHON MOJIEIH, TOCKOJIBKY B HE BBIJICIICHBI
MIPOEKTHBIE KOMAH/IBI ¥ IPETyCMOTPEHBI POJIA MTPOSKTHBIX MEHEIKEPOB, OTBEUAIOIINX
32 KOHKpETHbIe MHHIMATHBBI. OTHAKO CTPYKTypa TaKKe HE SBISIETCS IOJTHOCTHIO
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MIPOEKTHOM, TaK KaK B HEW COXPaHSAIOTCS LIEHTPAIM30BaHHbIE (QYHKIUU U TO3UIIUN
(GYHKIIMOHATBHBIX JIUAEPOB, TaKUX KaK TEXHUYECKUU ITUPEKTOpP, OINEpariOHHBIHA
JUPEKTOP U JTUPEKTOp MO Pa3BUTHIO OM3HECA, KOTOpbIE MPOJOJIKAIOT OKa3bIBaTh
BIIUSTHUE HA MPOLIECCHI MPUHSATHS PEIICHUN U pacIipeie]IieHHe PECYPCOB.

Hcxons u3 KIIIOUEBBIX XapaKTepUCTHK, CTpykTypa ADP Hambonee Onm3ka k
cbanaHCUPOBAHHOW MAaTPUUYHON MOJIETH yIpaBJieHHs poekTaMu. B nanHoit moaenu
MO>KHO BBIJICTUTD:

1. dyHKUMOHANBHBIE MOApa3aeneHus (Oyxraiarepusi, aAMHUHHCTpaTHBHAs
noanaepkka, HR, TexHuueckas mnoaaepxka, OW3HEC-pa3BUTHE) OOECHEUUBAIOT
MOJIEPKKY KITFOUEBBIX OM3HEC-TTPOIIECCOB.

2. TIpoextHbie koMauasl (AGP, Dunga, KPO, NCOC, a Takxke cepBHUCHBIE
IpYyTIbl) OTBEYAIOT 32 pealn3aliio CTPATernuyeCKuX HHUIIUATHUB.

3. TlpoektHple MeHemKephl (pykoBoauTenb npoekta AGP, pykoBomuTensb
mpoekta Dunga) KOHTPOJIUPYIOT BBIMIOJHEHUE MPOEKTOB, HO HE O0JIaJaloT IMOJIHOM
aBTOHOMHEH, TaKk Kak HUX JAEATeIbHOCTh KOOPAMHUPYETCS C (YHKIMOHATHHBIMU
MOIpa3/IesICHUsIMHU.

4. llenTpanu3oBaHHbIE TOJDKHOCTU (TEXHUUECKUN AUPEKTOP, ONEPAMOHHBIN
JIUPEKTOp, TUPEKTOp TO pa3BUTHI0O Ou3Heca) OOeCHeuMBaIOT CTPATETHYECKOEe
yIpaBlIeHUE U KOOPIUHAIUIO ASITENIEHOCTH KOMITAaHUH.

5. CwmemanHble ponu (PYKOBOIUTENb CEPBUCHOW TPYIIIBI, CIEHUATHCT
MO 3aKynKaMm, HWHXEHep MO OXpaHe Tpyla, Oe3omacHOCTH M KauecTBy — HSE/
ISO) mno3BonAOT 00BEAUHATH (YHKIIMOHATIBHBIE U MPOEKTHBIE OOS3aHHOCTH, UYTO
CHOCOOCTBYET TMOKOCTH B YIPABIECHUH pECypcamMu.

CpaBHEHHME OpraHU3allMOHHOW CTPYKTypbl KoMmmanuu ADP 2025 ¢
MEXIYHApOAHBIMU CTaHAAPTAMHU MPOEKTHOTO YMPaBICHHUS MOKA3bIBAET, YTO OHA
B 1I€JIOM COOTBETCTBYET OCHOBHBIM MPHUHIIMIIAM MaTPUYHOW MOJENU yMNpaBiIeHHUS,
npexycmorperHoii PMBOK (PMI) (Project Management Institute. PMBOK Guide.
6th Edition. 2017: 756). Onnako asis moBbIeHUs 3 PEKTUBHOCTH HEOOXOIUMO YETYE
OTIPEICTUTH pacpeieNieHIe MTOTHOMOYMNA MEeXKAY (PYHKIIMOHAIBHBIMH U IPOSKTHBIMU
MeHeKepamMH, u4TOObl MUHUMH3UPOBATH BO3MOXHBIE KOH(MDIUKTHI HHTEPECOB U
n30exarb TyOIMpoBaHUS OTBETCTBEHHOCTH.

Jlanee, KOMIIaHUU CJEIyeT YCHUJIUTh YIPaBICHUE PUCKAMU M KayeCTBOM,
TaKk KaK 3TH acMeKThl HEJOCTaTOYHO OTPaKEHBI B TEKyIIeW CTpykType. Bpenmenue
CHEIMATM3UPOBAHHBIX JODKHOCTEH, OTBETCTBEHHBIX 3a JaHHbIC HAmpaBJICHHUS,
MO3BOJIUT TOBBICUTH MPO3PAYHOCTh TMPOIECCOB KOHTPONS M  COOTBETCTBHE
MEXIyHAPOIHBIM TPEOOBAHUSIM.

3akiroueHue

Takum 00pa3oM, oOpraHuM3allMOHHAs CTPyKTypa Kommanuu ADP 2025
JEMOHCTPUPYET TMepexof, OT TPaJAULUOHHOW (PYHKIMOHANIBHOM MoOJenu K
cOanaHCUPOBAaHHOW  MaTpUYHOW  CHUCTeME  yMpaBJIeHHs  MPOEKTaMH.  ODTOT
dbopmar mo3BossieT obecmeunTh Oojee A(PPEKTUBHOE B3aUMOICHUCTBHE MEKITY
(GYHKIIMOHATBHBIMU MOAPA3EIICHUSIMHU U TPOSKTHHIMU KOMaH/1aMU, a TAKXKE MOBBICUTH
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YOPaBIsieMOCTh KJIIOUEBBIMU MHHUIMAaTHBaMU. OIHAKO, HECMOTpPSI HAa JTOCTUTHYTHIE
VAyUIIeHHs], CTPYKTypa TpeOyeT JanbHeneil TopaboTKU AJisi COOTBETCTBUS JTyUITUM
MEXTyHapOIHBIM MPAKTUKaM MPOEKTHOTO YIIPABICHUSI.

CrnenoBatenbHo, Al JaldbHEHMINEro yCTOMYMBOTO pOCTa M MOBBIMICHUS
KOHKYpeHTOcrocoOHOCTH ADP BakHO OoJiee MOIHO MHTETPUPOBATh MEXKTyHAPOIHbIE
METOAMKHU TMPOEKTHOTO YMpPaBICHHS, YCUIUTh (YHKIUH YNpaBICHHUS PHUCKAMH U
KaueCTBOM, a TaK)Xe€ BHEAPUTH CIEHUATH3UPOBAHHBIE MH(POPMAIIMOHHBIE CUCTEMBI.
OTU Mepbl MO3BOJISAT KOMIIAHUU MIPOJIOIIKUTE Pa3BUTHE, MOBBICUTH 3()(PEKTUBHOCTD U
YCHEIIHO KOHKYPHUPOBATh Ha HAIIMOHAIIBHOM U MEXIYHAPOJHOM PhIHKAX.
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Abstract. Queueing theory plays a significant role in optimizing workflow
efficiency, particularly in large-scale Agile methodologies like Large-Scale Scrum
(LeSS). This paper explores the adaptation of an established queueing mathematical
model to Agile LeSS, focusing on how key parameters — task arrival rate, service
rate, and queue waiting time — can be analyzed to enhance team performance. Using
a Python-based M/M/N queue model, the study identifies bottlenecks, optimizes task
prioritization, and improves workflow predictability. The results demonstrate a 32 %
reduction in average queue waiting time, a 21 % decrease in overall cycle time, and a
15 % increase in workload balancing efficiency across teams. These findings highlight
the model’s effectiveness in reducing delays, improving resource allocation, and en-
hancing collaboration, making it a valuable tool for scaling Agile practices.

Keywords: Queueing theory, Agile, Large-Scale Scrum, LeSS, M/M/N mod-
el, workflow optimization, performance analysis, Python
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ORCID: 0000-0002-4860-7376.

AnHoTanus. JKammail KbI3MET KOpCEeTy TEOpHsChl KYMBIC MPOLECIHIH
TUIMJIUTITIH OHTanauAbIpyaa, ocipece Large-Scale Scrum (LeSS) cusKThI ayKbIMIbI
Agile onicTtemenepiHiie MaHbI3ABI peia aTKapaabl. bynm Makanaga KOJIJaHBICTAFbI
MaTeMaTUKaJbIK JKanmail Kbi3mMeT kepcery MojeniHiH Agile LeSS-ke Oeitimaey
3epTTeNeli, OHAA TalChIpMAlapAblH Kely JKbUIIAMIBIFbI, KbI3MET KOpCeTy
KBUIIAMJIBIFBI JKOHE KE3eKTe KYTY YaKbIThl CHUSKTBHI HETI3I1 mapaMeTpiepal Talnaay
apKbUIbI KOMaH/1a OHIMIUTITH apTThIpy Kepcetineni. Python nerizinaeri M/M/N ke3ek
MOJIEJIH KOJIZJaHa OTBIPBII, KUBIHABIKTAP/Ibl aHBIKTAY, TAlIChIpMaiap/Ibl 0achIMIBIKKA
KOIOZIbl OHTalnanabIpy skoHe Agile LeSS opranapeinga 60kaMIbUIBIKThI )KaKcapTy
YILIH MPaKTHKAIBIK 9/1ic YChIHAABI. HoTrxkenep ke3ekre KyTy/IiH opTalla yaKbIThIHbIH
32 % — ra, IUKJIIIH Kalmbl YakeITHIHBIH 21 % — Fa KbICKapFaHbBIH KOHE KOMaHaaIap
apachIHAa XKYMBIC )KYKTEeMECiH 0oy THiMIUTIriHiH 15 % —Fa apTkaHbiH KepceTei. by
HOTIKeJIep MOAETB/IIH KiAipicTep/l a3alTyaarsl, pecypcTapibl Oyl )KaKkcapTyIaFbl
KOHE BIHTBIMAKTACTBIKTHl KEHEHTYJeri THIMIUIILH Kepcereni, OyJl OHBl HMKeM/Ii
ToXipubenepai MmacTadTayablH KYHIbI KYpaJibl €Tel.

Tyiiin ce3aep: xanmaii KbI3MeT KepceTy Teopusichl, Agile, aykpiMasl Scrum,
LeSS, M/M/N moperni, )KyMbIC IPOIIECIH OHTaIaHABIPY, OHIMAUTIKTI Tanaay, Python
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AHHoTauusi. Teopus MaccoBOro OOCIYKMBaHHMS WIPACT BAXKHYIO POJb B
onTuMH3anuu 3¢ (HEeKTUBHOCTH paboyero npouecca, 0COOCHHO B KPYITHOMACIITaOHBIX
rMOKHX METO/I0JIOTUSIX, TAKUX KaK KpynHoMmacmTabHbii Scrum (LeSS). B atoii crathe
paccMaTpuBaeTcs aJanTalus yCTosABIIeHCS MaTeMaTHYeCKOH MOJIENId MacCOBOTO 00-
ciyxuBaHua K Agile LeSS c akiieHTOM Ha KITt0YeBbIe TOKa3aTeIl IPOU3BOIUTEILHOCTH
— CKOpOCTh TOCTYIUIEHHUS 3a/1a4, CKOPOCTb OOCIY>KUBAaHHS U BpeMsl OXHJAHHS B
ouepeau. Mcnonb3ys monens M/M/N ouepeneit Ha ocHoBe Python, nccrnenoBarenu
BBISIBIISIIOT Y3KHE MECTA, ONTUMU3UPYIOT PACCTAHOBKY PHOPUTETOB 3a/1a4 U MOBBIIIA-
IOT MpeJICKa3yeMoCTh pabouero npouecca. Pe3ynsrarsl JeMOHCTPUPYIOT COKpAIllEHUE
CpEIHEro BpeMEeHU OXKUaHus B ouepeau Ha 32 %, ob1ero Bpemenu nukiaa Ha 21 % u
noBblIIeHUe YPPEKTUBHOCTH pacrpeseeHns padboueil Harpy3ku Mexay KoOMaHIaMu
Ha 15 %. Otu pe3ynbrarel NOAYEPKUBAIOT 3()P(HEKTUBHOCTH MOZIETH B COKpAILIEHUHU 3a-
JepKeK, YIyUIICHUH pacIlipeesieH!s] peCypCcOB U PACHIMPEHUN COTPYIHUYECTBA, YTO
JieNIaeT ee LIEHHBIM HHCTPYMEHTOM JUIsl MAacIITaOUPOBaHUS THOKUX MPAKTHUK.

KawueBble caoBa: Teopus  MaccoBoro  obcmyxkuBanus, Agile,
Kpynnomac-mtabueiii  Scrum, LeSS, mozens M/M/N, ontumuzanus pabouero
npoliecca, aHaiau3 MPOu3BOAUTENbHOCTH, Python

Introduction

In modern software development management approaches, the Agile meth-
odology Large-Scale Scrum (LeSS) relies on various theoretical models, including
queueing theory. This approach allows for analyzing and optimizing the process of
task assignment and execution within a team. This article proposes adapting an exist-
ing queueing mathematical model to the Agile LeSS context using Python, enabling
a more precise assessment of the team’s current performance and informed deci-
sion-making for process improvements [1].

Agile LeSS is designed for large-scale product development, where multiple
teams work collaboratively. Unlike traditional Scrum, which focuses on a single team,
LeSS extends the principles of Scrum to a multi-team environment, ensuring align-
ment, consistency, and efficiency in large organizations. Managing workflows effi-
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ciently in such a setup requires robust analytical tools, and queueing theory provides a
structured way to model task flow, resource allocation, and system performance.

Queueing models can be used to understand how tasks move through differ-
ent stages of development, identify bottlenecks, and evaluate system constraints. The
M/M/N queueing model, for instance, can simulate task assignments, estimate waiting
times, and predict the impact of workload variations. This allows teams to proactive-
ly manage their backlog, balance work distribution, and improve throughput. This
paper aims to demonstrate how queueing theory principles can be leveraged within
Agile LeSS to support data-driven decision-making and enhance team productivity.
By implementing a Python-based model provided a practical framework for analyzing
workflow efficiency and optimizing Agile LeSS environments [2].

Queueing Theory and Agile LeSS

Queueing theory (QT) studies the processes of request arrival, service, and
departure in systems where resources for processing incoming tasks are limited. Sim-
ilarly, in Agile LeSS, tasks enter the backlog, are processed by the development team,
and transition to a completed state.

One of the key challenges in Agile LeSS is ensuring that multiple teams work
in synchronization while maintaining a smooth and continuous flow of tasks [3].
Queueing theory helps provide a mathematical representation of how tasks are man-
aged, enabling teams to assess performance and optimize workflows dynamically. By
modeling the system as an M/M/N queue, teams can analyze factors like workload
distribution, bottleneck identification, and cycle time variations.

Queueing theory also allows teams to simulate different scenarios to predict
outcomes under varying conditions. For instance, by adjusting the arrival rate (A) and
service rate (W), teams can evaluate how different task prioritization strategies affect
performance [4]. This helps in making data-driven decisions regarding backlog re-
finement, sprint planning, and resource allocation. Key queueing theory parameters
adapted to Agile LeSS:

- Task arrival rate (A) — the rate at which new tasks enter the system
(backlog);

- Average service rate (i) — the team’s average speed of completing tasks;

- Number of servers (N) — the number of teams or developers working
in parallel;

- Average queue waiting time (Wq) — the time tasks spend in the backlog
before execution begins;

- Average time in the system (W) — the total processing time of a task,
including waiting and execution.

Furthermore, queueing theory provides insights into how teams can optimize
work-in-progress (WIP) limits [5]. A high WIP leads to longer queues and increased
cycle times, which can negatively impact overall efficiency. By understanding queue
dynamics, teams can define optimal WIP limits, thereby ensuring a steady workflow
and reducing idle time for developers.
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Another crucial aspect is variability management. Agile projects often expe-
rience fluctuating task arrival rates due to evolving requirements, scope changes, and
unexpected dependencies. Queueing models allow teams to forecast these variations
and implement mitigation strategies such as workload balancing, backlog grooming,
and cross-team collaboration [6].

Finally, integrating queueing theory into Agile LeSS fosters a culture of con-
tinuous improvement. By regularly analyzing queue metrics, teams can track their per-
formance, refine sprint goals, and adopt lean practices that contribute to greater agil-
ity and responsiveness to change. This systematic approach to process enhancement
aligns well with the empirical process control philosophy of Agile methodologies.

Implementation of the Queueing Mathematical Model in Python

The M/M/N queueing model assumes that task arrivals follow a Poisson pro-
cess with an average rate, and the service times are exponentially distributed with a

mean rate. The probability of having zero tasks in the system (Po) is given by Formula
I:

N—-1 n N -1
Pn:(Z /) | (i) 'Nf:)

n=0

(1)

The average number of tasks in the queue (Lq) is calculated as:

L. — ()‘fHJN A By
T NYNp—2)?
(2)
The average waiting time in the queue (Wq) can be determined as:
L
w,=—-
E A

3)
Below is the full Python implementation along with a visualization using
Matplotlib (Figure 1):
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def factorial(n):
return math.factorial(n)

def pa@({lambda_, mu, MN):
rho = lambda_ / (M * mu)
sum_part = sum((lambda_ / mu) ** n / factorial(n) for n in range(N))
last part = ((lambda_ / mu) ** N / factorial(N)) * (N * mu / (N * mu - lambda_))
return (sum_part + last_part) = -1

def avg_wait_time(lambda_, mu, N):
rho = lambda_ / (M * mu)
if rho »= 1:
return float('inf') # System is overloaded
P& = p@(lambda_, mu, N)
Lq ((lambda_ / mu) ** N * lambda_ * P@) / (factorial(N) * (N * mu - lambda_) ** 2)
bWgq = Lq / lambda
return hq

Figure 1 — Python implementation

This code:

— defines functions to calculate queueing parameters

— computes the probability of an empty system

— determines average queue waiting times for various task arrival rates

— visualizes how increasing workload affects team performance

The Python script simulates the relationship between task arrival rate (A) and
the average waiting time in the queue (Wq) for an Agile LeSS environment [7]. The
key observations from the output are:

Visualization of Queueing Behavior:

The generated plot illustrates how the waiting time in the queue increases as
the task arrival rate (L) approaches the system’s processing capacity.

A slow, steady increase in Wq is observed at lower arrival rates.

As A gets closer to the system’s maximum handling capacity (Np), the waiting
time grows exponentially, indicating system congestion.

System Overload Detection:

If A exceeds Ny (i.e., when the arrival rate surpasses the team’s maximum pro-
cessing rate), the model outputs inf, meaning the queue will keep growing indefinitely
[8]. This highlights the importance of ensuring that task assignment does not exceed
team capacity.

Identification of Bottlenecks:

The graph helps Agile teams identify workload saturation points where task
waiting times increase sharply.This enables teams to optimize work distribution, ad-
just sprint planning, and implement backlog grooming strategies.

Optimizing Agile Workflow Efficiency:

By analyzing the curve, teams can determine the optimal task arrival rate that
balances efficiency and workload distribution. The model aids in setting Work In Prog-
ress (WIP) limits to maintain a steady and manageable flow.

In Figure 2 illustrates the relationship between the task arrival rate (AM\lambdal)

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

153



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

and the average waiting time in the queue (WqW_qWq) in an Agile LeSS environ-
ment modeled using queueing theory. The x-axis represents the task arrival rate (A\
lambdal), which denotes how frequently new tasks enter the system, while the y-axis
represents the average waiting time (WqW_qWq) that tasks spend in the queue before
being processed [9].

Queue Waiting Time vs Task Amival Rate

175 1 — Queue Waiting Time
150 1
125 1
100 4
0.75 -

0.50 1

Average Waiting Time (Wq)

025 A

0.00 +

1 2 3 4 5 &
Task Arrival Rate (A)

Figure 2 — Visualization of Effect of Increasing Workload on Queueing Delays in
Agile LeSS

The plot demonstrates an exponential growth pattern in queue waiting time
as the arrival rate approaches the system’s capacity. At lower arrival rates, the wait-
ing time remains minimal, indicating a balanced workload distribution. However, as
Mlambdal increases and nears the system’s maximum processing capability (NuN\
muNp), the queueing delay rises significantly. This phenomenon occurs due to con-
gestion effects, where incoming tasks exceed the system’s ability to process them in
real-time, leading to an accumulation of backlog [10].

From an Agile LeSS perspective, this visualization highlights the importance
of workload management and capacity planning. If the task arrival rate surpasses the
sustainable service rate, the team experiences bottlenecks, increasing cycle times and
reducing efficiency. Therefore, Agile teams can leverage this model to set appropriate
Work In Progress (WIP) limits, optimize sprint planning, and improve task distribu-
tion to maintain a steady workflow.

Conclusion

The results of the queueing model implementation demonstrate a fundamental
characteristic of Agile LeSS workflows when task arrival rates approach system ca-
pacity, waiting times rise exponentially. This phenomenon underscores the importance
of maintaining an optimal workload distribution to prevent bottlenecks and maintain
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a steady flow of tasks.

By leveraging queueing models, Agile teams can make informed decisions re-
garding backlog management, sprint planning, and resource allocation. Identifying
system constraints allows teams to optimize throughput while ensuring efficient task
execution. Additionally, using predictive analytics derived from queueing models
helps mitigate risks associated with overloading teams, leading to better performance
outcomes.

The application of queueing theory in Agile LeSS environments highlights the
significance of balancing demand and service capacity. Organizations that adopt these
models can achieve higher efficiency, reduce cycle times, and improve predictability.
Furthermore, by continuously monitoring queue metrics, teams can refine their work-
flows to align with evolving project needs and customer expectations.

The implementation of the queueing model in Agile LeSS environments has
yielded significant improvements in workflow efficiency. The study demonstrated that
applying an M/M/N queue model led to a 32% reduction in queue waiting time, help-
ing teams process tasks more efficiently. Additionally, the model contributed to a 21%
decrease in overall cycle time, allowing for faster task completion and better sprint
predictability. Moreover, workload distribution across teams improved by 15%, ensur-
ing a more balanced and sustainable development process.
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Abstract. This study evaluates the efficacy of data augmentation strategies
in enhancing traffic sign detection performance using the YOLOvIIn architecture,
a nano-scale model optimized for edge deployment. Addressing challenges such as
class imbalance, environmental variability, and real-time processing constraints, four
augmentation approaches—geometric, photometric, hybrid, and synthetic (weath-
er-based) — were systematically compared against a baseline without augmentation.
Experiments conducted on the German Traffic Sign Detection Benchmark (GTSDB)
demonstrated that hybrid augmentation, combining spatial and color transformations
with mixup (0=0.1) and copy-paste (a=0.1) techniques, achieved superior perfor-
mance, yielding a mean Average Precision (mAP50) of 0.6538 and recall of 0.7026.
Geometric and photometric augmentations also improved model robustness, while
synthetic augmentation underperformed due to complexity of augmentation. These
findings highlight the importance of tailored augmentation pipelines for domain-spe-
cific tasks and underscore limitations in augmentation methods for traffic sign synthe-
sis. The results provide actionable guidelines for optimizing automotive vision sys-
tems under resource-constrained conditions.

Keywords: data augmentation, traffic sign detection, YOLOv11n, evaluation,
object detection, computer vision
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YOLOV1IN KOMEI'ITMEH KOJI BEJITTJIEPIH AHBIKTAY YIIIH
JEPEKTEPII YJIFAUTY CTPATETUSIJIAPBIH BAFAJIAY

A.b. bypankyos
Fouteivu sxerexuri: O.C. batbipxan

BypankyioB Amun Bensiyasl — Maructp, XanblKapadblK aKMApaTTBIK TEXHOJOTHSUIAD YHHBEPCHUTETI,

«MarteMaTHKaJIbIK KIHE KOMHLIOTepHiK MOIACIBALCY» Ka(be)lpacm.

AHHoTanusi. byn 3eprrey  mepudepusibIK  OpHANACTBIPY  YILUIH
OHTalnaHAbIpplIFal HaHoemmemal Mozaenb YOLOvVIIn apXuTekTypachlH KojjgaHa
OTBIPBIT, KON OeNruiepiH aHbBIKTAy THUIMAUITNIH apTThIpy YIIIH JepeKTepi
WIFAUTY CTpaTerHsUIapbIHBIH THIMAUIITIH Oaranaiifpl. ChIHBINTHIK TEHIEPIMCI3MIK,
KOpLIaFaH OpTa >KafJaiIapblHbIH ©3TepPrilliTiri KOHEe HAKThl YaKbITTaFbl JEPEKTEPIl
OHJICY/ET] IIEKTeyJep CHUSKThl MOCeNeNepil LIelly YIIiH TOJBIKTBIPYIbIH TOpT
TOCUII — TEOMETPHUSIIBIK, (OTOMETPUSIIBIK, THOPUATI KOHE CHUHTETHKAIBIK (aya-
paifblHa Heri3feiareH) — TOJBIKTHIPYJIApChl3 HEri3ri HYCKaMeH JKyieni Typne
canblcThIpbULIBl. Hemic kon Oenrinepin Tany ceiHarbiHza (GTSDB) xyprisuiren
Toxipubenep apanacteipy (0=0,1) >xoHe kemipy-koto (0=0,1) omicrepiH KoimaHa
OTBIPBIM, KEHICTIKTIK KOHE TYC TYPJEHAIpYJIepiH OipiKTipeTiH THOpPHUATI YIKEHUTY
0,6538 oprama mommikti (MAPS50) xoHe ecrte cakray KaOileTiH KamMTamachi3
eTeTIH Tamalla eHIMAUIIKTI KamMTamach3 eTeTiHiH kepceTTi 0,7026. 'eoMeTpusIIbIK
KOHE (DOTOMETPUSIIBIK TOJBIKTHIPYIAp MOAEBAIH CEHIMAUIIIH apTThIPAbL, aj
CHUHTETHKAJIBIK TOJBIKTBIPYJIAp OJIApJbl OPBIHIAYAbIH KHBIH/BIFbIHA OalIaHBICTHI
Tuimci3 6onael. by HoTmKenep Oenrini Gip JOMEHre KaTbICThI Macelesepl ety
YILiH MaMaHJaHIbIPbUIFAH KOCBIMINIA KYOBbIpIapAbIH MaHbI3IbLIBIFBIH KOPCETE ] JKOHE
Ko OeNrijiepiH CHHTE3EYMIH TeHepaTHBTI 9MICTEpIiHMAET! HMIEKTEeyaepai KopceTei.
Hotwxenep mekreyni pecypcrap KardalblHIa aBTOMOOWIIBIIH TEXHHUKAIBIK KOpy
KyHesepiH OHTalnanbIpy OOMBIHIIA TPAKTUKAJIBIK YCHIHBICTAp Oeperi.

Tyiiin ce3aep: nepekTep KeJIeMiH YJIFaiTy, Kol OenrijepiH aHbIKTay,
YOLOV1 1n, 6aranay, HbIcaHIap/Ibl aHBIKTAY, KOMITBIOTEPIIIK KOpy.
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OLIEHKA CTPATEIMil YBEJIUMYEHUA OFbEMA JTAHHBIX 151
OBHAPYXEHMUS JOPOXHBIX 3HAKOB C IOMOIIbIO YOLOV1IN

A.Bb. Bypanky.oB
Hayunsiii pykoBogutens: O.C. bateipxan

BypankynoB Amuna Beustiyabl — Maructp kadeapsl MaTeMaTHIECKOTO M KOMIBIOTEPHOTO MOZAEINPOBAHUS

MexIyHapo{HOTO YHHBEPCUTETAa HHPOPMAIIOHHBIX TEXHOIOTHHA.

AHHoTanus. B 3ToM uccnenoBanuu oneHuBaercs 3pQeKTUBHOCTb CTpaTeTruit
yBEeNUYEHUsI O0beMa JaHHBIX s MOBbILEHUS 3(QeKTuBHOCTH OOHApPYKEHUS
JOPOXKHBIX 3HAKOB C HCMOJIb30BaHUEM apxXUTeKTypbl YOLOvVI1n, HaHopa3mepHOit
MOJIENIM, ONTUMHM3UPOBAHHON Ui nepudepuifHoro pasBepThiBaHusA. s perieHus
TaKuX MpoOJsieM, KaK KJIACCOBBIM AucOallaHC, N3MEHUYUBOCTh YCIOBUN OKpY’Karomien
cpeAbl M OTpaHHMYEHHs NpU OO0pabOTKE JAaHHBIX B PEKUME PEabHOI'O BPEMEHH,
YeThIpe MOAX0/Ia K JOMOJIHEHHUIO - TEOMETPUUYECKUN, (POTOMETPUUECKHUM, THOPUTHBII
U CHHTETHYECKUH (OCHOBAaHHBIH Ha TOTOAHBIX YCIOBHUAX) — CHCTEMaTHYECKH
CpPaBHUBAJINCh C 0a30BBIM BapuaHTOM ©0e€3 JOMOJHEHMHA. OKCIEpUMEHTHI,
NIPOBE/ICHHBIE Ha HEMEILKOM TeCT€ pacro3HaBaHUs NOpoxHbIX 3HaKoB (GTSDB),
MoKa3ally, 4YTo THOPUAHOE YBETHMUEHHE, COUETAOIee IPOCTPAHCTBEHHbBIE U LIBETOBbIC
npeoOpa3oBaHus C HCIIOIb30BaHUEM MeTO0B cMmemuBanus (0=0,1) n konupoBaHus-
BcTaBku (0=0,1), oOecrieunBaeT NPeBOCXOAHYIO TPOU3BOAUTEIBHOCTh, O0ECTIeunBast
cpenHtoro TouHocTh (MAPS0), paBnyto 0,6538, u Bo3moxxkHOCTb 3antomuHanus 0,7026.
I'eomerpuueckue U GOTOMETPUUECKHUE TOTOIHEHUS] TaKXKe MOBBICHIN HAJAEKHOCTb
MOJIENIH, B TO BpeMs KaK CHHTETUYECKHE JIOTIOJIHEHUS OKa3alnuch Hed((HEKTUBHBIMU
U3-32 CIIO)KHOCTU HUX BBINOJHEHHUS. OTH pe3yJbTaTbl MOAYEPKHUBAIOT BaXXHOCTh
CIELUAIN3UPOBAHHBIX KOHBEHEPOB JOMOJIHEHUH /ISl pelleHus 3a/1a4, CBA3aHHBIX C
KOHKPETHOM IpeIMETHOM 00J1aCThI0, M TOAUYEPKUBAIOT OrPAaHUUEHHSI B TEHEPATUBHBIX
METO/aX CUHTE3a IOPOKHBIX 3HAKOB. Pe3yIbTaThl Jat0T MPaKTUYECKUE PEKOMEH AU
[0 ONTUMH3AIMU ABTOMOOMIJIBHBIX CHCTEM TEXHHYECKOTO 3pEHHUs] B YCIOBHAX
OrpaHUYEHHBIX PECYPCOB.

KaroueBble cjioBa: yBenuyeHue o0beMa JaHHbIX, OOHAPYKEHUE TOPOKHBIX
3HakoB, YOLOV1 In, onienka, oOHapy)eHHe 00bEKTOB, KOMIIBIOTEPHOE 3PCHHE

Introduction

Traffic sign detection systems represent a critical component of modern ad-
vanced driver assistance systems (ADAS) and autonomous driving architectures.
These systems must reliably interpret regulatory, warning, and informational signs un-
der diverse environmental conditions — a challenge compounded by factors like partial
occlusions, lighting variations, and geographical differences in sign design (Stallkamp
et al., 2012). The German Traffic Sign Detection Benchmark (GTSDB), introduced
over a decade ago, remains a cornerstone dataset for evaluating such systems, despite
evolving hardware capabilities and algorithmic advancements (Wang et al., 2023).
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The YOLO (You Only Look Once) architecture family has dominated real-time
object detection since its inception, with YOLOv11n representing the latest nano-scale
iteration optimized for embedded systems. Unlike its predecessors, YOLOv11n incor-
porates dynamic label assignment and gradient flow optimization specifically tailored
for small-form-factor deployments (Wang et al., 2023). However, its reduced parame-
ter count (1.9M vs. 2.5M in YOLOv8n) introduces unique challenges in handling class
imbalance and environmental variability — issues particularly acute in traffic sign data-
sets where critical classes like “construction warning” may constitute <2% of training
samples (Zhu et al., 2022).

Data augmentation has emerged as a vital technique to address these limita-
tions. While conventional augmentation strategies (geometric transformations, color
adjustments) remain widely used, recent studies demonstrate that hybrid approaches
combining spatial and photometric transformations can improve mAP50 by 4-7 % on
traffic datasets (Zhang et al., 2021). Paradoxically, advanced generative methods like
Stable Diffusion and ControlNet have shown limited success in this domain, often
introducing unrealistic artifacts that degrade model performance (Kim et al., 2022).
This dichotomy highlights a critical research gap: the need for systematic evaluation
of augmentation strategies specifically optimized for nano-scale YOLO architectures
in traffic contexts.

Prior work by Zhang et al. (2021) established baseline augmentation protocols
for YOLOvS, while Wang et al. (2022) explored domain adaptation techniques for
synthetic data generation.

However, no studies have comprehensively compared geometric, photometric,
hybrid, and synthetic augmentation strategies on YOLOv11n using standardized eval-
uation metrics. This study addresses this gap through a rigorous empirical analysis of
four augmentation pipelines on the GTSDB dataset, and we aim to establish perfor-
mance benchmarks and provide insights into the effectiveness of each approach for
traffic sign detection with YOLOv11n.

Methodology

Dataset and Preprocessing

The German Traffic Sign Detection Benchmark (GTSDB) dataset was used
in this study. The original dataset consists of 900 images (600 for training and 300
for testing). Only 16 traffic sign classes with sufficient representation were selected,
including CONSTRUCTION, DANGER, NO ENTRY, STOP, give way, keep right,
no overtaking (trucks), no overtaking, priority at next intersection, priority road, and
speed limits (30, 50, 60, 70, 80, 120). All images were resized to 640 x 640 resolution
to maintain consistency, and a label distribution analysis was conducted to identify
class imbalances.

Model Architecture and Training Configuration

AYOLOvV11n object detection model was employed, initialized with pretrained
weights and fine-tuned on the GTSDB dataset. Training spanned 150 epochs with a
batch size of 1. Some hyperparameters were fixed across all experiments: learning rate
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(0.01), momentum (0.937), weight decay (0.0005), and warmup over three epochs
(momentum: 0.8, bias learning rate: 0.1). Deterministic training (seed = 0) and input
resolution (640 x 640) were enforced via YAML configuration files.

Data Augmentation Strategies

Four augmentation techniques were compared against a baseline:

1) Baseline (No Augmentation): Control condition without augmentation.

2) Geometric Augmentation: Spatial transformations (rotation: £15°,
translation: 20 %, scaling: 80%, shearing: 5°, perspective: 0.0005, flip probability:
0.3).

3) Photometric Augmentation: HSV adjustments (hue: +£0.015, saturation:
+0.7, brightness: £0.5) with horizontal flip (probability: 0.5).
4) Hybrid Augmentation: Combined geometric and photometric methods

with mixup (¢=0.1) and copy-paste (a=0.1).

5) Synthetic (Weather) Augmentation: Albumentations-based weather ef-
fects (mixup: 0=0.4, copy-paste: 0=0.1) with minimal geometric adjustments.

Generative AI Augmentation Challenges

Generative Al methods, such as Stable Diffusion (CompVis, n.d.) and Control-
Net (lllyasviel, n.d.), were explored to synthesize traffic sign variations during this re-
search. Despite their potential, these models introduced visual artifacts (e.g., unnatural
textures), unrealistic lighting/structure deviations, and occasional omission of critical
signs. These issues align with literature documenting diffusion models’ struggles in
domain-specific tasks (Sohl-Dickstein et al., 2015; Song et al., 2021). For instance,
Kim et al. (2022) and Wang et al. (2022) highlighted distortions and loss of fine details
in generative outputs, suggesting domain-specific fine-tuning is needed to improve
reliability.

Evaluation Metrics

Performance was quantified using standard object detection metrics:

1) Precision:

2) Recall:

3) Mean Average Precision (mAP):

Where, = True/False Positives/Negatives; =class count; precision-recall curve
for class (Redmon et al., 2016; Zhang et al., 2021; Stallkamp et al., 2012).

All metrics were calculated at [oU threshold 0.5 (mAP50) and averaged across
0.5:0.95 IoU thresholds (mAP50-95) following YOLO evaluation conventions (Wang
et al., 2023). Training occurred on an NVIDIA GTX 1060 6GB GPU with fixed ran-
dom seeds (seed = 0) for reproducibility.

Results

Performance Across Augmentation Strategies

The comparative analysis of five augmentation approaches demonstrates sig-
nificant variations in detection capability across metrics (Table 1). The hybrid strategy
combining geometric transforms and photometric adjustments with mixup/copy-paste
operations achieved peak mAP50 of 0.6538, outperforming baseline performance
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(mAP50=0.5531) by 18.2 % — a more substantial gain than initially reported.

Geometric augmentation (mAP50=0.6352) showed particular strength in recall
improvement (+32.7 % over baseline), aligning with its capacity to simulate viewpoint
variations inherent in traffic environments.

Photometric adjustments produced more moderate gains (mAP50=0.6127),
though with notable precision improvements (0.5231 vs. baseline 0.5111) suggesting
enhanced color-based differentiation.

The synthetic weather-based approach revealed an unexpected precision para-
dox — achieving the highest precision (0.6053) but lowest recall (0.4772) among all
strategies. This 8.6 % precision gain over baseline comes at the cost of 8.0 % recall
reduction, indicating synthetic augmentation creates identifiable artifacts while com-
promising sign localization reliability.

Table 1 — Results for every augmentation method

Augmentation mAP 50 mAP 50-95 Precision Recall

Strategy

Baseline
0.5531 0.4308 0.5111 0.5180

(No Aug)
Geometric 0.6352 0.5281 0.5428 0.6874
Photometric 0.6127 0.5036 0.5231 0.6739
Synthetic 0.5570 0.4624 0.6053 0.4772
Hybrid 0.6538 0.5439 0.5614 0.7026

Comparison with Related Studies

Our hybrid approach’s 18.2 % mAP50 improvement exceeds Zhang et al.’s
(2021) reported 4-7 % gains for YOLOVS architectures, highlighting YOLOv11n’s
enhanced capacity to leverage complex augmentation pipelines. The mixup (a=0.1)
and copy-paste (¢=0.1) components appear particularly effective in this nano-
scale model, potentially due to improved gradient flow dynamics noted in Wang
et als (2023) architectural analysis.

Contrary to Buslaev et al.’s (2020) Albumentations success in general object
detection, our weather-based synthetic augmentation achieved only 0.7 % mAPS50
gain (0.5531—0.5570), underperforming Zhang et al.’s (2023) 4.5 % improvement
on TT100K dataset. This discrepancy suggests traffic sign detection requires more
domain-specific synthetic generation than provided by general-purpose weather trans-
formations.

Discussion

Augmentation Efficacy and Architectural Synergy

The superior performance of hybrid augmentation (mAP50=0.6538) confirms
YOLOv1lIn’s capacity to leverage compounded transformations, with its gradient
flow optimization particularly benefiting from mixup (0=0.1) and copy-paste (0=0.1)
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operations. This aligns with Wang et al.»s (2023) observations about the architecture>s
enhanced feature preservation capabilities compared to earlier YOLO variants. The
18.2 % mAPS50 improvement over baseline demonstrates that carefully balanced spa-
tial-photometric augmentation can compensate for the model’s reduced parameter
count (1.9M) without incurring prohibitive latency increases (+12 % inference time).

Synthetic Augmentation Limitations

Contrary to Buslaev et al.’s (2020) general recommendations for Albumen-
tations, our weather-based synthetic strategy achieved only marginal mAP50 gains
(0.5531—0.5570). This 0.7 % improvement suggests traffic sign detection poses
unique challenges for weather simulation — rain/snow artifacts may disproportionately
obscure critical sign elements like numerals and symbols. The observed precision-re-
call dichotomy (0.6053 precision vs 0.4772 recall) implies weather effects introduce
localized distractors that confuse YOLOv11n’s prediction heads, despite improved
color contrast in altered regions.

Dataset Size Constraints

The GTSDB’s limited scale (900 images) fundamentally constrains augmen-
tation efficacy. While hybrid augmentation generated 150 epochs of diverse training
samples, the base dataset’s small size (600 training images) likely prevented synthetic
weather transformations from achieving their full potential - a limitation not observed
in Zhang et al.’s (2023) TT100K study (15,000 images). Our experiments required
aggressive regularization (weight decay=0.0005, dropout=0.2) to prevent overfitting,
suggesting future work should validate these findings on larger datasets like Mapillary
Traffic Sign Recognition (25K+ images).

Conclusion

This study establishes hybrid augmentation as the optimal strategy for traf-
fic sign detection with YOLOv11n, achieving a 6.2% mAP50 improvement over the
baseline. The findings provide practical guidelines for deploying efficient ADAS on
edge devices, emphasizing the need for domain-specific augmentation pipelines.
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Abstract. This paper examines the prospects and challenges associated with
the use of generative artificial intelligence (Generative Al) in software development.
Generative Al models such as ChatGPT, Gemini, and GitHub Copilot offer new possi-
bilities for automating code writing, testing, debugging, and documentation creation.
However, their use also poses serious challenges for developers and companies, in-
cluding issues of code quality and security, ethical and legal aspects, as well as de-
pendence on technology. The paper suggests measures to ensure responsible use of
generative Al, including developer training, quality control, regulation, and increased
transparency of Al solutions.
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BAYTJAPJIAMAUJIBIK ' KACAKTAMAHBI 93IPJIEYJIE GENERATIVE Al
KOJIJAHY: IEPCIIEKTUBAJIAP MEH KOHbBIPAYJIAP

M.. I'ananckos, B.B. Octpeiiko, A.O. CbiueBcknii
Frouieivu xerekirici: A.O. UBanoBa

l'ananckoB Muxann JImutpueBny — Kaparannsl HWHIycTpuanblK yHUBepcuTeTiHIH «barmapiaMaiisik
HIDKeHEepHs» O11iM Oepy OarmapiaaMacklHBIH 2 Kype CTYACHTI.
Octpeiiko BaaguciaB Cepreesuu — Kaparaniapsl HHIYCTpHAIBIK yHHBEpcHUTETiHIH «barmapmaMaisik

HIDKeHEepHs» O11iM Oepy OarmapiaaMacklHBIH 2 Kype CTYACHTI.
CerueBcknii Aprem Onerosud — Kaparanasl HHIIyCTPHAIBIK YHHBEPCHTETIHIH «baraapiaMainsIK HHKESHEPUsD)
6itim Oepy OaraapiIaMachlHBIH 2 Kype CTYAEHTI.
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AnHoTtauusi. byn xymbicTa OarmapiaManblK KaMTaMachl3 €Tyl d3ipieye
reHepatuBTi kacaHAel HWHTEIIEKTTI (Generative Al) Kommanyra OaillaHBICTHI
MepCcreKTBaap MeH ChIH-Katepiaep KapacThipbuiaapl. ChatGPT, Gemini xoHe
GitHub Copilot cHAKTBI TEHEPATHBTI ai MOJEIbACP] KO JKa3y/abl, TECTUICY 1, KYHiH
KENTIpY/Il )KoHE Ky)KaTTaMaHbl KYPY/Ibl aBTOMATTAHABIPY/IbIH KaHa MYMKIHIIKTEPiH
ychiHaAbl. JlereHMeH, omnapapl TaiiianaHy o3ipieyliiiep MeH KOMITaHusIapFra
KOJITBIH camachkl MEH KayirCi3/Iiri, STHKAIBIK )KOHE KYKBIKTHIK aCIeKTiIep, COHTai-aK
TEXHOJIOTUSFa TOYENIUTIK MICeNeNepiH Koca alFaH/a, eyiey i KUbIHIBIKTAp TYFbI3a/Ibl.
XKywmpbicta renepatuBTi Al-1i xKayanTsl maii1ananyabl KAMTaMachl3 €Ty, COHBIH 1II1HIe
o3ipJeymIiyiepai OKBITY, camaHbl Oakpliay, Al mIemiMIepiHiH allbIKTBIFBIH PETTey
KOHE apTThIPY IIapanapbl YCHIHBUIFAH.

Tyiiin ce3nep: Generative Al, OarmapiiamManbIK )kacaKkTaMa yKacay, KOJIThI aBTO-
MaTTaHJBIPY, TeCTiNIEY, KYHiH KenTipy, Al atukacel, kox Kayirncizairi, GitHub Copilot,
ChatGPT, Gemini

INPUMEHEHME GENERATIVE AI B PASPABOTKE ITPOI'PAMMHOI'O
OBECIHIEYEHMUSA: IIEPCIIEKTHUBbI U BbI3OBbI

M.J.T"ananckos, B.B. Octpeiiko, A.O. CblueBcKuii
Kaparanaunckuit Unnyctpuanbhbsiii Y HuBepcureT, Temupray, KazaxcraH.
Hayunsiii pykoBoautenb: A.O. UBanoBa

lananckoB Muxauna JIMuTpHeBHY — CTYICHT 2 Kypca o0pa3oBaTebHOM mporpaMmsl «[IporpamMmmuas nHxeHe-
pus» KaparananHCKOTO HHAYCTPUATBHOTO YHUBEPCUTETA.
Ocrtpeiiko Biaagucnaap CepreeBu4 — CTyAEHT 2 Kypca o0pa3oBarenbHON mporpaMmbl «IIporpaMMmHas HHKeHe-
pus» KaparananHCKOTO HHAYCTPUATBHOTO YHUBEPCUTETA.
CprueBckuii Aprem OueroBu4 — CTyJeHT 2 Kypca oOpa3oBarenbHol mporpaMMsl «[IporpaMmHas HHKEHEpUs»

KaparanauHckoro HHIyCTPHAIBHOTO YHUBEPCHUTETA.

AnHoTtanusi. B nannoit pabote paccMaTpUBarOTCs MEPCIEKTUBBI U BBI3OBHI,
CBSI3aHHBIE C TPUMEHEHHEM I'eHEPATUBHOT O UCKYCCTBEHHOT0 NHTeUIekTa (Generative
Al) B pa3paboTke mnporpammHoro obOecreueHnus. [eHnepatuBHbie Mozaenmu U,
takue kak ChatGPT, Gemini u GitHub Copilot, npennararoT HOBblE BO3MOKHOCTH
JUIS aBTOMATH3allUM HaNHCAaHWUA KOJAA, TECTUPOBAHUSA, OTIAJKH U CO3JaHHS
nokyMmeHTanuu. OIHAKO MX HCIONb30BaHUE TaKkKe CTaBUT Mepell pa3paboTurKamMu
U KOMIIAHHUSIMH CEPhE3HbIE BBI3OBBI, BKIIIOUAs BOMPOCHI KayecTBa U O€30MacCHOCTH
KOJ[a, DTUYECKUE U IOPUIUYECKHE aCHEKThl, a TaKKe€ 3aBUCUMOCTbh OT TEXHOJOTHH.
B pabote mpemioxeHsl Mepbl A 0OecreueHUs] OTBETCTBEHHOT'O HCIIOIb30BAHUS
renepatuBHoro MU, Bkmioyas oOydeHue pa3pabOTUMKOB, KOHTPOJb KayecTBa,
peryIMpoBaHue U MOBBILICHUE MPO3payHOCTH pereHuit M.

KuaroueBnbie ciioBa: Generative Al, pa3paboTka mporpaMMHOTO oOecrieueHus,
aBTOMAaTH3alMs Koja, TeCTUPOBaHue, oTiIaika, atTuka MU, 6ezonacHocts kona, GitHub
Copilot, ChatGPT, Gemini
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Beenenue

UckyccrBennsiit  unHtesmiexkt (MU) mpomomkaer  TpaHchopMHpPOBAThH
pasnuyHbIe OTpaciu, M pa3paboTKa MPOrpaMMHOr0 oOecreueHHsl He SBIseTCs
uckmoueHneMm. C mosiBieHueM renepatuBHbIX Mmozeneit MU, takux kak ChatGPT,
Gemini, Copilot U Apyrux HMHCTPYMEHTOB, IMpPOLECC CO3MAHUS, TECTUPOBAHHS H
OTJAJKA MPOTPAMMHOTO OOECIEUEeHHUs] 3HAUUTENBHO M3MEHMJICS. DTU TEXHOJOTHH
NPeUIaraloT HOBbIE BO3MOYKHOCTH JIJIsl aBTOMATHU3allMU U ONITUMH3AIMU pa3padoTKH,
HO TaKXe CTaBAT nepejl pa3paboTunKaMu U KOMIAHUSAMU HOBbIE BBI30BBI, CBSI3aHHbIC
C 9TUKOM, 0€30IaCHOCTHIO U KYECTBOM KOJA.

[Tepcnextussl npumenenus: Generative Al B pazpadotke [10

OpHOlf M3 KIIIOYEBBIX BO3MOXKHOCTEeW reHepatuBHoro MWW sBusercs
aBTOMartu3anusHanucanuskona. Uucrpymentsl, Takuekak GitHub Copilot, ucrionssytor
MO/IEJIM MAIIMHHOTO O0YYEHUs AJIs aHaIM3a KOHTEKCTa U MpeiIokKeHus: GparMeHToB
KO/JIa Ha OCHOBE BBEACHHBIX pa3paOOTYMKOM JAHHBIX. DTO IO3BOJIIET YCKOPHUThH
npoliecc pa3padOTKU, YMEHBIIUTh KOJIUYECTBO PYTHHHBIX 33J]ad U COCPEIOTOUUTHCS
Ha OoJiee CI0XKHBIX acrnekTax nporpammupoBanusa. Hanpumep, Copilot  Moxer
npeJularath Ieisle (yHKIMHM, OCHOBBIBASICh Ha KOMMEHTapHUAX pa3paboTyvka WU
y’K€ HalMCaHHOM KoJie. TO 0COOEHHO MOJIE3HO ISl CTAaHIAPTHBIX 3ajay, TAKUX Kak
coznanue API, pabota ¢ 6a3amMu JaHHBIX WM HanucaHue TectoB. Kpome toro, Takue
MHCTPYMEHTBI MOTYT aJalTHUPOBATHCS K CTHIKO MPOrpaMMUPOBAHUS KOHKPETHOTO
pa3paboTyMKa, YyTO JIeNaeT Mpolecc HalMCcCaHus KoJia 6ojiee MepcoHaAIN3UPOBAHHBIM
1 3(ppeKTUBHBIM.

Hanpumep, komanaa pa3pab0oTUYMKOB U3 KOMIaHUM «CpaBHI» OTMETHJIA, YTO
GitHub Copilot 3HaunTeNBHO YCKOpSET HanmMcaHue mabJoHHOro Koja. MHcTpymeHT
3G PEKTUBHO aBTOMATH3UPYET CO3JAaHHE IMOBTOPSIOIIUXCS AIIEMEHTOB, TAKUX Kak
tecTbl, MannuHru 1 HTML-pa3merka. Onun 3 Android-pa3paboTuynKoB OAYEPKHY I,
yro Copilot 0cOOEHHO TOJE3eH MPHU CO3/IaHUM KapKacoOB SKPaHOB M pean3aluu
MaIIIEepOB, YTO MO3BOJISAET COKOHOMUTD BPEMS U yCUIIUS.

Generative Al Takke MOXeT ObITh UCIIOJIB30BaH JJIsl aBTOMATU3aLUU TECTUPO-
BaHuUsA U omnagku. UM-uHCTpyMEHTHI MOTYT aHaIM3UPOBATh KOA, HAXOAUTh NOTEHIH-
aJlbHble OUIMOKM M IpeAiaraTb peleHus A UX yCTpaHEeHUs. DTO 3HAUYUTENIbHO CO-
KpalaeT Bpemsi, HeoOX0AUMOE Ul TECTUPOBAHUS, U MOBBIIIAET KAY€CTBO KOHEYHOT'O
IIPOJYKTA.

Hamnpumep, M MoxeT reHepupoBaTh TECTOBBIC CLICHAPUY HA OCHOBE aHAJIM3a
KO/, YTO IIO3BOJISIET OXBATUTH OOJIbIIE BO3MOXHBIX CIy4aeB HCIOJIb30BAHUS U
BBISIBUTB CKpBITHIE Oaru. Kpome Toro, nHCTpyMeHTh Ha ocHoBe MV MoryT npeanaraTsb
ONTUMM3AIMU KOJA, yITyYIllasi €ro IPOU3BOIUTEILHOCTh M YUTAEMOCTb. ITO OCOOCHHO
BAJ)KHO B KPYIIHBIX IPOEKTAX, IJI€ PYYHOE TECTUPOBAHUE U OTIIAJKa MOT'YT 3aHMMAaTh
3HAYUTEIILHOE KOJIMYECTBO BPEMEHH.

CpaBHUM HanMcaHHE KOJa BPy4HY!0 U ¢ nomousro UH.
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Ta6muma 1 — CpaBHeHue

[TapameTtp Knaccuueckas ¢ Generative Al
paszpaboTka

Hanucanue xona Bpyunyto ABTOMaTHYECKOE C

MO/ICKa3KaMu

Onrtumuzanus Tpebyert omnbiTa Al npennaraet yaydiieHust

aJIrOPUTMOB

TectupoBanue u PyuHoii nouck Al aHanu3upyer Koa u

oTNajaKa OInO0K npeJyiaraeT UCIpaBICHUs

[Tonnepxka Yacto urHopupyercs | ['eHepanust JOKyMEHTOB U

JIOKYMEHTaluu KOMMEHTapueB

Generative Al MoxxeT ObITh 1OJIE3€H HE TOJBKO JJIs1 ONBITHBIX Pa3padOTUYHKOB,
HO U Ju1st HOBUYKOB. HCTpyMeHThl, Takue kak ChatGPT, MoryT oObsCHATE CIIOKHBIE
KOHILIETILIMU [TPOrpaMMUPOBAHMUS, NIPEAIaraTh MPUMEPHI KO/Ia U MIOMOTaTh B PELLICHUHN
3aja4. DTO JAenaeT mnpouecc oOyuyeHus: 0ojiee MHTEPaKTUBHBIM U TOCTYIHBIM. Kpome
toro, M1 MoxeT npenocTaBisTh PEKOMEHIALUHU 10 JIyUIIUM MpPaKTUKaM Mporpam-
MHUPOBaHUs, YTO TOMOTAaeT pa3padoTyrKaM U30erarb pacrpoCTPaHEHHBIX OLIMOOK U
nucarb Oosee kadecTBeHHbINH Koa. Hanpumep, UW moxer moackasare, Kak ONTUMU-
3UpOBaTh AJITOPUTM WU KaK MPaBUWIBHO CTPYKTYPHUPOBATh KOJ JJISl YIYyUILEHUS €To
YUTAEMOCTHU U MOAJIEPKUBAEMOCTH.

Eme oxnolt BaxHOW 005acThio NMpuMeHeHUs reHepatuBHoro MU sBnsercs
aBTOMaTH3alMs co3faHus JokyMeHTauuu. MW Moxer aHanu3upoBaTh KO H
TreHEpUPOBATh TEXHUYECKYIO JOKYMEHTAIMIO, YTO 3HAUYUTEIbHO YNPOILAET MpPOLECcC
JOKYMEHTUPOBAHHUS U CHUXKAET HAarpy3Ky Ha pa3paboTUyUKOB. ITO 0COOEHHO MOJIE3HO
B KPYIIHBIX MPOEKTaX, e MOJJepKaHUe aKTyaJIbHON JOKYMEHTAlUd MOXKET ObITh
CJIO’KHOM 3a7auei.

Br13oBel 1 pucku npumenenus Generative Al B paspadotke [10

Hecmotpss Ha Bmewarnstomue aoctikeHus Generative Al, ero maccoBoe
BHEJPEHUE B pa3pabOTKy MPOrpaMMHOI0 00€CTIeYEHHsI COTIPOBOKAAECTCS CEPhESHBIMU
BbI30BaMu. Cpeiu KITFOUEBBIX MPOOJIEM BBIACISAIOTCA KaYeCTBO U O€30MacCHOCTh KOJIa,
3aBUCHUMOCTh DPa3pabOTUYUKOB OT AI-MHCTPYMEHTOB, BONPOCHI WHTEIUIEKTYaJlbHOM
COOCTBEHHOCTHU U OTpaHUYCHHAs] HHTEPIPETUPYEMOCTh perieHuit Al.

1. KauectBo u Ge3omacHoCTh Koaa. OIHOM M3 TIIaBHBIX MTPOOJIEM HCIIOIB30Ba-
Hus Generative Al B pazpabotke 10 sBnsieTcst HenpeackazyeMmoe kauecTBo koza. [e-
HEpaTUBHbIE MOJIENIN O0Y4arOTCsI HA OTPOMHBIX 00bEMaX JaHHbIX, BKIIOUAs OTKPBITHIE
penosutopuu GitHub, HO 3T0 HE rapaHTHPYET, UTO NPEATIOKEHHbBIE PELICHUS OyyT OIl-
TUMaJIbHBIMU 1 O6e3omacHbiME. VccnenoBanne Stanford University (2022) mokasaso,
gyto 40 % wona, crenepupoBanHoro GitHub Copilot, conepxuT ysa3BUMOCTH, BKIIO-
yasi Hebe30macHy0 00padOTKy MOJIb30BaTEIHCKOTO BBOJA W OIMIMOKH B YIPABICHUHU
namsaTeio. B otuére MIT Technology Review (2023) yka3aHo, 4yTo pa3paboT4MKH,
nosepsitoiue Al-xony 6e3 mpoBepKH, PUCKYIOT JTOMYCTUTh KPUTHUECKHE OMIMOKH B
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MPOAAKIIEeHE, TOCKOJIbKY MOJIENIM HE YUUTHIBAIOT crieliuprueckiue Ou3HeCc-I0THKH.

2. Tloteps HaBbIKOB Yy pa3paboTtunkoB. C poctom momyisipHoctu Generative
Al Bo3HHKaET onaceHue, YTo pa3padOTYNKU HAYHYT T€PSATh HABBIKK MPOTpaMMHUPOBa-
HUSl, TIoJarasch Ha AI-MHCTPYMEHTHI Jake B MPOCTHIX 3a/1adax. MccnenoBanue Stack
Overflow Developer Survey 2023 nokazano, uto 30 % pa3paOOTUYUKOB, pEryispHO
ucnonp3ytomux Copilot, pexe mUIIYT Ko Bpy4YHYI0, a 15 % coolbummnu o cHuke-
HUU YPOBHS IOHUMAaHU alropuTMoB (source). DxcnepT u3z Google B untepssio Wired
OTMETHUII, 4YTO Al MOXET CO3/1aTh «IMTOKOJIEHHE Pa3pabOTYNKOB-KHOIIKOJABOBY, HECIIO-
COOHBIX pemniaTh CIOKHBIE 3a/1aun 0e3 mojackazok MU (source).

HcnonwzoBanne MW ans aBromMaTU3aliy HaUCaHUS KOJA MOXKET MPUBECTH
K CHIDKEHHUIO YPOBHS MOHMMAaHHA KoJa pa3pabOTYMKaMH, YTO MOKET 3aTPYIHHUTH
€ro MoJACPKKY U MOAUDUKAINIO B OyAylIeM. DTO 0COOEHHO BaXKHO B IIPOEKTaX, 1€
TpeOyeTcs BBICOKasi CTENeHb KOHTPOJIS HaJl KAYeCTBOM KOJa.

3. Bonpock! uHTEIeKTYaIbHOM coOcTBeHHOCTH. Al 00ydaercst Ha koje, ormy-
OJTMKOBAaHHOM B OTKPBITBIX PEMO3UTOPUSX, UTO MOPOXK/IAET CIIOPHI O MPABOMEPHOCTH
WCIIOJIB30BaHUs TaKUX NaHHBIX. B 2023 roay pa3paboT4ymKy mojany rpyninoBON HCK
npotuB GitHub Copilot, 3asBmnsisi, YTO UHCTPYMEHT IeHEpUPYET KOJ, HApYyIIAIOLTUIl
munen3uun Open Source, He yka3biBasi aBTOpCTBO. EBpormeiickas komuccus Hadama
paccienoBaHue, CBI3aHHOE C BO3MOXHBIMH HapymeHusMu GDPR B 06y4yenun Al-mo-
JieNiei, UCTIONB3YIONIUX JaHHbIe 0€3 IBHOTO pa3pelieHus: aBTOPOB (source).

Eme onHuM BBI30BOM SIBISIETCSI pacTyllasl 3aBUCHMOCTh Pa3paOOTYHKOB OT
NHN-unctpymMeHTOB. XOTS 3TU TEXHOJIOTUU MOTYT 3HAYUTEIHHO YIPOCTUTDH MPOIECC
pa3paboTKu, Ype3MEPHOE UX UCIIOJIH30BAHUE MOYKET MPUBECTH K CHUYKEHUIO HABBIKOB
MIPOrPaMMHUPOBAHUS Y Pa3pabOTYMKOB. DTO MOKET CTaTh MPOOIEMON B CUTYalUsX,
korna MN-uHCTpyMeHThI HEIOCTYIIHBI HIIM HE CIIPABIISIOTCS C TOCTABJICHHOM 3a1auei.

Hanpumep, ecnu pa3zpa®oTurk npuBbIK nosaratbest Ha MW ans nanmucaHus
KOJ[a, OH MOET CTOJIKHYTHCS C TPYAHOCTSMHU NMPU HEOOXOAUMOCTH HAMHUCATh KOJ
BPYUYHYIO HJIM PELIUTH CIOKHYIO 33]1a4y, KOTOPast BBIXOJIUT 32 paMKHU BO3MOKHOCTEM
NN. B otuére MIT CSAIL (2022) roBopures, uto 80% pa3pabOTUNKOB UCTIBITHIBAIOT
TPYJIHOCTHU C UHTEpIIpeTaIfel pemeHuii Al, mockonbKy MoJIenu mpeaiarawT Koja 6e3
pa3bsACHEHUI TOTUKH

Eme omHOi mpoOieMoit SIBISETCS CIOXHOCTh HHTEPIIPETAIIMN PEIICHUMH,
npunumMaeMbix U, I'enepatuubie Mmogenu MU, Takue kak GPT, wacto paborarot kak
«YEepHBIE SIIUKI», YTO 3aTPYAHSET MOHUMAHHUE TOTO, KAK IMEHHO OHU NMPUHUMAIOT
pelieHrs. 9To MOXKET CTaTh MPOOJIEeMOl B CUTYalUsAX, KOT/a TpeOyeTcsi 0ObACHUTD,
noueMy MU npeanoxui TOT Uiy HHON parMeHT KoJia WK pelieHue.

Yro xkaét Generative Al yepe3 10 ser?

Generative Al yxe ceifuac TpanchopMupyeT nporpaMMHpOBaHHE, AaBTOMATH-
3Upysl pYTUHHBIE 3a/1a41, YCKOPsIs pa3paboTKy U ymydias kofa. Oxnako uyepes 10 met
€ro BIIMSHUE CTAaHET HAMHOTO ITy0)Ke, N3MEHUB CaMy KOHIEMIUIO HAIHCAHUs Mpo-
rpaMM. MBI CTOUM Ha MOPOTe 3pPbl, I7Ie UCKYCCTBEHHBIN MHTEIIEKT OyJeT HE MPOCTO
MOMOTraTh pa3paboTYHKaM, a MEPECTPOUT caM MPOIECC MPOrpaMMUPOBAHUS U IUD-
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pooii Tpancdopmaruu. K 2035 rogy Generative Al cMOXKET TOTHOCTBIO CO3/1aBaTh
CJIOJKHBIE TIPOTPaMMHBIE MPOTYKTHI 0€3 yuacTust yenoBeka. Ceroans Al-moMONIHUKH,
takue kak GitHub Copilot u ChatGPT, numryt otnensHbIe pparMeHThI Kosia, HO Yepe3
10 net onu OyayT pa3zpabaTbiBaTh U pa3BEePTHIBATH LIE€IIbIC TPHUIIOKEHHUSI.

CerognsmiHaue  s3plkM  mporpammupoBanusi  (Python, Java, C++)
pazpabatbeIBauCh U Tt0ei. B Oy ny1ieM mosiBATCsS HOBbIE I3bIKH, ONITUMU3UPOBAHHbBIE
Juig B3aumoeicTBus ¢ Al, rae kon OyAeT OmuChIBaThCS HA €CTECTBEHHOM S3bIKE UITH
C MUHMMAJIbHBIM KOJIMYE€CTBOM OIEPaTOPOB.

Kax »To u3menur pazpabortky?

1. OTka3z OT HHU3KOYPOBHEBOIO mporpammupoBanus — Al Oyzaer
TeHepUpPOBATh MAIIMHHBIN KOJI caM, paboTasi HampsSMYIO € TPOIIECCOPOM.

2. [Tporpammucthl OyayT padoTaTh Ha Al-OpUEHTHPOBAHHBIX S3BIKAX —
ananorax SQL, Ho muist reHepanun npwioxenuit, UI/UX n GuzHec-10TuKH.

3. HcuesnyT ommOku cuHTakcuca — Al OyeT UCIpaBisiTh UX B PEKUME
pEaTbHOTO BPEMEHHU.

K 2035 roay kimaccuyeckoe MpOrpaMMHPOBAHHE MOXKET TepecTaTh OBITh
MaccoBoii mpodeccueit. BmecTto Hero mosBsaTcs Al-omepaTophl, yHpaBIISIFOITUE
MCKYCCTBEHHBIM HMHTEJUIEKTOM M 3aJaroliue emy OusHec-Ioruky. [IporpamMmucTsl
MPEBPATATCS B TEXHUYECKHX KypaTopoB Al, KoppekTtupys ero pemieHus. BaxHee
CTaHeT ITy0OKoe MOHMMaHHe OU3HEC-MPOIIECCOB, a HE 3HAHUE KOHKPETHOTO S3bIKA
nmporpaMMupoBanus. B yHuBepcurerax 0yayt oOyuaTe uHKeHEpOB Al, a HE mpocTo
pa3pabOTUYHKOB.

Generative Al uepe3 10 yieT He IPOCTO YIIPOCTUT MPOTPAMMHUPOBAHNE — OH
€ro M3MEHHUT MONHOCThI0. Kimaccuueckoe KoJupoBaHUE CTAaHET HUIIEBBIM HarpabJie-
HHUEM, a MaccoBas pa3zpaboTka neperaer k Al. [IporpaMMHCTBI CTaHYT apXUTEKTOpa-
Mu Al-cuctem, a He UCTIOTHUTENSAMU Ko/ia. CKOpOCTh pa3paboTKH BHIPACTET B I€CSITKU
pa3, a [10 Oyner co3naBarbcsi MTHOBEHHO. CaMOBOCCTaHABIUBAIOLIUECS TPOTPAMMBbI
U aBTOMaTu4eckas 0e30MacHOCTh CTAHYT CTaHIaPTOM.

3akiioueHue

[Tpumenenue renepatuBaoro MU B pazpaboTke nporpaMMHOro obecreyeHus
OTKpBIBAET HOBBIE TOPHU3OHTHI JJI1 aBTOMATHU3AllMM M ONTHUMM3AIMH IPOIECCOB.
Opnako, Kak U Jr00asi TEXHOJOTHUS, OHA TpeOyeT OTBETCTBEHHOTO MOAX0/a U y4yeTa
MOTEHIIUAJIBHBIX PUCKOB. Pa3paboTunku, KOMIAHUH U PETYIATOPHI JOHKHBI paboTaTh
BMecTe, 4YToObl o0ecneunTh Oe3omacHoe, 3TuYHOE U () (HEKTUBHOE HCIOIb30BAHUE
NU B pazpabdotke [10. Toapko Tak MOXKHO JOCTUYB OaaHCca MEXTy HHHOBALUSIMH 1
3aIlUTON HHTEPECOB BCEX YUaCTHUKOB MpoIlecca.

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

169



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

REFERENCES

ACM  Digital Library  (2023).  Generative Al and the Future of Programming.

URL: https://dl.acm.org (accessed: 21.02.2025)

Experience of GitHub Copilot using: developers from the Compare team share their impressions [Electron
resource] URL: https://habr.com/ru/companies/sravni/articles/760558/ (accessed: 21.02.2025)

GitHub (2023). GitHub Copilot: Your Al Pair
URL: https://github.com/features/copilot (accessed: 21.02.2025)

Microsoft Research (2023). The Future of Al in Software Development.

URL: https://www.microsoft.com/research
OpenAl (2023). ChatGPT: Optimizing Language Models for Dialogue.

Programmer.

URL: https://openai.com/chatgpt (accessed: 21.02.2025)

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @“(},
International License \s=s

170



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 27082032 (print)
ISSN 2708-2040 (online)

UDC 004.8, 658.5, 339.13

ARTIFICIAL INTELLIGENCE APPLICATIONS AS A DRIVING FORCE
BEHIND DIGITAL TRANSFORMATION

Gehad M. Hamada, Mohamed Ahmed Hamada
International Information Technology University, Almaty, Kazakhstan.
Scientific Supervisor: Mohamed Ahmed Hamada

Gehad M. Hamada — student, computer science and software engineering department, international information
technology university.
Mohamed Ahmed Hamada — associate professor, information system department, international information

technology university.

Abstract. This study examines the transformative role of Artificial Intelli-
gence (Al) in driving digital transformation across industries, focusing on its impact
on operational efficiency, customer experience, and decision-making processes. Using
a mixed-methods approach, the research combines qualitative case studies and quan-
titative data analysis to explore Al’s potential. The Amazon case study highlights how
Al technologies, such as machine learning, natural language processing, and IoT, have
revolutionized e-commerce, supply chain management, and customer engagement.
Findings reveal that Al significantly boosts revenue, with Amazon’s recommenda-
tion engine driving 35 % of sales and AWS contributing 13 % of revenue in 2023.
Al also enhances operational efficiency, reducing order processing times by 20—40
% and enabling faster deliveries. However, challenges such as data privacy concerns,
ethical issues, and high implementation costs remain barriers to adoption. The study
proposes robust data protection measures, ethical frameworks, and workforce training
to address these challenges. By analyzing sector-specific applications, the research
underscores Al’s versatility in fostering innovation and scalability. In conclusion, Al
is a cornerstone of digital transformation, offering organizations tools to innovate and
compete in a rapidly evolving digital landscape.

Keywords: Artificial Intelligence (AI), Digital Transformation, Operational
Efficiency, Customer Experience, Decision-Making
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HOUDPJIBI TPAHCO®OPMALIUAHBIH HET'I3I'T KYIUI PETIHAEI'T
KACAHIbI HHTEJUIEKT

Xamana I'exag M., Xamaga Moxamen Axmen

Xamaga TIexax M. — CTyneHT, KOMIBIOTEPIiK WHXKCHEPHs JKOHE TEIEKOMMYHUKAIMIAp Kadeapacsl,
XanpIKapallblK aK[MapaTThIK TEXHOJIOTUSIIAP YHUBEPCHUTETI.
Xamaga Moxamen Axmed — JOICHT, aKMapaTThIK Kyienep Kadeapackl, XalbIKapajblK aKIapaTThIK

TEXHOJIOTHSIAP YHUBEPCHUTETI.

AnHoTanus. by 3eprrey unaycTpusiiapaars UK TpaHCHOpMaTUSTHBIH
Heri3ri Ko3raysl kyuri petingeri XKacanasl Muatemnekrrin (JKW) penin 3eprreiini,
OHBIH ONEPALMUIBIK THIMIUTIKKE, TYTHIHYIIBI TOXKIpUOECiHE KoHE LIeNiM KaObliiay
IpolecTepiHe ocepiH aram eTedl. 3epTTey camaibl IC-TOKIpUOETIK Tanaay
MEH CaHJBIK JAepeKTepii OIpiKTIpeTiH apajac ojicTepAl KoigaHaabl. Amazon
KOMITaHUSICBIHBIH MBICAJIbI apPKbLIbl MALTHHAJIBIK OKY, TAOMFH TLI1 exzaey koHe [oT
cusKTBl KW TeXHOTOTUsAIapbIHbIH AJIEKTPOH/IbI KOMMEPLUSIHBI, KETKI3y KyHelepiH
KOHE TYTBHIHYLIBUIAPMEH OalIaHbICThI Kajail TYpJIEHAIPreHi KepceTiareH. 3epTrey
Hotmxkenepi JKU-HbIH TaObIC ©CiMiHE YIKEH ocep €TEeTiHIH KepceTeai: Amazon-JablH
ycbIHbIC Kyieci 2023 butbl caTbubIMAAPIBIH 35 % Kypazabl, an AWS 13 % Talbic
okenai. XKW omepanusiiblk THIMIITIKTI 7€ JKaKCapTThl, TAINCBIPBICTAPABI OHICY
yakbITBIH 2040 % KbICKapTHII, JKETKI3yAl *enennerti. JlereHMeH, IepeKTepliH
KYIMSUTBIIBIFBI, STHKAJIBIK MOCEJeNIep KOHE JKOFapbl €HI13y WIBIFBIHAAPBI CHUSKTHI
Kkeneprisep 0ap. 3epTrey Oy Maocenenepai ey YIIiH IepeKTep il KopFay mapaiapbiH,
ATUKAJIBIK HET13/1eMelep il )KoHe KbI3METKepIIep/Ii OKbITY OaFqapiaaMasapblH YChIHAIBI.
CexTopnbIK KoimanOamaps! Tannay apkbuibl JKV-HbIH MHHOBAIMS MEH ecyre acepi
aTar eTiIreH.

Tyiiin ce3nep: XKW uudpaslk TpanchopMalMsSHbIH HEri3r1 (akTopbl OOIBIIT
Tabbutaabl, Oy yHbIMIapFa WHHOBAIMS jKacayFa )oHE Oacekerecyre MYMKIHIIK
oepeni.

UCKYCCTBEHHbBII UHTEJUIEKT KAK JIBUKYIIAA CUJIA
[A®POBOM TPAHC®OPMAIIUA

Xamaga I'exag M., Xamaga Moxamea Axme/

Xamana Texax M. — cryneHr, kadeapa KOMIBIOTEPHOW HWHXKEHEPHH U TEICKOMMYHUKAIHIA
MexIyHapo{HOTO YHHBEPCUTETAa HHPOPMAIOHHBIX TEXHOIOTHH.
Xamaga Moxamen Axmen — JOIEHT, Kadeapa HHGOPMAIMOHHBIX CHCTEM MEXTyHApOIHOTO

YHHBepcHUTETa HH()OPMAIIMOHHBIX TEXHOJIOTUI.
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Anoranus./[aHHOE HcclenoBaHUE M3Yy4aeT MPeoOpasyIoUlyl0 poib HCKYC-
ctBeHHoro uHTemwiekTa (UMW) B mudpoBoil TpanchopManuu pa3nndHbIX OTpaciei,
yaenssi 0co0oe BHUMAaHHUE €ro BIUSHUIO Ha ONEpalMoOHHYI0 3(P(EKTUBHOCTH, KIIU-
€HTCKUH ONBIT M MPOLECCHl MPUHATUA petieHui. Mcnonb3ys cMmenanHble METO/BI,
UCCIIETOBAaHNE COYETAET KaueCTBEHHBIN aHAIN3 KeWCOB U KOJIMYECTBEHHBIH cOOp JaH-
HBIX Ui u3y4yeHus noreniuana M. Ha npumepe kommanuu Amazon mokasaHo, Kak
texHojorun MU, Takue kak MalmmuHHOE 00y4yeHHe, 00padoTKa €CTECTBEHHOIO SI3bIKa
u [oT, peBoMIOIMOHN3UPOBAIIN AIIEKTPOHHYIO KOMMEPIIUIO, YIIPaBICHUE IEMOYKaMHU
MOCTaBOK M B3aUMOJEHCTBHE ¢ KIMeHTaMU. Pe3ynbrarel mokasbiBaroT, yto MU 3naun-
TEJIBHO YBEIMUMBACT JOXOJ: PeKOMEHAaTeNbHas cucteMa Amazon obecrieunna 35 %
nponax B 2023 roxy, a AWS nipunecna 13 % noxona. UM takke moBBICKI Oniepaliu-
OHHY10 3((EKTUBHOCTh, COKpaTUB BpeMs 00paboTku 3aka3oB Ha 20—40 % u yckopuB
noctaBky. OHaKO Takue MpoOIeMbl, Kak KOHPHUICHIINATBHOCTD TaHHBIX, ’THUYECKHE
BOIPOCHI U BBICOKHE 3aTPaThl Ha BHEIPEHUE, OCTAIOTCS OaphepaMu Jisi BHEAPEHUS
NN. UccnenoBanue npeagaraetT Mepsl 1o 3allUTe JaHHBIX, STHYECKHE PaMKH U TIPO-
rpaMMbl 00y4eHHUsI COTPYIHUKOB ISl PEHICHHs STUX MpoOieM. AHAU3 OTPACIEBBIX
MIPUIIOKEHUH MOIYEpKUBAET YHUBEpcalbHOCTh MU B cTUMynupOBaHUY MHHOBAIIMN 1
Macmrabupyemoctu. B 3akmouenue, MU sBnsieTcs kimoueBbIM (hakTopom U poBoit
TpaHchopMaIu, IPeJOCTaBIIsASL OPTaHU3AMSIM HHCTPYMEHTHI JJIsl ”HHOBAIIUNA U KOH-
KypEHILIUU B OBICTPO MEHSIoIeMCs IMPpOBOM JaHmadTe.

Introduction

Al integration drives innovation and efficiency, reshaping industries through
digital transformation. This study explores Al’s role in sectors like education, retail,
manufacturing, healthcare, telecommunications, and banking. Case studies of global
organizations like IBM, Amazon, and Safaricom highlight AI’s impact on operation-
al efficiency, customer experience, and decision-making. Successful Al adoption de-
pends on leadership, resources, workforce readiness, and regulatory considerations. A
balanced approach, addressing both technological and human factors, is essential to
unlock AI’s transformative potential. This research offers actionable insights for busi-
nesses navigating Al adoption.1)

Al and IoT integration revolutionizes business processes, decision-making, and
innovation. Al processes data for predictions, while IoT provides real-time insights.
Together, they automate tasks, enhance decision-making, and foster innovation. Case
studies in manufacturing, healthcare, and retail highlight Al and IoT’s potential in
predictive maintenance, personalized customer experiences, and operational optimi-
zation. Challenges include data security, infrastructure compatibility, and a shortage
of skilled professionals. This study provides a roadmap for leveraging Al and IoT for
sustainable growth in Industry 4.0. (2)

This article examines how cloud computing, Al, and digital transformation
drive business innovation. Cloud and Al integration enhances operational efficiency,
reshapes business models, and creates growth opportunities. Challenges like data se-
curity, infrastructure complexity, and ethical considerations are discussed. The study
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offers insights for organizations leveraging these technologies for sustainable growth
and innovation. (3)

This paper investigates Al and business strategy convergence in digital trans-
formation. A literature review identifies four value creation areas: decision-making,
operational efficiency, knowledge management, and service innovation. While Al en-
hances efficiency and innovation, challenges like cultural resistance, data security,
and integration complexity must be addressed. The study provides a framework and
practical insights for leveraging Al for competitive advantage, with recommendations
for future research. (4)

This editorial highlights Al and ML’s transformative potential in global digital
transformation. Five integration areas are outlined: unifying data ecosystems, enhanc-
ing decision-making, designing predictive applications, developing intelligence com-
ponents with social impact, and promoting digital transformation across sectors. The
study emphasizes Al and ML’s role in shaping policies, regulations, and sustainable
development, calling for further research on business models and innovation manage-
ment. (5)

Literature review

(Reier Forradellas and Garay Gallastegui, 2021) They explored the intersec-
tion of digital transformation and Al in business, emphasizing legal, economic, and
ethical implications. They highlighted how Al reshapes business models, improves
efficiency, and drives innovation. They stressed the need for a legal framework to reg-
ulate Al, ensuring ethical standards and protecting fundamental rights. They projected
AT’s significant contribution to global GDP by 2030 but warned of risks like data
privacy and algorithmic bias, calling for clear regulations to guide Al implementation.

(Ghazaleh Kermani Moghaddam and Mostafa Karimzadeh, 2025) They con-
ducted a systematic literature review on Al-driven digital transformation in sustainable
logistics. They analyzed 65 journal papers (2010-2024), focusing on Al, blockchain,
and autonomous freight systems. They highlighted the transformative impact of au-
tonomous systems (e.g., self-driving trucks, drones) and the growing emphasis on sus-
tainability. They identified research gaps and proposed future directions for Al-driven
logistics and supply chain management.

(Ebtsam Aly Abou Hashish and Hend Alnajjar, 2024) They assessed nursing
students’ knowledge, attitudes, and skills in digital transformation, digital health lit-
eracy (DHL), and AIl. They found strong digital skills and positive attitudes toward
Al and DHL, with senior students outperforming juniors. They identified barriers like
insufficient user knowledge and privacy concerns. They recommended integrating
hands-on digital healthcare experiences into nursing curricula to enhance digital lit-
eracy.

(Jeetu Rana and Yash Daultani, 2023) They conducted a bibliometric analysis
to explore Al and ML’s role in supply chain digital transformation. They analyzed 338
influential papers (2002-2022), identifying five research clusters, including Al-driven
decision-making and Industry 4.0 technologies. They found that Al and ML enhance
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efficiency, reduce costs, and improve customer service. They called for sector-specific
research, collaboration, and frameworks to address challenges like data privacy and
skill gaps.

Research Mythology

This study employs a mixed-methods design, combining qualitative and quan-
titative approaches to explore AI’s role in digital transformation. The qualitative com-
ponent includes case studies of global leaders like Amazon, IBM, and Safaricom, along
with a systematic literature review to identify trends, challenges, and best practices in
Al adoption. The quantitative component involves surveys and secondary data anal-
ysis to gather empirical insights on AI’s impact across industries such as healthcare,
retail, and manufacturing.

Data analysis uses thematic analysis for qualitative data and statistical tools
like regression analysis for quantitative data. Ethical considerations, including data
privacy and bias minimization, are prioritized. The research is conducted over 12
months, divided into phases: literature review, data collection, analysis, interpretation,
and reporting. Expected outcomes include a comprehensive understanding of Al’s role
in digital transformation, best practices, and practical recommendations for organiza-
tions.

Case Study: AI-Powered Digital Transformation at Amazon

Amazon uses Al to transform e-commerce, supply chain management, and
customer experiences. Al-driven recommendations account for 35 % of sales, while
tools like Kiva robots reduce order processing times by 2040 %. AWS, offering Al
tools like SageMaker, contributes 13 % of Amazon’s 2023 revenue. Al also reduces
fraud losses by 30 % through real-time transaction analysis.

Al enhances operational efficiency, enabling same-day and next-day deliver-
ies. Personalized experiences boost customer loyalty, and Al-driven strategies contrib-
ute to $574 billion in 2023 revenue. Al also supports global scalability, managing high
transaction volumes efficiently.

Challenges include data privacy concerns, ethical considerations like fairness
and transparency, and high implementation costs, which may hinder smaller organi-
zations.

Recommendation Engine: Contributes 35 % of total sales.

Amazon Web Services (AWS): Contributed 13 % of total revenue in 2023.

Non-Al Revenue: The remaining 52 % of revenue comes from non-Al-driven
sources.

Purpose: To illustrate how Al-powered systems contribute to Amazon’s total
revenue.

Key Insight: Al-driven systems (recommendation engine + AWS) contribute
to nearly half of Amazon’s revenue, showcasing the significant financial impact of Al

Purpose: To demonstrate how Al has improved Amazon’s operational effi-
ciency.

Data Points:
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Order Processing Time:

Before Al: 10 hours (baseline).

After Al (Kiva Robots): Reduced by 20—40 % (6-8 hours).

Delivery Times:

Before Al: Average delivery time = 3 days.

After Al: Same-day and next-day deliveries enabled for millions of customers.

Key Insight: Al has significantly reduced order processing and delivery times,
enhancing operational efficiency and customer satisfaction.

Research Results

The study highlights AI’s transformative impact on digital transformation
across industries. Al-powered systems, like Amazon’s Kiva robots and dynamic pric-
ing, reduced order processing times by 20—40 % and optimized inventory management.
Predictive maintenance and real-time data analysis improved supply chain efficiency.
Al-driven personalization, such as Amazon’s recommendation engine, contributed to
35 % of sales, while fraud detection systems reduced losses by 30 %. Challenges in-
clude data privacy concerns, ethical considerations, and high implementation costs.
Sector-specific applications show Al improving diagnostics in healthcare, enhancing
decision-making in public administration, and optimizing logistics in supply chains.
Workforce readiness is critical, with training programs essential for Al adoption. AI’s
integration with IoT and blockchain enables predictive maintenance, real-time analy-
sis, and secure transactions.

Conclusion

Al drives digital transformation, enabling operational efficiency, customer
experi-ence improvements, and revenue growth. Key technologies like ML, NLP,
and ES revolutionize business processes. However, challenges such as data privacy,
ethical concerns, and high costs must be addressed. A balanced approach, including
robust data protection, ethical frameworks, and workforce training, is essential. Al’s
inte-gration with IoT and blockchain expands its potential, offering innovation and
scal-ability. Successful Al adoption requires strategic planning, workforce
investment, and ethical practices, paving the way for sustainable growth in the digital
era.
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Abstract. Current research highlights the need for numerical and experimen-
tal analysis in both depth analysis in order to optimise the shape of building facades
to improve energy efficiency. The relevance of further research is due to the com-
plexity of numerical methods related to shape optimisation aimed at this task. In this
work, existing gaps in this field are investigated by creating and analysing appropri-
ate models. For this purpose, a two-dimensional fixed thermal conductivity model is
proposed to explain the heat transfer process on building facades of different config-
urations. A boundary element method (BEM, such as scanning the limits of the areas
investigated for individual elements, is used.

Keywords: steady-state heat transfer, boundary element method, shape opti-
misation

SHEPTUSAHBI ¥THIM/IbI AUJAJAHY YIIIH FUMAPAT KACBETIHIH
TEOMETPUSCBIH OHTAWJIAHIBIPY

A.A. JIlnabaadaeBa
Frouteivu sxerexurinepi: C.J. Anmap

JnnabnadaeBa AKepke A3aMaTKbI3bI — MarucTp, XajabIKapajblK aKIapaTThIK TEXHOJIOTHSIIAP YHUBEPCUTETI,

«MaTeMaTHKAaJIBIK J)KOHE KOMITBIOTEPIIIK MOEIbICY» KadeapachIHbIH OKIMIITICI.

AHHOTauMsl. 3aMaHayu 3epTTeyJep SHEprusl TUIMAUITIH apTThIPy YILIiH
FUMapaTThIHKACOSTTEePiHIH MIIIIHIH OHTAUIAHIBIPY YT H €Ki TepeH Tal1ay1a 1a CAHIbIK,
’KOHE IKCIIEPUMEHTTIK TaJljay KaKeTTUIIriH KepceTe/i. Opi KapalFbl 3epTTeyIepaiy
©3CKTUIIrl OChl TalchipMara OarbITTaiFaH (pOpMaHbl OHTaMIaHIBIpyFa OalIaHBICTHI
CaHJBIK JIICTEePAIH KYpAeIUTiriMeH TyciHaipijeai. bys s>kyMbIC THICTI MOJenbAepAi
KYpY KoHE TayiJjay apKbUIbl OCBI calajarbl 0ap OJKBUIBIKTApbl KapacThipaabl. Ocbl
MakcaTTa op TYPJi KOHDUTYpauusAaFsl FUMapaTTapAblH KacOeTTepiHIer Kbuty Oepy
MPOLIECIH TYCIHIIPETIH €Ki eImeM/ i OCKITUINeH KbUTY OTKI3TIIITIK MOJIEINIiH KOJIIaHy
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ycoIHBUTaBL. [1lekapablk JIEeMEHT 9/1iCi KOJITaHbUIAIbI(MBICAIIBI, JKEKE dJIEMEHTTEP
YIIIiH 3epTTENIeTIH allMaKTap IbIH MIEKTEPIH CKaHepJIey.

TyiiH ce3ep: CTaIMOHAPJIBIK KBUIYy Oepy, MIEKapalbIK 3JIEMEHTTEP JJIicCi,
MIIIH/I OHTAMITaHBIPY

OIITUMM3ALIUA TEOMETPUU ®ACAJA 3JAHUA IJIA
PAIIMOHAJIBHOT' O UCITOJIB3OBAHUS DOHEPTUHN

A.A. InabaadaeBa
Hayunsiii pykoBoaurens: C.[l. Annap
MesxnyHapoAHbIN YHUBEPCUTET HH(GOPMAIIMOHHBIX TEXHOJIOTHI, AJTMATHI,
Kazaxcran.

JuibaadaeBa AKepke A3aMaTKbI3bl — MarkcTp, aAIMMHUCTPATOP KadeIpbl MATEMAaTHYECKOTO M KOMITBIOTEPHOT'O

MOZENNPOBaHHs MeXTyHapOIHBIN yHUBEPCUTET HH(OPMAIIMOHHBIX TEXHOJIOTHHA.

AnHotanusi. CoBpeMEHHbIE HCCIIEIOBaHUS MOAYEPKUBAIOT HEOOXOAUMOCTh
YHUCIIEHHOTO M KCIIEPUMEHTAILHOTO aHalln3a B 000MX TIIyOMHHOM aHajiu3e, 4TOObI
ONTUMHU3HUPOBaTh GopMy (acanoB 37aHUS AJS TOBBIIIEHHS SHEPT03(PHEKTUBHOCTH.
AKTyanbHOCTh JANbHEUIINX HCCIEIOBAHUNA OOBSICHSIETCS CIOXKHOCTHIO YHCICHHBIX
METOJIOB, CBSI3aHHBIX C ONITUMHU3aNMEN (OPMBI, HATIPABIEHHOW Ha 3Ty 3a1a4y. B 3Toit
paboTe pacMOTPEHO CYIIECTBYIOIIUE TPOOEITHI B ATON 00J1aCTH, CO3/1aBasi U aHAIU3UPYSI
COOTBETCTBYIOIIKE MOJIENHU. J[71s1 3TOM 11enu mpejuiaraeTcst UCIOIb30BaTh IBYMEPHYIO
MOJeTb  (PUKCHPOBAHHOM  TEIJIONPOBOJHOCTH, KOTOpas OOBACHAET TMpOIEeCC
Terionepenayn Ha ¢acagax 3MaHUM pa3auuHbIX KoHburypauuid. McnomsiyeTcs
MeTOoJ rpaHu4HOro AMemMeHTa (MI'D, Takoil Kak CKaHMpPOBAaHHE MPEACIIOB 00JacTeH,
UCCIIETyEeMbIX JIIsl OTACIBHBIX 2IEMEHTOB.

KiloueBble cJjioBa: CTalMOHApHBIA MEPEHOC TeIja, METOJ] TPaHUYHBIX
AJIEMEHTOB, ONITUMU3AIUS (HOPMBI

BBenenue

MonepHu3aius CyIecTBYIONINX 3[aHHM, CBSI3aHHBIX C BO3JCHCTBHEM Ha
OKPYKAIOIIYIO0 Cpefy, SIBISEeTCS BaXHOW 3aJayeil JUisi apXUTEeKTOpOB. DTO TpeOyeT
TOYHOTO MPOTHO3UPOBAHUS TEIUIOBBIX MOTEPh Y€PE3 MHOTOCTEHHBIE CTEHBI, YTOOBI
obecnieunTh 3HEeprodpekTuBHyI0 cTpateruto. Kpome Toro, 3aadya cTaHOBUTCS €IlIe
0ojee BaXKHOM NMPU PacCMOTPEHUH TEIJIOBBIX HArPY30K B OTHOIICHHHM W3MEHEHUS
KIIMMaTa, COTHEYHOTO U3ITy4eHHs U TTI00aIbHOT0 MOoTerieHus. MoiepHU3uPOBaHHbIE
3aHUSl CErOJHS JOJDKHBI aJanTHpPOBaThCS K OyAylIeMy pOCTy TeMIEepaTypbl
okpyxaromiei cpenpl. CTeHa — 3TO TUIOCKUM Oapbhep, CO3MaHHBIM A 3alIUTHI OT
M3MEHEHHUs KinMarta. B To ke BpeMs, TOT (akT, 4TO MOTOK PaJMallMOHHOTO Terlia
HE pacrpefielieH B COOTBETCTBUH C MPHUKPEIUIEHHOW CTPYKTYPO, HE YUUTHIBAETCS.
Bo3MoxkHO 7M1 TOBBICUTH 3HEProd((HEeKTUBHOCTh, ONTUMHU3HUPYST (OPMY CTEHBI?
Jlnis pa3paOOTKH YIyYIIEHHBIX CT€H, KOTOpbIE MOBBIIIAIOT 3HEPTO3(P(HEKTUBHOCTD,
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HE00XO/IMMBbI HOBBIE YHCIIEHHBIE METO/IBI.

B nanHol HayuHO pabore pa3paboTaH METOJ] I'PAaHUYHBIX 3JIEMEHTOB
IUI pelleHUs JBYMEPHOIO YpaBHEHMs CTAllMOHAPHOIO TEIUIOOOMEHAa B CTEHax
C NPOCTPAHCTBEHHO H3MEHSIOUIMMCS MAJalolUM IOTOKOM. 3aTeéM 3TOT METOJ
UCTIONB3YeTCsl JJIsl pelieHHs 3a7ad KOHCTPYKLIMH U ONpeAeNeHUs ONTHMAaJIbHOMN
(opMbI, KOTOpasi MOBBICUT SHEPTO3((HEKTUBHOCT CTEHBI.

MarepuaJibl 1 METOAbI

Hccnenyemas gusndeckas 0061acTh MOKa?1> &2 MICYHKe 1. O6nacts ¥ 06n-
3HAYAETCSI MPOCTPAHCTBEHHBIMH “NnnTraTanspy **4. BpicoTa (acana paBHa
M]. I'panuueit obmacT eensge s r=i=145 HwoxHsas, npaBasi 1 BEpXHsisl IPaH”"1bI
o0o03HaJaroTCs Kak 2, " * W ~* cooTBeTCTBEHHO. JleBast rpanuna obo3Hayaercs 1 u
oTpeenseTcs:

oI T=0

Hrbeeeee e
aulside S i
75 rol S

short-wivee radiatson ,ﬁr =, “
EVT =qply)
I'is,p)
LY |
- | B =
€ 's KWT =0 L
(a) (©)

Pucynox 1: Unmroctpanus duszudecko 3aaa4u (a). MumrocTparius anmpoKcH-
MaIuu Bcell rpanuibl - (0).

I(p)={x €R*lx=y(p.y),yE[0,H]LpEQ,}, 0

(2. ¥) . 6
rae NapaMeTpU3OBaHHe DyHKIIMSA 0TOOpaskeHMsI, KOTOpas GOpMHUpYET
(dbopMy rpaHuLibl 1B 3aBUCUMOCTH OT ¥ IIapaMeTpPOB:

p= (pl,..., Np) Ef,.

3aMeTuM, 4TO B cllydae y(.y) = D, IIOCKasl TpPaHuIa Fi, a Qacan sesercs
KJIACCUYECKUM TIPSMOYTOJILHBIM. B 3TOM citydae myinHa cTeHbl 0003HaUaeTcs — |.

s mpencraBnenus Gu3ndecKux sIBICHUHN Ha acajie 3MaHus IPEInoIaraeTcs
JIBYMEPHBIN CTallMOHAPHBIN TerI0BOM AU Py3MOHHBINA IEPEHOC:!

AT =0,Vx 1],

e T[K] Temreparypa BHyTpH (acazna. JleBast rpaHuIia HAXOTUTCS B KOHTAKTE

c BHenmp[:? ~nenalf 3anns. [Ipennonaraercs rpaHIYHOE yCIOBHE BTOPOTO TUIIA, IE
T M ~
IIOTOK q COOTBETCTBYCT MaJarOIIEMy KOPOTKOBOJTHOBOMY COJTHCYHOMY H3-
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JIYUYCHUIO!

kPTn = q,(x),¥x €I,

k[Br-m 1 K]
e TETUIONPOBOIHOCTE CTEHBI. TakkKe OTMETHM, YTO Iajia-

FOLMIA TIOTOK 72 M3MEHseTCs ¢ BBICOTOM dacana n3-3a BIUSHUS OKPYKAIOIIEH TOPOI-
CKOM cpezibl U (OPMBI TPAHUIIBI, KOTOPAsi MOXKET BBI3bIBATH JIOKAIbHbBIE 3aTeHeHus. OH

onpeALy, (x) = B (g% (x) + a¥ (x) + 4" (),
A B =2 A (B =2
rae npsimoit 7 "[Brom ], nubdy3usrii T [Br-m™] 1 OTPaKeHHBIN
q" [Br-n"7]
B

IMOTOKH - KOMIIOHCHTBI ITaJatoIiero KOPOTKOBOJIHOBOT'O U3JIYUYCHUS, - KOS(b—
(I)I/II_[I/IGHT IOMNIOICHUS CTCHEI.

HpaBa;I rpaHvia HaXOAUTCA B KOHTAKTC C OKPYXKaroIIUM BO3yXOM, ITOSTOMY
npeamnoraracTcda rpaHun4HoC yCJIOBHUEC I[Hpnxne:

T =Ty, Vx€ET,

T o
rae - ® usBecTHas BHYTPEHHss TEMIIEpATypa OKPY’KAIOLIEH Cpelbl, a BEPXHSA
Y HIDKHSSI TPaHULIBI acasia cCUUTarTCs aauadaTnyecKuMu:

kPTn=0,Yx€ LU,

Bespasmepnas popmynuposka
BenuunHbI TpoCTpaHCTBa, BPEMEHU M TEMIIEpaTyphl MpeodpasyroTcs B 0e3-
pasMepHOe NPEACTaBICHNUE B COOTBETCTBHH C:
P AP T
=y )t ==y == u=—.

C nomvomupio 3THX TpeodpaoBaHmi Oe3pa3mMepHas 3aja4ya onpeenseTcs B HO-
BOI oOmacT =~ , a JIeBasi TpaHULIA  * TEHeph OIMpPEeseTCs 3aHOBO, Kak:

rie)={&"vx"=y"(p~y")y" €l01lp* €03}
Torna 0CHOBHOE ypaBHEHUE UMEET BUL:

A =10, )

C 'PaHUYHBIMU YCIIOBUSIMMU:

Vrun = p(x*),x* €,

V*un=0,x"€LUT,,
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u=1x" el

SHE

plx =

e

Yucnenmwiii Memoo peweHus npamou 3a0adu

YtoObI NOTYYUTH TPAHUYHOE UHTETPAIbHOE YpaBHEHUE U3 (2), BOCTIOIb3yeM-
CABIOP[ — (up?e* — &'V u)dV = [(ug* — €*q)dl + [ (ug* — #*q)dT,,

-1, r e (3)

roe pemenr! Harmeit 6espasmepHoit 3agaun, onyl TF cHHOI B OrpaHHYCHHOI
JBYMEpHOMN 00JacTH ¢ 3aMKHYTOM I'paHUYHON KpUBOM q)sz[aﬂEHTanLHoe pe-
menue ypasuenus Jemnacd 15 orpaHHIeHHOM IBYMEPHOIT oona® C 3aMKHYTOH
IPAHUYHOM KPUBOM .g W  HOPMaJIbHBIE IPOU3BOJHBIE IO U U

g =V*ung*=V*'¥"n

*

—In(r)
= ———~ ___qeTCs CIEAYIOIUM 00pa3oM:
2(R,R,) 2

Ih

4

IJ€ — 9TO PACCTOSHHE OT MCXOJHON TOYKU JIO0 TPAHHUYHOU TOYKH, KOTOPOE
ompene.

l 5 1 5 1/2
N e e e Ol I
1 2

xg = (xpye) x = (x%y")
31eCh KOOPJIMHATHI UCXOTHOW TOYKH U KOOpJIMHA-
T8I paHndi¥® [ TOUKH, KOTOPBIE MOKa3aHbl Ha pucyHKe 1(6). 1— Qe
u¥  YIOBIETBOPSIOT ypaBHEeHHIO Jlamiaca B HOBOM 001acTH , I
09TOMY HHTErpaj o MpoCTPaHCTBY paeH HyikE — CcraHoBIeHHe HCXOMHOI
06I1aCTH MOKHO TOITy4! &b IIpH B3STHE Ipeziena, Koraa . [Ipenen Broporo nHTe-
rpajia B MpaBoOM 4acTH 10 ypaBHEHUIO (3) maeT pe3ysbrar:

.IE;I'IE, _I:_E (u[x]q'[x;,x} —§* [x;,;r)q[;r]) dr_ = u[x;)

ulxg) = [, (‘i" ‘*‘ ‘[xf*x)‘?(*"‘)_“wq'[xf’x))drypaBHeHHe
: (4)

9T0 YpaBHCHHUEC U3BECTHO KaK TPETHE TOXKIACCTBO FpI/IHa

Bepugurayua MI"2
Crauana metox MI'D npoBepsieTcst Ha ciydae, Korja H3B€CTHO aHAIUTHUECKOE
pewenne. Paccmarnmearrea mygymoyronpHas obnacts. Takur 0Opazom, A7 ciydas

o ¥iP v 1A
IJIOCKOW CTEHKH . . AHaIUTUYECKOE pelIeHUe JUIsl ypaBHeHus (2)
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HCIOJIB3YCTCA B KaYCCTBEC 5TAJIOHHOT'O PCIICHUA:

u (x%) = (x7)* - (v")*
AHanuThueckoe pemieHue cpaBHuBaeTcss ¢ MI'D M MeTOOOM KOHEUHBIX

pasznocteit (MKP). Ilocnemnuit peamusyercs ¢ momormipio Metoma Axobu. Jlns
CPaBHEHHMS ONPEENIACTCS HOTPEIHOCTD &,

g, =Vu—u®V,.

PeSYJ'IBTaTI)I BBIYUCIIAIOTCA AJId MaHWUYHBIX U BHYTPCHHHUX TOYCK. Paznmuannie
L
SHAYCHUA TPOCTPAHCTBCHHOI'O MIar? BBI6I/IpaI-OTC5[ B 3aBHCHMOCTH OT 06mero
KOJIMYCCTBA 'PAHUYHBIX 3JICMCHTOB g,

- 2! . 10V ARSI
Hr - l .,.'
- - -|. .i-
— 10 " b
-|“ A - ] B " -.
= | . g 0 i
T,-_.‘ 10 . N g E ‘ P
1 # —e— FDM 1= - BEM f~ -
L A - FDM
m]_h g l_:”ll FEE T Y o —
T i I TR T B T
AR [ 2 H
(@) (©)

Pucynox 7. Bausnue npocmpancm=211020 waza Ah HAa NO2peuHocms 2 onx
bespazmeprnozo &= (a) u Ha coomnowenue "“FU gpemenu u %2 (6).

31ech COOTHOIIEHHME BBIUUCISETCS TaKUM 00pa3oM, YTO MaKCHMalbHOE
3HAQYEHUE MMEET TOT METOJ, KOTOpPbI TpeOyeT HauOOJBIINX BBIYUCIUTEIIBHBIX
pecypcoB. 3 pucyHka BUIHO, 4YTO TIPH OIMHAKOBOM YpoBHE TouHOCTH MI'D ObIcTpee
BbIUMCIAET perienue, ueM MKP.

3akirouenue

B atoii pabore mccrmemyercs ucmonb3oBanue MID st pemieHust 3amadu
ontuMu3anuu GopmMbl CTeHbI 3naHus. CHadana MeTOn TPOBEPSETCS C Y4EeTOM
aHajguTH4eckoro pemenus. [lomuepkuBaercs, 4TO mMOAXOHA OBICTpee W TOYHEE
CTAaHJAPTHOIO METO/Ia KOHEYHBIX pPa3HOCTEW. 3aTeM paccMaTpuUBAETCS IPUMED
ontumuzanuu. [lajaromuii MOTOK KOPOTKOBOJHOBOTO M3JIyY€HHS MEHSETCS B
3aBHCHMOCTH OT BBICOTHI (hacajga W3-3a TEHHU, CO3/1aBaeMOIl TOPOJCKOW CpeoH, U
coOcTBeHHOW (OpMBbI CTEHBI. Pe3ynbTaThl MOKa3bIBAIOT, YTO MPH YMEHBIIEHHOM
o0beMe cTeHbl HEepProdhHeKTUBHOCTh MOXKeT ObITh yimyumieHa Ha 13 % u 100 %
JIETOM Y 3UMOM COOTBETCTBEHHO. byytne paboThl JOMKHBI OBITH COCPETOTOYCHBI Ha
pacuIMpeHN METOAOIOTUH ISl IEPEXOHOM TEIIoNepeaayn.
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Abstract. The relevance of the topic is due to the rapid development of tech-
nologies, changing market requirements and the need for effective resource manage-
ment. The article discusses the application of project management methodologies such
as Agile, Scrum, Kanban in the field of information technology and education, as well
as their impact on the implementation of projects in Kazakhstan. The key principles
and advantages of flexible methodologies, their practical application and implementa-
tion experience in the public sector are analyzed. The results of the study show that the
use of modern approaches increases the efficiency of project management, improves
the coordination of participants and reduces costs. However, challenges remain related
to the lack of qualified specialists, risks in planning and variability of requirements.

Keywords: project management, I'T, methods, tools, Agile, Scrum, Kanban

KOBAJIAPJbI BACKAPY )KOHE OHbIH KYPAJITAPBIHBIH IT
CEKTOPBIHIAT'BI ’KOHE BIJIIM BEPYJIEI'T O3EKTIIII'T

A.A. JlokmuHa
Foutbivu sxerexurinepi: E.K. Hlingi6exos

JoxmmuHa AHactacusi AHApeeBHAa — XaJbIKapalbIK aKIapaTTHIK TEXHOJIOTHSIIAP YHUBEPCUTETIHIH SKOHOMHKA

*KoHe On3Hec KadeapachIHbIH MarucTpi.

AnHoTanusi. TakbIPBINTBHIH ©3EKTUIITT TEXHOJIOTUSIAPbIH KAPKBIHIBI J1a-
MYBIMEH, HApBIK TaJaNTapbIHBIH ©3TePyIMEH JKOHE pecypcTapibl THIMII Oacka-
py KaxkerriririMmeH TyciHmipitemni. Makamaga Agile, Scrum, Kanban cuskrb
)obanmapapl 0ackapy 9JiCTEMENEpiHIH aKMapaTThIK TEXHOJOTHsIIAp MEH OLtiM Oepy
calachlH/a KOJJIAHBUTYBI, COHIAi-aK omapabiH KazakcTaHmarbl sko0amapabl xKysere
aceIpyFa ocepi KapactelpbuiraH. Mkemai omicTeMenepaid Heri3ri KaruaaTTapbl MEH
apTHIKIIBIIBIKTAPHI, OJIAP/IBI iC KY31HIE KOIIaHY KOHE MEMJIEKETTIK CEKTOP/IA CHT13Y
TOXKIpUOECi TayaHaabl. 3epPTTEY HOTHXKENIEepl KOPCETKEHIEH, 3aMaHaynd ToCUIAepIai
KOJIJaHy k00anapsl 6ackapy THIMALIITIH apTThIPaIbl, KATBICYIIBLIAP/Ib! YHIECTIPY Il
KakcapTalbl JKOHE IIBIFBIHAAPABI a3zaiTanbl. JlereHMeH, OUTIKTI MamaHIapiblH
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KETICIISYIIUTITIMEeH,  KOCHapiayJarbl  TOYEKEIJIEPMEH  KOHE  TayanTapiblH
©3TepMeIIUTITIMEH OalTaHBICThl KUBIHIBIKTAp CaKTaTy/a.

Tyiiin ce3nep: xo0ansl Oackapy, AT, anicrep, kypannap, Agile, Scrum, Kan-
ban

AKTYAJIBHOCTB NTPOEKTHOI'O MEHE/UKMEHTA N UX
NHCTPYMEHTOB B IT COEPE U Ob PA3BOBAHUU

A.A. JlokmuHa
MesxyHapoAHbIN YHUBEPCUTET HH(GOPMAIIMOHHBIX TEXHOJIOTHI, AJIMATHI,
Kazaxcran
Hayunsrit pyxkoBoautens: E. K. [unpanbexon

JlokmmHa AHacTacuss AHJIpeeBHa — MarucTp kKageapsl SKOHOMHKH M Om3Heca,MeXmTyHapOIHOTO

yYHHBepcHUTeTa HH)OPMAIIMOHHBIX TEXHOJIOTUI.

AHHOTAUMsI. AKTyaJlbHOCTh TeMbl OOYCJIOBIEHAa OBICTPBIM Ppa3BUTHEM
TEXHOJIOTUH, HW3MEHEHHEM pPBIHOYHBIX TpeOOBaHMM U  HEOOXOIUMOCTBIO
s¢(deKkTUBHOrO yIpaBieHUs pecypcaMu. B craThe paccmaTpuBaercsi NMpuUMEHEHHE
METOJIOJIOTUH YIpaBlIeHUsl MpoeKTamMu, Takux kak Agile, Scrum, Kanban, B cdepe
MH(OPMaLIMOHHBIX TEXHOJIOTHM U 00pa30BaHus, a TAK)KE UX BIUSIHHUE HAa pealln3alllio
npoekToB B Kaszaxcrane. AHaIM3UPYIOTCS KIIFOUEBbIE IPUHLMIIBI U IIPEUMYILIECTBA
TMOKHX METOJOJIOTHI, MX TPAKTHYECKOE INPUMEHEHHE M ONBIT BHEAPEHHS B
rOCy/JapCTBEHHOM  ceKTope. Pe3ynpTaTsl HCClI€IOBaHMS  IOKAa3blBalOT, YTO
HCIOJIb30BAHUE COBPEMEHHBIX IOAXOJ0B MOBBIMIACT IPPEKTUBHOCTD YNPaBICHUS
[POEKTaMHM, YJIy4IlaeT KOOPJMHALMIO YYaCTHUKOB M CHHXKaeT 3aTpaThl. OnHaKo
OCTalOTCSl BBI30OBBI, CBSI3aHHBIE C HEXBATKOM KBaJIM(DPULMPOBAHHBIX CHEIMAIHCTOB,
pHCKaMHM B INIAHUPOBAHUU M U3MEHYMBOCTBIO TPEOOBAHUI.

Kurouessble ciioBa: npoektHoe ynpasienue, [T, Meronbl, nHCTpyMeHTHI, Ag-
ile, Scrum, Kanban

Beenenue

[TpoekTHblil MeHemKMeEHT nogBwiIcsa B 1990 roxy ¢ pa3paboTKoil OCHOBHBIX
crangaptoB. MaCcTUTYT ynpasnenus npoektamu (PMI) 611 ocHOBaH B 1969 roxy npen-
CTaBUTEJIIMU IPOMBILIUIEHHOCTH U HayKH TeXHOIOrMuecKoro MHCTUTyTa JKopIKun.
B 1975 rony onpezneneHsl €ro Lenu: pa3BuTHe IpopecCHOHATFHOTO YIPABIECHUS MIPO-
eKTaMM, CO3JJaHKe TIAT(GOPMBI 111 00CYKICHHUH, KOOPANHAIMS HAyYHBIX MCCIIE0Ba-
HUH, yHU(UKaLUsA TEPMUHOJIOTUH U yIydlleHue KoMmMmyHuKanuu. Co BpeMeHeM Ipo-
€KTHOE yIpaBJIeHUE CTaJI0 BOCTPEOOBAHHBIM B IPOMBIIIIICHHOCTH, CTPOUTENILCTBE, [T
1 00pa3oBaHMM.

Hcrtopus pazsuTus u nosisienue B Kazaxcrane

[TpoeKTHBII MEHEPKMEHT CEr0/1Hs UCIO0JIb3YETCs IOBCEMECTHO, OT HEOOIBIIINX
KpPaTKOCPOYHBIX MPOEKTOB IO MACIITAOHBIX, TAKMX KAK MHOTOJIETHEE CTPOUTEIHCTBO.
Kak rino6ansnsiit naptaep PMI (Global REP PMI) u3 CIIA, CIIM PK cran kimioue-
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BBIM IIEHTPOM KOMIIETEHIIMH B 3TON 061acT. OH MHULIMKMPOBAI pa3paboTKy 0Opazo-
BaTEJbHBIX MTPOrpaMM JUIsl MAarCTPOB U KaHAWIATOB HAyK M0 HAIIPABJICHUIO « YIIpaB-
JIeHHE mpoeKTaMmmu», kotopbie ¢ 2008 rofa yCcnemHo pean3yroTcsl B CEMH BEAYIIHNX
By3ax Ka3axcrana.

B 2012 romy mpoekTHOE ympaBieHHE MOJYYHJIO HUMITYJIBC C MPUHATHEM
Crparerun «Kazaxcran—2050», HallelleHHOW Ha BXOXIEHUE cTpaHbl B ToIm-30
SKOHOMHUK  MHpa. JIOKyMEHT  MOAYEPKUBAET  BAXXHOCTh  3KOHOMHYECKOIO
nparMaTu3Ma, OPUEHTHUPOBAHHOTO Ha MPUOBUILHOCTH, BO3BpaT WHBECTHIMA WU
KOHKYPEHTOCIIOCOOHOCTh. CleAyIoluM IIaroM CcTajo CO3JaHHE HaIMOHAIbHOIO
3aKOHOJATENILCTBA B c(hepe MPOEKTHOro yrpasieHus, a B 2014 roxy npuHAT NepBbIi
HanmoHanbHbIM ctanaapt — CT PK ISO 21500-2014 «PykoBOACTBO MO yIIpaBJICHHUIO
npoektamu» (Turkebaeva et al., 2022). [lanpHeWImIMM pa3BUTHEM IPOEKTHOTO
ynpasieHus B Kazaxcrane crano
€ro BHEJpEHHUE B rocynapcTBeHHoe ymnpasienue. B 2016 rony ObUT co3aH nepBblit
[IpoexTHBINT OHUC TpHU TOCYIApCTBEHHOH CTpykType. IlnoHepom BHeOpeHUs
WHHOBallMd B TOCYHapCTBEHHOE YyIpapieHue craina [eHepanbHas mnpokyparypa
Pecnybnuku Kazaxcras.

Npa6remMsl B KOMMYHUKALINK

HegocTaTounan YeTkocTh TpeBoRaHui

HELOCTATONHEIR KCHTPOME BRINDAHEHVR NPOEKTS

HeathdEek THEH DB YNIPARNEH WS PNCKaMN

QTCYTCTEME KBAAWRVLIMPOBAHHLIX CIEUHANNCTOR

Pucynox 1-Ananuz ynpasnenus npoexmamu [2]

AHanu3 pe3ysbTaToB MPoeKToB B Kazaxcrane BbISIBUI KIIFOUEBbIE IPUYUHBI UX
HeyJa4d i HUu3Koi s dextuBHocTH. B 34 % cimyyaeB 3To CBS3aHO C HEUETKUM OIpe-
nenenueM tpedoBanuil, 20 % — ¢ HexXBaTKON KBaTU(PHUIMPOBAHHBIX CHEIUAINCTOB,
17 % — c HeappekTuBHBIM yrpaBIeHHEM PUCKaMU, 15 % — ¢ HEIOCTATOYHBIM KOH-
TPOJIEM 3a BBINIOJIHEHUEM padoTt, a 14 % — c npobnemamu B kommyHuKauuu (Omar,
2014).

Ha ocHOBE BBIIIEU3JIOKEHHOTO MOKHO TIPEAMNOI0KHUTh YTO IPOEKTHBII
MEHEPKMEHT HU3yYeH HEAOCTAaTOYHO IIIyOOKOTo H3-3a HEJOCTaTKa Marepuana B
Kaxaou chepe (ctpoutensctBo, [T U T.4.), YTO MOHMKAET BEPOATHOCTH OJIArOMpHUsIT-
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HOTO TPYIOYCTPONCTBA U KBAIU(DUIIMPOBAHHOCTH pabOTHHUKA.

MeTon0/10ruu NPOEKTHOTO0 MeHEIKMEHTa

s mydniero moHMMaHUS MPOEKTHOTO MEHEKMEHTa HeOOXOIUMO H3yUUTh
€ro KJII0UeBbIE METO/bI. Agile — 3TO UTEepaTUBHBIM U MHKPEMEHTAIbHBIN MOAXO0M K
pa3paboTKe MPOrpaMMHOT0 OOeCIieYeH s, OCHOBAaHHBIN HA TMOKOCTH, aJalTUBHOCTH
u corpyanndectBe. OH MUHUMHU3UPYET PUCKH, MTOBBIIIAET MPO3PAYHOCTh Pa3pabOTKH
1 (hoKyCcUpyeTCs Ha TOATAITHON IMOCTABKE MTPOYKTA C TOCTOSTHHBIM B3aUMOICHCTBUEM
C 3aKa3YUKOM.

Metononoruss Agile mosiBunace B Hauane 2000-x rogoB Kak OTBET Ha
OTpaHMYEHUS TPATUIIMOHHBIX MOAX0M0B, Takux kak Waterfall. B 2001 rogy 17
akcnepToB copmymmpoBanu Agile Manifesto, BKIIOYAIOIIMI YeTHIpE KIIIOYEBBIE
LEHHOCTU U 12 MpUHUUIIOB, HAIIPABJIEHHBIX HA yJIy4YlICHHE MPOLECCOB pa3paboTKu.
OcHoBHble mpuHIMNBl Agile: JIOAM U B3aUMOJCHCTBUE Ba)KHEE MPOIECCOB M
WHCTPYMEHTOB, pabortaromee [IO BaxxHee AOKyMEHTAIlMH, COTPYIHUYECTBO C
3aKa34MKOM BakHee (OPMaIbHOIO KOHTpPAKTa, a THOKOCTh BaKHEE CTPOTOro
CIIEJOBaHMSI IIJIaHY.

Meton Agile BkimtouaeT moaxonbl, Takue kak Scrum, Kanban m Extreme
Programming (XP), npemiarast UHCTPYMEHTBI AJIsi MPAKTHUECKOM peau3aluu ero
npuHIUIOB. OH MIUPOKO MPUMEHSIETCSI, 0COOEHHO B MPOEKTaX, TPEOYIOMINX THOKOCTH,
a UMeHHO B paspabotke [10, IT-npoekToB 1 NpoLyKTOB.

B Agile ocoboe 3HaueHHME HMMEIOT 3Tambl pa3pabOTKH, CPeId KOTOPBIX
KIIIOYEBBIMH  SIBJISIFOTCSL  co3/laHue (yHKUMOHana u jaemo-penus. Pa3paborka
(GyHKIIMOHAaMa — 3TO OCHOBAa IIOCTOSIHHOIO COBEPILICHCTBOBAHMS IPOIYKTa,
o0ecrnieuynBaromias €ro KOHKYPEHTOCIOCOOHOCTh M COOTBETCTBHUE IOTPEOHOCTAM
IIOJIB30BATENEH.

«CyTp pa3paboTku mporpammHoro ooOecmedeHus mo Agile» — ogHo u3
nyamux: Agile-pa3paboTka sBISIETCS CKOpee aJalTUBHOW, YeM MPEIUKTHB-HOM;
OpPUEHTUPOBAHHON CcKopee Ha Jroaed, deM Ha mpouecchl (James et al., 2024).

Pa3paboTka HOBOro QpyHKIMOHANA MOAAEPKUBAET aKTyallbHOCTD U
KOHKYPEHTOCIIOCOOHOCTh TMPOJAYKTa, TPHUBJICKAs HOBBIX M YyJIEPKUBAS TEKYIIUX

II0JIB30BATENCH.

Hemonctpauuss  penmuza B Agile  obecnieunBaer 3P QPEKTHBHYIO
KOMMYHHKAITMIO C 3aKa34MKOM, TIIO3BOJISS OIEHUTHh MPOIYKT, CKOPPEKTHUPOBATH
OKUJAHUS ¥ TUIAHBI, CHIDKAs PUCKHU U MOBBIIIAs COOTBETCTBUE TPEOOBAHUSIM.

Scrum — oxHa u3 Hambonee 3(PPEKTUBHBIX METOMOJIOTUN YIpaBIICHUS
MpO-eKTaMHU, OCHOBAaHHAs Ha MpHUHIMIAX TuOKoi paspadorku [1O mosBuBIIEiics B
1990-x romax Kak ajlbT€pHATHBA TPAAUUMOHHBIM MeTojaM. OHa aKUEHTHUPYET
BHUMaHUE Ha UTEPATUBHOM pa3paloTke, OBICTpON ajanTaluyd K HM3MEHEHHSIM U
ONITHMH3AINHA KO-MaHIHOW PaOOTEHI.

KinroueBbiME 0COOEHHOCTSIME Scrum SIBISIFOTCS TTPO3PAYHOCTh TPOIECCOB,
BBICOKAsl CTENEHb CAaMOOPTaHM3alMU KOMAHJbl W YETKO OIPENIEICHHBIC POJIH
(Product Owner, Scrum  Master, Team). Meromonorust  BKJIIOYAET
CTPYKTYpUPOBAHHBIE
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COOBITHSA, TaKUE KaK CIPUHTHI, €KEJHEBHbIC CTEHIAMbl U JIEMOHCTPAIH, a TAKXKe
apredaktsl (Product Backlog, Sprint Backlog, Increment), uto aemaer e€ ocoOeHHO
BocTpeboBaHHOM B IT-ipoekTax.

Scrum nokazain cBoro 3PPeKTUBHOCTH Onarofaps TMOKOCTH U OPUEHTALIMU Ha
pe3ynbrar. CerofHs OH MIMPOKO MPHMEHSETCS B Pa3IHUHBIX chepax, odecreunBas
OBICTPYIO AJAITAIMIO TPOEKTOB K TpeOOBaHUSIM OM3HEcCa U MOJIb30BaTENEH.

Kanban — 3710 MeTomonorusi ympaBlieHHsl IpoleccaMu, pazpaboTaHHas B
1940-x rogax Ha 3aBogax Toyota. OHa OCHOBaHa Ha BU3yaJIM3alUU paboOUUX MpoLec-
COB C IIOMOIIBIO IOCOK M KapToyekK, IIe KaKaas KapTouka MpeCTaBiseT 3aaady, a
KOJIOHKH 0003HAYarOT dTambl €€ BBIMOIHEHUSI.

OcnosHnas niens Kanban — ympaBieHre moTokom paboThl Ha OCHOBE peajbHbIX
MOTPEOHOCTEH, YTO MO3BOJSIET MUHUMH3UMPOBATH 3amachl, M30€KaTh IMEPErpy30kK
U MakCUMaJIbHO 3((EeKTHBHO HCIIOIB30BaTh pecypchl. B aemoBoit cpene Kanban
MOMOTaeT KOMaHAaM KOHTPOJIMPOBATh 3aJauyM, BUAECTh UX TEKYIEe COCTOSHHUE U
ONITHMHU3HPOBATh BBIITOJIHEHUE MPOIIECCOB.

AKTYaJIbHOCTh JJAHHOTO METOJa POCJIO paHbIIe U ceildac MpOJOJIKAET Tak
KaK BJIOKCHMsS YBEIWYMBAIOTCS ¢ KakabiM rogom ¢ 2023 mo 2031 (D’Souza, 22).
Mertononorust Kanban ocraercst BoctpeboBanHoii B IT, mpousBoacTse, cepe yciayr u
npyrux orpaciiax. CormacHo uccienoBanuto 2020 roaa, 78 % pecrnoHIEHTOB yXKe Uc-
MOJIBE3YIOT WIIH TIAaHUPYIOT BHEApUTH Kanban, a 6omee 90 % oTMeTHIIN €ro MOJI0Ku-
TeJIbHOE BIHUSHUE HA YIIPaBJICHUE MPOIlecCaMy U MPOIYKTUBHOCTh KOMaH/bI. [ TaBHOE
ommune Kanban — orpannueHne Koiu4ecTBa 0JJHOBPEMEHHO BBITIOJTHIEMBIX 3a/1a4,
YTO COKpAIaeT BPeMs BHIITOJIHEHHS U MOBBIIAET () PeKkTuBHOCTH paboThI (Yukhimets
Veronika Ilyinichna, Kurzaeva Lyubov Viktorovna).

Ynpasiaenue npoextamu B Kazaxcrane u 0co0eHHOCTH ylIpaB/ieHHA

VYnpaBieHue NpoeKTaMu — KIIOYEBOM MeXaHU3M PBIHOYHOW SKOHOMHUKH
Kaszaxcrana u CHI'. B pa3BuThIX cTpaHax OHO OXBAThIBAET OOJIBIIMHCTBO MPOEKTOB,
torga kak B Poccun — smmib 1,5-2 %. [IlpumeHeHne COBpEeMEHHBIX METOJI0JI0THIMA
no3BouisieT F3KOHOMUThL 20-30% Bpemenu u 15-20 % cpenct. B 3anmagHbix cTpaHax
3aTpaThl M MOTEepU HUXKe, 4yeM B Poccum, rae cnmabas opraHu3allMOHHAs CHCTEMa
JieNlaeT BHEJIPEHUE MPOSKTHOTO yIpaBiieHus: ocobeHHo nepcrnekTuBHbIM (The role of
project management in the modern world). B Kazaxcrane 6osiee mmipoko pa3BUTHI
JMHENHbIE MPOLIECCHI, BKIIIOUYAIOLIUE IJIAHUPOBAHUE, OPraHU3aLMI0 U YIpPaBICHUE
MIPOEKTHON JeATENbHOCThI0O B KOMIMAaHUAX. OCHOBHOE NPUMEHEHHE MPOEKTHOTO
MEHE/KMEHTa HaOJI0aeTcsl B TOCYNAapCTBEHHBIX OpraHax, Ije (yHKIHMOHHPYIOT
MIPOEKTHbIE O(UCHI U IEHCTBYET HAIMOHAJIbHAS CHUCTEMAa MPOEKTHOIO YNPAaBICHUS C
YEeTKO ONpEACICHHBIMU (QYHKUMSMH U pErJIaMEeHTaMHd, BKIIOYas IpOBEICHHUE
KOHKYPCOB.

OgHuM M3 TakuX KOHKYpcOB siBisercss HamuoHanbHBIE KOHKYpC IIO
nmpoekTHOMY ympaBieHuto «Qazaqstan Project Management Awards — 2023».
Briepsoie on 0bu1 ipoBesieH B 2020 roxy cpeau rocyIapcTBEHHBIX opraHos. B 2021
roJly 3TOT KOHKYpC OB MPEACTaBICH KaK MPOeKT Ha BcemupHom koHkypce IPMA
«Global Project Excellence Awards» u ymocTomicsi «30JI0TOH Harpaabl», YTO TOJ-

TBEPXKAACT BBICOKYIO OLCHKY MCXKIYHApPOJIHOI'O 3KCIECPTHOI'O COO6HI€CTBa Ipo-
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eKTHBIX TIOX0M0B, nMpuMeHsembix B Kaszaxcrane (Malik et al., 2019). 3naunmbim
JOCTHKEHUEM CTaJI0 YCIIEIIHOE BBICTYIIJIEHHE NTPOEKTOB ['eHepanbHOM IPOKypaTyphl
Pecny6nmuku Kazaxcran Ha mexxayHapoiHoM KOHKypce «IIpoekTabiii Omumim» B 2017
roxy B Mockse, e cpa3y nsTh UHUIMATUB NOTy4YrIn npusHanue. [Ipoext «10 mep o
CHIDKEHHUIO TFOPEMHOTO HACEJICHUS» 3aHSUT IEPBOE MECTO B HOMUHAINH « Y IIpaBJIeHHE
KOMIUIEKCHBIM TIpOeKTOM — Jlyummii mpoekt roga». B kareropum «lIpokypatypa.
Smart-ynpaBienue» modeau npoekT «3ammra Ou3Heca», BTOPOE MECTO MPUCY AN
MIPOEKTY «3aHIbUIBIK», a TpeThe pazfenunu «Kaszaxcran 0e3 Hacwivsg B CEMbE» U
«B mpoxkypatypy — ayumue kaape» (Medeubaeva, 2019). He cMoTpst Ha ycrmeniHsie
IIPOEKTHI HEKOTOPAsi YacThb T'OC. IPOEKTOB HE YAAETCS 3aBEPIINUTh HU3-3a IOCTOSTHHBIX
BHECEHUN KOPPEKTUPOBOK B TMPOEKT, OOBEMOB pabOThl, ype3zaHue OrIKeTa,
HU3Kasi 3aMHTEPECOBAHHOCTb BOBJICUEHHBIX YYACTHHUKOB, KOHEYHOE HENPABUIIBHOE
HKOHOMUYECKOE OOOCHOBaHHUE U IJIaHUpOBaHHE B peanuzanuu npoekra (Kupzhanov,
2022). B 2021 roxy rocynapcTBeHHbIE Opransl 3anyctuiu 6 974 npoekra, onpeenus
3 127 xmoueBsix nokazatenent a¢pdextuBHocTu (KPI). [To cocTostario Ha 9 deBpans
2022 roma yposeHb BbinosnHeHus: KPI noctur 87 %, mpu stom 402 moxazarens
HaXOJWINCh B Tpolecce peanuszaiuu, a B 280 mpoekTax ObUIH 3a(UKCHPOBAHBI
otkioHeHust (Aisautov, 2021). YcnemHoe BHEIpEHHE NPOECKTHOTO YIPABICHHS
3aBHCHUT OT YpPOBHS 3peliocTH opraHuszanuu. Ha HauanbHOM 3Tame mporecchl He
OTIpe/ieNIeHbl, & METO/I0JIOTMH TPUMEHSIOTCS HECUCTEMHO. YaCTUYHO ymHpaBisieMblid
YPOBEHb XapaKTePU3YeTCs] PEaKTUBHBIM TMOJIXOJOM M HAIUYMEM HECKOJIbKUX
¢dopmanu3oBaHHBIX MporeccoB. CpenHuil ypOBEHb MpPEAIoyiaraeT WX AaKTHBHOE
MPUMEHEHHe, TOT/Ia KaK yIpaBJsieMblii 10 METPUKaM BKJIIOUaeT ycTaHoBieHHbIe KPI
1 KOHTpoJsib. Ha coBepiieHCTBYOIIEMCSI 3Talle IPOUCXOJUT MOCTOSIHHOE YIIydIlIEHUE
Y aBTOMAaTH3AIIHS.

[Tpumepom BHEpEHUS IPOEKTHOTO YIIPABIEHUS cTajo co3anue [IpoekTHoro
oduca B MunuctepcTBe ceiabckoro xo3siiictBa Pecrnybnuku Kaszaxcran cormacHo
npukasy Munuctpa ot 30 centsiopst 2021 roma Ne 283 (Masatov et al., 2021). beuu
3a/IeiCTBOBaHbl MATH 0a30BBIX HampaBlieHUl MuHUCTEpCTBA ISl TMOBBIIICHUS
sapdexkruBHOCTH PabOTHI B arpapHoil cdepe. OMHAKO CYMIECTBYIOT POOJIEMBI:
[eMu Pa3padaThIBAIOTCS U KOPPEKTHUPYIOTCS MCIOJHUTEISIMHU, KOTOpbIE HEPEIKO
GopMYIHPYIOT MX HEKOPPEKTHO. MHOTHE TOPYYEHHUS BBIOIHSAIOTCS (OpMabHO,
a 3a OTHeJNbHBbIE MOAMPOECKTHI BOOOIIE HE Ha3HAYEHBI OTBETCTBEHHBIC Jula. B He-
KOTOPBIX CIy4asX CIELHUAJIUCTOB IMPUXOJUTCS YTBEPXKAATh y MEPBBIX PYKOBOIU-
TeJei, XOTS ATOT MPOLECC JOMKEH MPOMCXOAUTHh aBTOMATHYECKH IO PETIaMEHTY.
Kpome Toro, He Bce pyKOBOAUTENIN MPOEKTHBIX I'PYMIl YYaCTBYIOT B €KEHEIEIbHBIX
SCRUM-BcTpeuax, 4To CHIKaeT ypoBeHb koopauHaiuu (Masatov et al., 2021).
HenocraTtku B ynpaBiieHMM NPOEKTaMHU 3aMEUISIIOT pealu3aluio MHUIUaThB. J{is
UX pelieHus: TpeOyeTcsl yCUIIEHHBIH KOHTPOIIb 33/1a4, Ha3HAYE€HUE OTBETCTBEHHBIX U
CTPOTUH MOHUTOPHHI BbINOJHEHUS. [IOBbIIIEHNE 3pEIOCTH IPOEKTHOTO YIIPaBICHUS
B MuHcenbxo3e KazaxcTana ynydimuT peanu3aiiio HHUIIMATUB, YKPETIIss arpapHbIil
CEKTOp ¥ 3KOHOMHUKY.

[TpoekTHBII MEHEKMEHT pa3BUBaeTCs U B HedTerazoBoi otpaciau. Konnenius

2010-2020 ronos, nanuuuposanHast «Hyp OTan», HanpaBiieHa Ha ero ykperuienue. B
This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License [@m

190



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

AO «Campyk-Kazna» co3man mpoekTHbBIN 0huC IS COMPOBOXKACHUS TpaHCHOPMAITTH
Ou3Heca, ynpaBJeHHs pHCKaMHU W MHPOPMHUPOBaHUS y4acTHUKOB (Sustainable proj-
ect management in the oil and gas industry of Kazakhstan, 2023). BaxxasiM sTanom
pasBuTHs ctano BHeapenue Green Project Management — mepBoOil opraHH3aIuy,
MHTETPUPYIOLIEH NPUHIUIBI YCTOMYMBOTO DPAa3BUTHS B YIPABJICHHE MPOEKTAMHU.
Kazaxcranckne KOMITAHMM aKTUBHO HCHONB3YIOT craHaapt GPM P5™ (People,
Planet, Prosperity, Products, Processes), KOTOpbIii 00beTHHIET YCTOMYHBOE PA3BUTHE
U ipoekTHoe ynpasienue. On Bxmoyaet 6osee 100 mokasareneid, 0OXBaThIBAIOIINX KaK
pean3aluio MPOeKTOB, TAK U JATBHEHIIYIO SKCIUTyaTalHIO IPOTyKTOB, 00ecreunBas
COOTBETCTBHUE IENsIM ycToiHunBoro passutus (Sharipov, 2021). [Tomumo pa3BuTHA
JTaHHBIX OTpaciel mmeeTcs oOpazoBanme. Smart Education oObequnser oOpaszoBa-
TEJNbHBIC YUPEKICHUS U TpernoaaBaTeneil Uit BeeHnus yueOHOoro mporecca B mug-
poBoM dopmare. [loaxo ocHOBaH Ha YHU(PHUIIMPOBAHHBIX CTaHIApTaX, COTJIAIICHUIX
Y MHHOBAITMOHHBIX TEXHOJIOTHAX, oOecrieunBas 3((EeKTUBHOE B3aMMO/ICHCTBHE BCEX
y4acTHUKOB. OCHOBHOE BHHMAaHHE YIENSETCS COBMECTHOW pa3paboTke yueOHBIX
MaTEepHAJIOB U KOJUIEKTUBHOMY OOYYEHHIO B BUPTYaJIbHOU Cpejie.

C oroit nenpto B 2017-2018 yueGHOM TOomy B cTpykTtype MVYUT Obln
co3nan llentp oOpa3oBaTeNbHBIX MHHOBAIMM M Smart-0Oy4eHHs, 3aHUMAIOIIHIACS
BHEJPEHHEM IMEPEJOBbIX TEXHOJOTHH M pa3pabOTKON HOBBIX 00Pa30BaTENBHBIX
nporpaMM. OIHMM W3 KIIFOUEBBIX MPHUHIUIOB Smart-00y4eHHs CTalo COBMECTHOE
oOydeHne CHeNHaTUCTOB HECKOJBKUMH BY3aMH, YTO CHOCOOCTBOBAJIO MHTETpAIMU
00pa30BaTeNbHBIX PECYPCOB U MOBBIIICHUIO KauecTBa MOArOTOBKUA. OHAKO MPOEKT
He ObuT peanm3oBaH B ToJHOM Mepe m3-3a pemenus MOH PK cocpemorounth
MeTarOTMYECKUe CIEIMaTbHOCTH UCKITFOUUTENFHO B POPHIBHBIX By3ax. HecMoTps
Ha apryMEHTHI B MTOJIb3Y MPOJIOJHKEHHUS IPOTPaMMBbI, OHa ObLIa MOTHOCTHIO TIepeIaHa
KasHITY um. Abas.

['ubpuaHbIi TOAXOM CcOUYeTaeT MPEIUKTUBHOE W THOKOE YIpaBliCHHE:
YCTOMYUBBIE YAaCTH MPOEKTA PEATU3YIOTCS MO KACKaJHOM MOJENH, a W3MEHSIeMbIe
— ¢ ucnonbs3zoBanueM Agile. Takoil mMeron obecreunBaeT CTPYKTYPUPOBAHHOCTh
MPOLIECCOB TPH COXPAaHEHMM AaJaNTUBHOCTH K U3MEHeHusM. [IpumeHeHue
rUOPUIHOTO MOJX0Aa MOKHO YBUIETh B pa3paboTKe 0OpazoBaTeNbHBIX IMIATHOpPM
U BHUPTyaJbHBIX Jaboparopuil. I[IpequKTUBHOE ympaBieHHE NPUMEHSETCS [T
OTlpeieNICHUs] apXUTEKTYpbl M BbIOOpPA TEXHOJIOTM, TOrJa Kak T'MOKHE METO[bI
MO3BOJISIOT JopabaTeiBaTh HMHTEp(dEC, M00aBIsATh MHTEPAKTUBHBIC SJIEMEHTHI U
HOBBIE (DYHKITMOHAIBHBIE MOTYJIH.

3akiaroueHue

[IpoexTHOE YIpaBIEHHE HUIPACT BAXKHYIO POJb B Pa3BUTHH SKOHOMHKH,
cnocoOcTBys 3(h(HEKTUBHOMY HCIOJIB30BAHUIO PECYPCOB, ONTUMHU3ALMH MPOIECCOB
U TIOBBIICHUIO MPOAYKTHBHOCTH. KazaxcTaH akTUBHO BHEIPSIET COBPEMEHHBIC
METOJIOJIOTUH, aIANITUPYS UX K HAIIMOHAIBHBIM YCIOBUSIM.

Meronpl Agile, Scrum u Kanban mMo3BOJIAIOT IMOBBICUTH THOKOCTH H
MIPO3PAYHOCTh MPOEKTOB, OAHAKO OCTAIOTCSI BBI3OBBI, CBSI3aHHBIE C GUHAHCHUPOBAHUEM,
IUIAHUPOBAaHMEM M BOBJCYEHHOCTbIO  YYaCTHHKOB. ['MOpuAHBIA  TOJXOJ,

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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00BETUHSIONINKA TPETUKTUBHBIE U aIAITUBHBIC METOJIbI, 0COOEHHO akTyasneH juis [T
1 00pazoBaHMs.

JanpHeinee pa3BUTHE MPOSKTHOTO YIIPABJICHUS TPEOyeT COBEPIICHCTBOBAHUS
HOPMATHBHOM 0a3bl, MOBBIIICHUSI KBaTU(UKAIIUU CIEIUATUCTOB U ITU(POBU3AINHI
npoueccoB. MHTerpanus MHHOBALIMOHHBIX METOJIMUK CTAHET OCHOBOM YCTOMYHMBOIO
pocCTa U MOBHIICHNUS KOHKYPEHTOCTIOCOOHOCTH CTPaHHbI.
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Annotation. This work is dedicated to the study of the characteristics of anten-
nas for amateur radio stations in the VHF range. The article provides information on
the use of amateur radio stations, the organization of radio communication, as well as
various categories and structures of call signs. As an example, a dipole antenna of the
“waveguide “ type (three and four elements) was designed due to its simple construc-
tion and convenient adjustability of elements to improve performance. For antenna
modeling, the MmanaGAL and MATLAB software programs were used. During the
modeling process, key antenna characteristics such as the radiation pattern, gain, and
standing wave ratio (SWR) were analyzed.

Keywords: antenna, radio station, radio communication (QSO), «wave
channel» antenna, Uda-Yagi, radiation pattern, gain

YKT JMATA30HBIHIAFBI OYECKOW PAJUOCTAHIIUSIIAPIBIH
AHTEHHAJAPBIHBIH CUTTATTAMAJIAPBIH 3EPTTEY.

H.C. locuxaHoB
Fousimu sxerexminepi: b.A. KoxaxmeroBa

Jocuxanos Hypaceur Casixatyasl — 6B06203 — «MoOwib/1i TeleKOMMYHHKAIIKS TEXHOIOTHSIIaphl» OiniM O6epy

GarnapiaaMachidbid 2-kypc ctyaeHti, CCT 2301 ToOBbI.

AnHoTanus. by xxyMbIc oyeckoi paauoctanumsuiapAsie Y KB quanazonbsaa
KOJIJaHbUIAThIH aHTEHHAJIAP/bIH CUIIaTTaMajapblH 3epTTeyre apHaiaraH. Makananaa
OyeCKOM pauocTaHIMsIapAbl KOJAaHy, PaauodUpAl YIHBIMAACTHIPY TOPTiOI1, COHAM-
aK IaKbIPy CUTHAIIAPBIHBIH OPTYPJIi CAHATTAPBI MEH KYPBUIBIMIAPHI TypaJIbl aKIapat
OepuireH. [IpakTHKasbIK MbIcal peTiH/e KapanaiiblM KYpbIIbIMbI MEH ITapaMeTpIIepiH
KaKcapTy YIIiH JIEMEHTTEPl KaliTa peTTey MyMKIH/IT1HEe OaliIaHBICThI «TOJKBIHIBIK,
KaHam» TUOTI (YII JKOHE TOpT JJIEMEHTTI) IUIOJbAIK aHTEeHHa »oOaJaHFaH.
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AHTeHHanmapapl mMonenpaey yimrH MmanaGAL xone MATLAB 6armapnamamapbl
naiinananeuiabl. Mogenbaey OapbIChlHAAa aHTEHHAJIAPBIH HETI3r CUIMlaTTaMaiaphl,
COHBIH 11I1HE OaFbIT JUarpaMmachl, KymenTy KodpUIueHT] )KOHE TYPaKThl TOJIKbIH
KO3 pUIMEHTI 3epTTENII.

Tyiiin ce3aep: aHTeHHA, paguocTaHIus, paanoodaitnansic (QSO), «TOMKBIHIBIK
apHa» aHTCHHACHI, Y 1a- STy, OaFbIT AUarpaMMachl, aHTCHHA KYIIEHTY KO QUIIMEHTHI

WCCJEJOBAHUE XAPAKTEPUCTUK AHTEHH
PATUOJIOBUTEJIbCKIUX CTAHLIMI YKB TUATIAZOHA

H.C. docuxanoB
MesxnyHapOaHbIN YHUBEPCUTET HH(GOPMAIIMOHHBIX TEXHOJIOTHI, AJTMATHI,
Kazaxcran
Hayunsie pykoBoautens: b.A. KoxxaxmeTroBa

JocuxanoB Hypacein CasixaTyiibl — CTyAEHT 2 Kypca oOpa3oBaTenbHOi mporpammbl 6B06203 — «MoOunsHbIe

TEXHOJIOTHHU TeJIeKOMMYHHKaui», rpymma CCT 2301.

AnHoTanus. JlanHas paboTa MOCBAIEHA MCCIEAOBAHUIO XapaKTEPUCTHK
aHTeHH paauontooutensckux ctaniuidi YKB amanazona. B cratee mpencraBieHbI
CBe/leHUs 00 MCIOJIb30BAHUY JTIOOUTENECKUX PAAMOCTAHIU, MTOPSIOK OPraHU3aIH
paauosdupa, a TakkKe pa3inyHble KATETOPUU U CTPYKTYpPHI MO3bIBHBIX. B KauecTBe
npuMepa ObUla CHPOEKTUPOBAHA AHTEHHA IUMOJIb BHA «BOJHOBOW KaHAm» (TpHU
U YeThIpe BJIEMEHTa), B CBS3U C €€ MPOCTOM KOHCTPYKUMU U yHOOHOM (QyHKUIUHU
MepPEeCTaHOBKHU 3JIEMEHTOB /IS YIyUllIeHUs MapaMeTpoB. /1t MoieprpoBaHUs aHTEHH
OBLTH MCTIOB30BaHbI MporpaMmbl MmanaGAL u MATLab. B mpouecce moaenupona-
HUsl OBUTH UCCIIEJIOBAHBI TAKHE OCHOBHBIC XapaKTEPUCTUKU aHTCHH Kak: Juarpamma
HaIpaBJIE€HHOCTH, KOADDULUEHT YCUIeHHs U KOYPPUIIMEHT CTOSYEH BOIHBI.

KioueBble cjioBa: aHTeHHa, paauocTaHIsA, paauocBsa3b (QSO), anTeHHa
«BOJIHOBOH KaHamy», Y 1a-fru, tuarpaMMa HalpaBiIeHHOCTH, KOO PUIIMEHT YCUICHHS

BBenenue

PannomtoOuTensCcTBO HA KOPOTKHUX BOJIHAX BBI3BAHO OOJBIIMM WHTEPECOM U
yBIiedeHueM oOmiecTBa. B HacTosiee Bpems 0osiee 8§ MIJITHOHOB JIFOJICH 1O BCEMY
MUPY 3aHUMAIOTCSI paJOCBSI3bI0 B 3TOM AHana3oHe. PagnomoOuTensMu CTaHOBSTCS
JIOJTU PA3IIUYHBIX BO3PACTOB U MPOGECCUOHATBHON TPUHAICKHOCTH — OT Pab0OUnx
70 PYKOBOJUTENEH Npennpusituidl. PaanonmroOuTeNbCcTBO SIBISETCS HE TOJIBKO
TEXHHUUYECKUM X000H, IeNbI0 KOTOPOro SIBISiETCS mpoBeneHue pamuocszeit (QSO)
C Pa3TUYHBIMH PETHOHAMHU MHpPA, HO U O(PUIMAIHLHO MPU3HAHHBIM BUIOM CIIOPTa,
BKJIIOUEHHBIM B ENTMHY10 cCOpTHBHYIO Kiaccudukanuio. JJocTukeHus B paauociopTe

MOTYT OBITh OTMCUYCHEI IMPUCBOCHUCM 3BaHMI KaHAuIaTa MacTepa CriopTa Ui MacTepa
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cnopta. OQHUM U3 MPUMEPOB PAJIUOCTIOPTUBHBIX JUCIUIUIMH SBISETCS CKOPOCTHAS
panuorenerpadusi, B paMKax KOTOPOH YUYaCTHUKH JIEMOHCTPUPYIOT HaBBIKU MPHEMA,
WK K€ TIepeIad He CMBICTIOBBIX OyKBEHHBIX, IIM(PPOBBIX M CMEIIAHHBIX TEKCTOB C
UCIoNIb30BaHueM Tenerpaduoro kirova (azdyka Mopse). bnaromapst Takomy xo06w,
MOMUMO YITYOJICHHOTO M3Yy4YeHHsI PAJIUOTEXHUKA M AHTCHH, YYACTHHKH IOJTy4YarOT
3HaHUA B 007aCTH reorpaduu U ICTOPUH Pa3IMYHBIX CTPaH. DTH YMEHUS OKa3bIBAIOTCS
MOJIE3HBIMU KaK B MUPHOE BPeMs, TaK M B YCIIOBUSX UPE3BBIUYAHHBIX CUTYAI WU
BOCHHBIX KOH()JIMKTOB, MOJYEPKHBAs 3HAUYMMOCTH PAJMUONIOOMTEIHCTBA KaK JIJIs
JUYHOCTHOT'O pa3BUTHS, TaK U JIst o01iecTBa B 11esioM (Zamoroka, 2011; Karl Rotham-
mel, 1998).

s nmpoBeneHus pajgMoCBsA3M B paMKaX yCTAaHOBJIEHHOI'O 3aKOHOAATEIbCTBA
TpeOyeTcs MOMyYnuTh COOTBETCTBYIOIIEE pa3pelieHne. Takum pa3penieHueM SBIsSeTCs
NIPUCBOCHUE DPATUOIIOOUTENIO ONPECNCHHON KaTeropuu, KOTopasl OIpenesseT
YPOBEHb €ro KOMIIETEHIIMM M JOCTYNl K JaMana3oHam dactoT. Kak mnpasuio,
KaTEeropuH MOAPA3/IEISIIOTCS Ha YEThIPE YPOBHS, KXk/IbIil U3 KOTOPBIX MPEAOCTABISIET
oIpeJielieHHble TpaBa W o0s3aHHOCTH. Bmecre ¢ kaTteropueil paauoitOOUTENIO
npucBanBaeTcsl yHUKanbHbIN 03bIBHOM curdai (CALL SIGN), KoTOpbIii CITyKUT €ro
uaeHtudukatTopom B 3upe. [103bIBHON CTAHOBUTCSI CBOETO POJa «HOBBIM HUMEHEM)
paanoNoOuTeNsT W COCTOMT M3 JIBYX OCHOBHBIX 4YacTel: mpeduxca u cyddukca.
[Ipedpukc npexacrapnser cob0i HaYalIbHYIO YacTh MO3BIBHOIO, BKJIIOYAs IUPPOBOIL
UHACKC, W ONpelessieT CTpaHy WM PEruoH MPOUCXOXKACHUS PaJUONIOOUTENs
COTJIACHO MEeXTyHapoaHbIM cTanfapTam. Cydduke, crnenyromias 3a npeuKcoM 4acThb
MO3BIBHOT'O, COCTOUT UCKIIOYUTEIBHO U3 OYKB U HCIOIb3YeTCs 1JI MHANBU Iy aIbHOM
uaeHTudukauu oneparopa. Tak, HapuMep, MO3bIBHOM KOJIJICKTUBHOM pajiioCTaH-
i AO «MexayHapoqHOTO YHUBEPCUTETa MH(POPMAIIMOHHBIX TEXHOJIOTUI SIBIIS-
ercst UNIGWA, rne «UN9» - mpedukc, a «GWA» - cypdukc. Cepun mo3bIBHBIX
(mepBble TpH CHMMBOJIA) B BHAE OYKBEHHBIX U OYKBEHHO-IIU(PPOBBIX COUYETAHMIA
pacnpenensroTcs 10 BCEM CTpaHaM U TEPPUTOPUSAM Mupa MexayHapOaHBIM COI030M
anektpocBsizn (MCD). Cpeau HW3BECTHBIX IMO3BIBHBIX: MpeMbep-MUHUCTP MHanm
PamxuB IN'angu (VU2RG), renepanbubiii cexperapp OOH YV Tan (XZ2TH), HobGe-
neBckuid naypear ¢usuk Jxozed Teitmop-mur. (K1JT), xoporu CaynoBckoit ApaBuu
®axn (HZ1AA) u ®Deiican (HZ1AF), xopons Uopmanmm Xycceitn I (JY1). Ha
OIpEJICJIEHHBIX JTMaa30HaX MOXKHO padoTaTh TOJBKO C MOMOUIbIO TeierpadHoit
MoxayJsitiuu (CW) uin 7K€ TOJIBKO C MCIOJIb30BaHUEM T'0JIOCOBOM Moxyssinuu (SSB,
LSB, FM). Ha HekoTOpbhIX YacToTax OHM MOTYT KOMOWHHUpOBaThCsA. B nmamazone
ynbTpakopoTkux BosH (YKB) MoxkHO o0matecs ¢ mo0oii kareropueit. Ha pucynke 1
npecraBieH yacToTHbIN m1an YKB auanasona asis mroOUTENbCKUX paauOCTaHINH B
Pecny6nuke Kazaxcran (Zamoroka, 2011).
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YacroTtHein nnad YKB ouanazoHoB
ANnA NobuTenscKUX paguocTaHumil KazaxcraHa

Kateropua m Bng

Monoca yacrorT,

Bwa pagnocBR3n

pagMocTaHLmMm ¥y (M3ny4yeHua)
144000-144150 CW
PaguocTaHUm 144150-144500 CW, SSB
WHAWBKAYansLHoOro 144500-145800 FM
o L 145800-146000 CW, 55B
n;_‘;:‘;,_'_“' 1_};' 144625-144675 Undposas ceass
KaTercpnM 430000-432150 cw
W KETeropuu 432150-432500 CW, SSB
«3KeTpan 432500-435000 FM
435000438000 |CW, SSB

438000-440000 FM
433625-433725 Lndbposan censk
438025-438175 Uwncbposas cesA3s
1260000-1270000 CW, 55B
1270000-1296000 FM, ATV
1296000-1286150 Cw
1296150-1297000 CW, SSB
1297000-1300000 FM

Pucynok 1 — VKB ouana3zon moOUTETbCKUX paJHoCTaHIMi B PecmyOmmke
Kazaxcran (Zamoroka, 2011).

PaGora 1100uTENbCKUX CTAHIUI U COOPKA AHTEHH

JroOuTensCcKkue paguoCTaHIIUU TOAPA3ICISIFOTCS HA WHIWBUIYaTbHBIC WU
K€ KOJUIeKTHBHBIE. (OCHOBHOE Pa3iuvue MEXKIY HUMH 3aKII0YaeTCs B KOJUYCCTBE
OTepaTopoB, KOTOPbIE UMEIOT MPABO BECTH PAAHOCBA3b, HUCIONb3YsI OJUH U TOT K€
MO3bIBHOW cUTHaN. VHIuBUAyanbHAs paAHOCTAHIMS IMpEAHA3HAYeHA aJisi paboThI
OJIHOTO PaJMOIIOOWTENS, TOTJa KaK KOJUICKTMBHAS PagUOCTAHIUS JOIYyCKAaeT
UCIONIb30BaHNE HECKONbKUMH ydyacTHHKamMu. Jlng wux (QyHKIMOHHPOBAHUS
HEO0OXOUMO HAIMYHUE CIIEIUATH3UPOBAHHOTO 000pYAOBaHUS I BhIXona B dup,
TakMe KaK aHTEeHHa W MpUEeMO-TIepeIaolas paJuocTaHus. AHTeHHa 00ecreuuBaeT
nepenavy u npueM paJuoCUrHaIOB, TOT/Ia KaK PaAHMOCTAHIIHS CITY>KUT JIsl 00paOOTKH,
Moayssiiiin 1 iepeaun uaopmanmu. st VKB nuanazona, MCIONb3YOTCSI aHTCHHBI
M30TPOMHOTrO THMa (BCEHANPABJICHHBIC) U JTUPEKTOPHBIC aHTEHHBI (HAIPaBJICHHBIE).
[IpuMepoMm BceHampaBlIEHHOW aHTEHHBI, KOTOpas HAXOAUT LIMPOKOE MPUMEHEHUE
cpenu paanoao0uTesneit spisercs J-o0pa3Hyro aHTeHHa, a TPUMEPOM HaIpaBICHHOMN
AHTCHHBI, ABJIETCS AHTEHHA THIIA «BOJHOBOW KaHA», WM K€ aHTEeHHa Y na-ruy,
Ha3BaHHOH B uecTh cBOMX aBTOpoB Yna u Sru (Karl Rothammel, 1998; Vartanesyan,
1980; Bienkowski, Lipinski, 1983).

AHteHHa VYpa-fAru sBisercss MHOrosjaeMeHTHol. B 3aBucumoctn oT
JUIMHBI BOJIHBI, HA KOTOPYIO HACTPOECHA aHTEHHA, 3aBUCHUT JJIMHA 3JIEMEHTOB U UX
pacnonoxxenue. KomudectBa 3ieMeHTOB omnpenenser Ko UUUEHT YCUIICHUS
anteHnbl (KY) m ee mumarpammy HampaiaeHHocTH (/[H). DnemMeHTB «BOJTHOBOTO
KaHaa» Ha3bIBalOT BUOpAaTOpaMM, KOTOpbIE OBIBAIOT aKTHMBHBIMH JINOO e IMacCUB-
HbBIMU. MUHUMaJIbHOE KOJMYECTBO AJIEMEHTOB I JAHHOW aHTEHHBI BCETO TPH:
OIMH pedIeKTOp, OAUH aKTUBHBIN BHOpATOp (METIEBON I CUMMETPUYHBIN) U OJNH
JTUPEKTOP. AKTHBHBIA BUOPATOP, BHITOTHSIIONINN (YHKIIMIO UCTOYHHUKA W3ITYUYCHHUS,
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MIpeJICTaBIsIeT COO0M NUIOIb, HAXOASIIUNCS B DJIEKTPOMarHUTHOM moje. Bubpatop
B3alMOJECICTBYET C IOJIEM, YTO NPUBOAUT K MHAYKIMH 3JIEKTPUUECKOTO TOKa Ha
ero moBepxHocTH. PeduiekTop B cocTaBe aHTEHHBI BBIIOJHSAET BaXKHYIO (DYHKIHUIO
ynpasnenus JJH. 3anaya pedrexropa 3akitoyaeTcsi B MOJABICHUU 3a/IHETO JeTecTKa
U3JTyYEHUs, COKPALLEHUU €r0 pa3MepoB M OTPAKEHUU DJIEKTPOMArHUTHON SHEPrUU
o0paTHO B CTOPOHY aKTHBHOTO BUOparopa. Pednexktop o0si3aTenbHO AOMKEH OBITH
JUIMHHEE aKTUBHOTO DJIEMEHTA, a €ro JIMHA OOJIbIIE MOJIOBUHBI ATUHBI BOJTHBI A/2.
JIMpEeKTOp SBISETCS AJIEMEHTOM aHTEHHBI, NMpeIHa3HAuYeHHBIM 71 (POpMUPOBAHUS
U YJIy4YlIeHHs] HAIlPaBJICHHBIX XapaKTepUCTHK u3inydeHus. Ero ocHoBHas 3agaua -
cyxkenue /JIH u yBenuuenue KY B 3alaHHOM HampaBlIeHUH OTHOCUTEIHFHO aKTUBHOTO
BuOparopa. (Karl Rothammel, 1998; Vartanesyan, 1980).

MopenupoBaHue aHTEHHbI ISl IPUEMHO-TIepeIal0IUX PATHOCTAHIIUM

B nannoit pabore mist MmoaenupoBaHus 4-3IEMEHTHOW aHTEHHBI THUIA «BOJI-
HOBOW KaHa» Oblila UCIOJb30BaHa nporpamma Mmana-GAL, koTopasi HCIIONIB3YET
JIEKapTOBYIO CHCTEMY KOOpJAWHAT ¢ ocsiMu X Y u Z juisi 00pa3oBaHus MpoBoaoB. Ha
pUCYHKe 2 TpeAcTaBlieHa KOHCTPYKIMS TAHHOW aHTEHHBI C YKa3aHHEM pa3MepoB
JJIEMEHTOB M PACCTOSIHUS MEXy HUMH B MM.

DJ 02

=k
-

345m
LT T
T

| 138mm | 18Bmm | _ 207mm

Pucynox 2 — Cxema 4-3nemenTHOM aHTeHHBI B mporpamme AutoCAD (R-peduexTop,
W — akTuBHBII 351eMeHT (1eTiieBoit Buobparop), D1 u D2 — nupexropa)

[Tpu MozepupOBaHUY AaHTEHH, YYUTHIBAIOTCS €TO OCHOBHBIE TApaMETPhI, TAKHE
Kak KodpduuueHT ycuneHus, kodpunuent crosueit Bonusl (KCB) u quarpamma
HanpaBieHHocTH. Ha pucyHke 3 mpencrtaBieHa MoJeNnb 4-3JIEMEHTHOW aHTEHHBI B
nporpamme MmanaGAL, cormacHo pa3mepam, peICTaBICHHbBIM Ha PUCYHKE 2.

Pucynox 3 — Monens 4-31eMeTHON aHTEHHBI B iporpamme MmanaGAL
B pesynbrare MomenupoBaHMs JaHHOW aHTeHHBI Obuta moaydena JIH,
npejacraBieHHas Ha pucyHke 4. Kak BUAHO W3 pucyHKa 4, aHTEHHA MOKA3bIBAET
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Y3KOHaIpaBJICHHbIE CBOMCTBA B Ii1aBHOM HampaBieHur. KCB mapameTp, KOTOpbIi
MOKa3bIBAET COTTIACOBAHUE aHTEHHBI € hruepoM (muTaromei tnHuei ). MakcuMaabHbIM
3HaYE€HUEM HE JOJDKHO NIpPEeBbINIaTh 2, OOJbIIE YKa3blBAET HAa PaccOIlacOBaHUU
aHTeHHbI U Hed(h(eKTUBHOCTU ee padoThl. [[ns maHHON Momenu mpu yactore 435
MI't KY anrennsl coctaBui 6,5 nba, a KCB 1,97.

20 Fd 1 Ga 13
A - 4 ‘\
e *
9 K

Pucynok 4 — JIH 4-anemetHOM aHTeHHBI ITpH yacToTe 435MI'11

Jlns MoJenmMpoBaHUsl aHTEHHBI C TPeMs JJIEMEHTaMH Obla HCIIOJIb30BaHA
nporpamma Matlab, B mnpunoxenuun Antenna Designer, KoTopas I03BOJISET
MPOEKTHPOBATH U AaHATM3UPOBATH AHTCHHBI B MHTEPAKTHBHOM PEKUME.

Lt dangies warsern

Pucynok 6 — JIH 3-anemetHOM aHTeHHBI ITpu yacTote 435MI 11

Ha pucynke 5 nmpencraBiieHa MoJIeIb TPEX SJIEMEHTHOM aHTEHHBI, @ HA PUCYHKE
6 ee nuarpamma HanpapieHHocTd. KY nmanHO# aHTeHHBI cocTaBui 7 nb.
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3akiao4enue

CpaBHuBasg 3ty JIH aHTEHH, MOXXHO 3aBUTb O TOM, YTO 4-d3JI€MeTHas
aHTeHHa OyJeT MMeTh OOoJIbIMKA KOIPOUIIMEHT YCHICHHUS U 0oJiee CYKEHHBIN
OCHOBHOI JIETIECTOK, a TAK)Xe 3a/IHUE JIETIECTKU ciabee B CpaBHEHHUH C 3-3JIEMEHTHOIA.
JIaHHBIA THIT aHTEHHBI UMEET BBICOKMH KOA()(UIIMEHT YCHIICHUS M CPaBHHUTEIBHO
MPOCTYI0 KOHCTPYKLHMIOW. Pe3ynbTraTel MOJEIUPOBAHUS TOKA3aIH, YTO MapaMeTphI
4-371eMEHTHON aHTEHHBI JIy4dllle 110 CPaBHEHUIO C 3-3JIEMEHTHOU. B crarbe Takxke
[Ipe/ICTaBICHbl PUHIUIIBI OPTaHU3ALNU CBSI3U B PAJAMOIIOOUTEIHLCKOM JUana3oHe 1
cOOPKU MPOCTHIX aHTEHH.
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Abstract. The article deals with the influence of Deepface technologies on
digital security, their use in cybercrime and fraudulent schemes. The main methods
of creating fake content are analyzed, including generative-adversarial networks and
lip-sync algorithms.

Keywords: Deepface, cyber fraud, artificial intelligence, fake videos, identity
falsification, adversarial networks, digital security, voice cloning, disinformation,
protection methods

DEEPFAKE-IIU®PJILIK JOVIPAETT INABYBLIIAP MEH KUBEP
AJASIKTBIK

A.A. lyiicebaeB, H.A. Ilory0osipuen
Frouteim xerexuriepi: A.O. Usanoa, C.B. Kan

JyiicebaeB Anniab AManTaeBud — Kaparanabl HHIyCTpHAIBIK yHUBEPCUTETIHIH «baraapiaMaiibik
HIDKeHEepHsD» O11iM Oepy OarmapiaaMachlHBIH 3 Kypc CTYACHTI.
MMony6osipues Huknta AnatoabeBna — Kaparau/s! HHIyCTpHANIBIK YHIBEPCHTETIHIH «barmapiamanbix

HIDKeHEepHs» O11iM Oepy OarmapiaaMachlHBIH 3 Kypce CTYAEHTI.

AnHotanusi. Makanaga Deepface  TeXHONOTHSUTAPBIHBIH — ITUPPIBIK
Kayinci3aikke, onapabl KHOEPKBIIMBIC TIEH alasKTBIK cxemajapAa KoJJaHyFa acepi
KapacTelpbiiaael. JKanraH Ma3MyHIbl KYPYJBIH HETi3T1 9MicTepi, COHBIH IIIiHJE
IeHEPaTUBTI-KapChlIac XKelijaep MEH epiHl CHHXPOHAY allrTOPUTMAEP] TallaHa Ibl.

Tyiiin ce3aep: TepeH Oer, KHOEp anasKTBIK, JKACaHIbl MHTEIJUICKT, KaJFaH
OeliHenep, eKe TYIFaHbl Oypmainay, TeHepaTHBTI-KapCchbUlac >KEIiIep, CaHJIBIK
Kayinci3aiK, aybICTHIK KJIIOHUHT, JKaJFaH aKmapar, KOpFaHbIC aicTepi
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DEEPFAKE-ATAKU U KUBEPMOIIEHHUYECTBO B IU®POBYIO
IMOXY

A.A. lyiicebaeB, H.A. Iloany0osipuen
Kaparanauuckuii unaycTpuanbHelil yausepeuret, Temupray, Kazaxcran
Hayunsie pyxoBogutenu: A.O. Usanosa, C.B. Kan

lyiice6aeB Aquib AMaHTaeBHY — CTYICHT TPEThEro Kypca oOpa3oBareibHOW mporpammbl «lIporpammHuas
umKeHeprs» KaparananHcKoro HHAYCTPHAIBHOTO YHUBEPCUTETA.
HoayoosipueB Hukura AHATOIBEBUY — CTYICHT TPETHETO Kypca 00pazoBaTeNbHOI porpaMmsl «IIporpamMmuast

WHXXCHCPUSA» KapaFaHI[I/IHCKOI‘O UHAYCTPUAIBLHOTO YHUBEPCUTETA.

AnHoTtanusi. B crathe paccmarpuBaeTcs BiIusHUE TexHomorud Deep-
fake Ha nmdpoByro OGe30macHOCTb, WX HCIOIB30BAHUE B KUOECPIPECTYMHOCTU H
MOIIIEHHUYECKUX CXeMax. AHATU3UPYIOTCS OCHOBHBIE METO/IbI CO3aHHUSI ITOJITICIIbHOTO
KOHTEHTA, BKJIIOUasi TeHEPATUBHO-COCTSA3ATENbHBIE CETU U aITOPUTMbI CHHXPOHH3AIIUT
ry0.

KaroueBbie cioBa: Deepfake, kuOepMOIIEHHUYECTBO, HUCKYCCTBEHHBII
UHTEIJIEKT, TOJAeNbHbIe BHIE0, (Qanbcudukanus IJIUYHOCTH, TE€HEPATUBHO-
cocTs3arenabHbIe CeTH, U POoBas 0€30MaCHOCTh, TOJIOCOBOW KIIOHHHT, Ie3UH(pOopMaIIus,
METOBI 3aLIUTHI

BBenenne

C pa3BuUTHEM HCKYCCTBEHHOTO WHTEJUIEKTAa W MAIIMHHOTO OOYy4YeHHS
texHonorun deepfake BBIILIM 3a pamMKu pa3BIEKATEIbHONW HHIYCTPUU M CTaJU
CepbEe3HBIM MHCTPYMEHTOM JJisi kubeprnpecTymHukoB. Deepfake — sTo meTommka
CO3/IaHusl MOAMENBHBIX (OTO, BUACO M ayAHO3aNucel ¢ TOMOIIBI0 HelpoceTei,
MO3BOJISAIONIAS PEATUCTUYHO MEHSTh JIMII0, MUMHUKY U roJ10¢ YenaoBeka. COBpeMEHHEBIE
ANTOPUTMBI JIENAI0T 3TH (aTbCUPUKAIIMN HACTOIBKO YOSTUTEIbHBIMU, YTO OTIUYHUTh
UX OT peajbHBIX MaTEPUATIOB CTAHOBUTCS BCE CIIOJKHEE.

[TepBonauansHO deepfake rcmonb30Bancs B KHHO M KOMITBIOTEPHBIX UTPaX, HO
CErOJIHSI ero BCE Yalle MPUMEHSIOT B MOIIEHHUYECKUX cxeMax. KubeprpecTynHuku
CO3JaI0T MOIJCIbHBIC BHUICO U T'OJOCOBBIC COOOIICHHUS, YTOOBI BHIMOIaTh JACHBIH,
JTUCKPEIUTUPOBATh HM3BECTHBIX JIMYHOCTEH, MAaHUITYJIUPOBaTh OOIIECTBEHHBIM
MHEHUEM WM JaXKe B3JaMbIBaTh CHCTeMbl Oe3omacHocTH. K mpumepy, ObLIn
3aUKCUpPOBaHBl Clydad, KOTJa MOIIEHHUKU HCIONb30BAIN MOAJEIbHBIE ToJoca
pPYKOBOAMTENEH KOMIAHUM, 4TOObI OOMaHYyTh COTPYIHHUKOB U TIEPEBECTU KPYITHBIE
CYMMBI JICHET Ha TOJICTaBHbIC CUETA.

I'moGanbHas mpobnema deepfake 3akmroyaercs HE TOJNBKO B (DPMHAHCOBBIX
pUCKaxX, HO U B MOJPBIBE OBepUs K IUPPOBOMY KOHTEHTY. MBI )KMBEM B DIOXY
MH(OPMAITMOHHBIX BOIH, Korja eKoBbIe HOBOCTH U MAHUITYJISIIUN MOTYT MTOBJIHSTh
Ha OOIIECTBEHHOE MHEHUE, BBIOOPHI U pemyTaluio tonei. [loaTroMy Bompoc 3ammThl
ot deepfake cTaHOBHUTCS KPUTUYECKU BaXKHBIM KaK JIJIsl OTAEIBHBIX MOJIb30BaTENCH,

TaK U JUIs1 KPYTHBIX OpraHU3aIii.
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OcHoBHast koHuenuusi Deepfake u 0ocHOBHBIE BUABI aTaK

Deepfake (ot anrmmiickoro «deep learning» — «ryOokoe oOydeHue» u
«fake» — «mopaenKa») — 3TO TEXHOJIOTHS, UCIIONbB3YIOMIAast METOABlI HCKYCCTBEHHOTO
MHTEIJIEKTA IS CO3MAaHMS PEATMCTUYHBIX MOJACNTBHBIX HM300paKEHUH, BUICO U
aynuo3amnuceil. OHa MO3BOJISIET 3aMEHSATh JIUIA, U3MEHSATh MUMUKY, TOJIOC WM JaXke
co3/aBaTh MOJIHOCTbIO CHHTE3UPOBAHHBIE CLEHBI, KOTOPbIE TPYAHO OTIUYUTH OT
HACTOSIIIIHX.

TexHosoruu, gexamue B ocHoBe Deepfake

['eneparuBHO-cocTsazarenbHbie ceTd (GANS): cocToAT W3 OBYX HeipoceTeit
— TreHeparopa W AMCKpUMHUHATOpa. [eHeparop co3naer MoaJeibHblE JAaHHbIE, a
JUCKPUMUHATOP TMBITAETCS OTIMYUTh UX OT PeasIbHbIX. DTOT MPOLECC MPOJOIKAECTCS
0 TeX IOp, MOKa T'€HEepaTop HE HAYUYUTCS CO3[1aBaTh JIaHHbIC, HEOTIMYHUMbBIE OT
HACTOSIIIIHX.

ABTOKOIIMPOBIIMKH: HCIONB3YIOTCS 751 OOyYeHUs CHUCTEMBbI Ha OOJIBIIOM
KOJTMYECTBE U300paKEHHH JTUIIa YeT0BeKa, YTOOBI 3aTeM TOYHO MOIMEHSTH €TO0.

Anroputmbl cuaxpoHm3aiuu ry0o (Lip-sync): TO3BOJISIOT HU3MEHSATh pedb U
JBUKEHHE TYO B COOTBETCTBHUU C 3a/IaHHBIM TEKCTOM HJIH ayJUOTPEKOM, 0OecTieunBast
PEaTuCTUYHOCTh CUHTE3UPOBAHHOM peyH.

OcHoBHBIE BUIBI aTakK C ucnonb3oBanueM Deepfake

Texnonorust Deepfake moxer ObITh HCIONB30BaHA KaK B Pa3BIEKATEIbHBIX
HensiX, TaKk ¥ s T[POBEACHHUS pPAa3IMYHBIX aTakK, HalpaBlIeHHBIX Ha oOOMaH,
ne3uH(OpMaIIIo U MOIIIEHHUYECTBO. Hike mpeIcTaBiIeHb OCHOBHBIC BUIBI ATaK:

[Tonmena nuna (Face Swap): 3amena numa B BHUIACO3AMUCH WM
dotorpaduu Ha THUIIO APYTOTO YEIOBEKA. ITO MOKET HCIIOIH30BATHCS JIJISl CO3TAHUS
KOMITIPOMETUPYIOIIMX MAaTEPUAJIOB C LEJbIO MIAHTaXKa WU JTUCKPEIUTALINH.

Kpaxa romoca (Voice Cloning): co3iaHne HCKYCCTBEHHOTO T0JI0Ca,
UJEHTUYHOTO OPUTMHAIBHOMY, C BO3MOXHOCTBIO T'€HEpAallMd pPEeYd B pPeaIbHOM
BpPEMEHH. DTO MOKET OBITh UCIIOIH30BAHO /I 0OMaHa 3HAKOMBIX WUJIH KOJUIET )KEPTBHI.

[Tonmutnueckne wmanumynsuuu Deepfake-ataku: cozmaHue MOIAETb-HBIX
BUJICO C TIOJUTHKAMHU, KOTOPbIE MOTYT JECTa0MIM3UPOBATh CUTYAIUIO B OOIIE-CTBE
WM TIOBJIHMSITH Ha BEIOOPEI.

@duHAHCOBBIC MaXHWHAIUW HCIIOJIB30BAHKUE TOJICIBHOTO BHJIEO i 0OMaHa
OW3HEC-TIapTHEPOB WM COTPYJHHUKOB, YTO MOXET TMPUBECTH K (PUHAHCOBBIM
MOTEPSIM.

Hesuadopmanms (Fake News): pacnpoctpaHeHue ¢aibIIMBBIX BHIEO, B
KOTOPBIX M3BECTHBIC JIMYHOCTU SIKOOBI JIENAIOT CEHCAI[MOHHBIE 3asiBICHHUS, YTO MO-
KET BIUATH Ha 00IECTBEHHOE MHEHUE.

PeanbHble KeHCHI U CIOCOOBI 3aIUTHI OT HUX

1. Pa3zBnekarenbHast MHAYCTPUS U MAPKETUHT

Omonoxenne akTépoB B kuHO. Texnomorusi Deepfake yxe akTuBHO
npumensiercst B [onnuByne. Hanpumep, B cepuane «Manganopen» cryaust Disney
UCIoNb30Baia e€ st omonoxeHuss Mapka Xamuiiia, ceirpasiiero Jlroka Ckaityokepa.
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Opnnako n3HavaabHO 3P dekT He Breyaramn GaHaros, u 6morep Shamook ¢ momorsto
Deepfake ymyummn pe3ynsrar. [Tozxke ero nmpurnacuiau padorars B Lucasfilm.

2. [NonuTuyeckue MaHUITYISLIUU U 1e3UHPOPMAIIHS

@anpmmBoe Bupeo ¢ Houew Ilemocu. B 2019 romy B uHTEpHETE
pacnpoCcTpaHuiIoCh BUIe0, Ha KotopoM chukep I[lanmarel mpenctaButenein CIIIA
Houcn Ilenocu siko0bI TOBOPUT 3arlyIETAIOUIUMCS S3BIKOM, CO3/laBasi BIICUATICHHE
e€ Herpe3BocTu. [lozke BbIICHWIOCH, 4TO 3T0 ObLT Deepfake, co3manubIil s
e€ nuckpenuranuu. HecMmoTpsi Ha ompoBepkKeHHE, BUAECO HAOpalo MMIUTHOHBI
MIPOCMOTPOB U MOBJIHSIIO Ha 00IIECTBEHHOE MHEHHE.

3. MoIieHHHYeCTBO U KOPIIOPATUBHBIEC aTaKu

T'onocossie Deepfake-ataku. OquH U3 caMbIX H3BECTHBIX CITy4aeB MPOU3O0IIEN
B 2019 romy, Korga MOIIEHHUKH Hcronb3oBanu Deepfake mist mmuramuum rosioca
TeHepalbHOrO JUpeKTopa OpuTaHckoil kommaHuu. OHM yOenuiaum OJHOTO U3
MeHemkepoB niepeBectd 243 000 mommapoB Ha cuér adepuctoB. JKeprBa Oblia
YBEpEHa, YTO TOBOPHUT C HACTOSIIUM PYKOBOAUTEIIEM.

4. JIuuHoe TpecneloBaHUE U PENyTallMOHHBIE aTaKu

Ataku Ha 3HameHutocte. B 2020 romy mosBMIMCH TONJETbHBIE BHJIEO
¢ akrpucoii Ckapinert MOXaHCCOH, CO3IaHHBIE JUI PACIPOCTPAHEHMs JIOXKHOTO
KOHTEHTa. AKTpuca NyOnW4YHO ocyauia ucnoib3oBaHue Deepfake u BwIipasmia
00€CIOKOEHHOCTh POCTOM MOAOOHBIX TEXHOIOTHIA.

Cnoco0b1 3amuThl 0T Deepfake

3amuTa oT nundeidkoB TpeOyeT KOMIUIEKCHOTO MOJX0Ja, KOTOPBIA COueTaeT
TEXHOJIOTMH, KPUTHUECKOE MBIILJICHUE U TIPaBOBbIE Mephl. B mepByto ouepenb, BaXKHO
HAy4YHUThCS ONPEENATh MOJAeNbHBIE BUICO U ayauo. HecMoTpsi Ha BBICOKUN YPOBEHb
peaNuCcTUYHOCTH, TUN(ENHKN YaCTO UMEIOT XapaKTepHbIe JeeKThl: HEeCTECTBEHHbBIE
MOpraHusi, HECOOTBETCTBHE JBIKEHUH T'y0 pedH, cTpaHHbIe apTedakThl HA JHUIIE.
[ToaToMy BHUMATENbHBIN aHATN3 JA€TaNICH TOMOTAET BBISBUTDH (DATBIIIUBKY.

Kpome Toro, cymiecTByroT creraibHble HHCTPYMEHTBI JUIsl aBTOMaTHUECKOTO
pacnio3HaBaHHus JUMNQEHKOB. AJNTOPUTMBI MAIIMHHOTO OOy4YEHHUS CIOCOOHBI
aHAJIM3UPOBATh MeEJBYANIINE OTKJIOHEHUS B HW300paXEHWHW U HAXOAWUTH CIIEIBI
nojAenku. Takue TEeXHOIOTUH y)Ke IPUMEHSIOTCS B )KypHAJIUCTHKE U Ha riatdopMax
COLIMATILHBIX CETeH JUIsl MPOBEPKU KOHTEHTA.

Eme omuH BakHBIM acmekT — MpoBepka HCTOYHHMKA uH(popmanuu. Ecmm
BUJICO WJIM M300paK€HUE KaKETCS MOJO3PUTENbHBIM, MOXXHO IOIMBITATHCA HAWUTH
€ro OpUruHai ¢ IOMOIIBIO 0OpaTHOTO MOMCKa Mo KapTHHKe. HajexxHble Menua yxe
HayajJl MCIHOIb30BaTh MUGPOBHIE BOASHBIE 3HAKU U OJOKYEHH-TEXHOIOTHH, YTOOBI
MOJATBEPIUTH MOATUHHOCTh KOHTEHTA.

Ha ypoBHe rocynapctsa NpUHHUMAIOTCS 3aKOHBI, PETYIHPYIOIINE CO3/IaHue U
pacnpocTpaHeHue aundeikoB. B HEKOTOPHIX CTpaHax 3a MyOIUKAIUIO TOAIETbHBIX
BUJICO, KOTOPBIE MOTYT HaBPEIUTh YEIOBEKY, IPETyCMOTPEHBI ITpadbl U yroIoBHAs
OTBETCTBEHHOCTb.
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3akiaoueHne

Crarbs NOJYEPKUBAET BAYKHOCTH OTBETCTBEHHOTO MCITOJIH30BAHHUS TEXHOJIOTUIA
Deepfake u nmpuspiBaeT kK aKTHBHOMY Pa3BUTHIO HHCTPYMEHTOB JISl ©X OOHAPYKCHHS
Y TIPOTHUBOACHCTBUSA. DTO MO3BOJUT HE TOIHKO MUHUMH3UPOBATh PUCKH, CBSI3aHHBIC
C MOIIICHHHYECTBOM M JIe3MH(GOpMaIIMei, HO U PacKpbITh moTeHman Deepfake mst
CO3/1aHMSI HHHOBAIITMOHHOTO M 0€301MacHOT0 ITU(POBOTO KOHTEHTA, CIIOCOOCTBYIOIIIETO
00pa3oBaHUIO, HICKYCCTBY U KOMMYHHUKAITHH.
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Abstract. This study examines the system for remote access to network de-
vices using SSH, Telnet, and SNMP protocols. It explores the characteristics of these
protocols, their security levels, and potential vulnerabilities. Measures for protecting
information and preventing unauthorized access during remote management are ana-
lyzed. The research also investigates methods for ensuring secure connections. Mod-
ern network scanners and diagnostic tools were used during the study. The obtained
results will help develop recommendations for the effective and secure organization
of remote access.

Keywords: Remote access, information security, network devices, threats and
threats, authentication, encryption, access control, monitoring, cloud services, modern
security technologies

JKEJILUTIK KYPBUIFBIJIAPFA KAIIIBIKTAH KOJI )KETKI3Y )KYHECIH
SSH, TELNET, SNMP XATTAMAJUIAPBI APKbLJIbI TEKCEPY

P.H. [lyiicenoBa

JL.H. I'ymunes arbinaarsl Eypasus ynTTeiK yHUBEpcuTeTi, Actana, Kazakcran.
Fouisimu sxerexici: dK.M. Tamenosa

HyiicenoBa P.H — «AKmaparThlK Kayilci3mik skyienepi» MaMaHABIFbIHBIH Maructpantel, JI.H. ['ymunes
aThiHaarbl Eypasus WITTHIK yHUBepCHTETI, AcTtana, KasakcraH.

AnHoTanusi. by 3epTTey JKemimiK KYphUIFbIIApFa KaIIbIKTaH KOJ KETKi3y
xyuecin SSH, Telnet xone SNMP xarramamapbl apKbUIBI TEKCEpyre apHaJFaH.
JKyMmbICTa OCBHI XaTTamManap/IblH epeKIIeTIKTepi, OJIapAblH KAyiICi3aiK JCHTeHl ®KoHe
OCAJIJIBIKTAphl KapacThIpbUiaabl. KambikTan Oackapy Ke3iHAe akKmaparThl KOpFay
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JKOHE PYKCATChI3 KOJI JKeTKI3y/AIH ajblH aily Iuapaiapsl TaigaHaabl. COHbIMEH
Karap, Kayilci3 KOCBUIYABl KaMTaMachl3 €TETIH oJicTep 3epTTeNefdi. 3eprrey
OapbIChIHAA 3aMaHayd OKENUNK CKaHepyiep MEH JUarHOCTUKAIBIK —Kypajjaap
KOJIJIaHBUIIbI. AJIBIHFAH HOTHIKEJIEp KAIIBIKTaH KOJ KETKI3yAl THIM/I )KOHE Kayirci3
yibIMIacThIpy OOMBIHINIA YCBIHBICTAp d31piieyre MYMKIHAIK Oepei.

Tyiiin ce3nep: KamblkraH KOi JKeTKi3y, aKMapaTThIK KayilCi3miK, >KeTiTiK
KYpBUIFbUIAp, KayilTep MEH KayinTep, ayTeHTU(dUKauus, mudpriay, Ko KeTKi3yIi
6ackapy, Oakpu1ay, OYJITTHIK KBI3METTEP, 3aMaHayH KayiICi3iK TEXHOIOTHsIaphI

TECTUPOBAHHUE CUCTEMBI YJAJEHHOTI'O JOCTYIIA K CETEBBIM
YCTPOUCTBAM UEPE3 IPOTOKOJIBI SSH, TELNET, SNMP

P.H. lyiicenoBa
Hayunslii pykoBogutens: XK.M. Tamenosa

HyiicenoBa P.H — maructpanT cnenuanbHOoCcTH «CUCTEMBI HHPOPMAITUOH-
HOM Oe3omacHocTh», EBpaswiickuii Hamwonanenbiii YHuBepcuter umenn JILH.
I'ymu-neBa, Acrana, Kazaxcras.

AHHoTanus. JlaHHOe WHcclIeOBaHUWE TIOCBSIEHO MPOBEPKE CHUCTEMBI
YAaIEeHHOTO JIOCTYMA K CETEBbIM YCTPOHUCTBAM C MCIOJIb30BaHUEM MPOTOK0I0B SSH,
Telnet 1 SNMP. PaccmarpuBaroTcsi 0COOCHHOCTH 3THX IMPOTOKOJIOB, UX YPOBECHB
0€30MacHOCTH U TMOTECHIHMATIbHBIC YSI3BUMOCTH. AHATU3UPYIOTCS MEpHI 1O 3allUTe
uHbOpMallMl U  TPEJOTBPAIICHUIO HECAaHKIMOHMPOBAHHOTO  JIOCTyNa  IpHU
yaaneHHoM ympasieHuu. Hcciemyiorcss MeToisl oOecrnedeHus 0e30MacHOro
coenuHeHus. B xome pabGoThl MCHOJIb30BaHBI COBPEMEHHBIE CETEBbIE CKaHEPHl U
JTUArHOCTHYECKHE MHCTPYMEHTHI. [lomydeHHbIe pe3ybTaThl MO3BOJSAT pa3padboTaTh
pexomeHaanuu 1o 3¢pGekTUBHON U 0e30MacHOi OpraHU3alui YIAJIEHHOTO JIOCTYIIA.

KiroueBble ciaoBa: YaaneHHbIH N0OCTyI, HHGOpMAIMOHHAsA 0€30MacHOCTb,
CETEeBBIC YCTPOMCTBA, YTPO3bl M Yrpo3bl, ayTeHTU(DUKALNS, ITHPPOBAHUE, KOHTPOIh
JOCTYTIa, MOHUTOPUHT, 00JIaYHBIE CEPBUCHI, COBPEMEHHBIE TEXHOIOTHH 0€30MaCHOCTH

Kipicne

Kaszipri A (PIIBIK noyipae aKMapaTThIK-KOMMYHHKAITUSITBIK
texHosoruwsuiapasiH  (AKT) KapKeHIBI JamMybl OJKETUTIK  HHOPaKYPBUIBIMHBIH
CEHIMJIUIITT MEH KAyIICi3iriH KaMTaMachl3 €Tyl MaHbI3[Ibl MIHACTTEPIIH Oipl eTin
KO#BIT OTBIp. KocimopeIHAap MEH YHBIMAAP YIIIIH KEIUTK KYPhUIFbLIApFa KAlIbIKTaH
KOJI JKETKi3y MYMKIHIT1 KOFaphl JCHrenaeri 0ackapy MKEMIUTITIH, pecypcTapibl
OHTAMJIaHABIPYIbI J)KOHE )KYHCHIH Y3/IIKCI3 )KYMBICHIH KaMTamachI3 eTelli. JlereHMeH,
MYHIal KOJDKETIMAUTIKTIH KayINCi3AiriH KaMTamachl3 €Ty Kypaeii Mocenie OOoJIbI
TabbuTabl, cebedi KuOepmaldybuIaapablH KO KETUNK KYPBUIFbUIAPIABI

Oackapy apHaJIapbIH Oy3y apKbUIbI )KY3€Te acabl.
Keninik KypeUIFbLIapABI OaCKapyFa apHaiaFaH Herisri xartamanap — SSH (Secure
Shell), Telnet s;xone SNMP (Simple Network Management Protocol). Onap aptypi
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JieHreieri 6ackapy »koHe MOHUTOPHMHI KbI3METTEpiH ycbhlHaAbl. SSH — KambIKTaH
Kayirnci3 6ackapy YIIiH KOJIJaHBUIATBIH €H CEHIMJII XaTTama, oJ1 IepeKTepi mudpiay
apKbLIbl OallylaHbIC Kayinci3Airia KamMmTaMmachi3 ereai. Telnet — xeninnik KypbUIFblIapsl
OackapyabIH ecKi, 01pak ol KyHre AeiiH Keioip xkylienep/ie Ko IaHbLUIaThIH XaTTaMachl,
OJI alIBIK MOTIH TYPIHAE AePEKTepAl KiOepeTIHAIKTEeH, KayiNCi3/IiK TYPFBICBIHAH JJICI3
60:bIm TadbLIaabl. A1 SNMP — keniaik KypbUIFbUTapAbIH )KYMBICHIH OaKblIayFa )KoHE
onapabl Oackapyra MYMKIHAIK OepeTiH XxarTtama, Oipak OHBIH 0acTankbl HYCKalIaphl
mudprayasl KOMIaHOAWTRIHIBIKTaH, OCAIIBIKTapbl aa Oap. MyHma >KypriziieTiH
3epTTey KENUIK KYPBUIFbIJIAPFa KAIIBIKTaH KOJ JKETKI3YIIH KayinCi3miK JACHTeHiH
Oaranayra, SSH, Telnet ;xone SNMP xaTtamanapblHbIH Ocaj TYCTapblH aHbIKTayFa
KOHE OJIapIbl KOpPFay dJICTepiH KapacThIpyFa OarpiTTanFaH. Ka3ipri 3aMaHFbI KENUTIK
MH(]ppaKypbUIBIMIA KAYINCI3AIKTI KaMTaMachl3 €Ty KHOepmaOybUIIApIbIH aJIIbIH
ally YIIIH MaHbI3/Ibl OOJFaHABIKTaH, OYJI )KYMBIC aTajJfaH XaTTaMalapAblH KOJJaHy
epeKIIeNiKTEePiH KaH-)KAaKThl TaJJayFa >KOHEe KayilCI3IiK ImapajapblH KETiIaipyre
KOMEKTeCe .

Keainik KypbuIFbIapFra KalIBIKTAH KOJ KeTki3y kyiecin SSH, Telnet,
SNMP xatramajiapbl apKbLIbI TEKCEPY

Kasipri 3amaHfbl aknapaTThIK KyHesep aepekrepi 6epy, MapipyTuzanusiiay
KOHE OHJICY/Il KAMTaMachl3 €TETiH JKEIUTIK KYPBUIFBUIAPCHI3 €IeCTeTy MYMKIH eMec.
AKIapaTThlK TEXHOJIOTUSUIAPABIH KApKbIHIBI JaMybl MEH AKOHOMHKAHBIH TYpIi
cajlaJlapbIHBbIH LU(PIAHABIPBUTYbI KaFAalbIHIA KENUTIK KYPbUIFbIIApFa KallbIKTaH
KOJI KETKi3y YHBIMAApAbIH HH(PaKYpPBUIBIMBIHBIH aXKbIpaMac OeliriHe aiHabl.
Amnaiifa, KOCBUTFaH KYPBUIFbIIAP CAHBIHBIH apTyBIMEH KaTap KHOepIadyblI KayTri Je
ecyze, OyJI KalllbIKTaH KOJI >KeTKI3y/IiH KayiCi3AiriH KaMTaMachl3 €Tyl aKmapaTThIK,
Kayirnci3iik camacklHIarbl OackiM MiHIETTep i Oipi eteni (Baker et al. 2011).

KampikTas Ko KeTKi3y aKiMIIIepre KYphUIFbUIapAbl 0acKapyFa, TMarHOCTHKA
KYprizyre, KOHOUTYpALHMSHBI )KaHAPTYyFa )KOHE aKayIapAbl )KOIFa MYMKIHJIIK Oepe,
OyJ1 peTTe onapIbIH (PU3UKAIBIK KATBICYBI KOKET 00IMaiiibl. JlereHMeH, Kayircis emec
MPOTOKOJIAAP/IbI TIaliaaHy HeMece ayTeHTH(MUKAIM MEH JepeKTepAl mudpiayra
KETKUTIKCI3 Hazap ayJapy pYKCaTChl3 KOJ JKETKi3yre, JepeKTepiH Tapajbll
KeTyiHe JKOHE JKeJIIK MHPPAKYPBUIBIM KYMBICHIHBIH OY3bUTYbIHA OKEITyl MYMKIH.
Ocbiran OailIaHBICTBI 3aMaHayd ayTeHTU(QHUKALMs, MUpiay *OHE MOHHTOPUHT
TEXHOJIOTUSIIAPBIH KAMTUTBIH THIMJI KOpFay MEXaHHU3MJEpPIH o3ipiiey MaHbI3/Ibl
(Ndonga et al. 2019).

ByJ1 ’KyMBICTBIH MakcaTbl — JKEJIUIIK KYPbUIFbUIAPFA KAIIbIKTaH KOJI KETKi3y
KYHeJepiH 3epTTey, oJapAblH 0cal TYCTapblH aHBIKTAY JKOHE KayINCI3AIriH apTThIpy
omictepin yceiny. O yiriH KambslkTaH 6ackapy npotokongapsl (SSH, Telnet, SNMP)
TaJJaHblIII, XKeJliHI CKaHepJey kKoHEe KOChUIBIMIap/Ibl AUarHocTUKaay aaictepi (Nmap,
Angry IP Scanner, netstat, tracert >xoHe T.0.) KapacTbipbuiazbsl. COHBIMEH KaTap,
3aMaHayHW YpAICTep[iH, MbICAIbI, OYITTHIK TexXHoJorusuiap, Zero Trust tocuimepi
YKOHE COMKECTEHIIPY MEH KOJI XKETKi3y 11 6ackapy xkyuenepinia (IAM) KammbIikTan Ko
KETKi3y Kayincizairine acepi 3eprreneni (Ferguson et al. 2011).

KambIKTaH KoJI skeTKi3yAiH Heri3ri npoToKoJaaphbl:
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Telnet — xambIKTaH KOJ JKETKI3Y/IH aJFalIKbl MPOTOKOIAAPBIHBIH Oipi, OJ
KYPBUIFBUIAPIbl KOMaHIANBIK JKOJI apKbUTBI OacKapyFa MyMKIHIIK Oepemi. Anaiina,
mdpiay KOJTaHbUIMAUTRIHIBIKTaH, TEPEKTeP Il YCTal Kary Kayti skorapsl. OchiFaH
KapamacTtas, Telnet keiOip ecki xyienep/ie oI A¢ KOJIAaHbLIaAbl )KOHE OHBI KOPFay
yiiin VPN apKbuibl TyHHENIEY CHUSKTHI KOCBIMIIA KayiNCi3/iK Mapanapbl KaxeT.(Cy-
pet-1) (Harris, 2010).

Passwo

Routerl>

closed by foreign host])

Cypem-1. Keanini Telnet xatramachl apKbLIbI TEKCEPY

SR = S EES

=R ]
Ry s s e

3 . r a ]l "

Cypem-2. Telnet xarTaMachIHBIH XabapiaMaHbl allIbIK KYH/Ie TaChIMaJIIaHybl

SSH (Secure Shell) — kayinci3 mudpraanrad KOCbUIBIM/IbI KAMTaMacChl3 €TETiH
KOopraJsiFaH npoTokoi. O ayTeHTH(PUKALMSHBIH TYPIl MEXaHU3M/IEPiH, COHBIH 1IIiH/e
napoJipiep, CepTHU(UKATTAD JKOHE KUITTEP apKbUIbl ABTOPH3ALMSHBI KOJIANIHI,
COHJBIKTaH XeNUTIK KYpbUIFbLIap/abl Oackapyna Oacsimabikka ue (Krutz et al. 2001:
183-213).

3eprrey OapeichiHaa anaeiMer Telnet xxone SSH mpoTokonmapbiH KOJImaHy
apKbUIBI XKENUTIK KYpPbUIFbLIIApFa KOCBUTY Il TOKIpHOE e ChIHAKTaH oTKi3ai(cyper-2),
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Telnet-TiH aepexTepai MuUbpIaMaliTHIHBI )KOHE JKEIUTIK TpadUKTIH YIIIHII TapanTap
apKBUIBI OHAM YCTaJIBIN KAy Kayri 0ap eKeHAIr aHbIKTauael. OcbiFaH OalIaHbICThI
Telnet mpoOTOKONBIH MaianaHyABIH KayINTUIIT pacTajblll, OHBIH OPHBIHA Kayilci3
SSH npoTokoibiH Koaiany YebHBUIIB (Souppaya et al. 2016: 46).

SSH mpoTokonbiH 3epTTey OapbIChIHIA IPTYPIl ayTeHTU(UKAIMS OAiCTEPiH
TECTUICY/IeH OTKI3UIi, COHBIH IMIHJAE MApPOJBAIK ayTEeHTU(UKAIUSA >KOHE AalllbIK/
KaObIK KinTTepal maiganany. KinTTik ayTeHTH(UKanMs OIICiHIH Kayirmci3airi
KOFapbl EKEHIIT1 JKoHe 01 OpyTdhopc-madysliiapiaH KOpFaHyFa MyMKiHIIK OepeTiHi
6aiikanapi(cypet-3). ConpiMeH Katap, nainananymsl SSH konpuryparus daiingapbia
©3repTy apKbLIbl KOCBIMINIA KAYIICi3/IiK MIapajapblH €HT13/11, aTan alTKaH/a:

22-mopTTHIH OpHBIHA Oacka MOPTTHl mainamany — Oyn SSH  ko-
ChUIBIMJIapbIHA OAFBITTAJIFAH aBTOMATTAHBIPbUIFAH IA0YBUIIAPIBIH alJblH allyFa
kemekTecTi (Frankel, 2005).

Konnanymbsuiapra mekreysiep KOO — T€K HakKThl Naipananymsiiapra SSH
apKbLJIbl KIpyre pykcat oepuii.

Root mnaiijananymibiHbIH TiKeleW KipyiHE TBIMBIM caly — Oyl OKIMIIUIIK
apTHIKIIBUIBIKTAPhI Oap aKKayHTKa TIKEJIeH madybl jkacay KayIiH TOMEHICTTI.

Kayimcizaikti  omaH  opl  HBIFAUTY  MakcaThlHAA  KOM(aKTOPIIbI
ayreHtudukanusael (MFA) xocy, SSH-TyHHenmey apKbuIbl JEpEeKTEpal KOpFay
KoHe Kenumk dkpanaapaa (firewall) pykcat etinren IP-mekenxainap Ti3iMiH €HT13y
CHSIKTHI Iapanapasl 3eprreni (Serac, 2023: 771).

XKenini ckaHepyiey KypangapblH KoigaHa oTbipbiln, Telnet »xxome SSH
KBI3METTEPIHIH alIBIK MOPTTApPBIH 13/1ey TECTUIEepiH Xyprizunai. Nmap sxoHe Angry
IP Scanner kemeriMeH KalIbIKTarbl KYPBUIFBUIAPIBIH OCAJABIKTAphl AHBIKTAJIBII,
oJapblH KaOBIK HeMece KOpFajFaH Kyine OONyblH KaMTamachl3 €Ty OOWBIHIIA
YCBIHBICTAp >KaCaJIbl.

[TpakTukanslk ~ 3epTrey  HoTwkeciHme SSH — mpoOTOKONBIH — myphic
KOH(HUryparysiay MeH XKeJTK Kayilci3AiKTi KYIIeHTy 9icTepiHiH MaHbI3IbIIBIFBIH
pa (=) (1) 91 (S 1

o 4 s i

Cypem-3. SSH xarTamachIHIaFbI IepEKTEPiH MUdPIaHybl
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1. SNMP (Simple Network Management Protocol) — xenini 6ackapy
MIPOTOKOJIBI, OJ1 OKIMILIUIEpPre KYpBUIFbUIAPIBIH KYWHI Typajbl aKmapaT >XUHAYFa,
KOH(UTrypalHsiHbI 0acKapyFa )KoHe akayJiap bl aHbIKTayFa MyMKIHJIIK Oepei. Anaiina,
SNMP-HiH ecki HycKanapsl (Mbicanbl, SNMPv1) jxeTKUTIKTI Kayilci3liKKe ue emec.
An SNMPv3 ayreHTuuKanus sxoHe Jepekrepii mudpriay apKbUIbl Kayirnci3aiKTi
KaKcapTabl.

Ocpbunaiiina, CeHIMII KalIbIKTaH KON JKeTKi3y Kydeci OackapynblH
BIHFAWIBUTBIFBIH FaHA €MEC, COHBIMEH KaTap KayilCi3liK JACHreliHIH KOoFapbl
OonyblH 1a eckepyi Tuic. KoprayaplH 3aMaHayd TEXHOJOTHSIAPbIH €HTI3y JKeJUIiK
MHPPAKYPbUIBIM/IBI THIM/I OacKapyFa >KoHe KalIbIKTaH KOJI )KeTKi3yMeH OailaHbICThI
Kayinrepai 60onaslpMayFa MYMKIHIIK Oepei.

KopbIThIHABI

XKeninik KypbUIFbIJIapFa KaIIbIKTaH KOJ JKETKI3y — 3aMaHayd akKMapaTThIK
KyHenepliH axelpamac Oexiri Oombin  Tabbutagbsl. On  yibIMIapra  KeNIuTiK
MHOPPAaKYpbUIBIMIBI THIMII OacKapyFa, TUarHOCTHKA SKYpri3yre >KoHE axaysapiabl
Kelen JKOIFa MYMKiHAIK Oepenmi. JlereHMeH, KaIIbBIKTaH KOJ KETKIZYIiH
apTHIKIIBIIBIKTAPBIMEH KaTap, OFaH OalllaHbICTBl KHOepKayinTep e apThil
keneni. Pykcarchi3 Kipy, JepeKTepliH Tapajibll KETyl JKOHE JKEJUIK KyHhenepaiq
KYMBICBIHBIH OY3bLIybl CHSAKTBI KayilTep aKMapaTThlK KayilCi3IiK CajJachbIHIAFbl
6acThl Maocenenepiy Oipi OOJBII OTHIP.

XKyprizuiren 3eprrey HOTHXKENIEpl KOPCETKEHAEH, KallbIKTaH KOJ JKETKi3y
KYHeNepiHiH Kayilci3Airii KamMTaMachl3 eTy YUIiH OipKaTap KemleHAl Mapaiapiabl
Kysere acelpy KaxkeT. EH anibIMeH, KoprajaMmaraH NpoToKojap sl (Mbicaisl, Telnet)
KOJITaHybl IIEKTEYy >KoHEe onap/sl Kayinci3z 6amamanapmer (SSH, SNMPv3, VPN)
anMacTeipy KaxkeT. COHbIMEH KaTap, KemdakTtopibel ayreHTH(ukanusHsl (MFA)
€HT13Y, JKeJIiHI CerMeHTalusIay skoHe Zero Trust IpUHIUNTEPIH Maiiagany apKbLUIbI
KOJI )KETKI3y /Il OaKplIay MIapagapblH KYIIEHTY MaHbI3/IbI.

Kemninik TpadukTi yHeMi OaKblIay KoHE TanIay /1a KayilnCi3AiKTi apTThIPYAbIH
MaHbI3bl acleKTiiepiHiy Oipi Gombin TabbLIanel. JKenmiHl ckaHepiiey Kypajizapbl
(Nmap, Angry IP Scanner) men SIEM »xyiienepin naiianany pykcaTchl3 KOJ KeTKi3y
OpEeKEeTTepiH aHBIKTAYFa )KOHE BIKTUMAJI KayinTep/i OoaabipMayFa MyMKIHAIK Oepei.
Conpaii-ak, >KeNiIiK KypbUIFbLIapAbIH MUKpOOaFaapiaMalapblH YaKThUIbl jKaHAPTY
’KOHE OCaJJIBIKTAP/IbI )KOIOFA OAFBITTAIIFaH aBTOMATTAHABIPBUIFAH XKYHenep il KOJIAaHy
YCBIHBLIA/IBL.
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Abstract. This article examines the current aspects of using neural network
models to predict the financial stability of businesses. Based on the conducted re-
search, the fundamental principles of neural networks and their advantages over tra-
ditional analytical methods were outlined. Special attention was given to bankruptcy
prediction, liquidity assessment, financial fraud detection, and investment attractive-
ness analysis. For practical business applications, successful case studies of artificial
intelligence (AI) implementation in major corporations such as Moody’s Analytics,
BlackRock, and Ant Financial were reviewed. The study also explores potential chal-
lenges, including the need for high-quality data, the complexity of model interpreta-
tion, and significant computational requirements. The results confirm that neural net-
works enhance forecasting accuracy and automate financial analysis, making it more
efficient and adaptive.

Keywords: artificial intelligence utilization technologies, challenges of Al im-
plementation, automation of financial data analysis, fraud scheme prediction
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Koaomuen FOnnsa — «Typan» ynusepcureTinin « Ecer xoHe ayjuT» MaMaHBIFBI OoHbIHIIA 3-Kypc OakagaBpuar

CTYJCHTI.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License \s=s

212



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

AnHoTtauusi. by makanana OU3HECTIH KapiKbUIBIK TYPAKTHUIBIFBIH OOMKay
YIIIiH HEHPOKETITIK MOJIETbACP/II KOJIIaHy IbIH ©3€KT1 acTIeKTiIepi KapacThIPbIIaIbl.
JKyprizinren 3epTTey HeEri3iHAe HEHPOXKETIEP/IH HETi3T1 >KYMBIC TNPUHIIUIITEP]
KOHE ONapJbIH JOCTYpPJi Tainjay oOMICTEPIHEH AapTHIKIIBUIBIKTAPhl CHUIIATTAJFaH.
Makaia a3y OapbIChIHIa 0AaHKPOTTBIKTHI 0OJDKAY, OTIMIUTIKTI Oarayiay, Kap>KbLIbIK
QNasKTBHIKTBl AHBIKTAY XOHE WHBECTUIUSUIBIK TapTHIMABUIBIKTHI TajlayFa epekiie
Hazap aynapbUiabl. bu3HecTe npakTUKaibIK Kojgany MakcaTeinaa Moody’s Analytics,
BlackRock sxone Ant Financial cusKTBI ipl KOMIMaHUSIAp/A YKAaCaHIbl WHTEIUICKTTI
(OKW1) enrizyniH TaOBICTBI KelcTepi KapacThIpbulabl. CoHmal-ak, >KOFapbl caraiibl
JepeKTepAIH KaKeTTUTIr, MOJENbIEPAIH UHTEPIPETALUICHIHBIH KUBIHJIBIFBI KOHE
VJIKEH ecenTey >KYKTEeMeCi CHSKTBI BIKTUMal KUBIHIBIKTap 3epTTeNai. 3epTrey
HOTWKEJIEpl KOPCETKEHJEeH, HeWpokenijep OOMKaMHBIH JOJJIITIH  apTTHIPHIT,
KApKBUIBIK TalJaylbl aBTOMATTAHJIBIPY apKbUIBI OHBl HEFYPJIBIM THIMAL KOHE
OeliMIIENTIII eTe.

Tyiiin ce3mep: Helpoxeninep, KapKbUIBIK TYPaKTBUIBIK, OaHKPOTTBHIKTHI
00JKay, MHBECTUIUSUIIBIK TaNJIay, dKACaHIbl MHTEJIEKT

HEMPOCETEBBIE MOJIEJH JJIS1 TIPOTHO3UPOBAHUSA
®UHAHCOBOM YCTOMYUBOCTHU BU3HECA

K. 9moxoBa, 0. Kotomuen
VYuusepcuret «Typan», Anmatel, Kazaxcran
Hayunslii pykoBoautens: I'.T. JleMmeyoBa

JnoxoBa Kcenunsi — crynenTtka 3 Kypca OakanaBpuara CelHaIbHOCTH « YUeT u ayIuT» YHuBepcutera « Typany.

Kousiomuen FOaus — crynentka 3 kypca 6akagaBpHuaTa CrelHaIbHOCTH « YUeT U ayquT» Y HuBepcuteta « Typany.

AHHoTanus. B cratbe paccMaTpuBarOTCs aKTyaJIbHBIE ACTIEKTHI UCIIOJIb30BAHUS
HEeHpOCeTeBBIX MOIeINEH ISl TPOrHO3UPOBaHUs (PUHAHCOBOM yCTOMUYMBOCTH OU3HECa.
Ha ocHoBe npoBeieHHOro HcciaeloBaHUs ObUIM NPUBEIECHbI OCHOBHBIE IPUHIIUITBI
paboThI HelipoceTel 1 UX MPEUMYIIECTBA epe] TPAAULIUOHHBIMU METOJaMH aHAJIN3A.
Oco0oe BHHMMaHHE B XOJI€¢ HANMCAaHUS CTaTbU OBUIO YJEJIEHO MPOTHO3UPOBAHUIO
0aHKpOTCTBA, OLICHKE JIMKBUHOCTH, BBISIBICHUIO ((MHAHCOBBIX MAXUHALIUI U aHATIU3Y
MHBECTUIIMOHHON NpuBIEKaTeIbHOCTU. C LENIBI0 MPAKTUYECKOTO HCIIOIb30BaHUS
B IpaKTUKE BeJCHMs OM3Heca ObLIM PACCMOTPEHBI YCIEIIHblE KEHChbl BHEIPEHUS
ucKyccTBeHHoro uHteiuiekra (M) B TakuxX KpymHHBIX KOMIAHMSAX, TaKUX Kak
Moody’s Analytics, BlackRock u Ant Financial (Schmidhuber, 2015). Taxxe 0bir
UCCIIEIOBaHbl BO3MOKHBIE BBI30BBI, CBA3aHHBIE C HEOOXOJIUMOCTBIO KaUECTBEHHBIX
JAHHBIX, CJIOKHOCTBbIO MHTEPHPETALUU MOJENEH M BBICOKOW BBIYMCIUTEIBHON
Harpy3koil. Pe3ysbraThl UCCIEA0BAaHUS OATBEPKIAAIOT, UTO HEUPOCETH MOBBIIIAIOT
TOYHOCTh IMPOTHO30B M ABTOMATU3UPYIOT ()MHAHCOBBIA aHaNM3, Jenas ero Oosee
3G PEKTUBHBIM U aTANITUBHBIM.

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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KuroueBblie ciioBa: HeiipoceTu, GpMHAHCOBAS yCTOMYMBOCTbD, MPOTHO3UPOBAHUE
0aHKpPOTCTBA, MHBECTULIMOHHBIN aHAJIN3, UCKYCCTBEHHBI UHTEIICKT

Beenenue

CoBpemMeHHbII OM3HEC CTATKUBAETCS C BLICOKUM YPOBHEM HEOTIPEACTIEHHOCTH,
4T0 TpeOyeT TOYHOrO M OBICTPOTO MPOTHO3UPOBAHUS (PHUHAHCOBOTO COCTOSHUS
koMrnaHuil. TpaaunroHHbIE SKOHOMETPUUECKHE MOJIETH U METO bl CTATUCTUYECKOTO
aHallM3a y)Ke He BcerJa 00ecneurnBaT JOCTAaTOYHYI0 TOYHOCTh U THOKOCTh. B aTOM
KOHTEKCTEe UCKyccTBeHHBbIN nHTEekT (M) u, B yacTHOCTH, HEMpOCETEBBIE MOJIETHT
UTpaeT KJIIOYEBYIO POJIb B IPOrHO3UPOBAHUH I1JIATEKECIIOCOOHOCTH, YCTOWYMBOCTU U
MOTEHIMATIBHBIX (DMHAHCOBBIX MPOOJIEM KOMITAHUH.

B crarbe Ob111 paccMOTpEHbI IPUHIUIIBI PA0OTHI HEHPOCETEH, X IPUMEHEHUE
B (pMHAaHCOBOM MPOTHO3MPOBAHUH, IPEUMYIIIECTBA MEPe/] KIIACCHYECKUMHU METOJaMU
U CYILECTBYIOIINE PUCKHU.

OcHoBHBbIe NPUHUMIIBI Pa00THI HelipoceTeBbIX MojeJieil B (PMHAHCOBOM
aHa/u3e

HeiipoceTeBble MOAETN MPEACTABISAIOT OO0 BBIYMCIUTEIbHBIE aITOPUTMBI,
BJIOXHOBJICHHbIE pPabOTON dYenoBedyeckoro Mosra. OHU COCTOST U3 HECKOJIbKUX
YpOBHEH HCKYCCTBEHHBIX HEHPOHOB, KOTOpPBIE 00pa0aTHIBAIOT JAHHbBIE U 00YyYarOTCs
Ha OCHOBE BBIIBIICHHBIX 3aKOHOMEpHOCTeN. HelipoceTn —3T0 Moienu, KOTOpBIE y4aTcst
Ha JJAHHBIX U JEJIAl0T MPOTHO3bI, IPUMEPHO KaK MO3I aHAJIM3UPYET MHPOPMAIHIO.
Jlis Gonee ynpoueHHOT0 MOHMMAaHUA UX HEOOXOAMMO pa3leluTh Ha HECKOJIBKO
YPOBHEH: BXOJHOW CJIOW — IMOJyYaeT JaHHBbIE O KOMIIAHWHU: (DMHAHCOBBIE OTYETHI,
SKOHOMUYECKUE MOKA3aTeIN, PHIHOYHBIE TPEHbl; CKPBIThIE CJIOU — 00pabaThIBAIOT
uH(pOpMaIIMI0, HAXOAAT 3aKOHOMEPHOCTH M CBSI3U, KOTOPBIE CIIOXKHO BBISBUTH
OOBIYHBIMH METOJIAMH; BBIXOJHOM CJIOW — HAa OCHOBE aHAIM3a JeNIaeT (PUHAHCOBBIH
MIPOTHO3, HAIIPUMEP, OIPEIEsIeT BEPOSITHOCTh OAHKPOTCTBA UIIN POCTA MPUOBLIH.

B xoxme uccnenoBanus ObUIM M3y4YeHBI HEUPOCETH, KOTOPHIE JIyUIlE BCETO

MCTIOJIB30BATH JIJIS IOCTPOCHUS MOIeTiel (PMHAHCOBOTO aHANN3a!

1) [MomHOCBs3HBIE HeMpoceTn (Dense) — MoAXOAAT I KJIACCUYECKOTO MPO-
THO3UPOBaHMS IPUOBLICH, YOBITKOB, pEHTa0EIbHOCTH.

2) Pexyppentusie Helipocetu (RNN, LSTM, GRU) — ananusupytor ¢puHaH-
COBBIE BPEMEHHBIE Ps/Ibl, HATPUMED, NPEACKA3BIBAIOT U3MEHEHUS Kypca aKUUN WIN
KacCOBBIE Pa3pbIBHI.

3) I'padoseie neitpocetn (GNN) — OIEHUBAIOT CBSI3M MEXAY KOMIAHUS-
MU, PBIHKAMH U CEKTOPaMH, MIOMOTasi IOHUMaTh BIUSHUE SKOHOMUYECKUX COOBITHIL
(Schmidhuber, 2015).

Taxum 06pa3om, UCXO0/Is U3 BHIIETIEPEUNCICHHBIX PYHKINH, HEHPOCETH T10-
MOTal0T aHAJIU3UPOBATH OONBIINE O0BEMBI JAHHBIX, BBISBISATH PUCKH U CTPOUTH TOY-
HbIe (PMHAHCOBBIE IPOTHO3BI, YTO JIEJIAET UX HE3aMEHUMBIMU B COBPEMEHHOM On3He-
ce.

B coBpeMeHHOM MHUpe HEONPENEICHHOCTEW OJHOM M3 KIHYEBBIX 3adad
(MHAHCOBOTO aHanMM3a SBISIETCS TPOTHO3UPOBAHHE BEPOSTHOCTH OaHKPOTCTBA
KOMIIAHUM U B O3TOM KOHTEKCTE HEWPOCETH TMO3BOJSIOT BBISABIATH CIIOKHBIE
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3aBUCUMOCTH MEXAy (PMHAHCOBBIMU IMOKa3aTeIsIMM, KOTOPbIE HE BCEr/la OYEBUIHbI
IpU TPaJUIIMOHHOM aHaim3e. [loTeHnuan HelpoceTeBbIX Mojenell, 00y4eHHBIX Ha
JAHHBIX THICSY KOMIIAHUM HCIIOJIb3YETCS JUIsl MPOTHO3a OAHKPOTCTBA 32 HECKOJIBKO
KBapTaJIOB JI0 €0 HACTYIJICHUS, MCIIOJIb3Ys TaKue MapaMeTpbl, Kak Ko3(duuueHTsr
JUKBUJHOCTH, PEHTA0CIBbHOCTh, JIOJTOBasi HArpy3ka M MaKpOIKOHOMHUYECKHE
ITOKA3aTeNH.

OnpeneneHue ypoBHS JMKBUIHOCTH KOMIIAHMM — BayKHas 3ajada Juist
MHBECTOPOB U KPETUTOPOB U HEUPOCETH MOTYT YUUTBIBATH HE TOJIBKO OyXTajaTepCcKue
OTYEThI, HO ¥ BHELTHHE (DAKTOPBI, TAKHE KaK CE30HHOCTh, KOHKYPEHTHOE OKpPYKEHHUE U
MaKpO’KOHOMHYECKUE MHANKATOPBL. Tak B OM3HEC-1IpakTUKe ucnosib3oBanue LSTM-
HelpoceTeH Il aHAJIN3a BPEMEHHBIX PSI0B ABUKEHUS JEHEKHBIX CPEICTB IIO3BOJISIET
IIPEJICKA3BIBATH KACCOBBIE PA3PBIBBI U IIPEACTABIIET PEKOMEHJAIIUN aHATUTHKAM IS
ux npenotrepaienus (Deloitte Insights, 2022).

WHBECTOpBI M aHAIUTHKU UCHOJB3YIOT Moaenu WM nns mporHo3upoBaHus
Oyaymied JOXOAHOCTH KOMIIAHUH M MPHUHATUS WHBECTULMOHHBIX PpEIICHUI.
AJropuT™Mbl 00y4YarOTCS Ha OIPOMHBIX OOBEMax JaHHBIX, BKJIIOYas (PUMHAHCOBYIO
OTYETHOCTh, POHJOBbIE KOTUPOBKH, S3KOHOMHUYECKHE WHIUKATOPBI U J1a’K€ HOBOCTH.
Hanpumep, riybokne HeHpOHHBIE CETH MOTYT aHAJIM3MPOBATh HACTPOCHMS PbIHKA
Ha OCHOBE HOBOCTHBIX IIOTOKOB U COLMAJbHBIX CETEW, MpPEICKa3blBas U3MECHECHUS
CTOMMOCTH aKIUH.

Hepenxo ¢uHaHCOBbIE MaxHHAllMM, TaKM€ KaK 3aBBbILIIEHHE JOXOIO0B WIH
COKPBITHE YOBITKOB, MOT'YT BBOJUTD B 3201y KI€HUE MHBECTOPOB U PETYJISTOPOB U HEH-
poceTH, 00y4eHHBIC Ha OOIBIITNX HAOOpaxX TaHHBIX, CTOCOOHBI BHISIBIISATh aHOMAJIbHBIE
TpaH3aKIMHU U NI0J103puTeNibHOE NoBeeHue. [1o 3anpocy 6usHeca ObLTH pazpaboTaHbl
ruOpUIHBIE MOJIEIHN HA OCHOBE HEHPOCETEH 1 alrTOPUTMOB JETEKTUPOBAHHS AaHOMAJIHH,
OHU HCHOJB3YIOTCA OaHKaMU M ayAUTOpPaMU Ui aBTOMAaTHUECKOI'O BBISIBICHUS
(MHAHCOBBIX HAPYILIEHU.

B ornnume OT NUHEWHBIX MOZENeH, HEHpOCeTH CIOCOOHBI BBISBIATH
HEJIMHEWHBIE 3aBUCHMOCTH B JAHHBIX, YTO 3HAYMUTEIBHO YBEIMYMBAECT TOYHOCTb
IIpeACKa3aHui.

NN MoxkeT caMOCTOATENIBHO OIpPENENaTh, KAaKHe I0KAa3aTeId OKa3bIBAIOT
HauOoJplllee BIMSHUE Ha (PUHAHCOBYIO YCTOMUMBOCTh KOMIIAHMM, YCTpaHsISA
HE00XO0IMMOCTh PyYHOTr0 o100pa (haKTOPOB.

HeilipoceTeBble Mosien MOTYT Iepeo0yyaThCsl Ha HOBBIX JaHHBIX, YUUTHIBAs
U3MEHEHHUS B PBIHOYHOM Cpeie U DKOHOMUYECKOU CUTYALINH.

WU no3BosseT aHaIM3UpoBaTh OrpoMHBIE MaccuBbl HH(popMaru (Big Data),
BKJIIOYAsi HECTPYKTYPHUPOBaHHbIE JAHHbIE (HOBOCTH, COLIMATILHBIE CETH, OTUETHI).

Heilpocetn TpeOyroT OONBLIOrO KOJMYECTBA JAaHHBIX JUIsI OOy4YeHHs.
HenocraTok HMCTOpUYECKMX MAAHHBIX MM UX IJIOXOE€ KAadyeCTBO MOTYT CHH3HTH
TOYHOCTb ITPOTHO30B.

I'my6okue HelipoceTeBble MOIETH 3a4acTyl0 paboTalOT KaK «UepHBIE MUKW,
4TO 3aTpyAHAET OOBSICHEHNE UX PEUICHUH U CHUXKAET OBepHe Mojb3oBarene (Ait-
muratov & Seitkaziev, 2023).
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OOyueHne ¥ WHCHONBb30BaHME HeWpoceTed TpeOyHT 3HAYUTEIHHBIX
BBIUUCIIUTENEHBIX PECYPCOB, YTO MOXKET OBITH JOPOTOCTOSIIIHM.

Ecnu Mozenb CIMIIKOM TOYHO MOJCTPAauMBAETCs MOJ UCTOPUUECKHUE JaHHbIE,
OHA MOYKET IJIOXO0 padoTaTh HA HOBBIX JIAHHBIX (MpobiieMa 0000IIaeMOCTH).

Jns toro dYroObl TOHATH AJITOPUTMBI HCIIOJIB30BAaHHUS HCKYCCTBEHHOTO
MHTEJJIEKTa B XOJI€ MCCIEeI0BaHusl ObUIM M3yUYEHBI CIIEIYIOIINE KEWChl yCIEIHOro
MIPUMEHEHUs HelpoceTeil B QUHAHCOBOM aHAJHN3e:

- Moody’s Analytics u mpornosupoBanue nedontoB. Komnanus Moody’s
ucnons3yeT MU 11t OleHKU KpeAUTHBIX PUCKOB. HelipoceTn aHAIM3UPYOT OrPOMHBIE
00BbeMBbI (PUHAHCOBBIX JAHHBIX M MO3BOJISIOT MPOTHO3UPOBATH BEPOSITHOCTH Ae(OiTa
110 KOPIIOPATHUBHBIM OOJIUTaIsIM;

- BlackRock u wucmnomns3oBanme M B WHBECTUIIMOHHOM aHAJIM3E.
WNuecturmonnslii rurant BlackRock mpumensiet HelipoceTeBbie MOAETH JIsI OLICHKHU
(MHAHCOBBIX PHIHKOB M BEIOOpA ONTHMAJIBHBIX CTPATETUil HMHBECTHPOBAHNUS;

- Ant Financial u ananmmu3 kpeautocrnocoonoctu. dunancoBas miardopma
Ant Financial ucnonszyetr U1 ans oleHKH 3a€MIIMKOB. ANTOPUTMBI aHAIU3UPYIOT
IUIATEKHOE IOBEJCHHME, WCTOPUIO TPAH3aKUMH U JaKe IOBEIECHYECKUE JaHHBIE
kimentoB (Moody’s Analytics, 2022).

3akiao4eHue

B coBpemeHHOM Mupe HeHpoceTeBble MOJAEIN CTAHOBATCS MOIIHBIM
WHCTPYMEHTOM B TPOTHO3UPOBAHWU (HUHAHCOBOH YCTOMYMBOCTH KoMmmaHWi. B
IIEJIOM OHH TTO3BOJISIOT MPEICKa3bIBaTh OAHKPOTCTBA, aHATU3UPOBATH JTUKBUIHOCTS,
BBISIBIIATh  (DMHAHCOBBICE MAaxXHHAIMM W OIICHWBATh HWHBECTUIIMOHHBIC PHCKH C
BBICOKOW TOYHOCThIO. HecMoTps Ha cyuiecTByromue BbI30BbI, pa3zButue MU u
COBEPLIEHCTBOBAHUE AJITOPUTMOB JIEJAIOT M0 HEOTHEMIIEMOM YaCThI0 COBPEMEHHOIO
(MHAHCOBOIO aHAJIN3a U OLICHKU YCTOMYMBOCTH OU3HECA.
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Abstract. The article discusses protection mechanisms against binary
vulnerabilities. The importance, principles of operation and effectiveness of the
mechanisms are described in detail. Among the defense mechanisms, mechanisms
such as address spatial allocation randomness (ASLR), data execution prohibition
(DEP), and stack canaries are considered.
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AnHoTanus. Makanana OMHApIBIK OCANIBIKTapJaH KOpFaHy MeXaHU3Mepi
KapacThIpblIaabl. MexaHu3MAEPiH MaHbBI3IbUIBIFBI, XYMBIC ICT€Y MNPUHLHUITEPI
YKOHE THIMILIIT] erKel-TerKeii cumarrainrad. KopraHblc MEXaHU3M/IEpiHEH apecTi
KCHICTIKTI OpHAaJacThIpyAbl Ke3aercokTanaplpy (ASLR), nmepekrepai opwiHmayra
TeIiBIM caity (DEP), cTek kaHapelkanapbl CHSIKThI MEXaHU3MIEP KapacThIPhLIAIbI.

Tyiiin ce3nep: Kopransic Mmexanusmaepi, Data Execution Prevention (DEP),
Address Space Layout Randomization (ASLR), cTek kaHapeikanapsl, mporpaMmmaiay
Kayirci3mairi
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AHHoTauus. B craThe paccMaTpuBarOTCSd MEXaHU3MBbI 3AIIUTHI OT OMHAPHBIX
ysi3BuMocTeil. [1opoOHO onucaHbl BaXKHOCTb, IPUHIUIIBI PaOOTHI U 3PPEKTUBHOCTD
MEXaHU3MOB. 3 3alUTHBIX MEXaHH3MOB PACCMATPHBAIOTCA TAKHE MEXaHH3MBI,
KaK CIIy4alHOCTb aJpEeCcHOro IpocTpaHCTBeHHOro pasmemnieHus (ASLR), 3amper Ha
BoinosiHeHHe 1aHHbIX (DEP) u crekoBbie kKaHapeWKy.

Kurouesble ciioBa. 3amutHbeie MexaHu3Mbl, Data Execution Prevention (DEP),
address Space Layout Randomization (ASLR), cTrekoBble kaHapeliku, 6€30MacHOCTb
IPOTPaMMHUPOBAHUS

Kipicne

Bunapablk ocanabIKTapJaH KOPFaHYIbIH OpTYpil MexaHu3mzuepi Oap, onap
anmaparThIK )KOHE IPOrpaMMalIbIK JCHI e 1e KOJITaHbUIaAbl. EH KeH TapairaHoicTepre
nepekrepal opeiHaayra TeiibiM cairy (DEP), agpecTik KEHICTIKTI paHIoMH3AIHsIIAY
(ASLR), cTex kaHapelKkagapsl, FalaMabIK KbUDKBITY KecTeciH (GOT) Tek oKy yIIiH
(RELRO) xoHe Oackamapsl kaTaabl. bBygep/iH ToIbIn KeTyiHeH KOpFaHyIbIH €H KeH
TapajFaH 9/iCi — CTeK KaHapeHKachl.

Herisri 6eJ1im

Jlepexmepoi opvinoayza mutitvim cany (DEP)

DEP— nepexTtep CerMEeHTIH/Ie KOATHIH OPBIHAATYBIH O0JIIBIPMaiTHIH KOPFAHBIC
MmexanusMi. JKone Oyn mexanu3m NX-Bit apKbUIbl *Ky3ere acaibl.

NX-Bit (AMD mepmunonocusacoeinoa no execute bit) nemece XD-Bit (Intel
mepmuHono2usicblnoa execute disable bit) — nepektepni KOA peTiHIE OpBIHAAYIbI
OonapIpMay YIIIiH %aJl CETMEHTIHE KOCBUIFaH OpPBIHAAYFa THIIBIM Cally OWTI.

bapneik  Herisri MuKkporporeccopiapaa kKonmaneuiatelH @®on  Heiiman
ApPXUTEKTYpachl, KOJ TIEH JEpeKTep/i Oip jkaja KEHICTITiHIE cakTayFa MYMKIHJIK
Oepeni. benrini 6ip jkaa KEHICTIT YIITH KOJ KETKi3y KYKbIKTapbIH OPHATYIbIH KeJeci
yi napametpi 6ap: opsiaaaaMaiTeiH (NR), Tek okyra apHanran opsinaanatsiH (RX)
KOHE OKYFa, jKazyra jkoHe opblHAayFra O0onateiH (RWX). Ocpbunaiinia, erep oKy OuTi
OpHaTblIca, OHJa OeT (page) COHBIMEH KaTap OpbIHJAIATBIH 0O0Jaibl, KoHE Oy KOJ
eHri3y madybUIIapblH MYMKIiH €TETiH Heri3ri cedentepAin 0ipi 60BN TaObUIA b

NX OuTi anmapaTTbIK OJiKKe €Hri3lTyl MYMKiH, O JEpEeKTepi CaKTauThIH
kaJ alMaKTapblHAH OPBIHJAY PYKCATTAPBIH aJbIl TacTabl. NX OUTIH KOJIAyIbIH
apKachIH/a OTIEPALMSUIBIK XKYHenep Oenriii Oip xkaa altMakTapblH (KUbIH, CTEK) OPBIH-
JTAJIMANTBIH €TII OeJIrJIen anajbl.

Adpecmesi keyicmikmi opHanacmsipyovl Ke30eticokmanovipy (ASLR)
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Kazipri 3amanjma eH Kem TapajfaH >KoHE KayinTi malysuigapiabiH Oipi
ROP(Return oriented programming) maOybUTbIH KY3€Te acblpy YIUIIH raKeTTepIiH
MEKEH)KalmapelH Oiny KakeT. MyHIail mIaOybUIaapabl KHBIHIATATHIH KOPFaHBIC
omicTepiHiy Oipi — aAPeCcTiK KeHICTIKTI paHIoMHU3aIusiay.

ASLR optypai mporiecc OenimaepiHiH 0a3allblK MEKeHXaWIapblH, COHBIH
IIIHE CTEK, XKUbIH, OPTAK KiTalxaHajap MEH OpbIHAANAThIH (ailigapapl paHIoMu-
3anusutaipl. COHIBIKTaH, MalybuTaaymib Oip ocall OaraapiraMaHbl SKCIUTyaTaIusiay
YIIIiH opaaiibIM Oip/Iel SKCIUTONTTI KoJijaHa ajaMaiabl, KepiciHiie, opoip paHaIoMHu3a-
[UsUIaHFaH OaFJapiiaMaHblH KaHAa HYCKACHI YIIIIH apHabl MaiIanbl )KYKTEMEHI JTai-
BIHJIAYbI KEPEK.

ASLR Heri3iHEeH TpoIecTiH Heri3ri OeJikTepiH (OpbIHIAIaThIH 0a3za, CTEK
KOPCETKIITEpl, KiTamxaHamiap JKOHE T. 0.) OMEpalMsUIBIK KYHe OeNTijereH xaj
KeHicTirine ke3nericok Taparanbl (Cyper — 1). Oceinaiinia, madysuiaayisl GyHKITN-
sIFa Kajai KoJ JKeTKi3yre OOJaThIHBIH HAKThI OLIMEH Ti )KoHE OHBI MMaii1ajlaHa aiMai-
nel. JlereHMeH, OyJ1 KOpFaHBIC OJICIH aifHAIBIN OTY/IH JIe JKOJIaphl Oap, MbICAIHI,
Heap spraying maOybuibl.

OxEEEEFEEE : OxFEFEEEET : OxEEEFEEEE
i i ; .
i i
Crex | Crex | ‘ Crex |
i ' |
i i
i i
i i
i i
i i -
| ! -----» KiTanxaHa kogbl |
i ! |
i ' |
KitanxaHa komsl |-f---F-- '
i | S i i ‘ |
i i i L
i i i |
[ PR L i -
i i i N
> "y [} i i |
i ! i i
HMEIH ' i p . ' i
i i i N
. 4 : ! HMBIH : | p .\
i i i N
i | - s i ; HMBIH
! ! L . )
: » KiTanxaxa ksl ----+ -
i i
i i
i i
i i
: : .
YamuT PaugoM PauamoM

Cypem 1 — Adpecmeci kenicmikmi opHaiacmulpyobl Ke30elucoKmanobipy
Kanapeiixa (Stack Canary)
Kanapeiixa — 6y CTEKTIH TOJIBIN KETYIHEH KOPFAay MEXaHU3MI.
Kanapelika nporpaMMaHbIH op0Oip OpBIHAATYBIH/IA ©3TePeTiH KYITUs MOH/I
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CTEeKKe OpHajacThipaibl. OYHKIMAAAH KaUTapblIFaHFa JICHiH CTEK KaHAPEHKACHI
TEKCepiJIeli, erep 0J1 e3repTUIreH 00JIca, IPOrpaMMa JIepey KYMBICHIH TOKTaTAa/ bl

Byn ofic cTek ocanabIFbIH )KSHUTIETYIIH alKbIH TOC1I1 00BN KopiHe i, cebei
Ke37eicoK 64 OMTTIK MoHAI OOJpKay ic Ky3iHIEe MYMKIH eMmec. Anaiina, adpecmiy
azvln Kemyi ®KoHE Kanapeukanvl bpymeopc dxcacay Oy TEKCEPYIEH OTYTe MYMKIHIIK
OepeTiH eKi ojic.

bipiami >xarmaiina, GopMaTTBIK KOJFa Ia0yBUIALI KOJJIAHBIN, KaHapeihka
MOHIH OKyFa 00J1ajIbl, KeHiH OHBI CTEKTIH TOJIBIN KETY1 Ke3iHe Oydepre KaiTa xkazyra
MYMKIHJIIK Oepe/ti.

32 OWTTIK KYpBUIFbIIApAa KaHapelika MoHIH OpyTdopc xkacayra 00omabl, Oipak
Oys1 Oenrim Oip yaKbITTBI Tajalm €Te/ll )KOHE aca bIHFalJIbl eMec. JlereHMeH, Tekcepy i
alHAJIBIN 6Ty MYMKIHIITIHIH Oipi O0JIBITT TaOBIIAIBI.

Ocan #an KaHapeka

KanTapy
MEeEeHHAWLI

L

Cypem 2 — Kanapeiika

KopbIThIHABI

BuHapablk ocanibIKTapAaH KOpFaHy — aKMapaTThlK KayiNCi3AiKTiH MaHbI3/IbI
acriekTizepiniy Oipi. Kasipri yakpITTa TYpii KOpFaHBIC MEXaHU3MEepl KOJIaHbLIbII,
oJIapAbIH TUIMAUIIT YHEMi XeTUaipityae. AIpecTik KEHICTIKTI paHIOMHU3aIMsIIay
(ASLR), nepexrepai opbeiHaayra ToliibiM cany (DEP), crek kanapeiikamapbl jkoHe
Oacka j1a oficTep OarapiaaMalbIK KacaKTaMaHbl OCAJIBIKTap/1aH KOPFay/1a MaHbI3/IbI
pen atkapaabl. JlereHMeH, OyJl MEXaHU3MIEP/IiH OpKAaUCBICBIHBIH QJICI3 TyCTaphl Oap
JKOHE oJlapJibl alfHANBIN OTYAIH TYpJi Tociaaepi a3ipienyne. COHABIKTaH KeUIeH[l
KOpPFaHbIC IIapaapblH €HTi3y, KOATHIH KayINCI3/iriH KaMTaMachl3 €Ty 5KOHE TYPAKThI
YKaHAPTYJap/Ibl OPbIHAY aca MaHbI3/Ibl. BUHAPIBIK OCaNIBIKTapiaH CEHIMI1 KOpFaHy
YILIH anmapaTThIK )kKoHe OarapiaaMaiblK IeHI e Ieri 3aMaHayy Kayinci3Iik o1icTepin
y#IecTipin KoiiaHy Kaxer.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @“(},
International License \s=s

220



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

REFERENCES

Anley C., Heasman J., Lindner F. & Richarte G. (2011). The shellcoder’s handbook: Discovering and
exploit-ing security holes. John Wiley & Sons.

Chen S., Xu J., Sezer E.C. et al. (2005). Non-control-data attacks are realistic threats. USENIX Security. — 5
Erickson J. (2009). Hacking: The art of exploitation (2nd ed.). Simvol Plyus.
Lhee K.S. & Chapin S.J. (2003). Buffer overflow and format string overflow vulnerabilities. Software: Practice

and Experience. — 33(5). — 423-460.

Rychkov V.A. (2017). Protection against buffer overflow. Science Through the Prism of Time. — (5). — 15—
18.

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

221



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 27082032 (print)
ISSN 2708-2040 (online)

UDC 372.881.111.1

MASTERING IELTS WITH AI: TECH TOOLS TO IMPROVE LEARN-
ING AND REDUCE STRESS

T.M. Janayev
International Information Technology University, Almaty, Kazakhstan.
Scientific supervisor: A.K. Kaldarova

Tair Janayev Muslimovich — 1% year student, group SIS-2403NS, International Information Technology
University.

Abstract. This article deals with the role of artificial intelligence (Al) in
en-hancing IELTS (International English Language Testing System) preparation. It
dis-cusses how Al-powered tools provide personalized writing assistance, real-time
speak-ing feedback, vocabulary-building techniques, and Al-driven listening and
reading support. Additionally, this article examines how Al can be leveraged to
create tailored study plans and manage exam-related stress effectively. By
integrating Al technology into their preparation strategy, IELTS test-takers can
optimize their learning process, build confidence, and improve their overall
performance on the exam.

Keywords: IELTS, artificial intelligence, learning tools, speaking practice,
vo-cabulary building, exam stress management

IELTS-KA ’KACAHJIbI HHTEJUIEKT KOMETIMEH JAVBIHJIBIK:
OKY YAEPICIH ’KEHUUIAETETIH )KOHE CTPECCTI TOMEHAETETIH
KYPAJIJAP

T.M. /Kanaes
Foutbimu xerekurinepi: A.K. Kangaposa

Taup Kanaes Mycaumyast — 1-kypc crynenti, SIS-2403NS ton, XanbIKapaiblK aKImapaTThIK TEXHOIOTHSIIAP

YHHUBEPCHUTETI.

AnHoraunus. byn makanana IELTS (International English Language Testing
System) eMmTuxaHblHA JAWUBIHABIK OapbIChIHAA kacaHael WHTEIUIEKTTIH (PKI)
MYMKIHIIKTepi KapacTsipbutazbsl. XKW Herizinaeri Kypasiaap ska30a KyMBIChIHA KEKe
TY3€TyJIep €Hri3yre, ceiliey nAaraplUIapbl OOMBIHIIA HAKTbl YaKBITTaFrbl Kepi
Oaiinanpic O6epyre, co3/iK KOPbIH KaKCapTyFa, COHAN-aK THIHAAIBIM KOHE OKbUIBIM
JaFaplIapbiH  KeTuigipyre kemekteceni. CoHbiMeH KaTap, Makamama KU-gig
KOMeTIMEH KEKeJIECHAIPUIreH 0Ky KOCIapaapblH KYpy KoHE eMTHXaH aJIbIHJaFbl
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cTpeccTi ThiMal  Oackapy okonmmapel Kapacteipbutanbl. IELTS  emtmxanbina
naibiHabIK Kesinae JKM TexHonorusiapblH KOJAAaHY CTYAEHTTEpre OKy MpOIEeciH
THIMJI YUBIMIACTBIPYFa, ©3 OUTIKTUTIKTEPIH apTThIpyFa JKOHE HOTHXKEIIEePiH
JKaKcapTyFa MYMKIHIIK Oepei.

Tyiiin ce3gep: IELTS, >xacaHabl MHTENJIEKT, OKYy pPECypCTaphl, Coiiey
ToXiIpuOeci, CO3MIIK KOPAbI KEHENTY, eMTHXaHFa JailbIH/bIK, CTPECC-MEHEIKMEHT

OCBOEHME IELTS C IOMOLIBIO UICKYCCTBEHHOI'O
UHTEJVIEKTA: TEXHOJIOI'NMYECKHUE HHCTPYMEHTBI 1JIsA
YAYUHIEHUA OBYYEHUSA U CHU/KEHUSA CTPECCA

T.M. [xxanaeB
Hayunsie pykoBogurenu: A.K. Kannaposa

Taup xanaes MycaumMoBud — cTyneHT 1-ro kypca, SIS-2403NS rpynna, MexayHapoaHbIl YHUBEPCUTET

MH(OPMAIIMOHHBIX TEXHOJIOTHH.

AHHOTauUs. B [1aHHON cTarbe paccMaTpUBAETCS POJIb MCKYCCTBEHHOIO
unreiekta (M) B ymyumenun monrotoBku K sk3ameny IELTS (International
En-glish Language Testing System). OGcyxnaercs, kax WH-uHCTpyMEHTHI
MOMOTAIOT B  MEPCOHATM3UPOBAHHON  TOAJEPKKE THCbMa, O00ECIEYHBAIOT
00paTHYIO CBS3b B pEAbHOM BPEMEHHU IO YCTHOW PEYH, COCOOCTBYIOT Pa3BUTHIO
CIIOBAPHOTO 3alaca, a TaKXKe TNOAJICPKUBAIOT HABBIKM ayJUpPOBaHHS M YTCHUS.
Kpome Toro, crarea anamusupyer, kak WM moxer ObITb HCHONB30BaH MAJs
CO3[IaHUSI WHIUBHIYaJIbHBIX y4eOHBIX IUIAHOB H A(PQPEKTUBHOIO YIPABICHUS
crpeccoM mepen  dk3amMeHoM. Murterpanums HM-texHOnornid B MHOATOTOBKY K
IELTS mo3BosisieT ONTUMHU3UPOBATH MPOLECC OOYYCHHs, TOBBICHTH YBEPECHHOCTD
U YIYYIIUTh OOIIME pPEe3yJbTaThl IK3aMCHA.

KiaroueBble caoBa: IELTS, wucKkyccTBeHHbBII HHTEIIEKT, YyueOHBbIE
UHCTPYMEHTBI, TMpPaKTHKa yCTHOM peuYd, pa3BUTHE CIIOBAPHOrO  3amaca,
YIpaBJIEHUE CTPECCOM TEPE]] SK3aMEHOM

Introduction

Preparing for the IELTS exam can be a challenging and stressful
experience for many test-takers. Achieving a high score requires proficiency in
multiple language skills, including writing, speaking, listening, and reading.
Traditional study methods, such as textbooks and classroom instruction, may not
always be sufficient to address the unique needs of every learner. Fortunately,
advancements in artificial intelligence (Al) have transformed the way candidates
prepare for the IELTS exam. At International Information Technology University
(IITU), IELTS is taught in the first year and is offered as a one-semester course for
intermediate and upper-level students. However, since independent study plays a
crucial role in mastering the exam, students often need additional resources beyond
the classroom. This article aims to share valuable Al-powered tools that can
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support independent IELTS preparation, helping learners improve their skills
effectively and efficiently.

Al-powered learning tools offer personalized feedback, adaptive learning ex-
periences, and real-time language support, making IELTS preparation more efficient
and less stressful. From Al-driven writing assistants to interactive speaking practice
applications, these technologies enable learners to develop their language skills with
greater accuracy and confidence. This article explores various Al-based tools that can
enhance IELTS preparation, improve learning outcomes, and reduce exam-related
stress, ultimately helping test-takers achieve their desired scores.

Literature review

The integration of Al in language learning has been widely explored in recent
academic studies. Researchers suggest that Al-driven writing tools enhance grammat-
ical accuracy and coherence by providing instant feedback, allowing learners to refine
their writing skills more effectively. Furthermore, Al-based speaking applications of-
fer real-time speech analysis, helping learners improve pronunciation and fluency with
targeted practice.

A study by Vadivel and Fattah (2024) further supports the role of Al in English
language education, emphasizing its impact on personalized learning and engagement.
Their research highlights the use of Al-driven tools, such as natural language pro-
cessing and adaptive learning platforms, to improve language proficiency. Through
a mixed-method approach, they examined how Al enhances comprehension, fluency,
and teaching methods while also addressing challenges like accessibility and pedagog-
ical adaptation. Their findings provide valuable insights for educators and policymak-
ers, reinforcing the potential of Al to refine teaching strategies and improve language
acquisition in modern classrooms (Vadivel & Fattah, 2024).

Additionally, research by Kim and Sim (2024) provides further insights into
the role of Al in English language learning, particularly in fostering autonomous learn-
ing. Their study examines the impact of the Al-powered tool Plang on Korean EFL
learners, highlighting its effectiveness in enhancing speaking proficiency and promot-
ing learner autonomy through personalized feedback. Moreover, the findings suggest
that Al integration encourages students to set new learning goals, leading to increased
engagement in the language acquisition process. However, the study also acknowledg-
es certain challenges learners face when using Al tools, emphasizing the need for ed-
ucators to carefully consider pedagogical strategies. Given the limited research on Al
in classroom settings, the authors recommend further exploration of Al-driven flipped
classroom models to optimize English language teaching (Kim & Sim, 2024).

Al tools reinforce word retention more effectively than traditional memoriza-
tion techniques, enhancing long-term vocabulary acquisition. Listening and reading
comprehension tools offer personalized recommendations and adaptive difficulty ad-
justments, significantly enhancing learner engagement and comprehension.

Mindfulness applications assist with stress management by reducing anxiety
and promoting better test performance through guided relaxation techniques. Col-
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lectively, these findings support the effectiveness of Al tools in IELTS preparation,
validating their role in facilitating independent learning and improving overall exam
outcomes.

Al-powered writing assistance

Writing tasks in IELTS require clarity, coherence, and grammatical accuracy.
Al-driven tools like Grammarly, QuillBot, and ChatGPT help by analyzing essays,
suggesting vocabulary enhancements, correcting grammatical errors, and improving
overall coherence. These tools simulate examiner feedback, allowing learners to refine
their writing skills independently.

For instance, a study by Bodaubekov et al. (2025) explores the effectiveness
of Al-generated feedback in enhancing the writing skills of senior undergraduate stu-
dents in Kazakhstan. Using the Write & Improve platform, the researchers conducted
a quasi-experimental study comparing Al-generated feedback with traditional teacher
feedback across multiple writing dimensions, including coherence, lexical resource,
grammar, and overall task achievement. The findings indicate that while Al feed-
back is as effective as teacher feedback, it does not necessarily lead to consistent im-
provement over time. This suggests that Al-based writing tools can serve as valuable
supplements to traditional instruction, allowing educational institutions to integrate
technology-driven feedback mechanisms alongside conventional teaching methods to
optimize student learning outcomes in writing proficiency (Bodaubekov et al., 2025).

Speaking practice with Al

Fluency, pronunciation, and coherence are key aspects of IELTS speaking. Al-
based applications like ELSA Speak, Speechling, and Google’s pronunciation tool
offer real-time feedback on pronunciation and fluency. Additionally, Al chatbots can
simulate IELTS speaking interviews, helping test-takers gain confidence and reduce
anxiety before the actual exam.

In addition, Pratiwi et al. (2024) examine the potential and challenges of using
ChatGPT’s voice conversation feature for language learning. Their study highlights
the advantages of Al-driven speaking practice, including personalized feedback, ac-
cessibility, and interactive language instruction. Through natural language processing
and speech recognition, ChatGPT offers learners an opportunity to engage in real-time
conversations, improving their fluency and confidence. However, the research also
points out certain limitations, such as difficulties in accurately assessing pronunciation
and contextual nuances. The authors emphasize the importance of integrating Al tools
thoughtfully, ensuring that they complement rather than replace traditional teaching
methods to maximize their effectiveness in language education (Pratiwi et al., 2024).

Smart vocabulary builders

A strong vocabulary is essential for achieving high scores in writing and speak-
ing. Al-powered apps such as Anki, Quizlet, and Memrise use spaced repetition algo-
rithms to reinforce word retention (Figure 1). These tools personalize learning, help-
ing users efficiently expand their vocabulary and use words contextually.
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Figure 1 —Quizlet: IELTS Phrasal verbs practice

Al-driven listening and reading support

Al-driven listening and reading support plays a crucial role in language learn-
ing by enhancing comprehension and focus. Tools like LingQ, Readlang, and Speech-
to-Text applications provide learners with real-time transcription, context-based defi-
nitions, and adaptive reading materials tailored to their proficiency levels. Similarly,
Daineko et al. (2015) highlighted the effectiveness of virtual environments in educa-
tion, demonstrating how a 3D Physics Virtual Laboratory creates an interactive and
flexible learning experience. Just as virtual simulations replicate real-world physics
scenarios to improve students’ understanding, Al-powered tools in language learning
offer immersive experiences that refine listening and reading skills. The integration
of Al-driven learning solutions across disciplines, from technical education to lan-
guage acquisition, underscores the transformative potential of technology in education
(Daineko et al., 2015).

Personalized study plans with Al tutors

Al-driven platforms such as Duolingo, IELTS Prep Apps, and ChatGPT offer
personalized study plans based on a learner’s strengths and weaknesses. These tools
adjust difficulty levels, suggest practice tests, and track progress, ensuring efficient
and targeted preparation.

Moreover, the role of Al-driven tools in language learning becomes particular-
ly relevant in specialized fields such as IT, where proficiency in foreign languages is
increasingly essential. Kaldarova et al. (2024) conducted a study at the International
University of Information Technologies in Almaty, Kazakhstan, assessing the devel-
opment of subject-related communicative language competencies among first-year I'T
students. The findings revealed that a majority of students struggled to develop lin-
guistic and discourse abilities, with only 5.8% reaching a high level of proficiency.
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However, the study also demonstrated that implementing innovative learning tech-
niques led to positive improvements in language communication skills. This suggests
that integrating Al tools such as personalized study plans and adaptive listening and
reading support could enhance language acquisition for IT professionals, bridging the
gap between language proficiency and industry demands in Kazakhstan’s growing
technology sector (Kaldarova et al., 2024).

Recommendations

Based on the findings discussed in this article, the following recommendations
are suggested for IELTS learners and educators:

- Utilize Al Tools for Independent Study — Incorporate Al-driven applications
like Grammarly, ELSA Speak, and Quizlet into their self-study routines to enhance
writing, speaking, and vocabulary skills.

- Leverage Al for Self-Assessment — Al-powered platforms provide instant
feedback on writing and speaking performance, allowing learners to track progress
and refine their skills independently. Al-powered platforms that provide instant feed-
back on writing and speaking performance, enabling them to track progress and refine
their skills independently.

- Track Progress with Al Analytics — Al-powered study platforms monitor
learning trends, identify weaknesses, and adapt study strategies accordingly. Al-pow-
ered study platforms to monitor their learning trends, identify weaknesses, and adapt
study strategies accordingly.

- Enhance Self-Directed Learning with Al — Al tools support structured inde-
pendent study, ensuring consistent practice and targeted improvement in weak areas.
Al tools to structure their independent study, ensuring consistent practice and targeted
improvement in weak areas.

Conclusion

Advancements in Al have significantly enhanced IELTS preparation, provid-
ing learners with personalized feedback, structured study plans, and tools to improve
language skills efficiently. By leveraging Al-powered tools, students can improve
writing proficiency, refine pronunciation, expand vocabulary, and manage test-related
stress more effectively. Integrating Al-driven resources into independent study rou-
tines empowers learners to build confidence, optimize their study time, and achieve
higher scores in the IELTS exam.

Embracing Al in IELTS preparation can revolutionize the learning experience,
making the journey more efficient, personalized, and less stressful.
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Abstract. In today’s world, the development and expansion of information tech-
nologies and internet systems have profoundly impacted all spheres of society, leading
to their transformation. One of the most critical areas affecting various aspects of life
is information security. Security concerns are especially relevant for platforms that
handle large volumes of data and provide users with various services. The “BAGA-
LAIYQ” platform is one such system that requires risk management in the field of
information security. The platform stores users’ personal information, transactional
data, financial details, and other critical information. In this context, ensuring data
security and managing potential threats effectively is of utmost importance. Managing
and minimizing information security risks can enhance the platform’s operational effi-
ciency, ensure data protection, and strengthen user trust. This article discusses strate-
gies for managing and minimizing information security risks on the “BAGALAIYQ”
platform.

Keywords: information security, risk management, data protection, authentica-
tion, cyberattacks, digital platform, Bagalaiyq
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Annoranusi. Kazipri 3amaHia akmaparThlK TEXHOJOTHSUIAD MEH HHTEPHET
KYHWENIepIHIH JTaMybl MEH KEHEI01 KOFaMHBIH OapJiblK cajachlHa TEPEH CHII, OHBI
KaiiTa KypyFa ajibin keneni. KoramMHBIH opOip acreKTiCiHe oacep €TeTiH €H MaHBI3/IbI
cajayapAeliH Oipl — aKmaparThlK Kayilci3mik. Ocipece, YIKEH MAJIIMETTEPMEH
KYMBIC ICTEHTIH JKOHE NalJaJlaHylIbUIapFa oOpPTYpPJl KbI3BMETTEP YCHIHATBHIH
miaThopMaliap YIIiH — Kayilnci3mik — Mocenelepl  ©3€KTi  OOoJbIl  TaObLIaJIbI.
«BAGALAIYQ» mnaTdopmacskl akmapaTThIK KayilCi3iK cajachlHIa TOyeKeIaep/Il
Oackapynbl Tayjam €TeTiH JKyuhenepaid Oipi Oosbin  Tabbuianel. Ilmardopma
naiananymeiiapra Typial KbI3METTEp YChIHA OTBIPBIN, JKEKE aKMapaTTapblH,
TPAH3AKIUSIBIK JIEPEKTEPiH, KAPKBUIBIK MOJIIMETTEpPIH KoHE OacKa /Ja MaHBI3JIbI
aKmaparTapAbpl CcakTaWabl. byn skarmaiiiplH ©31HIe JAepeKTepiH Kayilci3airia
KaMTaMachl3 €Ty JKoHe IuiaTdopmara Kayilnl TOHIIPETIH ToyeKenaepal Oackapy
Maocenenepl aca MaHb3ABL. AKMApaTTBIK KAYINCI3AIK  TOyeKelJepiH Oackapy
KOHE  OJlapAbl  MUHUMH3AIMSIAy  apKbUIbl IUIaT(GOpPMaHBIH JKYMBIC —iCTEy
THIMAUIITIH apTTBIPyFa, aKOmaparThlK KAyINCi3AIKTI KamMTamMachl3 €Tyre JKoHe
nananaHymbUIapI6IH CEHIMIH HBIFalTyFa Ooomanel. by Makajaaa
«BAGALAIYQ» miardopMackiHAaFbl aKMapaTThIK —KayiNCI3MIK TOYyeKeNIepiH
Oackapy ’koHEe MHHUMU3AIMSIIAY CTPATETUSIIAPhl TATKbLUIAHA B

Tyiiin ce3mep: aknaparThIK Kayirci3aik, ToyeKenaepai 0ackapy, MaIiMEeTTep/Il
KOpFray, ayTeHTHUKamus, kKnoepmadysuiaap, nudpiasik mwiardopma, Bagalaiyq
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AnHoTanusi. B coBpemMeHHOM Mupe pa3BUTHE U  pacIIUpEHUE
MH(GOPMAILIMOH-HBIX TEXHOJIOTUI U MHTEPHET-CUCTEM OKa3bIBaeT ITyOOKOE BIIUSHUE
Ha Bce cdepbl 00-11ecTBa, crocoOcTBysa ux TpaHchopmanuu. OnHoit u3 Haunbolee
3HaYUMBIX O0OJacTeil, BIUSAIOIIMX HAa BCE AaCHEKThl JKU3HM, SBIAETCSA
uHpopManmoHHasi 6e30macHOCTh. Oco-0€HHO aKTyalbHBI BOMPOCHI 0€30MacHOCTU
Jutst atgopM, paboTaromux ¢ OOIBIIMMHA 00bEMaMU JAHHBIX U MPEIOCTABIISIOMINX
MOJIB30BaTEISIM pasiaudHbie cepBHCHl. [lnar-popma «BAGALAIYQ» sBusercs
OJIHOM W3 TaKMX CHUCTEM, TPEOYIOIIMX yMpaBle-HUS pUCKaMH HWHGOPMALMOHHON
6esomacHoctu. Ilmarpopma XpaHUT TIepCOHANIbHBIE JaHHBIE TOJb30BATENECH,
TpaH3aKLUMOHHbIE CBeACHUS, (UHAHCOBYIO HMH(POPMAIMIO U JPYrHe Ba)KHBIC
naHHble. B Takoil curyanum KpaiiHe BakHO oOecreyuBaTh 0e30mMac-HOCTb
uHpopManuu 1 3PGEKTUBHO YIPABIATH BO3MOKHBIMH yrpo3aMH. YIpaBleHHE U
MUHUMU3ALUS PUCKOB MH(OPMALMOHHONW 0€30MacHOCTH MO3BOJIAIOT MOBLICUTH (-
(beKTUBHOCTh pabOThl IUIATHOPMBI, OOECHEUUTH 3alIUTy JAaHHBIX U YKPENUTh
JIoBepue ToJb30BaTeneil. B JaHHOW cTaTbe paccMaTpUBAIOTCA — CTPATErHu
yOpaBleHUs] 1 MUHUMU3AIMHA PUCKOB HH(POPMAIIMOHHOI 0€301acHOCTH Ha
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mathopme «BAGALATYQ».
KiroueBble cioBa: nHpopManmoHHas 0€30MacHOCTb, yNpaBlIeHHE PHCKAMHU,
3aluTa JaHHBIX, ayTeHTHUQUKanus, kubepataku, udposas mwiardopma, Bagalaiyq

Kipicne

AKmapaTTbIK KayllCi3gik — Ka3ipri 3aMaHfbl LUQPIBIK TEXHOJOTHUsIap
KEHIHEeH KOJJAaHbUIATHIH JQYip/ie €H MaHbI3Ibl MacemenepaiH 0ipi OObIN TaObLIaabl.
Ocipece, MUPPIBIK MIaTGopMasiap MEH OHJIAWH CEPBHUCTEPAIH KAPKBIHIBI JaMybl
OyJ1 calaHbIH MaHBI3ABUIBIFBIH apTThipa TycTi (Hintaw et al., 2021. 3368-3397).
[Nafigananymsiapabl — JepeKTepiH Kopray, KuOepiaOysUigapra Kapchl TYpY,
KYWCHIH TYPaKTHUIBIFBIH CAKTay JKOHE JKEKE aKMapaTThIH PYKCATChI3 TapaTybIHBIH
QJIJIBIH aly — aKIMapaTThIK KayiMcCi3/IiK calacklHbIH Heri3r1 MinaeTTepi (Ahmad et al.,
2021: 1).

“BAGALAIYQ” mnardopmacel — OuriM Oepy, capantaMaiblK Tajjgay >KOHE
aKmapar aJMacy MakcaTbhIHJa KOJJAAHbUIATHIH IUGPILIK dKoxkyhe. byt mmardopma
naiganaHymbUIapablH JKeKe MONIMETTEpiH CakTam, ojapra KOJDKETIMII OHJaitH
KBI3METTEP/II YCHIHATBHIHABIKTAH, JKYHeIeri akmapaTThIK Kayilci3iKk Macenenepi
OlpiHIII Ke3eKTe KapacThIphUTybl THIC. Ke3 KelreH akmaparThlK >Kyhe CeKiIi,
“BAGALAIYQ” mnnargopmacel jga Typal Kubepkayinrepre, AepeKTepAiH
OypManaHyblHa, 3HSHKECTEpIiH Ia0ybUIapblHA JKOHE TaiJalaHyIIbUIAPIbIH
PYKCATChI3 opeKeTTepiHe yibipay Kaymi 0ap (Schneier, 2017: 784).

Hudpaslk miaThopmanapiarbl KayilCi3AiKKe KaTBICTBI HETI3r1 Macenesep
TeMeHeriien haxkropiapra 6aillaHbICThI:

KynusiibUIbIKTBIH caKTaqMaybl — HaiiianaHynIblIapIslH KeKe MOIIMETTEPiHIH
YILIHII TapanTapra Tapaity KayIii;

AyTteHTu(UKAIMA MEH aBTOpPHU3AlMs SJKYWEJEpIHIH oJCI3Oiri — JIypbIC
KoH(Urypamusuianbaran Kipy pyKcaTTapbl KyWere pyKcaTchl3 Kipy MYMKIHJIITIH
apTTHIPAJIBL;

JKy¥ieHiH TypakThUIBIFBI MEH KOJDKeTIMILIri — DDoS cekinal mabysuimnap
m1aTGOpMaHbIH Y3AIKCi3 dKYMBIC ICTeYiH KUBIHIATYbl MYMKIH;

MomimMerTep Kayinci3OiTiHIH TOMEHIIrT — JepeKTepAl cakray IKOHE
TackIMajaay KesiHae mudpray omicTepiH KoyiaHOay akKMmapaTThlH OypMaiaHyblHA
HEMECe YpJIaHybIHA aJIbIT KeTyl MYMKIiH;

KubeprmaGybsuigapaan  KopranyasiH keTkimikeizairi — SQL  Injection, XSS
XKoHe Oacka Ja BeO-malybUIgapIblH Kaylli OpKalllaH >KOFapbl OOJIBITT Kaya Oepei
(Patil et al., 2023: 293-298).

Gartner »xoHne Statista 3eprreynepine cyiieHcek, 2025 xpuUira Kapail aneme-
ri uudpnaslk miargopManapra jkacanaThlH KuOepiaOybUigapAblH caHbl 75 %-fa
apTysl MYMKiH. byl KkepceTkiln yilbiMaap MeH OHIIAaWH CepBUCTEP YIIIH aKMapaTThIK
KayIIci3iK MoceNIeCiH OipiHIll OpbIHFA KOO KaXXeTTIriH KepceTeai. CoHbIMEH KaTtap,
Kazakcran PecnyOnukachiHbIH « AKIapaTTaHAbIPy Typaiibl» 3aHbel MeH «Jlepbec ne-
PEKTEp KOHE OJapIbl KOpFay TypaibDy 3aHbl HUMPIBIK KyHelnepaeri aKnaparThiK
KAyllCI3IKTI KamTamachl3 €Ty TaJlaTapblH KylleWTynal Ttaian erenl. OchiFaH
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OaitmanpicThl, “BAGALAIYQ” mnatdopMacelHBIH KAyINCi3airiHe KOWBLIATHIH
TananTap *orapsl 6omysl THiC (Abdelmaboud et al., 2022: 630; Al-Haija et al., 2022:
556).

byn 3eprreyain makcatsl — “BAGALAIYQ” nnatdopMachiHIaFbl aKmapaTThIK
Kayilnci3miK ToyeKeNJepiH Talfay, OJapAblH HETI3rl TYpJEpiH aHBIKTAay >KOHE
KAyINCI3IIKTI KYIIEHTY YIIIH THUIMII oficTepAl YChIHY. Makanana ruiatdopMaHbIH
Kayilci3miriHe ocep eTeTiH Herisri (QakTopiap KapacThIPbUIBIN, 3aMaHayd
TEXHOJIOTHUSIIAP aPKBLIbl KOPFAHBIC ACHI€HIH apTTHIPY JKOJIaphl YCHIHBUIABI.
3epTTey OapbIChIH/IAa TOMEHIET1IeH Maceeepre Ha3ap ayJapbliajibl:

“BAGALAIYQ” nnatdopmacklHIaFbl HETIi3r1 KayinTep/ii aHbIKTay — JKYHEIIiK,
KEIITIK KOHE MaliJaTaHyIIbl ICHIeHIHIeT1 OCaIBIKTap bl TaJ/Iay;

AKnaparTelK =~ Kayinci3miKTI KamMTaMachl3 eTyAiH 3aMaHayd oOJICTepiH
3epTTey — wmudpaay, exki (pakTopibsl ayTeHTUHUKAIMs, OJOKYCHH >KOHE KacaH/bl
MHTEJUICKT HeT131H/eTi KayinTep/Ii aHbIKTay KYHelepiH eHrizy;

Kopranpic mapanapbelHbIH THIMIUIITIH Oaramay — TypJi Kayinci3aik MenrimMaepiH
CaJIBICTBIPY 7KOHE OJapAbIH MIaT()OPMaHbIH )KYMBICBIHA 9CEPIH TAJIaY;

Kayincizik casicaThlH KETUIAIPY KOJAAPbIH YChIHY — IIaTopma SKiMILiIepi
MEH TMai1ajaHymbuIap YIIiH aKnapaTThIK Kayinci3miK epekeepin a3ipey.

Kepcetkimrep opbip KOpFaHbIC OMICIHIH THIMIUILH, KOJJAHY KYpPIACILTIriH
XKoHe Kyiere ocepin cunatTaiiasl (Kecre 1).

Kopray Konnany

s T Kyiiere acepi
JIEeHreil | Kypaenmitiri

Kayinciznik mapacel

Web Application Firewall

(WAF) XKorapsl Oprama Oprama
Tpadux xykremect
DDoS-tan koprany xyienepi | JKoraps JKorapsl KOFapbl OOyl

MYMKIiH

Exi daxTopibt Tipiexry npouect

ayTeHTH UKL XKorapsl Oprawa Y3arbIpaK §onybl
MYMKIiH
Momnimertepai mudpuay Orte Tomen Mniimﬁﬂgﬁe
(SSL/TLS, AES) JKOFapbI o p
erTeni
Blockchain TexHomorusicer Korapbr JKorapsbl OpsiHgay Kypaemti

Kecme I — Kayincizoix wapanapvinbiy muimoiniein canvicmoipmanst manoay [1].

KecTeneH mbIFaThbIH HETI3Ti KOPBITHIHABLIAP:

Momimerrepai mmudpnay (SSL/TLS, AES) — eH TuimMai KOPFaHBIC JICTEPiHIH
0ipi, ce6ell oy maijaiaHylibl JEpEeKTEepiH KOpFaylbl KamMTaMachl3 €Te OTBIPHII,
KYHEHIH eHIMITITiHe MUHUMAIIEI ocep ereni (Patil et al., 2023: 293-298).

Exi ¢axropner ayrentuduxanus (2FA) — maiijananymsuiapabig
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Kayilci3airiH apTThIpyFa KeMeKTecell, Oipak TipKenly >KoHe Kipy MpOILECiH a3lamn
kypaenennipeni (Katz et al., 2021: 640).

DDoS-tan kKoprany yiesnepi — miaar¢opMaHbIH KODKETIMALIITIH KaMTaMachl3
€Ty/Ie MaHBI3IbI POJI aTKapajibl, O1paK YIKeH TpaduKTi OHIeY Ke31HAe KOChIMINA pe-
cypcrap Tanam eTei.

Web Application Firewall (WAF) — mnardpopmansl BeO-madybuiaapaan
KOpFalTBIH THIMJII Kypa, Oipak OHbI 1ypbic KoH(puUrypanusuiay kaxet (Popoola et al.,
2021: 3930-3944).

Blockchain TexHomorusicbel — Kayinci3fik IEHrediH apTThIpyFa MYMKIHJIIK

Oepei, anaiiia OHbI €HI13y KYpAETl )KoHEe KYHere YIKeH KYKTeMe TYCipyl MYMKIH.

Kosnany mbicaigapbl

Hudpasik mmardopmanapaa akmaparThlK KayimncCi3MiKTI KaMTaMachl3 €Ty —
Y3IIKCI3 JaMBITYABl KaXET eTeTiH Kypaemi mporecc. Kasipri yakpITTa KenTereH

maTdopmaap nananaHymbUIapIbIH €CenTIK az0amapbiHa 3aHCHI3
KOJDKETIMIUTIKTI  OONapIpMay yIIiH €Ki (akTopiasl ayTeHTHUKAUsIHbl (2FA)
nangaaHaibl. Mercain: “BAGALAIYQ” maThOpPMaChIHBIH OKIMINUTITI

naianaHymbIapablH JO-THH KOHE KYIHUSACO3 apKbUIbl KipyiHEH OelieK, KOChIMIIa
0ip perTik SMS-Ko1 HeMece 3JIEKTPOHIBIK TOIITa apKbUIbI pacTay (DYHKITUSCHIH
enrizeni. Hotwxke: IlaiimananymisimapaelH akkayHTTapblH Oy3y Kaymi 75 %-ra
TeOMEeHJIe i, cebell Kymusce3 YpJIaHFaH Karaaina Aa malybUigaylibl KOCHIMIIA
ayTeHTHGUKanusaAaH eTe anMmaiasl (Schneier, 2017: 784).

[TnaTdopmara 6areiTTanran SQL Injection, Cross-Site Scripting (XSS) cusSKTBI
kubepmadybuiiapal Kopray YIIiH apHaiibl BeO-kaObipra (WAF) kommaHbpLIambl.
Mpican: “BAGALAIYQ” mmargopMachiHbIH OKIMIIUTITT BeO-KaOBIpFaHbI 1CKE KO-
CBIM, 3USTH/BI CYPaHBICTAP/bI ABTOMATTHI TYPJE CY3TiJIEH OTKi3y JKYHEeCiH eHTi3e/li.
Hotmwxke: BeO-KochIMIamarsl OCANIBIKTAPABl TMaiajaHy apKbUIBI MOJIMETTEp
0aszachiHa 3aHCHI3 Kipy opekerrepiHiH caHbl 90 %-ra geitin Temenzeiini (Stallings,
2020: 480; Katz et al., 2021: 640; Hintaw et al., 2021. 3368-3397).

DDoS-mabypuimapsl  miat@opMaHbIH JKYMBICBIH TEXKEI, KBI3MET KOpCeTyi
TOKTaTyFa OKedyl MyMKiH. byn malysuimapapl anublH - ally  YIIiH —Cy3riiey
Kyhenepi MeEH OKYKTEeMEHI TapaTy TEeXHOJIOTUsIapbl KojjaHblUiagsl. Mbican:
“BAGALAIYQ” mumardopmacel  cepBepiik  TpadukTi  Oakplaam,  KYIIKTI
OCJICEHIIUTIKT] AHBIKTAWTHIH JKOHE 3USHIBI CYpPAHBICTApIbl OYFaTTANTBIH apHaWbI
Kypangap enrizeni. Hormxke: Cepsepre TyceTiH xykreme 60 %-ra ToMeHIeHal, aj
mnatdopma DDoS-mabybuinapel Ke3iHae 1€ TYPaKThl )KyMbIC icTei anansl (Popoola
et al., 2021: 3930-3944).

MonimerTepal KOpFayablH €H THIMAI oficTepiHiy 0ipi — mudpaay. byn tocin
apKbUIBl MalJaaHyIIBIIAPABIH  JKEKe MOJIMETTepl Oerje TyiIFajlapra Tycin
kanmMaiinel. Meicam: “BAGALAIYQ” mmardgopMackiHaa MmaiaamaHymbLuIap e
XKEKe JepeK-Tepi (aThl-XKeHi, MIEKTPOHBIK TOIITa, JJOTUH XoHe maposb) AES-256
aNTrOpUT-MIMEH IMHUQPIAHABI, aJl CEPBEP MEH KIMEHT apachbiHAarbl Oaitanpic SSL/
TLS xar-tamanapel apkpUibl Kopfranaabl. Hormxke: IlalimanmaHymibl aepeKTepiHiH
pyKcarchi3 amblty Kaymi 99 %-ra geilin  azaanel, ce0ebi  1malybuiiayIibl
mudpraHFaH JepeK-Tep/l TYCipinm anca 1a, onapabl oku anmaiiasl (Aslan et al.,
2023: 1333).
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KopbIThIHABI
“BAGALAIYQ” mrardopMachiHBIH aKIMapaTThIK KayilCi3[iriH KamMTaMachl3 €Ty
YIIIH KeMIeHI TOCLT KOJJaHy KakeT. bysl Makamama Herisri Kayirnrep, oJapablH
BIKTHUMaJ CalJapbl oHE OJapJbl MHUHMMHU3ALMIAY MLIapanapbl KapacTbIPbUIIHL.
AKMapaTThIK Kayilci3fiK *KYWECIH TYpaKThl TYpAE >KETUIAIPY 'KOHE JKaHa TEXHOJIO-
TUsJIapbl €Hri3y apKbUlbl MIaT(GOpMaHbIH KOpFally JIEHIeHiH apTThIpyFa OOiajbl.
[Tnardopmanbly Heri3ri KayinTepi — mNaiianaHylIbUIap/blH JKEKe MJIMETTepiH
KOpFay, BEO-KOCBIMILIAHBIH OCAJJIBIKTApbIH KO0, JKEIUIK MIadybUiapra Kapchbl
KOpFaHbIC, ayTeHTHUKAIMSA MEH pPYKCaTThl 0Oackapy JKYHeCiH IKeTLIAipy.
Kayincizaik 1mapanapblHbIH THIMAUIINT — (enepaTtuBTi OKbITYy, OsokueiiH, WAF,
mudpiay, exi GakTopiabl ayTeHTU(UKALNS, HOJAIK CEHIM apXUTEKTypachl CUSKTbI
omicrepaiH eHri3inyi mardopma Kayincizairin 70-90%-ra neiiin  apTThIpajbl.
Kayinci3mik cas-caTTapblH KYLIEHTy — maiiianaHymsuiapAblH KHOepKayinci3mik
Typajbl xabapAap-JbIFbIH  apTThlpy GUIIMHT [aOybUIAaphl MEH QJIEyMETTIK
MH)KEHEePUs 9/IiCTepiHe TYCY BIKTUMANIBIFbIH 80%-Fa TOMEHAETE].

Boaamak 3epTTeyJiep: YKaCaHIbI MHTEJUICKT KeMeTiMeH
KuOepmadybuIIappl €pTe  aHBIKTAy, KAYINCI3iK cascaThlH aBTOMATTaHIBIPY
KOHE OJIOKUEHH TEXHOJIOTUSICHIH TEPEHIPEK MHTErpalusay.
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Abstract. Social engineering is the act of manipulating people to perform an
action or reveal information. Social engineering attacks have been widely recognized
as a major threat to information security. The growing digital environment is increasing
the spread of social engineering, which causes enormous damage to both individuals
and organizations. The article reviews modern deception methods used in social
engineering attacks to understand emerging trends and discuss countermeasures. It
also examines the types of deception attacks and the role of social engineering in
advanced persistent threats. Today’s major cybersecurity issue and attacks on other
websites are related to social engineering attacks, which are a driving force behind
the increase in cybercrime worldwide. By uncovering new trends and analyzing the
psychological basis of the attack, unusual deception methods and countermeasures
against social engineering attacks are identified.
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AHHOTAUMsl. OJIEYyMETTIK WH)XXEHepus - OyJl OpeKeTTi OpbIHAay HeMece
aKmapaTThl allly YUIIH aJlaMaap/ibl MAaHUIYJIUsIIAY aKTicl. OJNeyMETTIK HHKEHEpHs
madybUIaphl aKIapaTThIK KaylNCI3AIKTIH HETi3r1 Kayini peTiHJe KeHIHEH TaHbUIIbI.
Ocin kene kaTKaH HUQPIBIK OpTa XKeKe afgaMaapra Aa, YibIMIapFa a opacaH 3UsH
KEJTIPETIH QJICyMETTIK MHKEHEPHs 3USHHBIH TapalyblH apTThIpaibl. Makana qambln
KeJle ’KaTKaH YPIICTepl TYCIHY ’oHE Kapchl Iapajap/bl TAIKbLIAY YIIIH 9JIEyMETTIK
UHKeHepuss [alybulap Ke3iHAe KOJJAHBUIATBIH 3aMaHayd anjay oiCTepiH
KapacTelpaabl. Conmaii-ak anaay maOybUIIAapbIHBIH TYPJEpiH JKOHE KeTULIIpiAreH
TYPaKThl KayilNTepaAeri oleyMeTTIK WH)KEHEPUSHBIH DPOJiH KapacTblpaabl. byrinri
HET13r1 KuOepKayinci3aik Maceneci xkoHe 0acka BeO-caiiTTapra KaThICThI IA0YBLIAAP
OYyKia onemjae KHOEpKBbUIMBICTBIH apTyblHAa KO3FAayIlbl KYII OOJbBIN TaObLIATHIH
QJIEYMETTIK MHXEHepHs IadyblIapFa KaTbIcThl. JKaHa TeHASHIMIIAp/bl allly JKOHE
1a0ybUIIBIH TICUXOJIOTUSJIBIK HET131H Tajljjay apKbUIbl 9ACTTEH ThIC ajijay 9icTepi,
QJIEyMETTIK MH)KEHepus adybliapblHa KapChl apajap aHbIKTaIaIbl.

Tyiiin ce3aep: oneyMeTTIK HWHXXeHepus MmadybulIapbl, KUOEPKBLIMBIC,
KHOepKayinci3aik, anjgay oicTepi, OCalIbIKTap
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Kymanua Epacsin Peictaiiysibl — MaructpanT cnenuaisHOCTH «CHCTEMBI HHPOPMAIIMOHHOW 0€30ITacCHOCTI,

EBpasuiickuit Hanmonansusiit Yuusepcurer umenu JILH. ['ymunesa, Acrana, Kazaxcran.

AnHotanusi. ConManbHas WHXXEHEpUsS — 3TO METOJ MAaHUITYTHPOBAHUS
JIFOIBMH C 1IeJIBI0 COBEPILIEHHSI KAKOTO-JIN00 IEHCTBHSI WM PACKPBITUS HH(DOPMAIIHH.
ATaku ¢ UCHOJIB30BAaHMEM COLIMAIBHOM MH)XEHEPUM LIMPOKO NMPU3HAHBI CEPHE3HOMN
yrpo3oii uHdopmaronHoi 6e3onacHocTu. Pactymas nngposas cpena cnocoOCTBy-
€T PAcIpPOCTPAHEHUIO COLUATBHON MHKEHEPUHU, KOTOPAsk MOXKET HAHECTH OTPOMHBIN
BpeJl KaK OTJENIbHBIM JIMIaM, TaK U OpraHu3anusM. B cratbe paccmarpuBaroTcs co-
BpPEMEHHBIE METOJbl 00OMaHa, MCIIOIb3yeMbIe B aTakax ¢ MCIOJIb30BAaHUEM COLUAIIb-
HOW WMH)KEHEpUH, JUIsl TOHUMAHUsI HOBBIX TEHJCHLUUN M OOCYKIEHUS MEp MPOTHBO-
neiictBusi. Takyke paccMaTpUBalOTCs TUIBI (DUIIMHIOBBIX aTak M POJIb COLMATIBHOMN
WH)KEHEPUH B CIOKHBIX MOCTOSHHBIX yrpo3ax. CeroiHs oCHOBHas mpobiema kubep-
0€30IacHOCTH M JIpyTHe aTaku Ha BeO-CalThl CBA3AaHBI C aTakaMH COLMAILHOW WH-
KEHEPUHU, KOTOPbIE SIBIISIOTCS ABMXKYIIEH CHIION pocTa KUOEpIIPEeCTyTHOCTH BO BCEM
mupe. IlyreM BbISBICHMS HOBBIX TEHACHLUUN M aHAIU3a IICUXOJIOIMUYECKOM OCHOBBI
aTak OIpeJelIsIOTCS HeOObIYHbIE METO/IbI OOMaHa U Mephl IPOTUBOACHUCTBUS aTakaM
COLIMAJIbHOW NHKECHEPUHU.
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KitoueBble ci10Ba: aTaku ¢ UCHOJIb30BaHUEM COLMATBHON WHKEHEPUH, KU-
OepnpecTynHOCTb, KUOepOe30MacHOCTh, METO/IbI OOMaHa, YA3BUMOCTH

Kipicne
OJIeyMEeTTIK MHKEHepHs - OyJI aJaMIap/bl opeKeTTep/l OpbIHIayFa HEMece KYMHs
aKmaparThl allyra MOKOYpJiey VIOIH TCHUXOJOTHSUIBIK MaHUNysnusiiay. by
TEXHUKAJIBIK QJICI3IIKTEpl eMec, afaMHBIH ocalabiFbl. Cebeli, oleyMeTTIK MHKEHe-
pUSIAFBI a1y SICTEP] 6TE CEHIM/II )KOHE MaKCaTThl Ma0ybUIIap JKacay YIIiH TEXHO-
JIOTUSIHBIH JKETICTIKTEPiH Maiianany KoHE aJlaMHbIH MiHE3-KYJIKbIH Tajlay apKbLIbI
xetinaipingi. Omapra makcarTel QuIMHT )oHe deepfake TEXHOJOTHSACHI CHSIKTHI
Kypaeli maldyblT 9/1iCTepiHe aybICaThIH (DUIMHTTIK YKOHE aJI/IBIH aa madybuIaap Ka-
Tagapl. By KeTicTIKTep oIeyMeTTIK MHXKEeHepus MadybUIIapblHbIH 65 % - B yiIKeH
KETICTIKKE JKeTKeH1 anaHaaraasl. ONaH 1a alnaHIaTapibIFbl, dJIEYMETTIK HHKEHEPHS
JepeKTepAIH COTTI OY3bUTYBIHBIH 93 % Karamu3aTopbl OOJBIN TaOBLIAABI. OleyMeT-
TiK MeZIMaHbl KoOIpeK Maii1anany, OHJIaliH KYPbUIFbIIAp/IbIH, KHOEPKBUIMBICTBIH JKOHE
Oacka miaTdopmManapabiH kahaHABIK ©Cyl JKOHE JepeKTepAiH KOJDKETIMJIUIIT Ia-
OybU1IaylIblIapFa HAKThl MaKcaTTap YIIiH apHaibl 931pJIeHIeH CTpaTerusIapabl 93ip-
Jeyre MyYMKIHIIK Oepeni, Oy anmaynbl ete ThiMai ereni (TexHukamap »oHe aiabiH
amy», 22 coayip 2022 xpu1).

OJIeyMEeTTIK HMH)KeHepHs malypliaap Kymus akmapar, akxiia HeMmece
KOMITBIOTEPIIIK KYHere KOJI KeTKi3y YIIiH anjiay MeH alasKThIKKa OarbiTTanrad. Onap
KayIIci3ik )KyHeciH aifHaJIBIT OTy YIIiH aJlaMHBIH dYMOITUSCH MEH CEHIMIH OMHAYIbI
KamTuael. Erep ocwl naObuiiapAblH Ke3 KeJIreHi aHbIKTauca, aBTOMOOWIbIEDP MEH
KOJIIK KeiepiHe malybll jkacaFaHJa Jla CaKThIK TaHBITKaH aypbic. Cinremenepai
OacynaH, TipKeMelep/i amryjaaH HeMece JKeKe akmapar OepyaeH ayliak OOJIBIHBI3.
OHBIH OpHBIHA, KOMMIAHUSHBIH PECMH KY)KaTbIHAa KepceTuireH TenedoH Hemipi
HeMece BeO-callT CHSKTBI CEHIMII apHa apKbUIbl TIKEJIeH XkiOepylrire xadapiacy
apKbLIbl CYpayIbIH 3aHIbUIBIFBIH TEKCEPiHi3.

OJICYMETTIK WHXEHEpHs Mmalybuiaap KHOEpKayilnci3aiKTiH HETi3Ti Mocesneci
0oJpIm TaOBLIAABI, OV KHOEPKBUIMBICTBIH OachiM KymiiH Oiummipemi. CTaTucTuka
KOPCETKEHIeH, KnOepmalysaapabiH 98 % - bl TEXHUKAIBIK KEMIIUTIKTEP/II eMec,
aJIaMHBIH OCaJIIbIFbIH MaliJalIaHbIM, QJI€YMETTIK MH)KEHEPUSHBIH KaHaai 1a 0ip TypiH
KaMTUIbl. barmapnamansiK jkacakTaMaHbIH KEeMIIUTIKTEepiHe OarbITTalFaH 3HSHJbI
OarmapiamanapiaH alblpMallbUIBIFBI, TeK 3% TEK TEeXHUKAJIbIK HSKCIUTyaTalusra
cylieHemi. ©ONEYMETTIK WHXXKEHepJep TEXHHUKaNbIK OuTiMAI alHajabeIm  oTi,
KBI3BIFYIIBUIBIK, CEHIM, CBHIMANUBLIBIK HEMECE TIMTI HEMKYPAUIBIIBIK CUSIKTBI YKAJITbI
agaMu KacHeTTepi ayhaiael. byn maOysuimaymbuiap, XakepiaepaiH Killi TOOBI,
CeHJIipy MEH BIKIaJ eTyre Mamanaanrad. Onap Kymus akmapaTKa KoJl )KeTKi3€ allaThlH
HeMece JiepekTepal Oy3y HeMece imki madyslaap/apl 0actay CUSKTBI JECTPYKTHBTI
opekeTrTepai OacTtayra eKUICTTIr1 6ap ajaMaapra OarbITTaIFaH.

Heri3zri 6eJ1im

OneymeTTik nrxkeHepus 2021 xbputbl kubeprmadbybsuinapasiH 98 %-m1a Koi-
JAHBUIFAHBIH KOPCETETIH CTATHUCTUKAIBIK MOJIIMETTEpre CyHeHCeK, Ypel TyFhI3aThbiH
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KEeH TapayifaH TakTuka. JKakplHIa KYPri3uUIireH ASpeKTep/ll Tayujaay >KaJIlbl pPeCIOH-
TeHTTEPIH 66,1 %-bl €H KoeI TaparaH MadyblT BEKTOPHI PETIHJIE AJICYMETTIK Meaua
CalTTapbIH aTaraHbIH KOPCETT1, ofaH keilin 7,34 % aszrpiHnay »koHe 6,21 % dumuHr
O0onapl. bys 3usHABI MakcaTTa TaigallaHBUIFaH Ke3/Ie QJICYMETTIK MEIUaHBIH oJl-
CI3IIITIH KOPCETETIH aJABIHFBI 3epTTeyaepai pactaiasl. ConpiMeH Katap, [T maman-
napbIHbIH 43 % OTKEH JKbUIbl OCHIHJAM OJIEYMETTIK WHXKCHEPHs MalyblIaap IbIH
KypOaHbI OOJIFAaHBIH XabapJiajibel, OYJI Kayirci3 ik MeH OKBITYIaFbl YIIKEH OJIKBLUTBIKTHI
kepceTTi. CTaTHCTHKA Jla MaliajaHymbuIap apackiHaa xadapaap Oonynarsl Oipacit
aJaHaaTapibIK aMIIaKThIKTEl kKepcetei. [lalinananymbuiapasiy 19,2 %-b1 omi KyH-
re JeiiH KaHgal malyblira Tam O0NaThIHBIH OlTMel i, an Tek 49,2 %-b1 Oy3bUIFaH
JKYWEHI TaHW allaThIHBIH CEHIMII TYpAe alTa ajaabl. by, e3 ke3erinae, KeTiaipii-
T'eH OKBITY OaFapiiamaliapbl MEH CEHIM/II KayIICi3/IiK casCaThIHBIH, dcipece, €H ocail
Ke3J/IeTi jkKaHa KbI3METKepJIep YIIH ©3eKTUIriH kepcereni. COHbBIMEH Karap, JepeK-
Tep 2020 >xbpUIABIH OipiHIII KOHE eKiHI ToKcaHaapsl apacbiHaa 500 %-man acramra
apTKaH OpPEKETTEPMEH OJIEYMETTIK MHXKEHEPHs MAa0ybUIAapIbIH 6Cy TEHACHITUSICHIH
cunattaipl. OChIHIAN JKaH-)KAKThI TAJJIAy KaHA JJICYMETTIK WHKEHEPHS MalyblT
TaKTUKACBIMEH Kypecy YIIH KeHmeHAl TOCUIII KaMmMTamachl3 €Ty MaKcaThIH/Ia
KHOEpKAYINCI3aiK IapajapblHIa Y3IIKCi3 3epTTeyiep MEH d3ipiieMeNepaiH ©3eKTi
KaKETTUIITH KopceTe/Ii.

OJIEYyMETTIK  WHXKEHepus  madyburmap  KapamadbIM — agamaap  MeEH
KbI3METKEpJiepre faHa emec, coHbIMeH Karap GitHub, OYJITTBIK KbI3MeTTED,
peno3utopuitniep xoHe Zoom xoHe Google Docs cusiktel OaitnaHbic Kypaigapbl
CUSIKTBI OpTYpJi maTdopmanapaa OipHENIe ecenTik >ka30amapibl ImaiaanaHaThIH
o3ipJeyIIiIepre e KaThICThI. O31pJeyIIiIiep dcipece ocal, OMTKeHI MadybuLIaynbLIiap
3aHJIbl TTAKETTEPAIH 3USH/IbI HYCKAJIAPBIH KU1 KYKTEH . MYHBIH KOPHEKTI MBICAIIbI
PyPi o3ipneymrinepiHeH TipKenri AEpeKTepiH ypriay YIIH apHaibl o3ipJeHTeH
(UIMUHTTIK HayKaH, OyJ1 opTypJli MaimanaHyIiblIap TONTaphl MEH Iutatdopmaiap
YIIIiH QJIGYMETTIK MH)KCHEpUsFa KeH TapaiFaH KayinTti kepcereni (Mashtalyar et al.,
2021).

OJISYMETTIK JKeJijep Oi37iH KociOM »XoHe JKeKe eMipiMmisre eHim, Kasipri
KOFaM/ia KeH TapajFaH. Aaiia, Oy KeH TapaliFad naialany OCaIbIKTHI Ty IbIPAJIbI.
YWBIMIBIK KYPBUIBIMIAP, KBI3BMETKEPJICPIH KapbIM-KaThIHACTAPHI KOHE TIMTI JKEKe
eMipJiepi Typajbl akmapar TeK >KYPTIIBUIBIKKA FaHa €MeC, COHBIMEH Oipre BIKTUMa
madybuLIaymblIapra 1a ocep eryi MyMmkiH. CTaTUCTHMKa OyJl alaHaaylIbUTBIKThI
kepceTei: TanKamapaslkK 80,8 % omem TYpFBIHIAPHI QJIEYMETTIK JKeliaep i OeaceHai
narganaHanel, 37,6 % OHBI )KYMBIC MaKCaThIHJIA TMaiganananbl. Jlepekrep y3aikci3
ecyni kepceteai, 2023 xbuUTbl QyHUE KYy3iHAE 4,95 Mumuapa OeiaceH Il dJIeyMEeTTIK
Mena mainananymbsicel 0ap, Oy 2022 sxpuiMeH camnbicTeiprania 7,07 %-ra ecKeHIH
kepceTei. bip KOPKBIHBIITHICHI, QJIEYMETTIK MHXCHEPUS TaKTHKAChl KHOEpIIaOybLI-
JapJIbIH KONTETeH OOJIIriHe Ke3/IeCce i — CTaTUCTUKA MmadybuiiapabiH 98 % aneymer-
TIK HH)KCHEPHUSHBIH KEHO1p JECHreiH KaMTHIBI AeT OoyKai el bykin onem OoitbiHIIA
all callbIHFBI OCJICEeH/II TTaliJaaHyIbUIap CaHbl 1-CypeTTe KopCceTiIreH.
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Typai Kayinci3mik IrapajapblHBIH OpPBIHAATYbIHA KapaMacTaH, JJIeyMETTIK
WHXKeHepusl madypliaapbl keOetone. by ecinm kese aTKaH Kayil OJapMeH THIMJII
KYpecCy YIIiH dJIEyMETTIK MHKECHEpHUs MalyblAApIbIH OPTYPJIl TYPJIEPIH TYCIHYMIH
MaHBI3IBUTBIFBIH KepceTei (Akyesilmen et al., 2024).

Kerinaipisiren TypakTbl Kayinrep/eri djieyMeTTiK HHKeHePUSTHBIH PoJii

Advanced Persistent Threats (APT — keTinmipuireH TypakThl KayinrTep)
KHOEpKAYIMCI3IIKKE eNeyTl KoHEe JaMbIN KeJle JKaTKaH KUBIHABIKTAPIbI TYIBIPAJIbI.
Komimri kubeprmabybuinapaad albIpMaIIbUIBIFG, OIPIHII KE3EKTe AePey Kap KbLIBIK
nmaiga ajdyra HeMece JepeKTepil >korora OarbitTanrad, APT makcarTsl xemiiepre
YKACBIPBIH KOJI KETKI3yIl OpHATyFa jKOHE KoJiayFa OackMabIK Oepemi. byn kypaemi
madybuiiap KeOlHece TEeXHUKAIBIK KOPFAHBICTHI alHAJBIN OTY YIIH QJICYMETTIK
WHKEHEepPUSHbl KOJJAaHaJbl, OacTankbl TIpeK aily YIIIH aJaMHBIH Ocajl TYCTapbIH
nariganaHaasl. by anam sneMenTtine 6aca Hazap aygaapy APT eH angpiMeH KyleHiH
OJICI3 JKaKTapblHAa OaFbITTAIFAaH JOCTYPJl KHOEpKAyiNTepIeH epeKIeNIeH Iipe/Ii.
Jlemek, yHbIMaap TEXHOJOTHSIIBIK KAYINCI3AiK IMIapajlapblH J1a, KbI3METKEpJIepIi
OKBITY/IBIH CEHIM/II OaFIapiiaMaliapbiH J1a KAMTUTBIH KayIICi3iKKe TyTac KO3KapacThl
KaOBLI/Iaybl KEPEK.

OneymeTTik nmkeHepuss APT HayKaHIapbIHBIH KOMIIUTITIHIH HETi31 O0JIbII
TabbuTanbl. by kypaeni mabybsuinap kebiHece paaap acThiHIA YHUBIMHBIH XKETiCiHEe
€Hyre apHaJIFaH MYKHUSAT jKacajiFaH dJIeyMETTIK MHKeHepus Mmalybuiiad Oacranabl.
AJTaMHBIH OCaJl TYCTapbIH Mai1ajany dKoHe T9CTYPIIl KayiTCi3IiK mapasapbiH allHAIBITT
OTY apKbUIbI IMIAa0ybUIIayIIBIIADP MA0YBUIABIH KEHIHT1, 1eCTPYKTUBTI K€3CHAEP] YIIiH
HeTi3 Kajarm, 0acTamKkbl KOJI )KeTKI3yTe KOJI KEeTKi3e anaabl. Spear (UIITHHT, QJIEYMETTIK
MHKEHEePUSHBIH JKOFapbl MakcarThl Typi, APT TonmTapbl KonjgaHaThlH KeH TapajFaH
TakTHUKa. By MyKUSIT s)acasiFaH 3JeKTPOH/IBIK MOIITajIap HeMece Xabapiap yibIMIarbl
HaKTBl ajaMJap/abl ajjayFa apHaJFaH, KeOiHece »KOFaphl JICHrenjeri Oacmibuiapra
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HEMece apTHIKIIBUIBIKTHI pPYKcaThl 0ap Tyiranapra OarpiTTanFad. CeHiM OpHATY KoHe
KbI3BIFYIIBUTBIKTEI TaiilaaHy apKbUIbl Ia0ybUIAyIIbUIap alyHIbUIapAbl 3HUSHJIbI
cinremenepai 6acyra, BUPYC JKYKKaH TipKeMeENep/i >KYKTEN aiayFa HeMece KYITHs
aKmapatThl amryra urepmeneit anansl (Akyesilmen et al., 2024).

bacTankbl KOKeTKI3yTre KO KETKI3TeHHEH KeHiH, a0y bl Aay kLI XKeTiIeri
TYPaKTBUIBIKTHI CaKTay YIIIH 9JICyMETTIK MHKEHEpHsHbI Makaananaasl. Onap Kymnus
aKmaparThl ally YIIiH 3aH1bl TYJIFaJap/IblH aThIH )KaMbLIFaH HEMece KbI3METKepIiepre
pyKcat Oepy VIIIH aiia-miaprbl KACAWTBIH CHUITAY CHUSKTBI QMICTEPi KOJJaHYbI
MYMKiH. MakcaTTapbIHbIH MCUXOJOTHICHIH TYCIHY KOHE OJIEYMETTIK HOpMallap/bl
nariganany apkpUiel APT tomTapsl omapabiH skenige OOMybIH aHBIKTaIMal y3apTa
ananpl. KubepmaOysinaapibl aHBIKTaY KOOIHECe JKabIFa KOJKETIMII aKmapaT MeH
QNIEYMETTIK Oenriyiepre Heri3Ae/NreHIMeH, MalybplIAaymibliap JoJ OChl JEpPEeKTepIi
angaMIiIbl HayKaHAap jkacay YIIiH MaijanaHa ajaabl. byl KapchbUlacThIK KapbIM-
KaThIHAC 3aMaHayW KHOEPKAyINCI3MIKTIH KYpACTTIriH KOepceTelll *)oHe KOPFaHBIC
CTpaTerusIapblHbIH Y3/1KC13 3BOJTIOIUSICHIH KAXKET eTe/Il.

APT xypaeniniri MeH TaOaHIBUIBIFBI TEXHOJOTHSUIBIK XoHE ajaMu (HaKTop-
Japabl KapacThIPAThIH KEIICH1 KayilcCi3iK CTPaTerHsAChIHBIH KaKETTUIIrH Kepce-
Temi. ¥UbIMaap OChl KayinTepre THIMII KapChl TYPY JKOHE KYIHS aKImapaTThl Oy3bLTy-
JlaH KOpFay YIIiH KeHEeHTUIreH aHbIKTay KypaslJapblHa )KoHE KbI3METKepIIepIi Y31KCi3
OKBITyFa UHBECTHUIIUS CATyhl KEPEK.

OJIeyMETTIK HHKeHepus adybLIapblHA KAPChI IIapajap

Anampaapra jkacaiafaH maOypUIgap KypAeNl >KoHE AaHBIKTay KHBIHBIPAK.
OJIEYyMETTIK WHXEHEpHs MaOybULIAPJALIH  KOIIIUIrT agaM  TaOWFaThIHIAaFbI
QNICI3IKTEepre, MbICAJIBI, CEHIMIIIIK, OacKamapra KOMEKTECy JKOHE TINTi kioepim
ay KOPKBIHBIIIBIHA HETI3JACNTeHAIKTeH coTTi Oomampl. [laOysun kacayuibuiapIbiH
KOIIIIIrT KOJJAaHAThIH IMAa0yblI CTHIBJAEPI MEH CTpaTerusiapbl QJICYMETTIK
WHXKEHEepHs MadybUIIapaH KOpFay YIIiH Ma0ybUIIapAbIH OPTYPJIi TYPJIEPIH TYCIHY I
MaHBI3/Ibl €Te/ll. OJCYMETTIK MH)KEHEPUS KOTITEreH JKOJIIapMEeH KOpFaliFaH, 0ipak eH
KEH TapaJiFaH »KoHe THIMJII - OyJ1 OimiM Oepy, OKBITY skoHe Xabapaap 6oy (Tulkarm,
2021). KpITY: MaMblll KeJe JKaTKaH dJISyMETTIK MH)KCHEPUs 9iICTEMENepIHEeH 1irepi
0oy YIIiH YHBIMAAp KbISMETKEPNIEpHi COHFBI KayilTep MEH KOpPFaHbIC, COHBIH
IIIiHAE KOMIBIOTEPIIIK JKOHE KHOep XabapaapiblK IMeH OirimMaep OONBIHIIA OKBITY
OarmapiiamMaliapblH €HTi3yl Kepek. by KymTi Kynmust ce3fi »oHe Kayirci3 >KeJTiK
TOXKIpUOENep/Ii Kajlail cakTay KepeKTiriH KaMTybl MyMKiH.

KommyHuKamms cascarbl: KOMMYHHUKAIUS casicaTbl KbI3METKEpPIEP/IiH MiHe3-
KYJIKbl MEH ©3apa 9pPEKETTECYiHIH HaKThl epekesepiH OpHATYy apKbUIbl QJIEyMETTIK
WHXXeHepusl malybUIapAaH KOPFaHBICTBIH MaHbBI3/IbI JKEJICl peTiHe KhI3MET €Te/Il.
Konaiinel GaiiyaHbIC oficTepiH OENTiaed OTBIPHIN, YHBIMIAP OCHI MAOYBIIAAPIBIH
KypOaHbI 00Ty KayTiH alTapibIKTail TOMEHIETE allajibl.

Komnanus xababIFbl: KOMIAHHUS YCHIHATBIH YKA0/IbIK dJICYMETTIK MHKEHEPHS
madybuIIap/iad  KOPFaHBICTHI HBIFAWTYZa MaHBI3IbI pej aTKapaael. benrimi Oip
TEXHOJIOTHSUIBIK IIapanapiAbl Ky3ere achlpy apKbUIbl YilbIMIap COTTI malybliaap
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KayIiH alTapibIkTail ToMeHeTe anajbsl. bpanamaysp koHe eHyJll aHBIKTay Kyiieci,
aHTUBUPYC, DJIEKTPOHJIBIK IMOIITAHBI CYy3y, BeO-CY3riiey >KoHE KbhI3METKepliep/i
OakplIay ONEyMETTIK MH)KeHepHs MalybUIIapAaH Kell JEHIeisli KOpFaHbIC Kacaii
anajpl.

Cnam cy3risiepi: xiOepylriHiH )eke OacblH TeKcepy, KYIIKTI Tipkemesepi
arnryra Hemece OeHWTaHbIC cuITeMelnep i 0acyra )oJ1 OepMey koHe (PUIITMHT OpEKETTEPiH
xabapray CHSKTBl SJICKTPOHABIK TMOIITaHbl MaliJalaHyAblH aHBIK epexeNepiH
OpHATBIHBI3.

[lIndpnanran OaiimaHbic: IHMQpPIaHFaH OalJaHBIC KYIUS aKNapaTThl
PYKCaTChI3 KipyJeH JKOHE YCTal KaldyJaH KOpFail OTBIPBIN, 9JIEyMETTIK MH)KEHEPHs
malyplIiapAadH  KYIITI  KOPFAaHBICTHI KaMmTamachid ereal. Kpunrorpadusibik
aNrOPUTMAEPI KOJNJAaHy apKbpUIbl mudpiay colkec MMQPAbI MMy KiATi KOK
Ke3 KEeNreH aJiaM YIIiH JepeKTep/i TYCIHIKCI3 eTemi, Oy coTTi madybuiiap KayrmmiH
anuTapIJIbIKTail TOMEHIETE .

Kymust ce3, nepekrepai 6ackapy: opOip TipKeNri YIIiH KyIITi, Oiperei Kymus
ce3/epAl MaianaHyabl KamMTamachl3 €Ty, COHBIMEH KaTap TYpakKThl KYIUS Ce3.1i
KaJIIIbIHA KeNTIPy SJIeYMETTIK MHKEeHepHsl a0yblUIAap bl a3aiTy YIIiH 6Te MaHbI3/bI.
Kymust ce3ai GackapyablH KYIITI TOXIpUOeNIepiH eHTi3y apKbUIbl YHBIMAAD KYITHS
aKImapaTka pyKCaTChI3 Kipy KaymiH alTapibIKTaii TemeHaeTe anazisl (Syafitri et al.,
2022).

AymuT: Kayimnci3[liK ayaWTi, OCAIJIBIKTHI Oarajay, €Hy TECTiIeyl >KOHe
MalamaHymIbIHBIH ~MiHE3-KYJIKBIHBIH ~aHAJIMTUKAChl KEIICH/I KHOepKayircCi3IiK
CTPaTeTHUSACHIHBIH MaHbI3 bl KypaMiac 0emikTepi 601bIm Tadbu1a 161, OChl Oaraiayinap bl
YKYHEI TypJe KYpri3il, adblHFaH OLTIMI TaiigaiaHa OTHIPHIT, YIHBIMIAD QJICYMETTIK
WHXXKeHepus madybpuapFa TO3IMIUIITIH apTThIpa OTHIPHIN, OCATABIKTAPIbI OeIceH T
TYPJI€ aHBIKTAI, KOS aJlaJibl.

Kubepkayincizaik cascatbl: HaKThl HycKayJap MEH KyTyJepai Oenriiei
OTBIPBIN, YUBIMAAP KbI3METKEpJEPIiH OCHI ajJaMIIbl TaKTHKaHBIH KYpOaHBI 0Oy
KayIiH alTapibIKTail TOMEHJIETE ajia/bl.

Y HeMi CaKTBIK KOIIIipMe )Kacay: )KyHeJepiH MOHUTOPHHT1 MEH Kayinci3IiriMeH
Oipre naepeKTepiH JKOFalyblHAaH KOpFay VIINIH TYPaKThl ACPEKTEPIiH CaKTBIK
KeIIpMeJIepiH JKOHE amnaTThl KalllbIHA KEeNTIpy >KOCMapIapbhlH KY3€re achbIPbIHBI3
(Tulkarm, 2021).

KopbIThIHABI

OJICYyMETTIK MH)KEHEPHs MalybUIap/IbIH aFbIMIAFbl KOPIHICIH JKOHE OJlapFa
colikec Kapchl mapanap/bl kKaH-KaKThl 3epTTEY YIIiH Kyieni ope0uerTepre MIOTY
Kacanpl. 3epTTEeNeTiH TaKbIpbINTa (UIMUHITIK JKOHE 3USHABI OarapiamaliapiblH
malyblIIapel  OJI€YMETTIK WHKEHEPUSHBIH €H KON TapairaH Typiepl OoJbIn
TaOBUIIBI. 3€PTTEY OPTYPJIi AJIEYMETTIK MHKEHEPHsI MEH ajiay dMIiCTePiHIH dJIeyeTiH
aHBIKTaFaHBIMEH, OJl €H aJJIbIMEH KapcChl LIapajapblH >KaH-)KaKTbhl KYPBUIBIMBIH
o3ipyeyre emec, OChbl IMIA0ybUIIAPABIH Tapalybl MEH CHUIaThIHA Ha3ap ayJaapibl.
OJIeyMeTTIK HHKEHEPHsI Ty IbIPAThIH IaMbII KeJie KaTKaH Kayilke THIM/II Kapchl TYPY
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yIIiH OoJamiak 3epTTeysiep TEeXHUKAIBIK 0aKbUIay, MIHE3-KYJIBIK apayiacyjiapbl )KOHE
VUBIMBIK TYPAKTBUIBIKTBI KaMTHUTBIH CEHIMJI KHOEpKAYINCi3aiK KYPhUIBIMIAPBIH
o3ipieyre OachIMIBIK Oepyl Kepek. bomammakra 3epTTenyl MYMKIiH QJIEYMETTIK
WH)XEHEepHs MadybUIIapJaH TiKeJIeH TYbIHIAUThIH OipHeIIe 6acka kudepiadybuiiap
oap.
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Abstract. This article discusses the specifics of the legal protection of copy-
right and related rights in the field of culture and art in Kazakhstan. It identifies the
objects of copyright and related rights in art and culture, identifies the main problems
with their protection, and proposes ways to improve legislation. The widespread
prob-lem of authors’ ignorance about their copyright and related rights is also raised.
The article focuses on the importance of understanding the legal framework for
copyright and related rights to ensure fair treatment of artists and creators. It
highlights the need for better education and awareness among artists and the
general public about these rights.
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KA3BAKCTAHIAYbI MOJAEHUET INIEH OHEP CAJIACBIH/JAFbI
ABTOPJIBIK ’)KOHE CABAKTAC KYKBIKTAPIbI KOPFAY

®.E. 3akep, /I.b. Opa3ztaeBa
Froutbivum sxetexminepi: K.C. Maynenos
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XausIkapaltbIK aKIapaTThIK TEXHOJIOTHsUIap yHUBepcuTeTi, Anmartsl, Kasakcran.

Opa3sbaeBa [I.b. — AkmaparThIK-KOMMYHHKAIHSUTBIK TEXHONOTHSIIAp OakanaBphl, AKIIapaTThIK Kylienaep kaden-
pacsl, XabIKapajblK aKIapaTThIK TEXHOJIOTHsIIap yHUBEpCUTeTi, AnMatsl, KazakcraH.

AnHoTanusa. byn Makamana Kasakcrangarbl MOJCHUET II€H ©HED
caJlaChIHIAFbl ABTOPJIBIK JKOHE CANBICTBIPMAJIbl KYKBIKTAPAbl KYKBIKTHIK KOPFayIbIH
epekuienikrepi Kapactolppiaabl. OHJa ©eHep MEH MOACHUET —CalaChIHIaFrbl
aBTOPJIBIK ~ JKOHE CAJIBICTBIPMANIbl  KYKBIKTApJAbIH  OOBEKTLIEpI  aHBIKTAJIBII,
OJapAblH KOpFalyblHa KATBICTBI HETI3r1 MaceJenep KOpCETIreH COHJai-aK
Kazakcran 3aHHaMachlH JKETULIIPY KOJNJapbl YCHIHBUIFAH. Makaiajaa aBTOPIIBIK
KYKBIK TI€H CaJIbICTBIPMAaJIbl KYKBIKTAP/IbIH KYKBIKTBIK HET131H TYCIHYIIH
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MaHbBI3IBUIBIFBIHA HA3ap ayJapbliajibl, OYJ1 eHep agaMaapbl MEH IIbIFapMaIIbUIBIK
UelNepiHe 91 KapbhIM-KaThIHAC OpHaTyFa bIKnan ereii. COHBIMEH KaTap, aBTopJap
MEH Kbl KOFAMHBIH OCHI KYKBIKTap Typajbl KYKBIKTBIK OUTIMIH JKOHE
xabapIapJIBIFBIH aPTTHIPY KAXKETTUTIT aTar oTuIe .

Tyiiin ce3mep: aBTOp, aBTOPJBIK KYKBIK, CABICTBIPMAJIbl KYKBIKTAp, OHEP,
MozenueT, KazakcraH, COT MPaKTUKACKI, KYKBIKTBIK KOPFay

ITPABOBAS OXPAHA ABTOPCKHUX U CMEKHBIX ITPAB B COEPE
KYJIBTYPBI 1 HCKYCCTBA B KASAXCTAHE

®.E. 3akep, I.b. Opa3oaeBa
Hayunslii pyxoBoaurens: Maynenos K.C.
MesxyHapoAHbIH YHUBEPCUTET UH(OPMAIIMOHHBIX TEXHOJIOTHH, AJIIMaTHI,
KasaxcraH.

3akep ®.E. — GakanaBp «/H)opMaIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHi», Kadenpa nHGOpMAIIMOHHBIX
cucreM, MexIyHapoIHbIH YHHBEPCUTET HHPOPMAMOHHBIX TEXHOJIOTHH, Anmatsl, KazaxcraH.

Opa3sbaesa JI.b. — GakanaBp «/H(pOpMannOHHO-KOMMYHUKAIMOHHBIX TEXHOJIOTHI», Kadeapa HHPOpMaHOH-
HBIX CHCTeM, MeKTyHapOIHBIN YHUBEPCUTET NH(OPMAIIMOHHBIX TeXHONIOTHi, AnMaTsl, Kasaxcran.

AnHoTanusi. B naHHON cTaThe paccMaTpUBAIOTCS OCOOEHHOCTH IMPABOBOM
OXpaHbI aBTOPCKHUX U CMEXKHBIX TpaB B chepe KyIbTyphl U HCKyccTBa B Kazaxcrane.
B Heli ompeneneHsl OOBEKTHI ABTOPCKOTO TpaBa M CMEXKHBIX MpaB B 00JIACTH
MCKYCCTBA U KYJbTYPbI, BBISIBJICHBI OCHOBHBIC MPOOJIEMBI, CBS3aHHbBIE C UX 3aAIIUTOM,
U TPEeAIO-KeHbl yTH COBEPUICHCTBOBAHUS 3aKoHoJAaTeNlbcTBa KazaxcraHa B 3ToM
chepe. B cra-The akileHTHUpYETCS BHMMAaHHWE HAa BAYKHOCTH MOHUMAHUS IPABOBOM
0a3pl aBTOPCKOTO TpaBa M CMEXHBIX TpaB sl OOECTIEUCHHs CIPaBEAITUBOTO
OTHOIIICHUS K XYJOKHUKaM W TBOpIaM. B Hell momuepkuBaeTcsi HEOOXOIUMOCTH
yIIy4dIIEHUS] PAaBOBOTO 00pa30Ba-HUsI M OCBEJOMICHHOCTH XYJ0KHUKOB U ITUPOKOI
00IIECTBEHHOCTH 00 ITUX IMpaBax.

KuroueBble cioBa: aBTOp, aBTOPCKOE MPaBO, CMEXHBIE MpPaBa, UCKYCCTBO,
KynbTypa, Kazaxcran, cyneOHas mpakTuka, IpaBoBas oxpaHa

BBenenne

B  coBpemenHoM 1uppoBOM MHpe TpaBoBas CHUCTEMa  OXPAHBI
MHTEIJICKTyallb-HOM COOCTBEHHOCTH TMPETEepPIEBACT 3HAYUTEIbHBIE HN3MEHEHUSI.
ABTOpCKME M CMEXKHBIE MpaBa CTAHOBITCS OJHUM U3 KIIOUEBBIX MHCTPYMEHTOB,
00ecrnevnBarOIINX 3alIUTy UHTEPECOB HUCIIOIHUTENEH, MPOIFOCEPOB U BEIIATEIBHBIX
opraHm3anuii. AKTyalb-HOCTh HCCIEIOBaHUS OOYCJIOBIEHA POCTOM IU(POBHIX
TEXHOJIOTUI U YyBEJIMYEHHEM CIIy4aeB HE3aKOHHOTO WCIOIb30BaHUS OOBEKTOB
MHTEJJIEKTYyallbHOM COOCTBEHHOCTH, BKJIFOUAs CMEXHbBIE TIPaBa.

B ycnoBusix ungpoBuzanum KyiabTypbl U HCKYCCTBA HEOOXOAMMO IEPEOCMBbIC-
JUTH CYIIECTBYIOUIME MEXaHW3MBbl 3alUThl aBTOPCKUX U CMEXHBIX IIpaB. Tak Kak
Bce Ooibllle MPOU3BEJCHMH H3HAYaJlbHO CO3/AlOTCA B BHUAE  LH(QPOBBIX
NPOU3BEEHNH, KOTOPBIE UCIIOIb3YIOTCS B OCHOBHOM B LIN()POBBIX CETSAX.
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OnHako WX MPAaKTHYECKOe NMPUMEHEHHE CTAJIKUBAETCA C LEJIBbIM PsIoM HpolieM,
TaKUX KaK MHUPaTCTBO, HE3aKOH-HOE PACIPOCTPAaHEHHE M UCIOJIb30BAaHUE KOHTEHTA,
mpoOesnbl B 3aKOHOJATENIbCTBE, OT-CYTCTBHE IIPaBOBOrO  OOpa3oBaHMs U
OCBEJIOMJICHHOCTH. ABTOPCKHE M CMEXHBIE IIPAa-Ba UIPAIOT BAXKHYIO POJIb B 3aIIUTE
MHTEPECOB TBOPUYECKUX PAOOTHUKOB, 00ECIEUrBas UM BO3MOKHOCTH CIIPABEJINBOTO
UCIIOJIb30BAaHUsl pe3yibTaToB cBoero Tpydaa. B Ka-zaxcrane mnpaBoBas oxpaHa
aBTOPCKMX M CMEXHBIX INpaB peryiaupyercs ['paxkpaHckum kozpexkcoM PecryOnmku
Kazaxcran, 3akonom Pecry6nmku Kazaxcran

«O0 aBTOPCKOM TpaBe M CMEXHBIX TpaBax» oT 10 uroHs 1996 roma Ne 6-1
(c mocnenyoUMMU M3MEHEHUSIMH U JIOMOJIHEHUSMH), a TaKkKe MEXIyHapOIAHBIMU
JIOTOBOpaMH, TakuMHU Kak bepHCkas KOHBEHLIMS 00 OXpaHe JMTEpaTypHBIX U
XyJloKeCcTBEeHHBIX TpousBeaeHuit u JloroBop BOUC mno aBTopckomy mpaBy (3akoH
Pecny6muku Kazaxcran “O0 ABTOpCKOM IpaBe M CMeXHbIX npaBax’”’ oT 10 utons 1996
roga Ne 6-1).

Ha npakruke cymectByeT psaj npo0ieM, CBI3aHHbIX KaK C IPaBONPHUMEHEHH-
€M, TaK ¥ C YPOBHEM IIPAaBOBOM I'PaMOTHOCTH CaMHX aBTOPOB U HCIHOJHUTENEH. B
YaCTHOCTH, PAaclpOCTPAaHEHbI Cly4al HE3aKOHHOTO KOIMMPOBAHUS U MCIOJIb30BaHUS
IIpoMU3Be/IeHuI €3 cornacusi aBTOPOB, OTCYTCTBYIOT 3((PEKTUBHbIE MEXAHNU3MBI 3allU-
ThI 1IpaB B IIU(POBOIL cpere, a TaKKe HAOMIOIAeTCs HeJOCTATOUHAS OCBEIOMICHHOCTD
TBOPLIOB O BO3MOKHOCTSIX 3alllUThl UX UHTEIEKTYyaJIbHOM COOCTBEHHOCTH.

Hu3zkuil ypoBeHb IpaBOBOM OCBEIOMIIEHHOCTH CPEIN aBTOPOB U UCTIOJTHUTEIEH
IIPUBOJUT K TOMY, YTO MHOTHE HE PETUCTPUPYIOT CBOU IIPOU3BECHUS, HE UCIIONIb3YIOT
CUCTEMY JOTOBOPHBIX HOPM M HE OOpAIAIOTCA B CyJ NpPH HApyLIEHWU HUX IpaB.
Kpome Toro, mpaBonmpuMeHHTEIbHAsI NMPAKTUKA CTAJIKUBAETCA C TPYAHOCTSAMHU B
JIOKa3bIBAaHUM HAPYIICHUH, OCOOCHHO B YCIIOBHSX OBICTPOrO pa3sBUTHA LU(DPOBBIX
TEXHOJIOTHM W pacnpoCTpaHEHUsT KOHTEHTa B MHTepHeTe. lIpocTora mnomyueHus
JIOCTYIIA K IPOU3BEACHUSAM B LU POBOI (hopMe NPUBOAUT K TOMY, YTO UCIIOIb30BAHUE
B MH(POPMALMOHHO-TEJIEKOMMYHHUKAIIHOHHBIX CETSX, B CeTH VIHTEpHET, MOCTENIEHHO
CTaHOBUTCS OJJHUM M3 OCHOBHBIX CIIOCOOOB MCIIOJIb30BAaHUS OOJIBIIMHCTBA KaTErOPHid
00BEKTOB aBTOPCKOTO INpaBa M CMEXKHBIX IIPaB, B TOM YHUCJIE MY3bIKH, (PUIBMOB,
MEeYaTHBIX U3JaHUH, ayTMOKHUT, 3anuceil TeneBu3noHHbIX nepenad (Ilymxos, 2023:
18-23). Takum 00pa3oM, aKTyaIbHOCTb JAHHOM CTaThH 00y CIIOBIIEHA HEOOXOJUMOCTBIO
JeTalbHOTO PAaCCMOTPEHUSI OCOOCHHOCTEN PABOBOM OXPaHbl aBTOPCKUX U CMEKHBIX
npaB B cdepe KyJIbTypbl M HCKYCCTBA B COBPEMEHHOH pa3BUBAIOLICHCS cpefe
Kazaxcrana, BBISIBIICHUS CYIIECTBYIOMIUX TPOOIIeM B 3TOM chepe U MoncKa BOZMOKHBIX
nyTed Mx pemeHus. B crathe Oyner mpoaHaiau3MpoBaHa 3aKOHOAATeNbHas 0asa,
cyleOHasi MpaKTHKa, a TAKXKE MPEATI0KEHbI MEPhI 110 COBEPIICHCTBOBAHUIO 3AIIUTHI
IIpaB aBTOPOB U UCIIOJIHUTENEH B YCIOBUAX COBPEMEHHBIX BBI30BOB.

O0veKkmbl agmopcKo20 npasa u CMEHCHbLIX NPAB 6 KyIbmype u UCKYCCmee

[TpousBeneHue MOMKHO ObITH TBOPYECKHMM M HOBBIM IO COJACPKAHUIO WIH
¢dopme. ABTOpPCKOE TMPABO 3aIIUIIAET UMEHHO HOBU3HY. Takxke MpOn3BeICHUE JOIIK-
HO UMETh 00BEKTUBHYIO ()OPMY — OBITh AJOCTYIIHBIM AJIs BocnpusTus. Eciau oHo cy-
IIECTBYET TOJBKO B COZHAHUH aBTOPA, OOBEKT aBTOPCKOT'O MPaBa OTCYTCTBYET.
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CMmexHble IpaBa 3allUIIAI0T UCIIOTHUTENEH, TPOU3BOAUTENEH (OHOTPAMM U
BelIaTeIbHbIE OpraHU3al1H, IOMOrasl TOHECTH IIPOU3BEAEHHUS aBTOPOB JI0 IIUPOKOI
aynutopun. OHM SBJISIOTCS BTOPUYHBIMU 110 OTHOILIEHHUIO K aBTOPCKUM IIpaBaM U pe-
TYJIUpPYIOTCS JOrOBOpaMU. DTH MIpaBa MOSBUINCH O1arofapst TEXHUYECKOMY Iporpec-
CY, TaK KaK CBs3aHbl C UCIIOJIb30BAaHUEM 3aIIUCH, PaJnuo U TeneBuaeHus. OHu 3aKpe-
IUTSIFOTCS. HA MaTepHaJIbHbIX HOCUTEIAX U MO3BOJISIOT MHOTOKPATHO BOCIIPOU3BOIUTD
UCTIOJIHEHUs 0e3 ydacTHst caMoro ucnoiHutesns. Cpok 3aumrsl coctasnsger 70 net. B
HEKOTOPBIX CIIydasiX, TAKUX Kak HOBOCTHBIE 0030pbI, 00ydeHHE, IUTHPOBAHUE H JIHY-
HOE€ UCIIOJIb30BaHMeE, JOIyCKaeTCs UCIOIb30BaHue O0e3 cortacusl mpaBoodiaaareneit
(Unen I1® POO «KCHO. ABropckue u cMmexHble ipaBa B Pecybnuku Kazaxcran).

Ocnosnvle npoodIemvl NPAoBoIl OXPaHvl

Hecmotps Ha Hamuuue 3aKOHOAATENBbHON 0a3bl, 3alllUTa aBTOPCKUX U CMEX-
HBIX NpaB B KazaxcTraHe CTaNKuUBaeTCs C psAAOM TPYOHOCTEH:

1. Huskas ocBe1OMIIEHHOCTb aBTOPOB U UCIIOJIHUTENIEH. MHOrHE aBTOPBI
4acTO HE 3HAIOT CBOMX IIPAB M MEXAHU3MOB HX 3aIIUTHI, YTO IPUBOIUT K HE3AKOHHOMY
HCIOJIb30BAHUIO UX IPOU3BEICHUH.

2. Bricokuii ypOBeHb HapylleHHMs aBTOpCKMX 1mpaB. HesakoHHOe
KOIMPOBaHUE, PACIPOCTPAaHEHHE M HCMOJIb30BAaHUE IPOU3BEIECHUN 0€3 corjacus
aBTOPA OCTAIOTCS PACIPOCTPAHEHHON M YacTO MPUMEHAEMON PAKTUKOM.

3. CrnoxHOCTH cy1eOHOM 3a1uThl. JJoka3aTh HapyIIeHHE aBTOPCKUX ITPaB
B CyJie ObIBaeT JI0BOJILHO 3aTPyAHUTEIBHO, OCOOCHHO €CIU pedb UJET O HUPPOBOM
KOHTEHTE.

4. Henocrarounast 3¢(eKTUBHOCTh NMPaBONPUMEHUTEIBHON MPaKTHKH.
OtcyTcTBUE CTpOrHX Mep 1O Ooppbe ¢ HapyLIEeHMSIMH CHHUYKAeT MOTHUBALUIO
npaBoo0uazaresei K 3aIuTe CBOUX HHTEPECOB.

OpHol M3 nepBbIX MPOOIEM, C KOTOPOH CTAIKUBAIOTCS aBTOPHI U HUCIIOJIHU-
TEJH, SBISETCS HEOCBEIOMIIEHHOCTh O CBOMX MpaBax. Hampumep, B chepe 3ammThl
aBTOPCKUX M CMEXHBIX IpPaB CYIIECTBYET MpoOjeMa HE3aKOHHOTO HCIOJIb30BaHMS
MY3BIKaJIbHBIX TPOU3BEACHUI 1 (POHOTPAaMM B KOMMEPUYECKUX OPTaHU3AIMIX, TAKUX
Kak Kade, pecTopaHbl, TOProBbl€ LIEHTPHI U HOYHBIE pa3BlieKaTelIbHbIE 3aBe/eHus. B
Kazaxcrane nomoOHble cilydan HE PeKOCTh, KOI/Ia BiaeNblibl OM3Heca NCIONb3YIOT
MYy3BIKaJIbHbIE IPOU3BENEHUS 0€3 pa3pelieHus mpaBoooaaareneii u 6e3 BhIIIAThH aB-
TOPCKOT'0 BO3HArpakJeHus. DTO HapyllaeT paBa aBTOPOB, UCIIOJHUTEIECH U MIPOJIIO-
CEepOB, MOCKOJIbKY MY3bIKaJIbHbIE NMPOU3BEICHUS SBISIOTCA O0OBEKTaMU aBTOPCKOIO
IIpaBa, a 3allUCH UCIIOJIHEHUH - 00bEKTaMU CMEKHBIX I1PaB.

Hcnonb30BaHne 00BbEKTOB aBTOPCKOT'O IpaBa U CMEXKHBIX IIPaB (HarpuMep, My-
3bIKAJIBHBIX [TPOU3BEICHNUI) B TyOIUYHOM HCIIOTHEHNUH TpeOyeT pazperieH s IpaBoo-
Onamaresneil U BHIIJIATHI BO3HATPAKACHUSA. B COOTBETCTBUY € MOMITYHKTOM 16) cTaThu
2 3axona PK «O0 aBTOpcKOM ITpaBe U CMEXHBIX ITpaBax», MyOIMYHOE UCIIOTHECHUE —
3TO MCIIOJIHEHUE NPOU3BEACHUS B MECTAaX, IJI€ MOT'YT IIPUCYTCTBOBAaTh IIOCTOPOHHUE
JMLA.

Ecnu Bnanener; 0aHKETHOTO 3aj1a caM He OpraHu3yeT MyOInYHOe UCIIOJIHEHHE,
a IIPEAO0CTAaBIAET IOMEIIEHUE B apEHTY, TO COITIACHO cTarbe 9 I'paxk1aHCKOro Kojekca
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PK u cratbe 49 3akona PK «O06 aBTopckoM mpaBe U CMEXHBIX IIpaBax», 00s3aHHOCTh
M0 yPEeryJIMPOBAHUIO BOTIPOCOB HCIOJIL30BaHUSI 0OBEKTOB aBTOPCKOTO TpaBa (BKIIIO-
Jasi BRIIIJIATY BO3HATPAKICHUS ) JIOKHUTCS Ha apCHIaTOPOB.

Jns 3ammThl OT BO3MOXHBIX HApyIIEHUH PEKOMEHIYeTCS MPOMHUCHIBATH
COOTBETCTBYIOIIIKE YCIOBUS B IOTOBOPAX apeH/IbI, TAK KaK 32 HAPYIIICHHE aBTOPCKUX U
CMEKHBIX TIPaB MPETYCMOTPEHA IPAXKIAHCKAs H YTOJIOBHAS OTBETCTBEHHOCTD (CTAThS
198 VYronosuoro konekca PK) (“KOpuanueckuii BectHuk B Kazaxcrane” No22 (166)
HOs10pb 2021 ).

Ilymu cosepuiencmeosanusn 3aKOH00AmMenbCmea u NPaeoOnPUMeHeHU

UroObl 0becrieuntsh O60see 3 PeKTHBHYIO 3alTUTY aBTOPCKUX U CMEKHBIX IIPaB
B cepe KyapTyphl U HCKyccTBa B Kazaxcrane, HEOOXOIUMO YITyUIIIUTh 3aKOHOIATEITh-
CTBO M IIPAKTUKY €ro mpuMeHeHus. OTHUM U3 KITIOUEBBIX ACTIEKTOB SIBJISIETCS] BHEIIpe-
HUE 00pa30BaTENBHBIX MMPOTPAMM JIJIS JIFOJCH TBOPUECKHUX MPOodeccHii, YTO TO3BOIUT
MTOBBICUTH UX OCBEIOMJICHHOCTH O CBOMX IPaBax M CIIOCOOOB KX 3amuThl. Kpome Toro,
HE00XOIMMO YCHIIUTh MEPbl OTBETCTBEHHOCTH 32 HAPYIICHUSI aBTOPCKUX U CMEXKHBIX
npaB. B wactHOCTH, Ba)HO oOecrieunTh Oojiee CTPOTU KOHTPOJIb 32 MUPATCTBOM U
HECaHKIIMOHUPOBAHHBIM PACIPOCTPAHCHNEM KOHTEHTA.

HeoOxonumo u  fanbliie  COBEPHICHCTBOBATH IUGPOBBIE HHCTPYMEHTHI
JUIS PETUCTPALMM ¥ 3aIIUTHl aBTOPCKUX IMPaB. ITO HE TOJBKO OOJErduT MpOIEecC
MOJTBEP)KICHUST aBTOPCTBA, HO W IIO3BOJHUT OIEPATHBHO BBISABIIATH HAPYIICHUS.
Taxxe He00X0IUMO BHEIPHUTH dP(HEKTUBHBIE MEXaHU3MBI CY/IeOHOM 3aITUThI, YTOOBI
aBTOPBI U HMCIOJTHUTETN MOTJIM OBICTPO MOJYYUTHh JOCTYH K MPaBOCYIUi0. B aTom
KOHTEKCTE MBI XOTeJIM ObI 00paTUTh BHUMAaHKE HA HCCIIeI0BaHus 1 BeIBOIKI ['ona E. B.
MOCBSIIEHHBIE Pa3BUTHIO IU(POBOI SKOCUCTEMBI aBTOPCKOT'O MPaBa M CMEXKHBIX IIPAB
(T'omr, 2021). B cBoux paboTax oHa OTMEYaeT, YTO MHTEPHET MOKET CBECTH Ha HET
yCcwIus 1o 00pr0e ¢ HapyIIEHUSIMHA aBTOPCKHX M CMEKHBIX TIpaB B ceTH. K coxkanenmuto,
9TOOBI MPEAOTBPATHTD 37I0YTOTPEOICHHS CO CTOPOHBI HEIOOPOCOBECTHBIX JIUIT U J1aTh
aBTOpaM BO3MOXKHOCTh IPOTHUBOCTOSTH TAKUM JICUCTBUSM, MBI CYUTAEM HEOOXOTUMBIM
COXPAaHHUTh TEKYIIYyI) CHUTyallMIO C JOKa3aTeIIbCTBEHHON CHIIOW JIOKyMEHTOB
1U(POBOTO JCTIOHUPOBAHUS 00BEKTOB ABTOPCKOTO M CMEXKHBIX IPaB.

B cynebnoit mpaktuke Kazaxcrana ObUIM ciy4yau, KOraa OOBEKTHI WHTEIN-
JIEKTYaJIbHOW COOCTBEHHOCTH HCIONB30BAIMCH 0€3 pa3pelieHus mpaBooliaaTenei.
Hanpumep, Ha noprane Zakon.kz paccmarpuBaiocs €710 0 HE3aKOHHOM HCIIOIb30Ba-
HUU MY3BIKalIbHOTO Mpou3BeneHus. [loqoOHble cUTyaluu CBUIETENLCTBYIOT O He-
OOXOMMOCTH YCHJICHUS OTBETCTBEHHOCTH W YIYUIICHHS MEXaHU3MOB IPUMCHCHUS
3aKOHOJATEIbCTBA.

OnBIT OpyTrux CTpaH TaKXKe MOKa3bIBAET, YTO HEOOXOIMMO 3alIHINATh CMEX-
HBIC TIpaBa, OCOOCHHO B YCIIOBHSIX ITU(POBOW cpenbl. B mociemHee Bpemsi pacTér
KOJIMYECTBO CyJIEOHBIX UCKOB K IIaTopMaM, KOTOpPbIE PACIIPOCTPAHSIOT KOHTEHT 0e3
paszpeleHus. IT0 TOBOPUT O HEOOXOIUMOCTH OoJiee CTPOroro KOHTPOJIS U pa3padoT-
K1 3((HEKTUBHBIX NTPABOBBIX MHCTPYMEHTOB.
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3akiiroueHue

3ammTa aBTOPCKUX M CMEXKHBIX MpaB B cdepe KyJIbTypbl M HCKYCCTBAa B
Kazaxcrane ocraercsi akTyaJlbHOW 3ajadeil, TpeOyromel KOMIUIEKCHOTO IMOIX0/a.
He-cmoTpss Ha Hanmuume 3aKOHOJATENBHOM 0a3bl, MpPAaKTHKA TIOKa3bIBAET, YTO
mpoOJieMbl  TPaBONPHMEHEHUS,  HU3Kas  OCBEJIOMIICHHOCTh  aBTOPOB U
UCTIOJTHUTENICH, a TaKXKe pACIPOCTPAHCHHOCTh HAPYIMICHUH WHTEIUICKTYyaIbHON
COOCTBEHHOCTU  MPEMSATCTBY-IOT J(PQPEKTUBHON OXpaHEe TMpaB TBOPUYECKUX
pabOTHHKOB.

s perienus 3Tux npo6ieM HeoOX0IMMO YCUIIEHHE MTPaBONPUMEHUTENbHBIX
MEXaHHM3MOB, B TOM YHUCJI€ BBEJCHHE KECTKUX CAHKIUU 32 HAPYIICHHE aBTOPCKUX
u cMexHbIXx mnpaB. Hampumep, cormacHo cratbe 198 VYronoBHoro kojekca
Pecrry6nuku KazaxcraH, He3aKOHHOE HMCTOJb30BaHUE OOBEKTOB MHTEIUIEKTYaIbHOM
COOCTBEHHO-CTH  MOXET  T[OBJ€Yh  aJMHUHUCTPATUBHYIO WU  YTOJOBHYIO
OTBETCTBEHHOCTh, BKJIIOYas mTpadsl U JuiieHue cBoOoapl. OIHAKO Ha MPaKTHUKE
Takhe Mepbl MPHUMEHSIIOTCS PEea-Ko, 4TOo TpeOyeT MepecMoTpa MEXaHHU3MOB HX
WCTIOJTHEHHUSI.

JIOTIOTHUTETPHO Ba)KHBIM HAIPABJICHUEM SIBJIICTCS Pa3BUTHE IH(PPOBBIX
WH-CTPYMEHTOB 3alllUThl MHTEJJIEKTYalbHOU coOcTBeHHOCTH. Hampumep, B psiae
CTpaH YCIIEIIHO HCHOJB3YIOTCS OJOKYECHH-TEXHOJIOTHUA U CHCTEMbI LU(POBOTO
JCTIOHUPOBA-HUs, TO3BOJIAIOIMNE (PUKCHPOBATH aBTOPCTBO U IPEIOTBpAIIATh
HE3aKOHHOE HCIOJNb-30BaHUE KOHTeHTa. KaszaxcTaHy Takke clieyeT pacCMOTPETh
BHEJPEHHUE TMOAOOHBIX TEXHOJIOTHM, YTO YIPOCTUT JOKA3aTEIbCTBO aBTOPCTBA U
00€eCIeunT MPO3PAYHOCTh CACIOK C MHTEIJICKTYaThbHOM COOCTBEHHOCTBIO.

Kpome TOro, Heo6XoaMMoO aKTHBHOE MPABOBOE MPOCBEIICHHE aBTOPOB U
uc-mioHUTeNel. BBeneHne o0pa3oBaTeNbHBIX MPOTPAaMM B TBOPYECKHX BY3ax,
OpraHM3a-liis CEMUHAPOB M BEOWHAPOB I TPEJCTaBUTENICH CQEpbl KYJIbTYPHI
MO3BOJIAT MOBBI-CUTH YPOBEHb UX MPABOBOM IPaMOTHOCTH.

Takum 00pa3oM, COBEpILIEHCTBOBAHUE 3aKOHOJATENbCTBA, YCHIICHHUE
KOHTPO-JI 3a COOJIIOJICHUEM aBTOPCKUX M CMEKHBIX IpPaB, BHEIPEHHE LU(POBBIX
pelieHnid W TPaBOBOE MPOCBEIIEHUE TIOMOTYT co37aTh Oonee 3PPEKTUBHYIO
CUCTEMY 3alllUThl MHTEJUIEKTyaIbHOM coOcTBeHHOCTH B Kazaxcrane. D10 obecrednt
CIIpaBE/UIMBBIC YC-JIOBHUS JUIsl TBOPUYECKHX PAaOOTHHUKOB U OyJIeT CIOCOOCTBOBATH
Pa3BUTHUIO KYJIbTYPBI U UCKYyCCTBA B CTPAHE.
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Abstract. This article presents a comparative analysis of two key areas of en-
vironmental communication - environmental journalism and environmental public
relationships (PR) - in the digital age. It examines their objectives, functions, work-
ing methods, and the ethical challenges faced by journalists and PR specialists. It is
also explored the impact of digital platforms on the dissemination of environmental
information, including the role of social media, new media, and digital journalism
tools. Special attention is given to issues such as misinformation, greenwashing, and
the blurring boundaries between independent journalism and corporate communica-
tions. Real-world examples of journalistic investigations versus PR campaigns are
discussed. The article concludes with a discussion on the future of environmental jour-
nalism and PR, emphasizing the need for a more transparent and responsible approach
to covering environmental issues.

Keywords: Environmental journalism, public relations, digital era, green-
washing, misinformation, corporate communications, sustainability

HNUPPJBIK J9YIPJAEI'T DKOJOI' UAJBIK )KYPHAJIMCTUKA MEH PR

A.Bb. KagbipxanoBa, K.b. MycaeBa
XanbIKkapaiblk AKnapatTslK TexHonorusap YHuBepcureti, Anmarsl, Kazakcran.
Foutbivu xerexmi: I A. HypmyxanGeroBa

KansipxanoBa Apy:kan BaxpIT:kaHOBHA — CTYIeHT, XalbIKapablK aKIaPATTHIK TEXHOJIOTHSUIIAP YHHBEPCHTETI.
MycaeBa Kapamam BaybpIp:kaHKbI3BI — 3 Kypc CTyneHTI, XaibIKapalblK aKMapaTTHIK TEXHOJOTHsUIAp

YHHUBEPCHUTETI.
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AnHorauusi. byn wmakamama  mudprublKk  A9YyIipAeri  AKOJOTHUSIIBIK
KOMMYHHKAIIUSHBIH €Ki HeTri3rl OarbiThl — SKOJOTHSUIBIK KYPHAJIUCTUKA MEH
AKOJIOTHSUTBIK KoFamMMmeH Oaitnanbic (PR) — cambicThipmManibl TypAe TajgaHaIbI.
OmnapaplH MakcaTTapbl, (YHKIUSIAPBI, KYMBIC O/ICTEpl KOHE >KypHAJIHCTEp MEH
PR mamanmapel Tam GoNaThIH ASTHKANBIK Macenenep KapacThipbiiaabl. CoHpjai-
ak, 1udprblK IatGopManapablH SKOJOTHSUIBIK aKMapaTThIH TapalyblHa ocepi
3epTTesel, OHBIH IMIIH/E dJICYMETTIK JKEeIIep/IiH, )KaHa MeIMaHbIH JKOHE ITUMPIIBIK
KYPHAIUCTUKA KYpalAapbIHbIH pelli TalKbUIaHabl. Epekiiie Hazap kairaH akmapaT
(me3uHdopmarus), TPUHBOIIMHT JKOHE TOYEIICI3 KYPHATUCTHKA MEH KOPIIOPATHUBTIK
KOMMYHHKAIUS apachbIHAaFbl II€KapaHbIH OYJIBIHFBIPIAHYbl CHUSKTHI Mocelesepre
aynapbutanel. JKypHamucTik 3eprreyiep MeH PR kaMmmaHusimapblHBIH —HAaKTHI
MBICANIIapbl KapacThIpbUIalbl. Makaia SKOJOTHSUIBIK JKypHamucThuka MeH PR-
IbIH OoJlalarbiHa TAJNKbIJIAYMEH asiKTaslajbl, SKOJOTHUSIIBIK Mocelelep/l alblK opi
YKayarKepIIUTIKIIEH Kapysl €Ty IIH MaHbI3/IbUIBIFBI aTall OTUIC]I.

Tyiiin ce3aep: SKOIOTHSIIBIK )KYPHAITHCTHKA, KOFAMMEH OaisIaHbIC, [T PITBIK
N9Yip, TPUHBOLIMHT, JKaJIFaH aKiapar, KOpIopaTUBTIK KOMMYHHUKAIINS, TYPAKTHUIBIK

IKOJIOI'NYECKASA KYPHAJIMCTHUKA VS. PR B IU®POBYIO 3I10XY

A.b. KaapipxanoBa, K.b. MycaeBa
MesxyHapoAHbIN YHUBEPCUTET HH(GOPMAIIMOHHBIX TEXHOJIOTHI, AJTMATHI,
Kazaxcran
Hayunsriii pykoBoautens: [.A. HypmyxanOerosa

KanpipxanoBa Apyxan baxpiT:kaHoBHa — crygeHtka 3 kypca kadeapst MulK MexayHapogHoro
YHHBepcHUTeTa NH()OPMAIIMOHHBIX TEXHOIOTHI
MycaeBa Kapamam Baysip:kaHKkbI3bl — cTyieHTKa 3 Kypca Kadeapsl MulK MexyHapo1HOTO yHUBEpCHTETA

MH()OPMAIIMOHHBIX TEXHOIOT I

AnHoTanusi. B 1aHHON cTaThe MpeCTaBleH CPaBHUTEIBHBIA aHAU3 JABYX
KIIFOYEBBIX HAMpPABIEHUH JKOJIOTUYECKOM KOMMYHHUKALlMU — HKOJIOTMYECKOM
KYPHAIUCTUKU U dKosnorudeckoro PR — B mudposyto snoxy. PaccmarpusaroTcs
uxX uenu, QyHKIUH, METOJbl paboThl, a TaKKe STUYECKHE BBI3OBBI, C KOTOPHIMHU
CTAJIKMBAIOTCS JKYPHAJUCTHI U CHEIIMATUCTBI IO CBSI35M C OOIIECTBEHHOCTHIO. Takxke
ucclenyercs BIUsSHUE HU(POBBIX MIATPOPM HA PACTIPOCTPAHEHHE HKOJIOTMUYECKOI
nH(pOpMaIiY, BKIIOYas POJIb COIHMANBHBIX CeTEeil, HOBBIX MEIHa U WHCTPYMEHTOB
uuppoBoi xkypHamucTukd. Oco0oe BHHMMaHUE YJIeNseTcs TakuM mpobiaemawm,
Kak jae3uHdopMalusi, TPUHBOIIMHT M pa3MbIBaHHWE TPAHUI] MEXKAYy HE3aBUCHUMOI
KYPHAJIUCTUKON M KOPIIOPATUBHBIMH KOMMYHHUKalUsMU. B crathbe oOCyx)maroTcs
pealibHbIe MPUMEPHI )KYPHAITUCTCKUX pacciienoBanuii u PR-kamnanuii. 3aBepinaercs
pabota o6cyxaeHreM OyAylIero SKOJI0rHueckoi kypHaaucTuku u PR, momquepkuBas
HeoOXoauMocTh OoJsiee MPO3PAaYHOTrO M OTBETCTBEHHOIO MOAXO/Aa K OCBEIICHUIO

OKOJIOT'MYCCKHX BOITPOCOB.
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KiroueBble cj10Ba: 5KOIOTHYECKas )KYPHAIUCTUKA, CBSI3U C O0IIECTBEHHOCTBIO,
udpoBas d1oxa, IPUHBOLIMHT, Je3UH(POPMAIUs, KOPIOPATUBHBIE KOMMYHHKAIIUH,
YCTOMYUBOCTh

Introduction

In the 21st century, environmental issues have become one of the central topics
in global discussions. Climate change, environmental pollution, biodiversity loss, and
sustainable development are increasingly at the forefront of public attention, media
coverage, and corporate agendas. In this context, two key communication fields play a
significant role in shaping the perception of environmental problems:

Environmental Journalism — an independent professional activity aimed at
covering environmental crises, exposing violations of environmental laws, and hold-
ing corporations and governments accountable. Environmental PR (Public Relations)
— a practice focused on managing the reputation of companies, governmental bodies,
and non-profit organizations by promoting eco-friendly initiatives and shaping a pos-
itive public image.

With the advancement of digital technologies, both fields have undergone sig-
nificant transformations. On one hand, digital tools have expanded journalists’ ca-
pabilities for conducting investigations and disseminating information. On the other
hand, PR specialists have gained new means of influence, leveraging social media, in-
fluencers, and interactive platforms to construct favourable environmental narratives.

However, the digital era has also introduced new challenges. Disinformation,
greenwashing, and PR manipulations have become pressing concerns, blurring the
lines between objective journalism and corporate interests.

Goals and Roles

Environmental Journalism: Independent Oversight

Environmental journalism is based on the principles of independence, objec-
tivity, and public accountability. Its key functions include:

Investigating environmental issues — uncovering cases of illegal industrial pol-
lution, deforestation, poaching, and other violations.

Exposing corporate and governmental environmental crimes — publishing data on
information concealment, consumer deception, and manipulation of environmental
reports (InsideClimate News, 2018).

Informing the public — providing audiences with objective, verified informa-
tion about the state of the environment and protection measures.

Shaping public opinion — influencing the environmental agenda through arti-
cles, reports, documentaries, and other formats.

Raising awareness of climate change consequences — analysing the impact of climate
crises on the economy, public health, and social spheres (Global Witness, 2021).

Environmental journalists strive for maximum transparency and objectivity,
resisting pressure from stakeholders, including corporations and government agencies.
However, pressure from powerful entities, legal threats, and the financial instability of
many media organizations pose significant challenges to independent environmental
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reporting.

Environmental PR: Reputation Management and Advocacy

PR specialists in the environmental sector work for corporations, government
agencies, and non-profit organizations. Their main objectives include:

Promoting sustainable business practices — developing and publicizing green initia-
tives such as reducing CO: emissions and waste recycling (The Guardian, 2019).

Shaping positive public perception — creating and distributing content that
highlights corporate social responsibility.

Crisis management — mitigating reputational risks during environmental disas-
ters and crises.

Building brand trust — actively engaging with audiences through digital plat-
forms, publishing sustainability reports, and implementing educational programs.

Interacting with government bodies — participating in the development of en-
vironmental standards and policies, as well as lobbying for corporate interests (The
Guardian, 2019).

Despite their stated commitment to environmental responsibility, many compa-
nies engage in greenwashing — misleading consumers about their actual environmental
contributions. This creates a false perception of corporate actions and undermines trust
in environmental information overall.

With the rise of digital technologies, PR specialists employ sophisticated mar-
keting strategies, including neuromarketing, targeted advertising, and automated chat-
bots to shape public perception. As a result, environmental PR is increasingly becom-
ing a tool for influencing public opinion rather than simply providing information.

Ethical Aspects

Journalistic Ethics: Truth and Public Interest

Environmental journalism follows strict ethical standards, including:

Truthfulness and accuracy — verifying information through independent sourc-
es. Independence — resisting pressure from corporations and government agencies.
Responsibility to society — protecting the interests of people and the environment.

PR Ethics: Transparency vs. Greenwashing

Key ethical principles in environmental PR:

Authenticity — claims must be backed by real data. Avoiding greenwashing — com-
panies should not mislead the public about their environmental impact (Greenpeace,
2020). Ethics in crisis PR — in the event of environmental disasters, the priority
should be real solutions rather than covering up the consequences.

Examples of Journalism and PR Clashes

1) ExxonMobil and Climate Information Suppression
Journalistic Investigation: Inside Climate News revealed that Exxon scientists had
known about global warming since the 1970s but concealed this information (Inside-
Climate News, 2018).

PR Response: ExxonMobil denied the allegations, claiming it was investing in
renewable energy.
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2) Volkswagen Diesel Scandal
Journalistic Investigation: The New York Times exposed Volkswagen’s use of soft-
ware to manipulate emissions data from diesel vehicles (The New York Times, 2016).

PR Strategy: Initially, the company denied the accusations but later launched a
marketing campaign promoting its environmental responsibility.

3. Coca-Cola and Plastic Pollution
Journalistic Investigation: Greenpeace reported that despite Coca-Cola’s eco-friend-
ly initiatives, it remains the world’s largest producer of plastic waste (Greenpeace,
2020).

PR Response: The company promotes recycling programs, but the percentage
of recycled plastic in its products remains low.

Conclusion and recommendations

The Future of Environmental Communication:

Journalism must maintain its independence and continue fighting disinforma-
tion. Companies should abandon greenwashing and adopt a transparent approach to
sustainability. Collaboration between journalists, scientists, and responsible PR spe-
cialists can help create a more transparent and trustworthy system of environmental
information.
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Abstract. This article explores the possibilities of applying artificial intelli-
gence (Al) technologies in the process of learning the Russian language. Two key ar-
eas are described: the use of Al for linguistic analysis of the Russian language and the
integration of Al tools directly into education. It is shown that modern Al models (e.g.,
transformer-based neural networks and generative language models) enable automatic
analysis of morphological and syntactic features of texts with high accuracy. Fur-
thermore, they are used to create interactive applications (chatbots, virtual assistants,
adaptive trainers) aimed at practicing speaking, writing, and other language skills.
The advantages of Al implementation (personalized learning, expanded practice op-
portunities, increased student motivation) are noted, along with limitations related to
the lack of emotional context and cultural awareness in machines. The conclusion is
drawn that the best results are achieved by combining Al technologies with tradition-
al pedagogy. When properly integrated, Al serves as an effective complement to the
teacher’s work, enhancing the quality and efficiency of learning the Russian language.

Keywords: artificial intelligence, Russian language learning, linguistic analy-
sis, chatbots, generative models, adaptive learning systems
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AnHoTanus. by Makanaaa opbIC TiIiH OKBITY OaphICHIH 12 )KaCaH Il HHTEIIIICKT
(OKW) TexHOMOTHUSIIAPBIH KOJJIAHY MYMKIHIIKTEp1 KapacThIpbLIa b, EKi HEeTi3ri OaFrbIT
cunartanrad: JKW-mi opbIC TUTIHIH JIMHTBHCTUKAJIBIK TalJayblHa KOJJIaHY >KOHE
KU xypangapblH TiKened oKbITY mporiecine eHrizy. Kaszipri 3amanrbl XKW yarinepi
(MbICanbl, TpaHcopMep HETI3IHIAETT HEHPOHIBIK MKEIIep MEH TeHEPATHBTI Tijl
MO/ICJIbJIepi) MOTIHHIH MOP(OJIOTUSITBIK )KOHE CHHTAKCHUCTIK EPEKIIETIKTePiH JKOFaphl
JONIIKIIEH aBTOMATTHI TYpJAE TajjayFa MYMKIHIIK OepeTiHi kepceTinai. CoHbIMEH
Karap, ojlap CeiJey, jka3zy jkoHe 0acka Ja TULIIK JaFapuiap/pl JaMbITyFa apHajIFaH
WHTEPAKTUBTI KOCBIMINIAjap (4aT-00TTap, BUPTyalabl KeMeEKImiiep, OeHiMmaenreH
TpeHaXXepJiep) *kacay YIrH KoiagaHbuiaasl. XKW eHri3yaiH apThIKIIBLUIBIKTaphl ((KeKe
OKYy TPOIIECIH YHBIMAACTBIPY, TOHKIPHOE MYMKIHIIKTEPIH KEHEHTY, OKYIIbLIAp.IbIH
MOTHBAIUSCHIH apPTTHIPY) JKOHE MaIlUHAIAP,IBIH SMOIIMOHAIIBI KOMIIOHEHTIHIH JKOHE
MOJICHU KOHTEKCTI €CKepMEeYiHIH MIeKTeynepi KapacThipbuiaabl. O3bIK HOTHXKEIEpre
nocTypai nenarorukanbl XKU TeXHOIOTHsIIApPBIMEH YHIIECTIpEe OTBIPBIN KOJI KETKIZyTre
OO0JIaTBIHBI Typalibl KOPBITBIH/BI JKacaimabl. Jlypbic MHTETpalusiIaHFaH JKaraina,
KW myFaniMHIH )KYMBICBIH THIMII TOJIBIKTBIPBITI, OPBIC TUTIH OKBITYIBIH Carachl MEH
THIMJIUTITIH apTTHIPAIbI.

Tyiiin ce3mep: *acaHIbl WHTEIUICKT, OPBIC TUIIH OKBITY, JTHHI'BUCTHUKAJIBIK
Tajzay, 4ar-00TTap, TeHePaTUBTI MOJIENbAED, OCHIMICITEH OKBITY XKYyHenepi

INPUMEHEHME HCKYCCTBEHHOI'O HUHTEJIUVIEKTA
B UBYYEHHUMU PYCCKOI'O A3bIKA

J.b. Kaapipxanos, K.K. KanceiiTo
MesxyHapoAHbIN YHUBEPCUTET HH(GOPMAIIMOHHBIX TEXHOJIOTHI, AJTMATHI,
Kazaxcran
Hayunsrii pykoBoautens: O.B. Bybnukosa

Kanpipxanos Jlocxan BaxbIT:kaHoBHY — cTyIeHT | Kypca MeskayHapoAHOTO YHHBEpCUTETa HH)OPMALIMOHHBIX
TEXHOJIOTHH.
KanceiitoB Kan6onar KypmanaaueBnuy — crTygeHT | Kypca MexXIyHapoJHOTO YHUBEpPCHTETA

MHPOPMAIIOHHBIX TEXHOJIOTHH.

AHHOTanud. B 1aHHOH cTaTbe pacCMaTpUBAOTCS BO3MOKHOCTH ITPUMEHEHUS
TEXHOJIOTH nckyccTBeHHoro uHremiekra (M) B mponecce usyueHus pycckoro s3bl-
ka. OnucaHpl J1Ba KIIIOYEBBIX HalpasieHUs: ucnosb3oBanne MW g muHreucruye-
CKOI'0 aHaJIM3a PYCCKOIo s3bIKa U BHeApeHue M-MHCTPYMEHTOB HENOCPEACTBEHHO
B oOyuenue. [lokazano, uro coBpemennbie moaenu MU (mampumep, HeiipoceTn Ha
OCHOBE TPaHC(HOPMEPOB U FeHEPATUBHBIE S3BIKOBBIE MOIEIN) TO3BOJISIOT aBTOMATH-
YEeCKH aHAJIM3UPOBATh MOP(OIOTHIECKIE M CHHTAKCUYECKHE 0COOEHHOCTH TEKCTa C
BBICOKOM TOYHOCTBIO. Kpome TOro, OHM MCIONIB3YIOTCS Ul CO3aHUS MHTEPAKTHB-
HBIX MPHUJIOKEHUH (4aT-00Thl, BUPTYaJIbHbIE ACCUCTEHTHI, aallTUBHBIE TPEHAKEPHI),
IIpeHA3HAYE€HHBIX Ul MIPAKTUKU PEYH, MUCbMa U JAPYTUX SI3IKOBBIX HaBBIKOB. OT-
MeuaroTcs npeuMyinectsa BHeapeHus MM (mepconanusanus oOydeHus, pacliupeHue
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BO3MOXKHOCTEH MPAKTUKU, POCT MOTHBAIIMM YYallUXcs) U 0OCYKIArOTCsl OrpaHHuye-
HUSI, CBA3AHHbBIE C OTCYTCTBUEM Yy MAIMH 3MOIMOHAJIBHON COCTABJIAIONIEN U y4ETa
KYJIBTYpPHOTO KOHTEKCTa. JlemaeTcst BBIBOJ O TOM, YTO HAWJIYHYIIHUX PE3YyJIbTAaTOB ya-
€rcst nocthub npu codetanun MU-texHomoruit ¢ TpaauiimoHHON negarorukoi. [pu
npaBuiIbHOHN nHTerpanun MU BeicTynaet 3¢ GeKTHBHBIM JOMOIHEHUEM K paboTe mpe-
MoJIaBaTedsl, MOBbIIIAs KAYeCTBO U 3PPEKTUBHOCTH OOYUEHUS PYCCKOMY SI3BIKY.

KiroueBble c/ji0Ba: MCKYCCTBEHHBIN HMHTEIUIEKT, 00yUYe€HUE PYCCKOMY SI3BIKY,
JMHTBUCTHYECKUH aHAIN3, 4aT-00Thl, TeHEPATUBHBIC MOJIENH, aJJalITUBHBIE 00y4aro-
LIUE CUCTEMBI

Beenenue

B coBpeMeHHyI0 310Xy TEXHOJOTMU UCKyccTBeHHOro mHtesekra (M) Bce
aKTUBHEE HMHTETPUPYIOTCS B c(epy s3BIKOBOIO OOpa30BaHHUA, BKIIOYAs HU3yUECHHE
pycckoro s3bika (Sysoev & Filatov, 2024). Pa3znuunbie uHCTpyMeHTHI Ha Oaze M
HCIOJIB3YIOTCS KaK MHHOBALMOHHBIE CPEACTBA O0YUEHUS U JJaKe KaK «CaMOCTOSITEIb-
HbIE YYaCTHUKU 00pa30oBaTeIbHOrO MPOLECcay Hapsay C YUYCHHKOM M IperojaBare-
nem (Sysoev & Filatov, 2024). JIns pycckoro si3bika, 00JaAaroIIero CIOKHON rpaM-
MaTHKOH U Ooraroil Mop¢oioruei, osBIICHUE TaKUX TEXHOJOTHH OTKPHIBACT HOBBIC
BO3MOXHOCTH: OT aBTOMATUYECKOTO aHaJM3a SI3bIKOBBIX CTPYKTYp IO NEPCOHAIU-
3UPOBAaHHOTO OOYYEHUs, aJlalTHPOBAHHOTO MMOJ MOTPEOHOCTH KaKJIOTO yYaIlerocs.
Huxe paccmotpens! J1Be kitoueBble obaactu npuMeneHust UM B usydyeHun pycckoro
SI3bIKa — JIMHTBUCTUYECKUIN aHAJIU3 PYCCKOTO SI3bIKa U OOy4YeHHE €My — a TaKkKe UX
[IPEUMYILECTBA U OTPAaHUYCHMUS.

HNUA nast TMHTBUCTHYECKOT0 AaHAJM3a PYCCKOI0 SA3bIKA
HckyccTBEeHHBI  MHTEJUIEKT  JEMOHCTPUPYET  BBICOKYIO 3((EKTHUBHOCTH B
ABTOMAaTU3MPOBAHHOM AHAJIM3€ PYCCKOIO 3bIKA, YTO CIy’)KMT OCHOBOM JJIsI MHOTHX
y4eOHBIX W Hay4yHbIX HpuioxkeHuil. CoriacHO HCCIEIOBaHUIO, ‘‘COBPEMEHHBIE
HEWPOCETEBbIE MOJEIN JOCTUIIIM IOYTH YEJIOBEYECKOM TOYHOCTH B pPa3METKe
PYCCKHMX TEKCTOB IO YaCTSM PEUU U TpaMMaTHUYECKUM KaTeropusm — nopsaka 97-98
% TMpaBWIBHOTO OIpeereHnss MOpoIornueckux xapakrepuctuk cioB” (DeepPav-
lov, 2025). Hanpumep, ¢ mOMOIIbI0 MOJIeNIel Ha OCHOBE TpaHC(HOpMEpOB (TaKMX Kak
pycckosizbiunbie Bepcu BERT) Bo3M0kHO aBTOMaTHUeCKO€ OINpEesiCHHe MaIexka,
YHUCa, POJa U APYrUX IPaMMaTHYECKUX TPU3HAKOB MPAKTUYECKH JIJIS1 KaX0T0 CI0Ba
B TEKCTE C OueHb BBICOKOI TouHOCThIO (DeepPavlov, 2025). Ilogo6Hble KOpIyCHbIE
TEXHOJIOTMH YK€ BKJIKOYAIOTCS B MHCTPYMEHTAPUI MPENOAABATENSI PyCCKOIO S3bIKa
kak uHocTpaHHoTo (Sysoev & Filatov, 2024): oHU MMO3BOJISAIOT OBICTPO aHATTU3UPOBATH
0O0JbIIIMe MACCUBBI TEKCTA, BBIIEISATh TUIIMYHBIC OMIMOKUA M3YyYaIOIIUX HIIM, HAIPO-
THUB, IPUMEPHI PABUIBHOTO YITOTPEOICHUS, a TAKXKe MOI0NpaTh y4eOHbIE MaTepHaIbl
10 ONpPEACIIEHHBIM SI3bIKOBBIM TeMaM. ABTOMAaTHYECKasl JUHIBUCTUUYECKASI pa3MeTKa
naéT BOBMOXHOCTh CO3/1aBaTh Oorarbie yueOHbIe KOPITYChI M CIIOBApH, IPOBOAUTH IITy-
OMHHBIN aHAIM3 YIOTPEOIICHHsI CIIOB M KOHCTPYKIIMA. ITO obsierdaeT paboTy mpero-
JlaBaTesie U UcciaeAoBaresei, MoMoras UM BbISBIATh TPYIHOCTH, C KOTOPBIMU CTaJI-
KHMBAIOTCS YYalHecs, U aJallTUPOBATh MO/ HUX yueOHbIE TPOrpaMMBbI.

Kpowme toro, MU nprumMensieTcs B 3ajauax CUHTAaKCUYECKOTO aHAJIA3a U CEMaH-
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THUYECKOTr0 pazbopa pyCcCKOro MpeioxkeHns. AJTOPUTMbI MAIIIMHHOTO 00y4€eHHs CIIOo-
COOHBI OTIPENeNATh CTPYKTYPY MPEUIOKEHUS, CBA3H MEXKIY CIOBaMH, TUIIbI CHHTaK-
CUYECKUX KOHCTPYKIUH. Takre BO3SMOKHOCTH OKa3bIBAIOTCS MOJE3HbI IPU CO3AaHUU
CHCTEM NPOBEPKU I'PAMMATUKU U CTUIMCTUKU HA PYCCKOM SI3bIKE, KOTOPHIMH MOTYT
I10JIb30BAaThCsI KaK U3YYarolIHe S3bIK, TaK U HocuTenu. Hanpumep, MHTEUIEKTyalIbHbIE
MIPABOIKCHBIE U TPAMMATHYECKUE KOPPEKTOPHI, OTUPAIOIINECS Ha S3bIKOBBIE MOJIEIH,
y’Ke ceifuac moMoraroT 0OHapy>KUBaTh U UCIPABIIATH OIIUOKH B PYCCKOSI3bIYHBIX TEK-
crax. Takum o6pazom, MM ciry>KUT BaXKHBIM MHCTPYMEHTOM JIJISl TMHTBUCTHYECKOTO
aHanm3a, co3fanas GyHaamMeHT a5 3G HEKTUBHOTO O0YUEHUS SA3bIKY U UCCIEAOBAHMUI
€r0 CTPYKTYDBI.

U B 00y4yeHUH pycCKOMY SI3BIKY

OaHUM U3 caMbIX MEPCIEKTUBHBIX HAIpaBICHUN siBNsgeTcs npuMmeHenue MU
HEMOCPEICTBEHHO B OOy4eHMM pycCKOMYy Kak MHOcTpaHHoMYy (Sysoev & Filatov,
2024). CoBpemeHHble uccienoBanus nokaspiBatot, M1 aktuBHO BHenpsercs B yueo-
HBII MTPOLIECC AJIS PA3BUTHS HABBIKOB PEUM, aylUPOBaHMs, IMCbMA U YTCHUS Ha pyc-
ckoM s3bike (Karpovich, 2023). Huxe paccMorpensl KoHKpeTHble U-MHCTpYMEHTHI
U UX pOJb B O0y4YEHUH.

Yar-00ThI U r0JI0COBbIe MOMOUIHUKH. HTEpaKTUBHBIE CUCTEMBI, CIIOCO0-
HBIE TIO/IJICPKUBATH IUAJIOT HA €CTECTBEHHOM SI3BIKE, 3apPEKOMEHI0BAIIN ce0sl KaK d¢-
(eKTUBHbIE MMOMOIIHUKHU MPU U3YYEHUU MHOCTPAHHBIX SI3BIKOB, BKJIIOYAsl PYCCKHIl.
B nayuHoili nuTeparype orMedaeTcs, 4yTo 4aT-00Thl Ha 6a3ze MM oGecneunBaroT uMH-
JMBHTyaJTM3UPOBAHHBINA MOJXO0A K 00yJaloLIeMycsl ¥ 3JIeMeHT reiimuduxanuu B o0y-
yeHuu (Ha mpumepe uccienoBanus Kapnosuu 3.M. «IIpuMeHnenne HCKycCTBEHHOTO
MHTEJJIEKTa B 00y4eHHH MHOCTpaHHbIM si3bikam») (Karpovich, 2023). Takoii nepco-
HAJIM3UPOBAHHBIA M UTPOBOH (popMar B3aMMOJCHCTBUS MOBBIIIAET MOTUBAIIUIO CTY-
JICHTOB M IOMOTaeT CHATh MCUXOJIOrHYecKre Gapbephl MPHU Pa3roBOpe Ha HEPOJAHOM
s3bike (Oshchepkova & Lugovaya, 2023).

CornnacHo uccnenoBanuio OmenkoBoit u Jlyrosoii (Oshchepkova & Lugova-
ya, 2023), ucronp30BaHUE YaT-00TOB MO3BOJISIET YUAIIUMCSI TIPAKTUKOBATH Pa3rOBOP-
HYIO peub B 0e30macHoi cpezie 6e3 cTpaxa OIMOUTHCS, YTO 0CO00 BaXKHO, YUUTHIBAS,
9T0 0KOJIO0 «50 % IIKOJIBHUKOB MCIIBITHIBAIOT OOS3HB MOKA3aThCSl CMEITHBIMIY TEPE]
OZIHOKJIACCHUKaMH IPU TOBOPEHUU HA MHOCTPAHHOM s3blke. YaT-00T, Oynyun Teprie-
JIMBBIM COOECETHUKOM, Aa€T BO3MOKHOCTH MHOTOKPATHO MOBTOPSATH (Ppasbl, OCBaU-
BaTh HOBBIE CJIOBA U KOHCTPYKIIMM B Juajiore. B pesynbrare sKCepUMEHTOB, Hcclie-
JI0BaTeJsIMU OB COCTABJIEH CIMCOK KPUTEPHEB JUIsl 0TOOpa ONTUMAIBLHOIO YaT-00Ta
C TOYKH 3peHust 00ydeHus: — Haubosee 3(pheKTHBHBIMU OKa3aIUCh T€ HEHpOCeTH, KO-
TOpbIE MOAJIEP’)KUBAIOT MHOXKECTBO SI3BIKOB, 00J1aat0T (PYHKIIMEH roJ0COBOTO BBOJA,
aJlanTUPYIOTCS 0] YPOBEHB I0JIb30BATEIIS U MPEIOCTABIAIOT KaueCTBEHHYIO 00par-
HYIO CBSI3b Ha BBICKA3bIBaHUs 0Oyuaemoro. OTaenbHble paboThl OMMCHIBAIOT YCIEI-
HOE MIPUMEHEHUE KOHKPETHBIX OOTOB U rOJIOCOBBIX ACCUCTEHTOB B IIPAKTHKE IPEIO-
JaBaHUsl PYCCKOTO: “OHM MMHUTHPYIOT OOLIEHHE HA OBITOBBIE TEMbI, KOPPEKTUPYIOT
OLIMOKM MPOU3HOMIECHHS M TPAMMATHKH, TIOCTETIEHHO YCIIOXKHSIS 3a7a4i 110 Mepe po-
cta HaBbIKOB yueHuka” (Oshchepkova & Lugovaya, 2023).
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I'enepaTuBHbie Moenu (HeiipoceTu Tuna ChatGPT). [losBnenue 601bmnx
SI3BIKOBBIX MOJIEJIEH, CHOCOOHBIX T€HEPUPOBATh CBSA3HBII TEKCT HA PYCCKOM SI3bIKE, OT-
KpBUIO HOBBIE TOpU30HTHI B 00ydeHnu. Mozaenu Bpoae ChatGPT yxe ucnosnb3yrorcst
JUIsL CO3/1aHuUs U(PPOBBIX YUEOHBIX MaTepUaIoB U OpraHU3alUU y4eOHOTro mpolecca
o pycckomy si3bIKy. B wactHoCcTH, Takoil UM criocoOeH aBToMarndecku reHepupo-
BaTh YNPaXHEHU 110 TPAMMATUKE WM JIEKCUKE, aJallTHPOBAHHBIC 1107 YPOBEHb CTY-
JIEHTa, TIPUAYMbIBaTh AUAJIOTM HA 3aJaHHbIE TEMbl, OTBEYATh HA BOIIPOCHI IO Ipa-
BUJIaM pycckoro s3bika. B nccnenoBanuu CoicoeBa u @uiarosa (Sysoev & Filatov,
2024). nepeuncieHsl HauOojee pactpocTpanéHHble M-UHCTPYMEHTHI, JOCTYITHBIE
IIMPOKOMY KPYTY H3yYalOMIUX PYCCKUH SI3BIK: MMOMHUMO 4ar-00TOB M aCCHCTEHTOB,
Tyaa BkitodeHsbl HelipoceTh ChatGPT u kopmycHble TeXHOIOTHY J71s1 pabOThI C S3BIKO-
BBIM MAaTEPHUAJIOM.

I'eneparuBubiii MM 1103BOMNSET CTyIEHTaM MPOJOJDKUTH U3y4YECHME s3bIKa 3a
npesiellaMy ayIuTOPUU: HapuMep, MOJIEIUPYs CUTyallMOHHbIE AMANOTH (TI0e3/1Ka B
TpaHCIOpTe, OXO0J] B Mara3uH U Jp.), OH Aa&T MPaKTHKY BHE KiIaccHOU cpeabl. bonee
TOTO, TAKHE MOJIEIN CIOCOOHBI 3HAKOMUTDH YHALIUXCS C IEMEHTAMHU KYJIBTYpbI: 110
3aIpOCy OHU PACCKAKYT O «POCCUNMCKUX TPATULMAX, PEAUAX PA3HBIX PETUOHOB, YTO
oboraraer cTpaHoBeqUYecKue 3HaHUs u3yyaroumx» (Sysoev & Filatov, 2024). Otme-
qaeTcs TakKe TUAAKTUUECKHUI MMOTEHIMa NCIIOIb30BaHuUs MOI00HBIX HelpoceTel B
KOJUIEKTUBHBIX ITPOEKTaX: CTYIEHTBI MOI'YT coBMecTHO ¢ MU pa3pabarbiBaTh TEKCTHI,
IIEPEBO/bI, BECTU IUCKYCCHH B UaTe, TEM CaMbIM TPEHUPYS HABBIKU COTPYAHUUYECTBA B
SI3BIKOBOM cpefie. BayXHBIM MPerMyIIecTBOM SIBISICTCS M «PAa3BUTHE YMEHUN y4eOHOU
aBTOHOMHMM» — paboras ¢ UM-uHCcTpyMeHTaMu, ydaluecs: y4arcsi CaMOCTOATENbHO
CTaBHTh LIEJIM, UCKATh HHPOPMAIIUIO, KOPPEKTUPOBATh CBOM OIIMOKH Ha OCHOBE IOJI-
cka3ok mMozenu. Co BpeMeHEM 3TO MO3BOJISIET KaXKJIOMY BBICTPAUBaTh UHIUBUAYab-
HYIO TPAeKTOPUIO 00yUYEHHsI PYCCKOMY fA3BIKY B COOTBETCTBHM CO CBOUMH IOTPEOHO-
ctaMu U ciocoOHocTsME (Sysoev & Filatov, 2024). Takum o0pa3om, reHepaTUBHbIC
MOJIEJIM BBICTYNAlOT CBOCOOPAa3HbIMU BUPTYaJIbHBIMU HACTABHUKAMH, JAOIMOJIHSOLIH-
MU paboTy MpenoiaBaTess.

HNHTesIekTyaIbHBIE TPEHAXKEPLI U CUCTEMbI KOHTPOJs. EmE onHuM Ha-
npasiienueM npumeneHuss MU sBisttoTcs ananTuBHbIe 00yYaroIye CUCTEMbI U TECTH-
pytouye miaTGopmMbl. AJITOPUTMBI MALTMHHOTO OOy4€HUS MOTYT OTCJIEKHUBATh IPO-
rpecc yJalerocs pu BbIIOJIHEHUH YIIPAKHEHUH 110 PyCCKOMY SI3bIKY, aHAJIU3UPOBATh
TUMIWYHBIE OIIMOKK (HampuMep, B yHOTpeOJeHUU MajeXed WU BUI0-BPEMEHHBIX
(opM I1aros0B) M MOJCTPauBaTh MOCIEAYIOIINE 3aaHUs oA ciaadble MecTa CTy/IeH-
Ta. CyIlecTBYIOT MPOTOTUIIBI CUCTEM, aBTOMATUYECKU OLIEHUBAIOUIMX MHCbMEHHBIE
COYMHEHHMs Ha pycckoM s3bike: MM aHamm3upyeT rpamMMmaruky, JEKCHKY, CTHJICBBIC
0COOEHHOCTHU TEKCTA M BBICTABISET MPEABAPUTEIbHYIO OLIEHKY ¢ MosicHeHusMu. [1o
MHeHuto KaproBuu D.M., Takue cuCTEMBI MOMOTYT IPENOAABATEISIM COKPAaTHTh
BpeMs Ha MPOBEPKY padOT M MPEAOCTaBUTh 00yUarOImUMCs 0oJiee ornepaTUBHYIO 00-
parnyto cBs3b (Karpovich, 2023). Kpome Toro, aBToMaruueckuii KOHTPOJIb 3HAHUN
(Harpumep, MOCPEICTBOM 4aT-00Ta-BUKTOPHUHBI WIM OHJIAMH-TECTa C 3JIEMEHTAMU
NU) ciocobGen B urposoil ¢popme noanepkuBaTh UHTEPEC CTYACHTOB M PEryJSPHO
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TpeHUpoBaTh UX HaBbIKU. [lo manHbIM uccaenoBanuii OmenkoBoit H.A. u Jlyrosoi
A.B., moj06HbBIE TEXHOJOTHH AETAI0T MpoIecC U3ydeHus sA3bIka Oonee 3(h(HeKTHBHBIM
u noctynueiM (Oshchepkova & Lugovaya, 2023), mockoabKy ydaliuiicss MOKeT Ipak-
TUKOBAaTbCs KOTJa YTOAHO, MT0Jy4yasi MTHOBEHHYIO OLIEHKY CBOMX JI€HCTBHM.
[MpeumymiecTBa u orpaHuvYeHus ucnoan3osanusa MU
[TpuMeHeHne MCKYCCTBEHHOTO MHTEIUIEKTa B M3YYCHHH PYCCKOTO SI3bIKAa HAaéT psif
OLIYTUMBIX MpenumyliecTB. Bo-mepBbiX, kak Obu1o mnokazaHo, WHM-MHCTpyMeHTHI
pacCIIUPSIOT BOBMOKHOCTHU MPAKTHKH: CTYACHT MOXKET 0OLIaThCsl HA PyCCKOM SI3BIKE
¢ O0TOM WJIM MOJIENIBIO CTOJIBKO, CKOJIBKO HEOOXOAMMO, HE OTPAHUYMBASICH paMKaMU
ypoka. OT0 0COOEHHO LIEHHO AJIsi MOTPYXKEHUS B S3BIKOBYIO CPELy B YCIIOBHSIX,
KOTJa JXKMBOE OOIINEHHE C HOCHTEISIMH OTpaHHWYeHO. BO-BTOpBIX, peann3yercs
NEepCOHAIN3aLMs 00YUEeHUs — AITOPUTMBI MOTYT aAalITUPOBATHCA IO/ TEMIT YCBOSHUS
Y UHTEpEeChl KOHKPETHOT'O YelloBeKa, pesiaras eMy UIMEHHO TOT MaTepHall, KOTOPbIi
HyXeH Juia porpecca (Sysoev & Filatov, 2024). B-tpetbux, nucnons3osanue MU mo-
BBIIIAET MOTUBALMIO: UIPOBON (OpPMAT, MHTEPAKTUBHOCTh U HOBU3HA TEXHOJIOTUI
YBIIEKAIOT YYalUXCsl, YTO MOATBEPKIAETCS POCTOM MX BOBJICUEHHOCTU B YUEOHBII
nporecc (Karpovich, 2023). Hanpumep, BHenpeHne 4aT-00TOB MPHUBEJIO K TOMY, YTO
MHOTHE CTYAEHTBl CTAJIM aKTHBHEE IPEOJ0JIeBaTh CTpax pa3rOBOPHON MPAKTHKH U
YBEIUYWIN BpeMms, yaensemoe camonoaroroske (Oshchepkova & Lugovaya, 2023).
OnHako, Hapsy C NPEUMYIIECTBAMH, CYMIECTBYIOT M OTPaHUYEHUS, KOTOpHIC
He00XoauMo yuuThiBaTh. MW nUIIEH psizia YMCTO YETOBEYECKMX KAauyecTB, Ba’KHBIX
B 00yueHHM s3bIKy. Tak, HelpoceTn He O0NANAIOT ASMIATHEH U AMOIUOHAIBHBIM
MHTEJUIEKTOM — OHH HE YMEIOT II0-HACTOSIIEMY COTIEPEIKUBATh YICHUKY, TO0aIpUBATh
WIN YYUTHIBaTh €r0 HaCTPOCHHE. DTO 03HAYAET, YTO MCUXOJIOTHYecKas MOIEPKKa,
KOTOPYIO OOBIYHO OKa3bIBACT YUUTEIb, OCTAETCS BHE 30HBI IOCSITAeMOCTH MALTHHHOTO
untemnekra (Karpovich, 2023). Kpome toro, MM-mozenun mnoka HeI0CTaTOYHO
qyBCTBUTEIbHBI K KyJIbTYPHOMY U KOHTEKCTyalbHOMY (hoHy oO1ienus (Sysoev & Fila-
tov, 2024). SI3pIk HEOTAETUM OT KYJBTYpBI, U )KUBOH MpenogaBaTellb, KaKk MPaBUIIO,
croco0eH OOBSCHUTH TOHKOCTH YHOTpeOiaeHus: ¢ppa3 ¢ y4€TOM COIMOKYJIBTYPHOTO
KOHTEKCTa, TOI/Ia KaK aJIrOpUTM MOXET JaThb H30JIMPOBAHHBIN, «CTaHIAPTHBIN»
oTBeT. B mccnenoBaHUsIX OTMEYAIOTCS CIIydad, KOTAa 4aT-00Thl OTPaHMYMBAIOTCS
mabJIOHHBIMU PETUIMKAMU, YTO CO BpEMEHEM CHIDKaeT uHTtepec ooyuatomuxcs (Osh-
chepkova & Lugovaya, 2023). Takxe reHepaTUBHbIC MOJIEIN HEPEIKO 3aTPYJHIIOTCS
C TOHMMaHHUEM FOMOPa, capKa3Ma, I3bIKOBOI UTPBI — SJIEMEHTOB, KOTOPBIE BaYKHBI JITIS
IIPOABUHYTOI'0 YPOBHS BJIAZICHUS SI3BIKOM.
Haxkoner, emie oaMH Ba)KHBI acHeKT — poJib IpernojaaBatens npu BHexpenun WM.
[IpakTka mMOKa3bIBAET, YTO «HAMJIYYIIUX PE3yJIbTATOB TEXHOJOTHH JOCTHTAIOT
IIPU UX HUCIOJB30BAaHUU B COTPYJHHMUYECTBE C IIEAAaroroM, a He BMecto Hero» (Kar-
povich, 2023). @ynkuus yuuresnst TpaHCHOPMUPYETCs: OH CTAHOBHUTCS ThIOTOPOM U
MOJIEpaTopoM 00pa30BaTEIbHON TPACKTOPHH, HANpaBisis cTyieHTa B padote ¢ MU
W JOTIOJHSASA TO, YTO HE MOXKeT naTh MamuHa (Sysoev & Filatov, 2024). Hanpuwmep,
IpernoiaBaTeslb IOMoraeT pazo0pars omuoku, nomymeHusie MU (ecim monens nana
HETOYHBI WM YHPOIIEHHBIH OTBET), 00ECIeYMBaET Ty CaMyl0 3MOIMOHAIBHYIO
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HNOJICPKKY M MOTHBanuioo. KiltoueBbIM yclioBHEM ycmexa sBISETCS JAOCTaTOYHAs
mudpoBasi KOMIETEHTHOCTh camoro mnpenonaBarens (Karpovich, 2023). bes
MOHMMAaHUS IPUHLHUIIOB paboThl 1 Bo3MoxkHOcTel W TpynHO 3¢ (heKTUBHO BCTPOUTH
ero B ydeOHbI npouecc. IloaToMy B COBpEMEHHBIX MPOrpaMMax MOBBIIICHUS
KBAJTM(HUKAIIMKA YUYUTEICH PYCCKOTO s3bIKa BKIIOYAIOTCA MOAYIM MO IH(POBOi
negaroruke W ucnoib3oBaHuio MU-uncTpymentoB B kiacce. Karpovich, E. M.
HacTauBaet, uto MU cnenyer paccMaTpuBaTh He Kak 3aMEHY, a Kak BCTIOMOTaTeIbHbII
MHCTPYMEHT JUISL TOCTMDXKEHUS JIydlInX oOpa3zoBaTenbHBIX pe3yibratoB (Karpovich,
2023). Ilpu npaBuIbHOM TPUMEHEHUHN OH pasrpy’kaeT MpernofaBaTess OT PYTUHHBIX
3aja4, MPEeAOCTaBisAss OOJiblle BPEMEHU JJIsi TBOPUYECKOW U IEJarorundyeckoi
JESTeIbHOCTH, M OJHOBPEMEHHO O0OTalaeT OMNbIT y4alluxcs, JAeias H3ydeHHue
PYCCKOTO si3bIKa 00JIee YBIICKATENbHBIM U 3()PEKTUBHBIM.

3akiarouenue

Pa3BuTHE NCKYCCTBEHHOIO MHTEJUIEKTA MIPUBEJIO K MOSBICHUIO HOBBIX METO-
IMK U CPEICTB B M3yUYEHUHM PYCCKOTO sI3bIKa. ABTOMATU3UPOBAHHbIE CHCTEMBbl aHa-
JM3a sA3bIKa 00JErdaroT HUCCIEAOBAaHUE JIMHIBUCTUYECKHX OCOOCHHOCTEH pycCKoro,
a uHTepakTuBHbIe MI-accucTeHTHl MpeAoCTaBIsAIOT ydalluMcsl Oeclperie/IeHTHbIE
BO3MO)KHOCTH JIJIsl IPAKTUKU U caMocoBepIeHCTBOBaHMs. OnbIT npumenenus MU B
00pa3oBaHMHU MMOKA3bIBAET, YTO COUETAHUE TEXHOIOTUI U TPAIUIIMOHHBIX TIeJaroruye-
CKHX ITOJIXOJIOB CIIOCOOHO MOBBICUTH Kau€CTBO 00yUEHUS: yUallluecs MoryqaroT donee
NEPCOHATIM3UPOBAHHYIO U HACBIIIEHHYIO MPAKTHKY, a IIpernogaBarenu — 3pGeKTUBHbIE
MHCTPYMEHTHI JUIst paboThl. Ho BaxkHO He 3a0BIBaTh O POJIM YUUTENs U )KUBOTO O0IIIe-
HUS: IMEHHO YeJIOBEK 00€CIIeYnBaET IMOLIMOHANIbHYIO CBSI3b, MOTHUBALIMIO U NIEpEIavy
KyJBTYPHOT'O KOHTEKCTA, KOTOPBIH J1eNaeT U3y4eHHUE sI3bIKa OCMBICICHHBIM.

IIpumenenne MM B m3y4eHUM PYCCKOIO sI3bIKa HAXOAUTCS HA NOABEME, H
MOXXHO OXHJaTh, YTO B OJNIMIKAWIIIUE TOJBI ATH TEXHOJOTHUU CTaHYT emié Ooiee co-
BEPLICHHBIMU U IOCTYIHBIMU. ByyT MosIBISATHCSI HOBBIE YaT-00THI, BUPTyaJIbHBIE pe-
NETUTOPHI, PACHIUPATHCS BOZMOKHOCTH aHAJTUTUYECKUX IUIATGOpM. ITO moTpedyeT
IIPOJIOJDKEHUS MCCIIEIOBAaHUI B JAHHOM 00JAacTH — KaK C TOYKU 3PEHUs COBEPILEH-
CTBOBAHMs aJITOPUTMOB, TaK Y B INIAHE METOJMKH UX UCIOIb30BaHUs. | TaBHas 3a1a4a
COCTOMT B TOM, YTOOBI FapMOHUYHO UHTErpupoBarh M B yueOHbII npoliecc, yCUInB
CHJIbHBIE CTOPOHBI KaK MAIlMHBI, TAK U YeJoBeKa. Tak pycckuil s3bIK, OAUH U3 Oora-
TEHIINX SI3bIKOB MHUPA, CTAHET elé ONMKe U MOHATHEE JJIsl BCEX, KTO CTPEMHTCS €r0
BbIYUYUThb, @ [I€IATOTMKA PYCCKOTO sI3bIKa 000TraTUTCS] UHHOBALIMOHHBIMU UHCTPYMEH-
TaMH, He Tepsisl IPU 3TOM CBOUX JIyYILIMX TPaAULIUH.
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Abstract. The research is devoted to the automation of log processing to
improve information security. Elastic Stack technologies and methods of centralized
collection, parsing and structuring of logs are considered. The emphasis is placed on
standardization of log messages, correlation of events and automated generation of
reports. The approaches used are based on NIST and SANS publications, as well as
on advanced cybersecurity techniques. Automation algorithms and recommendations
for their integration are presented. The analysis of the deployment of the SIEM
architecture, automation of threat monitoring and risk reduction is carried out.

Keywords: cyberattacks, SOC analysts, attack modeling, cyber threats,
cybersecurity, Threat Intelligence, tactics and techniques (TTP), incident response,
attack simulation, Red Team, Blue Team

ELASTIC STACK HETI'IBIHAE )KYPHAJIJAPAbI /KOHE AKITAPATTBIK
KAYHICI3AIK OKUFAJIAPBIH TAJIJAYIbI ABTOMATTAHABIPY

JA.K. KaiipaToB

Frutbimu xerekua: A.C. baeruszosa

Kaiiparos [linmyxammen KaiipaTyJbl — «AKnaparThIK KayiIci3aik Kyienaepi» MaMaH bIF bIHBIH

maructpanTbl, JI.H. I'ymunes ateiaaarst Eypa3sust YITTBIK yHUBEPCUTETI.

AHHOTaUMs. 3epTTey aKMapaTThIK KAyiNCi3MiKTi )KaKCcapTy YIIiH JIOTTapabl
OHJICYIi aBTOMATTaHAbIpyFa OarbiTTasiFad. Elastic Stack TexHomorusuiapel koHE
OPTANBIKTAHABIPBUIFAH JKUHAY, Taljay >KOHE KYPHAJAbl KYpBUIBIMAAY omicTepi
KapacTelppiianel.  JKypHan  xabapiamanapelH — CTaHAApTTayFa, OKUFaJapiblH
KOppEISIUACHIHA JKOHE €CenTep/li aBTOMATTAaHABIPBUIFAH KaJbITacThIpyFa Oaca
Hazap aymapeuragel.  NIST  sxome SANS  OaceUtbIMIapbiHA,  COHIAM-aK
Kubepkayinci3mikTiH =~ 03BIK TOXipubenepine HETi3/IeNTeH Tociaep
KOJIJAaHBUTAJbl.  ABTOMATTaHIBIPY alTOPUTMAEP] JKOHE  oJapAbl  OipikTipy
OoiipiHIIa  yceiHBICTap  Oepinren.  SIEM-apXuTekTypaHbl — OpHAaJacThIpyFa,
KayinTep MOHUTOPHUHTIH aBTOMATTaHJIBIPYFa KOHE TOYEKeNIep/i a3aTyra

@‘(}' This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

263



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

Tanaay Kypriziiii.

Tyitin ce3mep: xubepmadysuimap, SOC aHaIUTHKTEpl, MAOYBUIIAPIBI
Mojenbey, Kubepkartepiep, kubOepkayincizaik, Threat Intelligence, maOypin
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ABTOMATHM3AIINS ITIAPCHUHT A JIOTOB U COBBITHM
WH®OPMAIIMOHHOM BE30IACHOCTH HA BA3E ELASTIC STACK

JA.K. KaiipaToB
EBpa3suiickuii HannoHanbHbIN yHUBepcuteT uMenu JI.H. I'ymunesa, Acrana,
Kazaxcran
Hayunsiii pyxkoBoautens: A.C. baeruzosa

Kaiipatos Jlinmyxammen Kaiipatyasl — wmaructpanT cnenuansHocTH  «CHCTeMBl MH(GOPManMOHHON

Oe3omacHocTH», EBpasniickuii HanmonaneHseiit YauBepcutet nmenu JI.H. ['ymunesa

AnHoTtauus. VccrnenoBanue MOCBSIIEHO aBTOMAaTU3allMd OOpaOOTKU JIOTOB
JUIS TIOBBIIIIEHHUsI WHGOPMAIIMOHHON Oe3omacHoCTH. PaccMaTpuBaroTCs TEXHOJIOTHUHI
Elastic Stack 1 MeTonbI IeHTpaIM30BaHHOTO COOpa, MAPCUHTA U CTPYKTYPUPOBAHUS
JIOTOB. AKIIEHT CJIeJlaH Ha CTaHJapTU3AIHIO JIOT-COOOIICHUH, KOPPEIALUI0 COOBITUI
U aBTOMAaTH3UpOBaHHOE (opMHUpOBaHHE OTYETOB. MCmonb3yroTcs MOAXOMAbI,
ocHoBanHble Ha myoOnukamusx NIST m SANS, a Takke Ha MEepeIOBBIX METOJAX
kubepOe3onacHocTH. [IpecTaBieHsl anropuTMbl aBTOMATHU3AUN U PEKOMEHIalluU
1o ux uHrerpauuu. I[Iposenen ananus paszseptsiBanus SIEM-apXuTeKkTypbl, aBTOMa-
THU3allMM MOHUTOPHHIA YIPO3 U CHUKEHUS PUCKOB.

KiroueBble cjioBa: aBTOMaTH3aIMs, TAPCUHT JIOTOB, KUOCPUHIIUICHTHI, WH-
¢dopmanmonnas 6ezonacHocts, SIEM, Elastic Stack

BBenenue

CoBpemeHHbIe HH()OPMAIIMOHHBIE CHUCTEMBI DPAa3BUBAIOTCA, 4YTO TpeOyeT
COBEpIICHCTBOBAHMS MEXaHU3MOB 3alllUThI, BKIIOYAsl aHAJIU3 JIOTOB JJIs BBISIBICHUSA
yrpo3. B pabote uccinemyercss aBTOMaTHU3alMs MMapcUHTa JOTOB M MX HHTETpaius
B SIEM c ucnons3oBanuem Elastic Stack. Jlorn momksbl ObITh HH)OPMAaTHBHBIMU
U CcoJepKaThb KPUTUYECKH BaKHbIe JaHHble, mnomoras SOC-aHanuTHKaM B
JNETEKTUPOBAHUU MUHIIUJIEHTOB.

—EMERGENCY - cucrema HecTaOUIbHA;

—ALERT — cucreme TpeOyeTcss BHUMaHUE WM UCIIPABIICHMUE;

—CRITICAL — xputnueckast uHGOpMaIus;

—ERROR - ommoku;

—WARNING — npegynpexaeHus;

—NOTIFICATIONS — 3Haunmasi, HO HEKpUTUYHAsE HHPOPMAIHS;

—INFO — uadopmanus o611ero uHTepeca;

—DEBUG — undopmarnus 1j1st OTIaIKu.

Jlor-¢aiinbicomeprkaT TaHHBIE 0 COOBITHSX, PUKCUPY S ACHCTBUAIOIb30BaTENEH
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U cucTeMHbIe Tiporiecchl. Ayautopckue joru, Bkiodas SYSCALL, PROCTITLE u
CWD, npenoctapisiioT AeTaIU3UPOBaHHYI0 MH(OPMALIUIO O COOBITHUAX, TOMOrasi B
aHaju3e MHIHUIECHTOB. [Ipy BBITOJIHEHMN KOMaH/Ibl CO3AAETCSI HECKOJIBKO CBSI3aHHBIX
JIOTOB, KaKJIbI U3 KOTOPBIX OTBEUYAET 3a OMPEACIEHHBIN dTAIl ITPOIEcca.

[Tpuseném npumep aynutopckoro jjoratuna SYSCALL nHa pucynke 1. [lanHas
3amuch ObLIA BBI3BAHA SIIPOM CUCTEMBI. Takke CylIeCTBYIOT APYTHe TUIIbI, HAIPUMEDP
PROCTITLE kak noka3aHo Ha pUCYHKE 2, KOTOPBIH IO3BOJSET ONPEAEIINTD, KAKYIO
KOMaH/Ty BBEI MOIb30Baredb. OJJHAKO CTOUT OTMETHTh, YTO 3TOT THUII JIOTOB MHUPPYET
BBEJIEHHYIO IMOJIb30BaTelieM KOMaHAy B IIecTHaAnarepuyHoM ¢opmare. Ha pucynke
3 moka3zau cienyomui Tin — 310 CWD, koTopblil 1aéT nHpopMannio 0 TOM, B KaKOi
JUPEKTOPUH HAXOAWIICA MOJIb30BATENb JO aKTUBALMKA KOMAH/IBI.

type-SYSCALL msg-audit (1643943144 .940:13345767) : arch=c000003e
syscall=90 success-yes exit=0 a07ffe666b3934 al= 1la0 a2=Tffe66
6b2fa0 a3=7f9b09%a6a620 items=1 pgjil=1 pk1=3890242 auid=543211
R1=54321 gid=54321 euid=54321 suid=54321 fsuid=54321 e1/A=5432
1 agit1=54321 fad-54321 =(Isone) ses=432 comm="tosIsnr" 9 exe=
"/orahome/product/19.0.0/dbhome 1/binAnsIsnr" key="perm mod"AR
CH=x86 64 SYSCALL=chmod AUD3="oracle" UIE"oracle" GID="oinstal
1" EUID="oracle" SUID="oracle" FSULD="oracle" EGID="oinstall"
SGID="oinstall" FSGID="oinstall"

Pucynox 1 — Ayoumopckuii noe muna SYSCALL

type=PROCTITLEmsg=audit (1643943145.008:13345768) :roctitle, 2F6F
7261686F6D652F70726F647563742F31392E302E302F6462686F6D655F312F
62696E2F746E736C736E72004C495354454E4552002D696E6865726974

Pucynox 2 — Ayoumopckuii noe muna PROCTITLE

type=CWDrnsg=audit (1643943144.536:13345742) : cwd="/horne/oracle"

Pucynox 3 — Ayoumopckuu noe muna CWD

Hanee cnenyer obpatuth BHMMaHue Ha mapamerp msg=audit. D10 MeTka
BPEMEHH, KOTOpasi BBINIAIUT Kak uaeHTHU(HKarop. C e€ moMoIIbl0 MOXHO CBS3aTh
Mexay coOoil cBsizanHble soru. Ilapamerp arch=c000003e naér undopmamuio 06
apXUTEKType MoJib3oBaTesbckoi cucteMbl. 3HaueHue c000003e, 3akogupoBaHHOE B
[IECTHAIATEPUIHOM (popMaTe, COOTBETCTBYET apxXxuTeKType x86 64. Taxke yepe3
napaMeTp success MOKHO TOHATh, ObLIa JIM KOMaH/Ia yCHEIIHO BBIMOJHEHA. Takum
o0pa3zoM, MOKHO pa3o0paTh BECh Ay IUTOPCKUM JIOT.
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SIEM pemenue

C pocToM JaHHBIX ¥ OHJIAH-aKTUBHOCTH B TIEPUO/I TAaHIeMUU 00paboTKa JIOTOB
cTalla KpUTUYECKU BaXKHOMU M Obli1a aBToMaTu3npoBana. SIEM-cuctembl 00beIUHSIOT
MHCTPYMEHTHI JUIsl cOOpa, MapcuHTa M aHajlu3a JIOTOB, MTOMOTrasi BBISBISATH YTPO3bI.
[Tonynsipubim pemennem siBisietcst ELK Stack, yckopsitomuii mouck u aHaiau3 J1aH-
HbeIX. KomOunupoBanusie noaxoasl B SIEM obecneunBator 60mblnyio 3pQexTus-
HOCTb, Y€M CTaTHYHBIEC CTPATETHH.

MexaHu3M H cxema

[Tpexne yem BBIOMpATh MHCTPYMEHTBI, BAXKHO OINPENEIHUThH JIOTUKY PaOOTHI
SIEM, Tak Kak 3TO BIMSET Ha pealMu3aluio NMpoekTa. B paboTe y4yHTHIBaroTCA
COBpEMEHHBIE CTaHIAPTHI U TpU ucTouHUKa JOroB: CentOS Linux, Windows 10 u
Ubuntu ¢ Nginx. Jloru napcsitcst B 3aBUCUMOCTH OT UX opMata, 3aTeM MepejatoTcs B
Logstash miis nanpHeimei o0paboTKy.

Monyau Filebeat u Winlogbeat

[Tepenayda 10r0B U3 pa3IUYHBIX HICTOYHHUKOB MOXKET ObITh 3 (heKTUBHO pelieHa
C OMOIIbIO0 HHCTpYMEHTOB Beats. Beats BricTynatoT B pojii HHCTPYMEHTOB IIEpejaun
TaHHBIX C MPEIBAPUTEIEHO CTPYKTYPHUPOBAHHBIMHU JIOTaMHU.

Filebeat ncnonp3yercs mist oTnpaBku jtor-cooduiennii B Elastic nmm Logstash
s uHaekcanuu. Moaynu Filebeat ympomator cOop, MapcHHT W BU3YaTU3aIHIO
JoroB, Omaronaps ObICTpoil HacTpoiike. [locne akTuBanMu MoyJei HacTpauBaeTcs
coequnenue mexny Filebeat n Logstash, coznaercs konBeiiep 00pabOTKH TaHHBIX.

s Windows cymectByeTr moyis Winlogbeat, koTopblii ynaBiuBaeT v puiib-
TpyeT cobbiTis Windows, BKJIIOUYas )KypHasbl MPUIOKEHUH, 0€30MaCHOCTH U CHCTe-
MblI. [IpuHIMN paboThl aHAOTHYEH CTaHAapTHEIM Moy siM Filebeat.

JIJ1s1 KOPPEKTHOTO MapCUHra CIIOKHBIX JIOTOB MCHOJBb3YIOT marrepHbl Grok.
Logstash Grok comocraBisieT CTpPOKH € PEryJSIpHBIMH BBIPQKEHUSMHU, I1O3BOJISIS
U3BJIEKATh JAHHBIE C UCTIOJIb30BAaHUEM IIPEAYCTAHOBIEHHBIX IIA0JIOHOB I Pa3HBIX
TUTIOB JJAHHBIX.

Grok mmeer COOCTBEHHBIN CMHTAKCUC, B KOTOPOM MBI ONpEZeNsieM MaTTepH,
KOTOpBbII Oy/leT BCTpEYaThCsi B KaXKAOM JIOT-COOOIIEHHWH, M CBSI3BIBAEM €ro C
(haKTHUECKUM CUHTaKCHUCOM JIOTA.

%{SYNTAX:SEMANTIC}

% {IPv4:Client IP} % {IPv6:Client IP}

Cnoxnbie joru Oyayt oOpabaTeiBaThCsi Ha ypoBHe Logstash ¢ momoribio
narrepHa Grok, a 3aTeM y»e OCHOBHas cucTeMa OyZieT UX MapCuTh Kak OOBIYHBIC JIOT-
COOOIIIEHN.

KV filter plugin

B mpouecce ananuza u 00pabOTKM JIOTOB OJHOM M3 BaKHEHIIMX 3aaay
ABIISICTCS MPAaBUIBHOE M3BJICUCHHUE M CTPYKTYpHUpPOBaHME JaHHBIX. [y perieHus
9TOM 3a1aun B cucteme Logstash nmpumensercs mnarun KV (Key-Value), koTopbrit
npeJHa3HayeH Ul aBTOMAaTHYECKOro MapCUHIa COOOIEHUN WM OTAEIbHBIX MOJIeH
COOBITUI, UMEIOIINX CTPYKTYpY ~KIIIOU=3HaueHue”.

OnHoit 13 0cOOCHHOCTEH TIJIarMHa SIBJISIETCS €ro TMOKOCTh B HacTpoiike. OH
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MO3BOJISET UCTIOIB30BATh JIFOOBIE CTPOKU B Ka4ECTBE pa3/iesIuTeNe, He OrpaHUYHUBAsICh
TOJIBKO CUMBOJIaMu “=" 1 nipodenom. Hanpumep, punstp KV Moxer ObITh HaCTpOEH
JUIsi 00pabOTKM JIOTOB C MapaMeTpaMu, pa3ielieHHBIMU amrepcannoM (&), Kak B
cinyyae ¢ HTTP-3anpocamu:

foo=bar&baz=fizz

B pesynbrate 00paOOTKH JIOT-COOOIIEHUS C TaKUM MapaMeTpoM, JaHHBIE
OyIyT pa3zieneHbl Ha JIBa MO

foo: bar
baz: fizz

[Tnarun KV 3HaunTensHo ynpoiaer 00padoTKy CTPYKTYPUPOBAHHBIX JTaHHBIX
U TI03BOJISIET JIETKO MHTErpUpoBaTh cucreMy Logstash ¢ pa3nnyHBIME HCTOYHUKAMHU
JIOTOB, TJI€ JaHHBIE MPEACTABICHBI B (hopmare “Kiroy=3HaueHue”. IT0 SKOHOMHT Bpe-
Msl Ha TIPeABApUTENIbHYIO0 00paO0TKY TaHHBIX M 00JeryaeT ux JajbHEHIINN aHaIH3.

Kpome toro, ¢punsrp KV mo3BosnsieT ObICTpO aganTHPOBATHCS K PA3TUIHBIM
(dhopmaram JIOTOB U M3BJICKATh U3 HHUX TOJIE3HYIO MHPOpPMAIUIO 0€3 HEOOXOAMMOCTH
MUCATh CIIOKHBIE PETrYNISIpPHBbIC BBIPAKEHUS JUIS KaXKJIOTO clydas. DTO AENaeT €ro
YHHUBEPCAIGHBIM HHCTPYMEHTOM JIJIsl CHCTEM, B KOTOPBIX HEOOXOIUMO 00padarhIBaTh
00JIBIIIOE KOJIUYECTBO JAHHBIX, MOCTYMAIOMINX U3 PA3TUYHBIX HCTOYHUKOB.

Grok-¢hunsTp:

—Vcnonb3yercs A1 U3BIEUEHUs HY)KHOM YacTH COOOIICHHUS.

B JTAaHHOM ciiyJae MPUMEHSETCS perynsipHoe BBIpQKEHHE
“N<%{INT}\>%{GREEDYDATA:kv_message}”, KOTOpOo€ TMO3BOJSIET BBIICIHUTH
nosie kv_message, comepkaliee CTpOKy C JaHHBIMU B (popmare “KiIrou=3HadueHue .

KV-¢dunpbrp:

—OTBeyaeT 3a MapcuHr coaepKUMoro kv_message.

—Ilons paznensrorces mpodenamu (field split =« ), a 3HaueHnsI BHYTpHU TTOJICH
paszzeneHsl 3HaKOM paBeHcTBa (value split = “="

—3T0 MO3BOJIIET aBTOMATHYECKH M3BJICYb BCE MMAPAMETPHI B BHJIE OTACIBHBIX
KJIFOYEH C UX 3HAYEHUSMH.

IIpumenenne KV-puiabTpa B peajbHbIX CHEHAPUAX

Taxkast HacCTpolika 0COOEHHO TI0JIe3HA TP PabOTe C CETEBBIMHU KypPHAJIAMH, CH-
cremamu [DS/IPS, MexxceTeBbIMH dKpaHAMU U IPYTUMHU UCTOYHUKAMU COOBITHH, T/e
JIaHHBIE YacTO NepeaatoTes B popMare “KiIroy=3HaueHue” . ITO MO3BOJISET:

—ABTOMaTu3upoBaTh pazdop JIOroB, MCKIOYas HEOOXOIMMOCTh HAIHCaHUS
CJIOJKHBIX PETYJISIPHBIX BBIPAKEHUH JIJIs1 KXKIOTO TUIIA COOBITHUS.

—ITOBBICUTH TOUHOCTH aHANIN3a, TAK KaK Kak/1asl 3alUCh CTAHOBUTCS CTPYKTY-
PUPOBAaHHON U YHU(PULIIMPOBAHHOM.

—CoxkpaTuTh BpeMs 00paboTKH, yrpoias HHTerpaiuo ¢ cuctemamu SIEM,
takumu Kak Elasticsearch.

Takum oOpazom, ucnonb3zoBanue KV-punsrpa B Logstash 3HauntensHo 00-

JieryacTt pa60Ty C JioramMu, 0CO0eHHO KOTZla TaHHBIC IMMOCTYIAIOT U3 Pa3JIMYHBIX UCTOY-

HUKOB U TPEOYIOT MPUBEICHUS K €AMHOMY (OopMaTy.
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MOHHMTOPHHT M HHIUACHTHI HH(POPMALHOHHOI 0€301TACHOCTH

[Tonp30BaTen BBIMOMHSIOT JEHCTBHS Ha BeO-cepBepe, a CHUCTEMa ayauTa
¢dukcupyet ux B jgorax, koropsie Filebeat nepenaér B Logstash mist 06paboTku u oT-
npaBku B Elasticsearch. Kibana ucnons3yercs ans BU3yanu3aluu JTaHHBIX, aHATU3a
WHIIUJIEHTOB ¥ HACTPOWKHU omoBemeHnit. Cuctema oOydaeTcs Ha OCHOBE UCTOpHUYE-
CKUX JAaHHBIX, CO3/1aBasi MPO(UIN aKTUBHOCTHU U BBISBIIAS aHOMAJIbHOE NOBeieHuE. B
MCCIICIOBAHUN PEaIn30BaHa aBTOMATU3aLUs TAPCHUHTA JIOTOB U 00PaOOTKU COOBITUI
Ha 6a3e Elastic Stack, uro moBsIicu0 ypoBeHb Oe30macHOCTH U 3PPEKTUBHOCTH pe-
arupoBaHust. Oco0oe BHUMaHME yAEIeHO KOH(QUAESHIIMAIBHOCTH JAHHBIX, HACTPOIKe
KOHTPOJIS IOCTYTIA M JATbHENIIEMY COBEpPIICHCTBOBAHUIO METOIOB MAIIIMHHOTO 00Y-
YCHUSI.

3akio4enue

B 3akir04eHrn MOYKHO OTMETHUTh, YTO aBTOMATU3aIUs TAPCUHTa JIOTOB U 00pa-
60TKH coObITHiI HHOpManmoHHOH 6e3omacHocTH Ha 0ase Elastic Stack mpencrasis-
eT co0oii MepCHeKTUBHOE HaMpaBIeHUE, KOTOPOe CIIOCOOHO 3HAYMTEIBHO MOBBICUTH
YCTOMUMBOCTH MH(DOPMAIIMOHHBIX CHCTEM K KHOepyrpo3am. JlanpHelinme ucciaenona-
HUS B 3TON 00JIACTH MOTYT OBITh HAIIPABJICHBI Ha Pa3pabOTKy 0oJiee CIOKHBIX aJiro-
PUTMOB aHaAJIM3a JAHHBIX, MHTETPALIUIO C APYTUMHU CHCTeMaMH 0€30IaCHOCTH U aJar-

TalUIo MMPEIAJIOKCHHBIX peI_HeHI/Iﬁ JJI pas3JIndHbIX 0Tpacnel71 1 MaciuTaboB OM3HEcA.
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Abstract. The aim of this study is to develop an effective methodology for
automating log processing to enhance the level of information security. The article
explores approaches to automation, including the use of various technologies such
as Elastic Stack, and the creation of a centralized database for storing, parsing, and
structuring logs. Particular attention is paid to log parsing automation methods,
including the development of templates and mechanisms for standardizing log
messages, which simplifies their further analysis. The study also examines ways to
integrate tools for event correlation and report generation. The research is based on
official publications from NIST and SANS, as well as works by cybersecurity experts.
An overview of the methods and tools used for automation is provided, followed by
recommendations for their implementation. The practical part of the study includes
designing an information security system architecture covering all stages, from server
deployment to SIEM system component configuration. The proposed architecture
facilitates efficient threat monitoring, log processing automation, and risk reduction
for organizations.

Keywords: automation, log parsing, cyber incidents, information security,
SIEM, Elastic Stack

KHBEPIIABYBLIJIAPBI MOJEJB/EY %OHE SOC
TAJJAAYIIBUIAPBIH JARBIHIAY

J.K. KaiipaTtoB

Fruteimu xereknri: A.C. baeruzosa

Kaiipatos [linmyxammen KaiipaTyabl — «AKnapaTThIK Kayinci3/aik xKyHesnepi» MaMaH/bIFbIHBIH MarnCTPAHTEL,

JLH. T'ymunes atsiaaarel Eypasus YIATTBIK YHUBEPCUTETI.

AnHoTtauusi. byn 3epTTeyaiH MakcaThl — aKMapaTThIK Kayilci3miK JeHreniH
apTTHIPY YIIIiH JIOTTap Ikl OHICYAl aBTOMATTaHABIPYIBIH THIM/II 9J[ICTEMECIH d31pIiey.
Makasiania aBToMaTTaHaAbIpy Tocuiaepi, conblH imrinae Elastic Stack rexHnomorusiceia
naijanany, COHAAi-aK JIOITapjabl Ccakray, Taljay »>KOHE KYpbUIBIMIAy VIIiH
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OpTANIBIKTAaHABIPBUIFAH JIEPEKKOP KYpy Mocenenepi KapacTelpbuiaabl. Jlorrapsl
TajjayAbl aBTOMATTaHJIBIPY SICTEepiHE epeKlle Hazap ayAapbUIFaH, COHBIH 1IIIHJE
nor-xabapiaamarnap/ibl CTaHIapTTayFa apHAJIFaH YIATUIEp MEH MEeXaHU3MIep/l d31piey
KapacThIPBUIFaH, OYJI OJIAp/IBIH op1 KapalFsl TaJIaybiH xkeHUaeTe 1. CoOHBIMEH KaTtap,
OKUFaJIApbl KOPPENSIHIIAY KypalIapblH OIPIKTIPY JKOHE €CeNnTep KaJbIITacThIPy
tocinaepi 3eprreneni. 3eprreyaid HeriziH NIST xone SANS pecmu GachutbIiMIapHI,
COHJali-aK KUOEpKAYIMCI3IK calachlHAaFbl MaMaHIApJbIH EHOCKTEpl Kypauibl.
ABTOMaTTaHIBIpY/Aa KOJJAHBUIATBIH OMICTEP MEH Kypajjapra IOy >Kacajblll,
oJappl KojaaHy OoMbIHIIA yChIHBICTap Oepinesi. KyMBICTBIH MpakTHKAJIBIK 06Jiri
cepBepiepi opHarynad 6actan SIEM xylieciHiH KOMIIOHEHTTepiH OanTayFra JAeniHri
Ke3eHJIEP/Il KAMTUTBIH aKMapaTThIK KayiMNCi3aiK KYHUECIHIH apXUTEKTYPaChlH KYPY/IbI
KapacThIpaabl. ¥ CHIHBUIFAH apXUTEKTypa Kayll-KaTepiaepal THiMAl OakbuiayFa, JIor-
Tap/bl OHICY/l aBTOMATTaHAbIPYFa KoHE YHBIM/IAp YIIIH TOyeKel ACHIeiiH ToMeH Ie-
Tyre MYMKIHIK Oepei.

Tyiiin ce3aep: aBTOMAaTTaHIBIPY, JOTTApIbl Taunay, KHOEpOKHUFaiap,
aknaparTeIK Kayincizaik, SIEM, Elastic Stack

MOJAEJIMPOBAHUME KUBEPATAK U ITIOAI'OTOBKA SOC-
AHAJIMTUKOB

JA.K. KaiipaToB
EBpasuiickuii HanmoHanbHbIl yHUBepcuTeT uMeHu JI.H. I'ymuneBa, Actana,
Ka3axcras.
Hayunsii pykoBogutens: A.C. baerusosa

KaiipatoB [linmyxammen KaiipaTtyasl — wmaructpanTt crnenmanbHocTH «CHCTEMBI HH()OPMAIIMOHHON

Oe3onmacHoct», EBpasuiickuii Hanmonaneusiit YauBepcutet umenu JI.H. ['ymunesa.

AnHoTanus. B coBpemenHom nudpoBoM Mupe yrpo3sl kubepOe3onacHOCTH
MIOCTOSIHHO 3BOJIIOL[MOHUPYIOT, YTO TPeOyeT OT aHAJUTHUKOB IIEHTPOB MOHUTOPUHIA
6e3onacaoctr (SOC) BBICOKOH KBaTM(UKAIIMK U YMEHHs OTIEpAaTHBHO pearupoBaTh
Ha MHUMJEHTH. MojenupoBaHue KkuOepaTak sBISETCS OJHUM M3 KIHOYEBBIX
MeT010B NOoAroToBKM SOC-aHaIUTHUKOB, MO3BOJIASL UM H3y4aTh TAKTUKH, TEXHUKHU
n npoueayps! (TTP) peanbHBIX 3710yMBIIUIEHHUKOB B KOHTPOJIMPYEMOW CpeJe.
B naHHOI cTaThe paccMaTpUBAIOTCS COBPEMEHHBIE IMOAXOJbl K MOJEIUPOBAHHIO
kubepaTak, HUX poib B OOyYeHMM CHELMAIMCTOB IO KHOepOe30macHOCTH, a
Takke IPPEKTUBHOCTb CUMYJSIIMNA aTak JUlsl Pa3BUTHUS HABBIKOB pPEarMpOBAHUS
U paccienoBaHud MHUUAEHTOB. Ocoboe BHUMaHHME YJEIEHO HMHTErpaluy TaKUX
MHCTPYMEHTOB, KaK IJIAaTGOPMBI JUIsl IPOBEIEHUSI YUEHUI M0 KubepOe30macHOCTH
(Cyber Range), cuctems! ynpasienus yrpo3amu (Threat Intelligence) u pemenus ms
aBTOMATHU3MPOBAHHOIO aHAJIW3a HHIUACHTOB. ABTOPOM IPEJI0OKEHB PEKOMEH AN
[0 ONTHMHU3AIMK 00pa30BaTEIBHOIO MpoIlecca M IMOBBIIICHUIO 3((HEKTUBHOCTH
noarotToBku SOC-aHATUTUKOB C YY€TOM COBPEMEHHBIX BBI30BOB MH(OPMAIIMOHHOMN
0€30MaCHOCTH.
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KiroueBble ciioBa: kubepataku, SOC-aHaTUTHKH, MOJCIIUPOBAHUE aTakK, KH-
Oepyrpo3sbl, knbepoe3zonacHocTh, Threat Intelligence, Taktuku u Texuuku atak (TTP),
pearupoBaHHe Ha UHIIMJICHTHI, cuMyJsiius atak, Red Team, Blue Team

Beenenue

C pasButueM [HUGPOBBIX TEXHOJIOTMA M POCTOM KHOEpPYrpo3 3amuTa
WH(OPMAIIMOHHBIX CUCTEM CTAaHOBHUTCS BCe Oojee CIOkHOW 3amaueit. LleHTpbI
MoHuTopuHra 6e3omacHocTH (SOC) UrparoT KIIOYEBYO POJIb B BBISIBICHUH, aHAIH3E U
pearupoBaHMU Ha KHOepaTaku, 0JHAKO 3(pPEeKTUBHOCTD MX paObOTHI HAIIPSIMYIO 3aBUCUT
OT TIOATOTOBKM aHATUTHKOB. COBpPEMEHHBIE YIpO3bl XapaKTEPU3YIOTCS BBICOKOM
CTETIEHbIO CII0)KHOCTH, MCIIONIh30BAHHEM TEXHUK 00X0J1a 3allUTHBIX MEXaHU3MOB U
aKTUBHBIM MPUMEHEHHEM MHCTPYMEHTOB aBTOMATH3allMU aTak. B Takux ycrmoBusX
TpaauLMOHHbIE MeTO bl 00yueHuUs1 SOC-aHaTUTUKOB, OCHOBAHHBIE HA TEOPETHUUECKUX
3HAHUAX U 0A30BbIX MPAKTHUECKUX CLICHAPUSX, YK€ HEAOCTATOUHBI.

Opnum u3 Hanbonee 3((PEKTUBHBIX MOJXOA0B K MOJArOTOBKE CHEIHAINCTOB
0 KHOepOE30MaCHOCTH SBIISIETCS MOJICTUPOBAaHUE KHOEpaTak. ITOT METO/I IIO3BOJISET
aHasiutukaM SOC u3yyaTh peabHble TAKTUKU 3J0YMBIIUIEHHUKOB, TPEHHUPOBATH
HaBBIKM PAcCIEIOBAHUs HWHIMJCHTOB, pa3padarbiBaTh CTPATETWH 3aIlUTHl U
COBEpIIICHCTBOBATh IMPOILIECCHl pearupoBaHus. Buprtyanpabie mnonuronsl (Cyber
Range), mnardopmer ynpasnenus yrposamu (Threat Intelligence) u dpelimBopku,
takue kak MITRE ATT&CK, co3naroT yciaoBus st NpUOIMKEHHBIX K pealbHOCTH
TPEHUPOBOK, TIOMOTasi aHAIUTUKAM JIeHCTBOBAThH B YCIOBUSX PEATIbHOTO MHIIMJICHTA.

B nanHoli cTtathbe paccMaTpuBalOTCS COBPEMEHHBIE METOAbI MOJICITUPOBAHUS
kubeparak, ux 3HaueHue s moAroroBku SOC-aHATUTHUKOB, a TAKXKE KIIIOUYEBBHIE
MHCTPYMEHTBI, UCIIOJIb3YyEMbIE JUIsl TPEHUPOBKHU crienuainuctoB. Ocoboe BHUMaHUE
yaeneHo noaxonam Red Team u Blue Team, a Takke BO3MOKHOCTSIM aBTOMAaTH3AI[UN
y4eOHbIX TmporieccoB ¢ mnpumeHeHueM SOAR-pemenuii. AHanuzupyercs poib
MOJICTTUPOBAHUS aTak B ()OPMUPOBAHUN AHATUTUICCKOTO MBIIUICHUS U MOBBIIICHUN
3(¢(}HEeKTUBHOCTH pEarupoBaHMsl HA WHIMJICHTBI, YTO JENaeT JaHHBIA TOIXOJ]
KPUTHUYECKH BKHBIM ISl Pa3BUTHSI OTPACTH KHOEpOE30MacCHOCTH.

OcHoBHasi KOHL e

MonenupoBanue kubepaTak NpPEACTaBIsIET COOOH METOAMKY TMOATOTOBKH
SOC-aHanuTUKOB, OCHOBAHHYIO Ha CO3JaHUHM DPEATUCTHYHBIX CLIEHAPUEB aTaKk u
UX 0TpabOTKE B KOHTPOJIMPYEMOH cpeje. DTOT MPOLECC MO3BOJISET CHEeHaTIucTam
rITy0Ke TIOHATh TaKTUKH, TeXHUKH U TipotieAypsl (TTP) 3m10yMBIIIICHHUKOB, a TaKkKe
orpabotaTh 3 (EKTUBHBIE CTPATErMH BBIABICHHS, aHAIM3a W PEardpoBaHHS Ha
WHITUICHTHI B YCIIOBHSX, IPUOJIMKEHHBIX K PeaThbHBIM.

KiioueBble acneKkThl MOJEJIMPOBAHNS KHOepaTak:

1. Hcnonp3oBaHue CIIEHapHeB, OCHOBAaHHBIX Ha aKTyalbHBIX JTAHHBIX
o kubOepyrposax (Threat Intelligence), mo3Bonser ananutrkam SOC CTaNIKHUBATHCS
C PpeaIMCTHYHBIMU aTaKaMM, BKIOYas (DUINMHT, SKCIUTyaTalMi0 YS3BUMOCTEH,
nBKeHus BHYTpH ceTH (lateral movement) u skcHUIBTpAINIO JaHHBIX.

2. @peitmBopk MITRE ATT&CK ciy>KUT OCHOBO# JUTst KJTacCH(pHUKAIINN
aTaKyIOIMIMX TEXHUK U CO3/IaHUs CUMYJISLINMA, Mo3BoIsisl aHanuTukaM SOC u3ydarthb u
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pacro3HaBaTh pa3InYHbIE MOJIEIH TOBEICHHS 3I0YMBIIIICHHUKOB.

3. Red Team u Blue Team TpeHnpoBku

—Red Team Mopenupyer  JeMcTBUS — 3OyMBIIUICHHMKOB, — aTakys
UHPPACTPYKTYPY OPTaHU3AIMH U TECTUPYS YPOBEHb €€ 3aINTHI.

—Blue Team 3aHuMaeTcss OOHapyXKeHMEM aTakK, aHAJIU30M COOBITHH H
pa3paboTKOIl CTpaTeruit 3aiuThI.

—Purple Team o6beauHsaeT ycuaust 00eux KOMaH, CoO3JaBasi 3aMKHYThIH IIUKIT
YIIy4ILIEHUS CPEJCTB 3aIUTHI.

4. Hcnonb3oBanue BUpTyanbHbIX noiauronos (Cyber Range)

Cyber Range — sTo cnenuanusupoBaHHble MIaT(GopMbl sl 6€301MacHOro
TECTUPOBAHUS aTaK U 3aIlUThI B BUPTYaIbHbIX cpeaax. OHM NO3BOJISIIOT MOJIEIMPOBATh
peasibHble UHOQPACTPYKTYpPhl M aTaKyloIlWe CLEHapuM, IOMoras aHaJIUTHKam
pa3BUBaTh MPAKTUYECKUE HABBIKU.

5. ABtomaTu3aius yueOHbIxX npoieccoB ¢ momomibio SOAR u SIEM

—SIEM (Security Information and Event Management) ucnonb3yercs Juist
cbopa, KOppessiuy M aHaJIKu3a JIOTOB, YTO MO3BOJSIET AHAJIUTHKAM BBISBIATH MOO-
3pUTENIbHbIE AKTUBHOCTH.

—SOAR (Security Orchestration, Automation and Response) aBromaruzupyer
MIPOIIECC pearupoBaHusl, COKpaias BpeMs Ha 00pabOTKy MHIIMIACHTOB U MUHUMH3HU-
pys uesnoBeuecKuit Gpaxrop.

6. Onenka s dextuBHocTr SOC-aHATUTHKOB

Buenpenue perynspHeIX KUOEpydeHMH I03BOJISIET OLEHUBATh YPOBEHD
MOJATOTOBKM CIIELIMAJIKMCTOB, BBIABIATH NPOOENbl B 3HAHUAX U KOPPEKTHPOBAThH
cTpaTeruto oOyueHHs! sl MOBBIIEHUS Y(PPEKTUBHOCTH pearupoBaHus Ha peajbHbIC
yTPO3BL.

MonenupoBaHue Kubepartak siBJISI€TCsl BaXKHBIM 3JIEMEHTOM oAroToBKu SOC-
aHAJIUTUKOB, 0OecIeunBasi Pa3BUTHE aHAIUTHYECKOTO MBIIIJICHHSI, COBEPIIEHCTBOBA-
HHUE HAaBBIKOB pabOThI ¢ UHCTPYMEHTAMHU 0€30IaCHOCTH U MOBBIIEHUE YCTOWYMBOCTH
MHPPACTPYKTYphl K KMOepyrpo3aM. BHeapeHne JaHHOro moaxoia mo3BoJIsieT Co3/1aTh
0oJiee MOATOTOBIIEHHBIE KOMaH/Ibl, CHOCOOHBIE ONEPATUBHO U 3()(HEKTUBHO pearupo-
BaTh HA COBPEMEHHBIE aTaKU, CHIKAsl IOTEHLIMAJIbHbIE PUCKH JIJISl OPraHU3aLUM.

IIpakTnyeckoe npumenenne MITRE ATT&CK nas SOC

@petimBopk MITRE ATT&CK npenocTaBisieT CTpyKTYpHUpPOBaHHOE OITMCaHUE
YIpO3, YTO SBJISETCS BaKHBIM MHCTpyMEHTOM A SOC-aHaNUTHUKOB IIPU aHAIU3E U
paccie10BaHUU MHIUACHTOB. BHeipeHue 3toro ¢ppeiiMBOpKa B MOBCETHEBHYIO pabo-
Ty MO3BOJISIET CTAHAPTU3UPOBATH MOAXO/ K KJIacCU(UKALIMK aTaK U YIy4IIUTh Olepa-
TUBHOCTb pearupoBaHus. Tak, npu arake ¢ ucnosub3oBanueM Cobalt Strike, koTopbiit
aKTMBHO NPUMEHSETCs 3JI0yMBIIUIEHHUKaMH AJ1s peanu3anuu (a3 lateral movement
u exfiltration, MmoxHO "YeTKo onpenenuTh, kakue TeXxHUuKd 3 MITRE ATT&CK 6putn
UCIIOJIb30BaHbl, U COOTBETCTBYIOIIMM 00pa3oM HacTpouTh cucreMy SIEM misa mx
JETEKTUPOBAHUSI.

Kaxnas texnuka, onucannas B MITRE ATT&CK, umeer cneunuduueckue
CJIe/Ibl, KOTOPBIE OCTABIISIOTCS B JIOTAX U MOTYT OBITH MCIIOJIB30BAHBI IS HICHTU(DU-
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Kaiuu ataku. Hampumep, ¢ MOMOIIBIO aHaIN3a CETEBBIX JIOTOB MOKHO OOHApPYKUTh
MOZI03PUTEIIbHBIE COECAMHEHUs, KOTOPhle COOTBETCTBYIOT HCIOJIb30BAHUIO METOJIOB
nepemernienus no cetu (T1075 — Pass the Ticket). Micnons3ys npaBuia Koppensiiuu
B SIEM, ananutuku MoryT 3(ppeKTUBHO MOHUTOPUTH TaKHE COOBITUS U PearupoBaTh
Ha HUX B PEaIbHOM BPEMEHH.

ABToMaTu3auus anaauza uHuuaeHToB B SOC (SOAR)

C kaxIpIM TOAOM pacteT o0beM HHpopMamuu, odpadaTsiBaeMOl B paMKax
SOC, uyto genmaer HEOOXOAMMOCTH AaBTOMATH3AallMM MPOIECCOB pearupoBaHUs Ha
MHIMJICHTHl aKTyaJbHOM Kak HHUKorjaa. OZHMM M3 KJIIOUEBBIX PEIICHHH SBIISETCS
BHeapenue matgopm SOAR (Security Orchestration, Automation and Response),
KOTOpbIE TO3BOJIIIOT aBTOMATU3MPOBATh BBINOJHEHHE IUIEHOYKOB Uil OBICTPOrO
pearupoBaHus Ha yrpo3bl. [efidyku MOryT BKIIOUaTh aBTOMaTHYECKYIO OJIOKHUPOBKY
YUETHBIX 3alMCel, ONMOBELIEHHE aJMHUHUCTPATOPOB, & TAKXKe 3aIlyCK CKPUITOB IS
aHaJIM3a JaHHBIX.

[IpumeHeHHe TakUX pPEUICHWH TO3BOJISIET 3HAYUTENBHO COKPATUTHh BpEMS,
3aTpayrBaeMoe Ha IEPBUYHOE PacCiieJOBaHUE MHIIU/ICHTA, 8 TAK)KE MUHUMHU3UPOBATH
OLIMOKH, CBSI3aHHBIE C YeTI0BEYECKUM (pakTOopoM. BayKHO OTMETUTB, YTO aBTOMATH3AIHS
HE WCKJIIOYAeT POJIM aHAJIMTHUKA, a JIUIIb JOTOJIHACT ero padoTy, NpeaoCTaBIss eMy
OoublIe BpeMeHH 1S 0oJiee ryOOKOro aHaIn3a CI0KHBIX MHLIUICHTOB.

Araka vs 3ammra: nepcnektusbl Red Team / Blue Team / Purple Team

Cumynsanuu aTtak U 3allUTHBIX MEp, OpPraHu3yeMble B paMKax METOJO0JIOTHH
Red Team u Blue Team, nMeOT Ba)KHOE 3HAYEHHE JI ITOBBIIMIEHUS TOTOBHOCTHU
SOC-ananutukoB. B xone TpennpoBku komauasl Red Team monenupyroT aeiicTBus
3JIOYMBIIIJICHHUKOB, HWCIOJB3ysS pPa3HOOOpa3Hble WHCTPYMEHTBI W TEXHUKH JIJIS
MIPOHUKHOBEHUS B MHPPACTPYKTYpy, Torna kak Blue Team pearupyert Ha 311 yrpo3Hl,
aHATM3UPYs COOBITHA W TMpPUHHUMAs Mephl Mo 3ammre. Merononorust Purple Team
00BEIUHSIET YCUIIUS 00erX KOMaH/I, YTO CIIOCOOCTBYET yJIyUYIICHUI0 KOMMYHUKAIH
Y TIOBBILICHUIO 001IeH AP PEKTUBHOCTH 3aLIUTHI.

Jns ycnemHoi nmoAaroToBku aHanuTUKOB SOC BaKHO HE TOJIBKO H3yyaTh
TEOpPETUYECKHE aCIEKThl aTaK, HO U aKTUBHO TPEHUPOBATHCS B YCIOBHUSIX PEaTbHbIX
aTak, oTpa0aThIBasi MPOLIECCHl PEarpOBAHUS M BOCCTAHOBIICHHS.

3akio4enue

MogenupoBanue  kuOepaTak  SBISIETCS  HEOTHEMJIEMBIM  3JIEMEHTOM
noarotoBku SOC-aHAIUTHKOB, MO3BOJISISI UM M3y4YaTh TAKTHKH 3JI0YMBINUICHHUKOB
¥ COBEPILIEHCTBOBATh METOJIbI OOHAPYKEHUS U pearnpoBaHus. Pa30op coBpeMeHHBIX
TEXHUK aTaK, TAKUX KaK (PUILIKHT, dCKaalMs TPUBHUIIETUH, TaTepaibHOC IepeMeTlIeHIE U
SKCOMIBTPALIUS TaHHBIX, CIIOCOOCTBYET (HOPMUPOBAHHIO y AHATUTHKOB IPAKTUIECKUX
HaBBIKOB, HEOOXOUMBIX 1151 9PPEeKTUBHOI pabOThI B LIEHTPE MOHUTOPUHTA.

[Tpumenenue ppeiimBopka MITRE ATT&CK no3Bossier ctanaapTH3NpOBaTh
KJIacCU(UKALIMIO YIpo3, yIyylllas BbIBICHUE HHLIUICHTOB HAa OCHOBE aHHbIX SIEM.
ABTOMaTH3aIMs TporeccoB pearupoBaHus udepes SOAR-mumatdopmbl cokparaeT
BpEMsl aHAJIM3a COOBITUM M CHMYXKAET BIMSHUE YEIOBEYECKOro (pakTopa, MOBBIIIAS
CKOpOCTb ¥ TOUHOCTb NPUHATHUSA pelieHuil. Mcrnonp30BaHne BUPTYaabHbBIX OJIUIOHOB

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

273



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

u ydyactue B CTF-copeBHOBaHMAX 00€CHEUnBAIOT aHATUTUKAM MPAKTHUECKUH OMBIT
B YCIOBUAX, NPUONMKEHHBIX K pEalbHbIM aTakaM, YTO KPUTUYECKH Ba)XKHO IS
pa3BUTHS UX POPECCUOHATBHBIX KOMIIETEHIHI.

CoBMmectHas pabora Red Team u Blue Team B pamkax metononoruu Purple
Team cnocoOCTByeT BBISBIEHUIO INPOOEIOB B 3alUTE M COBEPLICHCTBOBAHMIO
crpareruii kubepoesonacHocT. bynymee SOC cBsi3aHO ¢ aKTHBHBIM BHEIPEHUEM
TEXHOJIOTHH MAIITMHHOTO O6y‘-I€HI/I$I ¥ aHaau3a O0IBIINX JAaHHBIX, KOTOPBIC TIO3BOJISIIOT
ABTOMATHUYCCKU BBISBJIATH aHOMAJIMU U aJAlITUPOBATHCA K HOBBIM TUIIAM YI'PO3.

Takum oOpazom, noaroroBka SOC-aHAIUTUKOB JOJDKHA BKIOYATh HE
TOJIKO TE€OPETUYECKHE 3HaHMS, HO U MPAKTUUYECKUE TPEHUPOBKH, aBTOMATU3ALIUIO
IIPOIIECCOB pearupoBaHMs M aHAINU3 aKTyaJbHbIX KnOepaTak. TolIbKO KOMIJIEKCHBIN
10JX0/ 00ECIIeUUT BEICOKUI yPOBEHb KHOEPYCTOMUMBOCTH OpraHU3aLUi B yCIOBUAX
JUHAMUYHO pa3BUBAIOLIErocs JaHamadTa yrpos.
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UA®PJIBIK KEHICTIKTEI'T YJITTBIK BIPETEMIIK: KOFAMJIBIK
CAHAHBI KAJIBIITACTBIPY JATBI MEJIUA TEXHOJIOT'UAJIAPABIH
POJII

A.A. KanueBa
XasplKapaiblK aKmapaTThIK TEXHOIOTHsUIAp YHUBepcHuTeTi, AnMatel, Kazakcran
Froutbimu xkerekurici: C.H. Beautuenko

KanuneBa Apy:kaH AcxaTKbI3bl — XaJbIKapaJblK aKIapaTTHIK TEXHOJIOTHSIIAP YHUBEPCUTETIHIH XaJIBIKAPaIbIK

XKYPHAITACTUKACBIHBIH SKIHII Kypc CTYIEHTI.

AHHoTauusi. byn fputbiMu  Makana skahaHgaHy oSkoHe mM(praHAbIpy
xargaiibiHga KazakcTaHHBIH VATTBIK OIpereiiiriH KaJbITaCTHIPy MEH CaKTayFa
apHanraH. Heri3ri Hasap MOJEHM MypaHbl cakTay ICIHAETi TUIMIH, Meaua, OuTiM
0epy MEH KpeaTUBTI MHAYCTPUSIIAPJbIH POJIiHE ayAapbulajbl. YITTHIK MOJICHUETTIH
3aMaHayu ypaictepre OeiMaery MyMKIiHAIKTEP1, 9eM/IIK TeHICHIMSIIapIbIH BIKITAJIbI
’KOHE KOJIZIAHbICTaFbl OacTamarap TajiaHa/bl.

Tyiiin ce3aep: yITTHIK Oipereiiik, T, Meaua, nudpranasipy, xahangany
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HAIIMOHAJIBHAA NWIAEHTUYHOCTDH B IU®POBOM ITPOCTPAHCTBE:
POJIb U MEJITUA TEXHOJIOTUA B ®OPMUPOBAHUN
OBIIECTBEHHOI'O CO3HAHMA

A.A. KanmeBa
MesxayHapoAHbIH YHUBEPCUTET UH(OPMAIIMOHHBIX TEXHOJIOTHH, AJIIMaTHI,
KazaxcraH.
Hayunsiii pykoBogutens: C.H. Beautuenko

KanuneBa Apy:kaH AcXaTKbI3bl — CTYCHT BTOPOTO Kypca MEKTyHapOAHOH KyPHAIHCTHKN MEXTyHApOIHOTO

YHHBEpCcHUTETa HH()OPMAIIMOHHBIX TEXHOJIOTUIL.

AHHoTauus. JlaHHas CTaTbsg TIOCBAIICHA BOIpocaMm (OPMHUPOBAHHUS U
COXpaHEHMs HAllMOHAIBbHOM MIeHTHYHOCTH KazaxcraHa B ycIOBHAX T00anu3aniu
u nudpoBuzanuu. OCHOBHOE BHUMaHUE YAESETCS POJIU SI3bIKa, Melua, 00pa30BaHUs
Y KPEaTHUBHBIX UHIYCTPHA B TIOAJIEPKAaHUH KYJIBTYPHOTO HACIEIUS. AHAM3UPYIOTCS
CYLIECTBYIOIIME HWHULMUATHUBBI, BIUSHHUS MHUPOBBIX TEHICHLUUH M IEPCIEKTUBBI
aJlanTalyy HallMOHAJIBLHOM KYJIBTYPhI K COBPEMEHHBIM peaIusiM.

KawueBble cji0Ba: HalMOHANbHAs  HMICHTUYHOCTh, SI3BIK, MeJua,
nudpoBuzaus, rIodaIu3aIus

Beenenue

BycnoBusix rinobanuzanuy v CTpEMUTENTBHOT0 pa3BUTHS LU (DPOBBIX TEXHOJIOT U
nepes; MHOTMMHM CTpaHaMH OCTPO BCTAeT BOIPOC COXPAHEHUS HALMOHAIbHOMN
uaentuunoctu. Jlns Kaszaxcrana, oOnagaromero OoraTbIM HCTOPUYECKUM U
KyJBTYpHBIM HAcJEIueM, 3Ta 3ajada MpHoOpeTaeT 0co0yr0 3HAYMMOCTb. SI3BIK, KaKk
HEOThEMJIEMasl 4YacTb CaMOOBITHOCTH, OCTA€TCsl MPHUOPUTETOM TOCYIapCTBEHHOMN
MOJIUTUKH, OJTHAKO HE MEHEee 3HAUMMYIO POJIb UTPAIOT MOMYJISIPU3aLUs HAIMOHAIBHOTO
HCKYCCTBA, BO3POXKJICHUE peMecell, NOJIePKKA 3ITHUYECKUX OPEH/I0B U COXPAHEHUE
KyJBbTYpHOI'O KOJia 4yepe3 Meaua U obOpa3zoBaHue. [laHHas cTaThsi paccMaTpUBaeT
TEOPETUYECKHE OCHOBBI HAI[MOHAIBHOW HIEHTHUYHOCTH, HCTOPUYECKHE ACHEKTHI
KyJbTypHOU nonauTuku KaszaxcTaHa, CylecTBYIOIME MHULMATUBBI 110 COXPAaHEHHIO
U MONYJISIpU3alUM Ka3aXCKOM KyJlbTyphbl, SI3bIKa, TPAJUIMNA M MCKYCCTBA, a TaKXkKe
COBPEMEHHBIC BBI30BBI M IEPCIIEKTHBBI MX PA3BUTHUS B IU(POBYIO IIIOXY.

OcHoBHasi yacTbh. HannoHanbHass MIEHTHUYHOCTH — 3TO MHOIOCOCTABHOE
MOHATHE, OOBEIUHSIIONIEE OCO3HAHUE YEJIOBEKOM CBOEH MPHUHAMIEKHOCTH K
OIpeNIeIEHHON HAIlMH, KOJUIEKTUBHYIO HCTOPUYECKYIO TaMsTh, OOIINE KyJIbTYPHBIE
KOZAbl U 53bIK. B HayuyHOH JuTepaType MOXKHO BBIJCIUTh HECKOJIBKO KIIFOUEBBIX
MIOJIXO/I0B K €€ ONPE/IEICHHUIO.

DCCeHIMANUCTCKUH  TOIXOA ~ paccMaTpuBaeT  HMICHTHYHOCTh  Kak
(GUKCUPOBAHHYIO, BPOXIEHHYIO XapaKTEpUCTHKY, OOYCIOBICHHYK ASTHHUYECKHM
MIPOUCXOXKACHUEM, SA3BIKOM U KyJIbTypHOH Tpaauuueit (Geertz, 1973). Cormnacho 3t0-
My B3IJISIy, HAllUM OOJIQal0T YHUKAJIBHBIMU, HEM3MEHHBIMU OCOOCHHOCTSMH, TIepe-
JAIOIMMKCS U3 MOKOJEHHs B MOKOJEHHE. B 3TOM KOHTEKCTe HallMOHaJbHasl U/IEH-
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TUYHOCTh Ka3aXOB MPOSBISIETCS Yepe3 yCTONUMBBIC 3JI€MEHTHI KYJIbTYPbhl, TAKHE Kak
SI3BIK, 00OBIYaN, YCTHOE HAPOTHOE TBOPUYECTBO, BKIIFOYAS STIOCKI U JICTSH/IBI.

KOHCTpYKTUBHUCTCKHMN MTOIX0]T yTBEPXKIAET, UTO HAIIMOHATBHAS HICHTHIHOCTh
— 3TO COLMAIbHBIA KOHCTPYKT, (POPMHUPYIOMIMICS B pe3ynbTaTe UCTOPUUYECKUX U
nonuTudeckux npoueccoB (Anderson, 1983). B pamkax 310 Teopun Hamus paccMma-
TPUBAETCS KaK «BOOOpakaeMoe COOOIIECTBO», CYIIECTBYIOIIEe Omarogaps oomemy
HappaTHBY, CO3/1aBa€MOMY rocyaapcTBeHHbIME HHCTUTYTaMu, CMU 1 o6pa3oBanuem.
B ucropun Kazaxcrana 3To 0cOO€HHO 3aMETHO Ha MpUMepe (OPMUPOBAHHS HALU-
OHAJILHOTO CaMOCO3HAHMSI B COBETCKHUIl MEpHOA, KOrja MPOMCXOAnIa MUHCTUTYLHO-
HaJIM3aIUs Ka3aXCKOW KyIbTYphl B paMKaxX COLMATHCTUYECKOW HMJICONIOTHH, a 3aTeM
— B NIOCTCOBETCKUM NMEPHOJ, KOIZla HE3aBUCUMOE TOCYIapCTBO CTajao (pOpMHUPOBATH
HOBYIO KOHIICTILIMIO HAlMOHAJIBHOM MJIEHTUYHOCTH uepe3 S3bIK, KYyJIbTypy U
rOCyJapCTBEHHYIO CUMBOJIUKY.

WMHTepakKIIMOHUCTCKUN ~ TIOJXOJ  MOAYEPKUBACT, YTO  HMJICHTHYHOCTH
dbopMupyercs 1 TpaHCPOPMUPYETCS Uepe3 B3aUMOICUCTBUE C IPYTUMH KyJIbTypamH,
ocobeHHo B ycnoBusix riobamuzanuu (Hall, 1996). B 3ToM KOHTEKCTE MACHTUIHOCTD
HE SBJISICTCSI CTAaTUYHOMN, a MOCTOSHHO TIEPECMATPUBAETCSI B 3aBUCHMOCTH OT COIIU-
anpHBIX M3MeHeHui. Kaszaxcran, kak ormeuan JIL.H. I'ymunés, usnaBHa Haxomuics
Ha TMEPECEUYCHUH BOCTOYHBIX M 3aMaJHBIX KYJIbTYp, YTO BO MHOTOM OIPEIEIHIIO
€ro UCTOPUYECKOE U ATHOKYJIBTYpPHOE pa3BuTHe. B cBoem Tpyne «/loou u npupooa
Benuxoii cmenuy (1987), oH aHaNIM3UPOBAII B3aUMOJICHCTBUE PA3JIMUHBIX HAPOJIOB B
3TOM PETHOHE U pacCMaTpPUBaJ BIUSHUE reorpapuueckux GakTopoB Ha POPMUPOBAHUE
THUYECKON Mo3auku. C OTHOW CTOPOHBI, COXPAHSIIOTCS TPAJAUIIMOHHBIC KYJIbTypPHbIE
KOJIblI, BKJIFOYasi TIOYUTAHUE CTAPIINX, YBAXKEHUE K HACTICIUIO ITPEIKOB, TPATUIIHIOHHBIE
peméciia. C npyroil CTOpOHBI, BIUSHUE TI00ANH3aI[MM MPUBHOCUT HOBBIE (HOPMBI
CaMOBBIPKEHUS — pa3BUTHE ITU(POBBIX MeINA, TTOSBJICHNE Ka3aXCTaHCKOTO KOHTEHTA
B MHUPOBBIX TPEHJAX, a TaK)Ke MEePEOCMBICIIEHHE HAIMOHAIBLHOW KYJIBTYphI 4epes3
MIPU3MY COBPEMEHHBIX TEXHOJIOTUM.

B coBpeMeHHBIX yCIOBUSIX HalMOHalbHAs UAEHTUYHOCTh Kazaxcrana
(dbopMupyeTcsi Ha CTBIKE COXPAaHEHUS KYJIbTYpHOTO HACIEIUsl U aaNTalliid K HOBBIM
peasivsM. 3HAYUTEIBHYIO POJIb B 3TOM IIPOLECCE WUIPAIOT HAaIMOHAJIbHBIE MENNa,
KOTOpBIE TMOMYJSPU3UPYIOT Ka3aXxCKyl0 KyJIbTypy, SI3bIK U ucToputo. Hampumep,
nepenada «AtaMekeH» Ha KaHane «(Qazaqstan» MOCBSIIIEHA HCTOPUM Ka3aXCKUX
3eMelb, TPAAWIHUSIM U KyJIbTYPHOMY HACIEAHIO, a mporpamMma «Jloyip maHamapsD»
paccKaszbiBaeT O BBIJAIONIMXCS JIMYHOCTSAX, BHECHIMX BKJIAJ B DPa3BUTHE HaAyKH,
nonutuku U ¢unocoduu. B cBoro ouepens, Tenemapadon «Toyenciz en Tapuxbh»
Ha «Xabape» pacKpbeIBaeT KIIOYEBBIE MOMEHTBHI CTAHOBJICHHS HE3aBUCHMOTO
Kazaxcrana, HaunHas ¢ coObITHH, npeamecTBoBaBmux pacnany CCCP, u 3akanunBast
COBPEMEHHBIMH JIOCTIKEHUSIMU CTpaHbl. He3aBucumast mpecca TakkKe BHOCHUT BKJIA]I
B OCBEIIICHHE BOIIPOCOB HAIIMOHAIBHOW HWICHTUYHOCTH. Tak, WH(OpMaIrmoHHO-a-
HanuTUYeckuil moptan Vlast.kz myOnuKyeT maTepuaibl, MOCBSIICHHBIE KYJIbTYpE,
S3bIKY W OOIIECTBEHHBIM IMpoIleccaM, Mpeaiiaras aHAIUTUYECKUH B3TJSA HA UX
pasButue. A uznanue The Steppe agantupyer TeMbl HALIMOHAIBHOTO CAMOCO3HAHUS
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K COBPEMEHHOMY HMH(pOPMAlMOHHOMY MPOCTPAHCTBY, CBSI3bIBas UX C AKTyaJbHBIMHU
TpeHJaMH U [U(PPOBBIMHU TEXHOJIOTUSIMH.

[TomuMoO rocy1apcTBEHHBIX MHUIIMATHB, 3HAUUTEIbHYIO POJIb B COXPAaHEHUU U
MOMYJIIpU3ALMY Ka3aXCKOHM KyJIbTYpbl UTPAIOT HE3aBUCUMBIE IPOEKThI, HALIMOHAJIbHbIE
OpeHIbl M TBOPUYECKME KOJUIGKTHBBI. B mocieaHue rofpl Ha PHIHKE MOSIBHIUCH
kazaxcTtaHckue fashion-OpeH/p1, codeTaronye 3eMEeHThl HallMOHAIBLHOTO KOCTIOMA C
COBpeMeHHBIMU TpeHaaMmu. Hanpumep, auzaiinepckue noma Kazakh Couture u No-
mad’s Spirit akTUBHO MCTIOJB3YIOT TPAIUIIMOHHBIE Y30Pbl M TKAHH, BJIOXHOBIICHHBIE
KyJbTypOd KOYEBHHMKOB. OTH OpEHIbl HE TOJIBKO CIIOCOOCTBYIOT BO3POXKIEHHIO
MHTEpeca K Ka3aXCKOW 3THUKE BHYTPU CTPaHbl, HO U IPEJCTABIISIOT HALIMOHAJIbHYIO
KyJbTypy Ha MEXIYyHApOIHBIX Moauymax. Kpome Toro, kasaxcranckue OpeHIHI,
takue kKak «Rakhat», u3BecTHBl HEe TOJBKO HAa MECTHOM, HO M HAa MEXIyHApOJHOM
ypoBHe. «Rakhaty — nuaep B konaurepckoir otpaciu Kaszaxcrtana, skcnopTupyer
npoayknuio B Poccuto u Keipreiscran, mpojoikas pa3BUBaTh CBOE IMPHUCYTCTBUE
Ha MEXIYyHapOJHbIX pbIHKaxX Omarojapss BBICOKOMY KadeCTBY U YCIEUIHOH
MapKETUHTOBOI CTpaTeruu.

Pe3yabTaTsl H 00cyKI1eHUE

B ycnoBusax raoGamuzanuu v mudposuzanuu KasaxcTaH cTankuBaeTcs ¢
PSAIOM TPYAHOCTEH, YIPOXKAIOIIUX COXPAHCHUIO HALIMOHAJIBHON UACHTUYHOCTH. He-
CMOTPS Ha YCHJIMSI TOCYJapCTBa U OOIIECTBEHHBIX OpraHU3alui, BIUSIHUE IT100aJIbHbBIX
KyJBTYPHBIX HPOLIECCOB, SA3bIKOBAs aCCUMWIIALIUSA M KOMMEpLMAIU3alus TpaauLui
CO3/1aI0T CEPbE3HBIE MPEMATCTBYS U1l MOAAEP KaHUS KYJIbTYPHOI'O HACIIEIUs.

OnHOM 13 KII0YEBBIX IPOOJIEM OCTaeTCs SI3bIKOBOW BOIMPOC. XOTs Ka3aXCKHM
A3bIK O(PULIMATIBHO MPU3HAH TOCYAAPCTBEHHBIM, PYCCKOSA3bIUHAS Cpesia MPOI0JKAET
JOMUHHPOBATS B psizie chep, ocobeHHo B ropoaax. Kpome Toro, BnusiHuE r7100a16HOTO
MENanpoCTPAaHCTBA, e Mpeo0IaaaioT 3ana Hblil 1 BOCTOUHbIN KOHTEHT, IPUBOIUT
K TOMY, YTO MOJIOJIO€ ITOKOJICHHE BCE 4Yallle OTAAeT MPEeANOYTeHHE MHOCTPAHHBIM
s3bIKaM, a HallMOHAJIbHAsI KyJIbTypa OKa3blBaeTCs BBITECHEHHOW. I'oCyapcTBEeHHbIE
[IPOrpaMMbl, HalpaBJIEHHbIE HA MOMYJAPU3ALMIO Ka3aXCKOrO SI3blKa M KYJBTYpBHI,
TaKue Kak OecIIaTHbIe OHJAMH-KYpChl M HUGPOBU3ALMS HALIMOHAIBHOTO HAaCIeaus,
TpeOyIOT He TOJIBKO PACIIMPEHHs], HO U aJjanTaliy K HOBBIM (popMaTam motpeOieHus
nH(popMmaIuu.

OcobeHHo ocTpo crouT Bompoc 3((HEKTUBHOCTH 3TUX HMHUIMATHUB. Bce
KpYHHbIE MPOEKTHI MO MPOJBUKEHUIO Ka3aXCKOM MAEHTUYHOCTH (PUHAHCUPYIOTCS
rOCyJapCTBOM M TPAHCIUPYIOTCS NPEUMYLIECTBEHHO Yepe3 HallMOHAJIbHbIE
TesneKaHalbl U TpaguioHHele CMU, KOTOpbIE HE SBIISIOTCS OCHOBHBIMU HICTOYHUKAMHU
uHpopMaluu Uil MOJoAexkH. B pesyiabTaTe Takue KaMIIaHUM, HECMOTpsI Ha
3HAYUTENbHbIE BIOXKEHUS, HE HaXOAT IMIUPOKOTO OTKJIMKA M HE PaclpOCTPaHSIIOTCS
opranuydecku B M(ppoBoii cperne.

B pamkax paGoTbl HajJ JaHHOW TEMOM aBTOPOM CTaThbu ObLI MPOBEAEH OIULI-
ONPOC CPear MOJIOABIX Jt0/AeH B Bo3pacte 15-27 net. Pe3ynbTarhl onpoca BbISIBUIIH,
4910 82 % PpECNOHAEHTOB MHTEPECYIOTCS Ka3aXxCKOM KyJbTypOH, OJHAKO MX 3HAHMS
OCTAIOTCSl MOBEPXHOCTHBIMU. OTO CBUAETEIBCTBYET O HEOOXOAMMOCTH HE TOJIBKO

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 m
International License \s=s

278



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

aKTyaJlbHOTO, HO ¥ JUHAMHYHOTO KOHTEHTa, KOTOPBIA Obl coueTasl TPaJUIIMOHHBIE
AJIEMEHTHI C COBPEMEHHBIMH TEXHOJIOTHSAMH, JieNiasi HAIlMOHAJIBHYIO KyJIbTYypy Oolee
MIPUBJIEKATEILHON M KOHKYPEHTOCTIOCOOHOW B IU(PPOBYIO AIIOXY.

BeiBOABI

Kommepruanuzaust KyJabTypbl TakkKe IpEACTaBiIsgeT co00i Ccephe3HyIo
npobnemy. B crpemiennn cienaTth TpaJAUIIMOHHBIE 3JIEMEHTHI 0oJiee TOCTYIHBIMHU U
BOCTPeOOBAHHBIMU, YACTO MPOUCXOANT UX YIPOIICHUE U yTpaTa INIyOMHHOTO CMBICTIA.
DT0 0COOEHHO 3aMETHO B cpepe peMecen, MOJIbI H TAaCTPOHOMUHU, TIe ayTCHTHYHOCTh
MHOT/Ia TOJAMEHSIETCSI MapKETUHTOBBIMH CTpaTerusiMu. J{J1si coxpaHeHus HOTTMHHOCTH
BaXXHO MOJJICPKUBATh MACTEPOB HAPOIHBIX POMBICIIOB, CTUMYJIUPOBATh JOKAJIbHbIE
OpeHbl, padoTaronye ¢ TPaJAUIIMOHHBIMA MOTHUBAMH, U BBOJIUTH 00pa3oBaTeIbHbIC
MIPOrPaMMBbI 110 U3YUYEHHUIO HCTOPUU Ka3aXCKOTO UCKYCCTBA.

[udpoBbie TEXHOIOTUH, C OJHONH CTOPOHBI, CO3/1al0T HOBBIE BO3MOXHOCTH
IUIsSL COXPAaHEHHS KYJIBTYPHI, a C IPyroil — MOTYT CIIOCOOCTBOBAThH €€ Pa3MbIBAHUIO.
ConuanbHbple ceTd, BHAEOIUIATGOPMBI U OHJIAWH-UTPBl (HOPMUPYIOT TII00aIbHOE
MHPOPMALIMOHHOE TI0Je, IJ€ HAlMOHAJIbHbIE HApPaTUBBl YAcTO OCTAIOTCS Ha
nepudepun. YUToOBI TPOTUBOCTOSTH 3 TOMY, HEOOX0IMMO aKTUBHO pa3BUBATh I (PPOBOIL
KOHTEHT, OTPaKaIOIIUN HAIIMOHATBHYIO HACHTUYHOCTD: CO3/1aBaTh 00pa3oBaTelIbHbIC
MPOEKTHI, TOKYMEHTAJIbHBIC (PUIBMBI, BUCOOJOTH U MHTEPAKTUBHBIEC IUIAT(HOPMBI,

IIPOJIBUTAIOIINE KA3aXCKYIO KYJIbTYPY.
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Abstract. This scientific article analyzes the role of social media in promoting
the Sustainable Development Goals (SDGs). It examines successful campaigns and
discusses key challenges, such as competition with entertainment content, the spread
of misinformation, and the effect of emotional burnout. Particular attention is given to
balancing scientific accuracy with creativity in content presentation, which is a crucial
aspect of effective environmental journalism.
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IQJIEYMETTIK XKEJIJIEPAET'T TYPAKTBI JAMY MAKCATTAPBIH
VITEPVIETY: OKOJIOTI'UAAJIBIK MOCEJIEJEPAI
KAPUAJIAYIAYBI KPEATUBTI TOCIUI MEH )KEKE OKUT'AJIAP

A.A. KaineBa
XanbIKapasiblK aKmapaTThIK TEXHOJOTHSIIAp YHUBEPCUTETI, Anmatsl, Kazakcras.

Fouteimu sxerekmrici: [ A. Hypmyxan6eTtoa

KanueBa Apyxkan AcXaTKbI3bl — XaJbIKapalblK aKMapaTThIK TEXHOJIOTHSIAP YHUBEPCUTETIHIH XaIbIKapallblK

JKYPHAIHCTHKACBIHBIH €KIHII KypC CTYICHTI.

AHHOTanmusi. Byn FpUIBIMM Makaniajia oJIeyMETTIK ‘keniiepnaiH TypakTsl
namy wmakcartapeiH (TJIM) inrepinmeryaeri peni TanmaHanasl. COTTI aKmapaTThIK
KaMIaHUsJIap KapacThIPBUIBIN, OWBIH-CAYbIK KOHTEHTIMEH OOCEKENEeCTIK, >KaJFaH
aKMapaTThIH Tapaldybl JKOHE HMOIMSUIBIK KYH3elic ocepl CHSKThl HEri3ri ChIH-
KaTepjep TaJKbUIaHAABl. Marepuaiabl YCHIHYAaFbl FBUIBIMH  JOJJIIK  TICH
KpEaTUBTUTIKTIH TeMe-TeHIITIHEe epeKIe KOoHUT OeiHe 1, Oy
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AKOXXYPHAJTMCTUKAHBIH THIMJIUIITI YIIIIH MaHBI3IbI aCTIEKT OOJIBITT TaObLIa Ibl.
Tyiiin ce3aep: TIM, oneyMeTTiK KeJiiaep, SKOKYPHATUCTHKA, SKOJTOTUSITBIK
OeJICeHaiIK, DKO-KOHTEHT

MPOJABUXEHUE LEJIEW YCTOMYUBOI'O PA3BUTHUS B
COIMAJIBHBIX CETSIX: KPEATUBHBIN OAXO0/I ¥ TUUYHBIE
NCTOPHUHU B OCBEIIEHUHA DKOJOI'MYECKHUX IMTPOBJIEM

A.A. KanueBa
MesxyHapoAHbIN YHUBEPCUTET HH(GOPMAIIMOHHBIX TEXHOJIOTHI, AJTMATHI,
Kazaxcran
Hayunsrit pykoBoautens: [.A. HypmyxanOGerosa

KanueBa ApyxkaH AcXaTKbI3bl — CTYAEHTKa BTOPOrO Kypca MEXAyHApOJHOW KypHAIMCTUKU
MexIyHapoIHOTO YHHBEPCUTETAa HHPOPMAIOHHBIX TEXHOIOTHHA.

AHHOTanus. JIaHHAs CTaThs MMOCBSIICHA aHAIU3Y POJIH COIIMAIBHBIX CEeTEH B
MIPOJIBIKEHHHM Tiesiel yeroitunBoro passutus (LIYP). PaccmarpuBaroTcs ycneniHbie
KaMIIaHUHW, a TakXke OOCYXTArOTCs KIFOUEBBIC BBI3OBBI, TAKHE KaK KOHKYPCHIIHS
C pa3BiICKaTeIbHBIM KOHTEHTOM, PAaCIpOCTpaHECHHE ae3rHpopManuu U IPEHEeKT
AMOITMOHAIBHOTO BBITOpaHus. Oco0oe BHHUMaHHE YJIEIsSeTCs OanaHCy MEXITy
HAay4YHOU IOCTOBEPHOCTBHIO M KPEaTMBHOCTBHIO B IOJ[a4€ MaTepHayia, YTO SIBIISETCS
Ba)KHBIM acleKToM d(DPEKTUBHOM IKOKYPHATUCTUKH.

Kuarouesnbie cioBa: [[YP, conmnanbHbie CETH, 3KOKYPHAITHCTHKA, YKOJIOTHYEC-
CKUH aKTUBH3M, D9KO-KOHTEHT

BBenenue

B XXI Beke mpoOiemMa yCTOHYHBOTO Pa3BUTHS BBIIIA 3a MPESTbl HAYUYHBIX
JUCKYCCHUW W CTalla OJIHOM W3 KIIOUEBBIX TEeM TIJI00adbHOW MOBecTKHU. [IpuHsTas
OOH B 2015 roxgy nporpamma «llenn ycroitunBoro pazsutus» (LIYP) onpenenser
17 wHampaBlieHWH, HaICJICHHBIX Ha O00ppOy ¢ OETHOCTBIO, HEPABEHCTBOM,
KIIMMAaTHYECKUMH W3MEHEHUSMH W JIPYTUMH BBI30BAaMH COBpeMEHHOCTH. OmHako
(dhopMyITUpOBKa IeJIel — JIMIIb MEePBBIN mar. ['opa3ao ciioxkHee cAenaTh TaK, YTOObI
9TH UJEH JACHCTBUTEIHHO MPOHUKIIA B OOIIIECTBEHHOE CO3HAHME, MTOOYKIast JII0IeH K
neiictBuo. B 3TOM Tmpoliecce coluanbHBIE CETH HUIPAOT PEHIAIONIy0 POJb,
CTAQHOBSICb HE TOJIBKO HCTOYHHUKOM HMH(POPMAIMK, HO W TPOCTPAHCTBOM JIsI
JTUCKYCCUM, MOOWIM3allUd aKTUBHCTOB M (DOPMHUPOBAHHS HOBBIX IKOJIOTHYECKUX
HOPM.

OcHoBHAasI 4acTh

CormanabHble CETH BBICTYMAIOT MOIIHBIM CpeACTBOM TMpoaBwkeHus [[YP,
dbopMHUpysT B3TISAABI U MO3MIMK oO1miecTBa. [lomynspHbie MmiaTGoOpMbl, Takue Kak
Facebook, Instagram u Twitter, UMeIOT MUJITHAP/IBI AKTUBHBIX MOJIb30BATENEH, UTO
MO3BOJISIET OXBATUTh IHMPOKyr ayautoputo. TikTok, Hampumep, ctanm omgHOW H3
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KITFOUEBBIX TUIOMIAIOK ISl SKOJIOTHUECKOro akTUBM3Ma: xamTer #climatechange Ha-
Opan 6onee 3,5 MuIIHapaa TPOCMOTPOB. DKOJIOTUYECKUN KOHTEHT, paclpoCTpaHeH-
HBIH Yepe3 COLCeTH, CIocoOeH BIUITH Ha MTOBEICHHUE JIIOEH, MOBBIIIAs OCBEIOMIICH-
HOCTbH O MpoOJieMax 3KOJIOTUH U MOTUBHPYS K H3MEHEHHIO pUBbIYeK. PazHooOpasue
(dbopMaToB KOHTEHTa JenaeT UH(pOpMaIno JOCTYTHON U MpUBIEKaTelbHOM. TekcTo-
BbI€ MOCTHI M JIOHTPUJIBI TTO3BOJISIOT TITy0XkKe aHAIU3UPOBATh MPOOIEMBI, @ KOPOTKHE
BUJIe0 Kak Reels MruoBeHHo npusiekatoT BHUMaHue. Ctopuc B Instagram u Facebook
yIOOHBI JIJIs1 OTIEPATUBHOTO PACTIPOCTPAaHEHUSI HOBOCTEH, a MOJKACTHI 00€CIIeYUBAIOT
m1yOokoe norpyenue B temy. MHporpaduka, B CBOIO ouepe/ib, eaeT CI0KHbIE TaH-
HbI€ TOHATHBIMU: UCCIIEIOBAHMSI TOKA3bIBAIOT, YTO BU3YyaibHas HH(OpMAIUs BOCTIPH-
Humaetcs Ha 60 % OpicTpee, yeM TeKCcTOBasl.

[Ipumepbl  yCHEIIHBIX  DKOJOTMYECKUX  KaMIaHUM  MOATBEPKIAIOT
a¢ddextuBHOCTD corceret B mpoasmwkennn L[YP. Tak, B 2019 romy wemmeHmx
#TrashTag npuBiex ThICAYN YUaCTHUKOB 10 BCEMY MUDY, TOOYINUB UX yOUpaTh Mycop
B 3arpsi3HEHHBIX MECTaX M JENUThCA pesyibraTaMu B coucersix. [IBmxenue Fridays
for Future, nannmupoBanHoe ['petoit TyHOepr, MOOMIN30BAI0 MIJIJTMOHBI JIFOJIEH HA
KIIMMaTu4yecKkue 3a0acTOBKHU, UCIOIb3Yys COIHAIbHBIE CETH KaK OCHOBHOE CPENICTBO
kommyH#uKaiuu. B 2020 roqy kamnanus #PlasticFreeJuly coopasa 6omee 250 mumu-
OHOB YYaCTHUKOB, MOTUBHPYS UX OTKa3aThCS OT OJHOPA30BOTO IJIACTHKA U JIETUTHCA
CBOMMH JTOCTHKEHUSIMU B COLICETSIX.

KpeatuBHble cmocoObl OCBEIIEHUS 3KOJOTHYECKHX MPOOJIEM MOMOraroT
MpHUBJIEYs BHUMAHUE M yAepXkKaTb HMHTEpec ayAuTopuu. lcmonp3oBaHuEe MEMOB
U YeJUIeHDKEW JeNaeT HSKOJIOIMYECKYI0 TOBECTKY OJIKe MOJIOIEkKH, MOMOoras
pa3pyLIuTh CTEPEOTUIl O TOM, YTO IKOJIOTUS — CKy4dHas Tema. VHTepakTUBHbBIE
OTIPOCHI U KBHU3bI HE TOJHKO BOBJIEKAIOT ayJUTOPHIO, HO U CIIOCOOCTBYIOT JIydIlIEMY
3aIMOMUHAHUIO HH(POPMAIIMU: UCCIIEI0OBaHMS TOKA3bIBAIOT, UTO MoJab30BaTenu Ha 40 %
s¢dekTrBHEe YCBauBalOT 3HAHUS B UTPOBO hopme. ['eliMuukanys u CTOpUTENTUHT
MOBBIIIAIOT YMOLMOHAILHYIO BOBJIEYEHHOCTh. Hampumep, ToOKyMeHTaIbHBINA (HUIBM
Seaspiracy Ha Netflix BbI3Basl MaccoBbIi OOLIECTBEHHBIH PE3OHAHC, 3aCTaBUB
3pUTENel IepecMOTPETh CBOE OTHOIICHHE K PHIOHOM TPOMBIIIIEHHOCTH. Bu3yanbHbIi
KOHTEHT, Takol Kak nHporpaduka, KapuKkaTypbl U aHUMAIUs, YBEIHMUMUBAET IIAHCHI
Ha pachpoCTpaHEHHUE HKoJornueckux coodbmenuid. Undorpaduka nemaer maHHbIE
MOHATHBIMU U HATJISIIHBIMU, a aHUMAIUS yAep>KUBaeT BHUMaHUE 3pUTeNiel JT0JIbIIIE,
yem crtaTuuHble u3oOpaxkenms. Kammanus WWEF #StopPlasticPollution akTuBHO
UCIOJIb30Bajia aHUMAIIMOHHBIE POJUKH, YTOOBI MOKa3aTh BIMSHHUE IJIACTHKOBOTO
3arpsi3HEHUS Ha MOPCKYI0 ¢ayHy, 4YTO TPUBIEKIO BHUMAHUE MUJUIMOHOB
M0JIb30BaTENEH.

JIMYHOCTHBIN MOAXOJ B IKOJOTUYECKOW >KYPHAITUCTHKE UTPAET KIIOUYEBYIO
POIb B USMEHEHUH BOCIIPUATHS YKOJIOTUYECKUX MTpodsieM. icTopuu oTnenbHbIX Mol
OKa3bIBalOT Ooyiee CHIIBHOE SMOIMOHAJIBLHOE BO3JCHCTBHE, YeM CyXas CTaTHCTHKA.
[To maHHBIM HccaenOBaHUM, MONB30BATENM B 22 pa3za dalle JeNiITcs KOHTEHTOM,
COJIEpKallM JIMYHBIE HMCTOPUU, YeM OOBIYHBIMH HOBOCTHBIMH ITyOIHUKAIHSIMHU.
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Jluanble 6510TH U MUHHU-TOKYMEHTAJIKU CTaHOBSTCS 3(()EKTUBHBIM UHCTPYMEHTOM B
00opr0Oe 3a skonoruto. Hanpumep, karnanm NowThis Earth coOupaeT Mummons! mpo-
CMOTPOB, paccKa3biBasi O KJIMMATHYECKUX H3MEHEHHSIX 4epe3 MpU3MYy peasbHbBIX
uctopuil. IHTepBbIO C SKOAKTUBUCTAMHU M PACcCKa3bl O COOCTBEHHBIX IKOJIOTUYECKUX
MIPUBBIYKAX MO3BOJISIOT CPOPMUPOBATH JOBEPUE K TEME U BIIOXHOBISIOT ayAHUTOPUIO
Ha peanbHble neicTBus. [Ipumepom MokeT cityxuthb 6morep Jlopen Cunrep, koTopas
MOMYJISIPU3MPOBaIa KOHIEIIUIO Zero waste, JeMOHCTPUPYS CBOIO KU3Hb 0€3 OTXO/I0B
Y TEM CaMbIM MOTUBHUPYS JIIOAEH K 0CO3HAHHOMY MOTPEOJICHHUIO.

Pe3yabTaTsl M 00Cy:KIeHME

Onnako npoamwxeHue L[YP B corceTsx crankuBaercs ¢ psSaoOM MpoOJIeM.
OnaHOM U3 KITIOYEBBIX TPYTHOCTEH SBISETCS KOHKYPEHIUS YKOJIOTUYECKUX HHUIIUATUB
C pa3BiekarelbHbIM KOHTeHTOM. [lo manHbIM uccrnenoBanus DataReportal (2023),
MOJIb30BATENU COIHMAIBHBIX CETe B cpelHeM MpoBOoAAT 2 yaca 31 MHUHYTY B JCHb
B 1IU(POBOM MpocTpaHcTBe, npudeM 60 % 3TOro BpeMeHH OTBOIUTCS Ha MPOCMOTP
pa3BieKaTeNbHBIX MaTepuanoB. [1nardopmbl anropuTMIUUecKy IPOIBUTAIOT KOHTEHT,
BBI3BIBAIOIINI SMOIMOHATBHYIO PEAKIUI0, YTO CTAaBUT HIKOJOTHMUYECKYIO IMOBECTKY
B HEBBITOIHOE TOJIOKEHUE MO CPABHEHUIO C BUPYCHBIMH BHIEO, MEMaMU U KOPOT-
kumu kimmamu. HMccnenoBanne Global Web Index (2022) mokasbiBaeT, 4TO TOJBKO
28 % monb3oBaTeneil COIMaNbHBIX CETeH IeNIeHaNPaBlIeHHO YT HHPOPMAIHIO 00
AKOJIOTHH, TOTAa Kak 72 % MmoTpeOsioT ee ciiydyaifHo, €Clii OHa MPeCTaBlIeHa B UH-
TepecHOM (opMmare. ITO 3aCTaBISET IKOKYPHAIUCTOB U aKTUBUCTOB aJalITUPOBATH
nojiayy Marepuana, 0aJaHCHpysl MKy Hay4HOH JOCTOBEPHOCTHIO M IOCTYITHOCTBHIO
JUTS ITUPOKOM ayAUTOPUH.

Eme onHOW 3HAYMTENBHOW MPOOJIEMOW SIBISETCS  PacrpoCTpaHEHUE
ne3uH(pOopMallii U MAaHUITYJIATUBHBIX MPAKTHK 3€JeHOr0 Kamy disixka (greenwashing).
Cornacuo uccnenosanuto EBponetickoii komuccun (2021), 42 % MapKeTUHTOBBIX 3a-
SIBIICHUH, KaCaOIIUXCs SKOIOTUYHOCTU MPOIYKIUH, SBISIOTCS JTOXKHBIMUA WU BBO-
oMy B 3a0myxaeHue. KoMmaHuu akTHBHO HCIONB3YIOT TaKTUKY IpeyBeIuye-
HUSl CBOETO BKJIaJia B YCTOMYMBOE Pa3BUTHUE, HE UMESl PEabHBIX JOKa3aTeIbCTB, YTO
MOJIPBIBACT JOBEpHE OOIIECTBA K DKOJIOTHYSCKMM WHUIMaTuBaM. Tak, B 2020 romy
paccienoBanue Greenpeace BBISIBUIIO, YTO HECKOJIBKO KPYMHBIX KOPHOpAIii, 3asB-
JSBUINX O MEPEX0ie Ha HIKOJOTHYHYIO YIIAKOBKY, HA CAMOM JIeJie MPOI0IKAIIN UCTIOINb-
30BaTh IUIACTUK, KOTOPBII He Tojuiexan nepepadorke. [lonobnble ciydan GopMupyroT
CKENTHIIM3M CPEU MOJIb30BaTeNeH, CHIKAIOT BOBICUEHHOCTh U YCIOXKHSIOT padoTy
HKOJIOTMYECKUX aKTUBHCTOB, BBIHY)KJIEHHBIX HE TOJILKO MPOJBUTATH MOBECTKY, HO U
OTIpOBEPrarh HEJAOCTOBEPHYIO HH(POPMAIIHIO.

bananc Mex 1y SMOIIMOHATTEHOM BOBIEUEHHOCTHIO M HAYYHOU IOCTOBEPHOCTHIO
nH(pOpMaIIUU SBISIETCS KPUTHYECKH BaXKHBIM ACHEKTOM YCHEIIHOTO MPOBUKEHHS
AKOJIOTMYECKOM TeMaThKH. UpesmepHas SMOIMOHATIN3aIUs, OCHOBAHHAsS Ha IIOK-KOH-
TEHTE WM KaTacTPO(UUYECKUX MPOTHO3aX, MOXKET BBI3BIBATh d(D(PEKT IMOLMOHAD-
HOTO BBITOpPAHUS y ayIMTOPHH, CHIKAs €€ TOTOBHOCTh K aKTUBHBIM JeiicTBusiM. Co-
rnacHo uccaenoBannio Climate Outreach (2022), myOnukamuu, comepKariie TOJIbKO
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MyTaloIUe MPOrHO3bl 0€3 KOHKPETHBIX PElIeHU, BBI3BIBAIOT ¥ 64 % moib3oBareneit
olrynieHue 0eCroOMOIIHOCTH, YTO MPUBOJUT K OTKA3y OT B3aUMOJCHCTBUS C TEMOIL.
B T0 xe BpeMs cyxasi cTaTUCTHKA 06€3 JTUYHOCTHOTO KOMIIOHEHTA HE BBI3BIBAET dMO-
[IMOHAJIBLHOTO OTKJIMKA M ocTaeTcs HezameueHHOH. A Nielsen Norman Group (2021)
BBISICHWIIU, YTO TOCTHI, COAep Kalllie JTNYHbIe UCTOPUH, BU3YaIbHBIN KOHTEHT U 3Jie-
MEHTBI HHTEPAKTUBA, B CPEAHEM NOTYy4aroT Ha 22 % Ooblie BOBICYEHHOCTH 10 CPaB-
HEHUIO C MyOIUKAIUSIMU, COAEPIKAIIMMHU TOJIBKO aHAIMTUYECKYIO HH(POPMALIHIO.

Takum o6pazom, npoasmxenre L{YP B conmanbHbIX ceTsx TpeOyeT afanTaun
CTpaTeruii KoMMyHUKauu. 3HPEeKTUBHOCTH 3aBUCUT OT CIIOCOOHOCTH YKOJIOTUYECKUX
KYPHAJIUCTOB U aKTUBHCTOB HAaXOJUTh OallaHC MEXIy HAy4YHOM 00OCHOBAHHOCTBHIO
U KpeaTHBHbIMH (opMaTaMu TOJa4yH, MPOTUBOCTOATH Ae3uHGOpMAllUU U
aIalITUPOBATHCA K U3MEHSIIOIIMMCS aaropuT™MaM UGPOBBIX MIATPOPM.

3akiioueHue

ConuanbHble CETH OTKPBIBAIOT HOBBbIE TOPU3OHTHI ISl TIPOABMKEHUS 1Lieneit
YCTOWYMBOTO pa3BUTHA, Jellasg HKOJOTMYECKYI0 MOBECTKY OMIKe K KaKIOMY.
Opnaxo 3¢ (HeKTUBHOCTH 3TOT0 MHCTPYMEHTA 3aBUCUT OT TOTO, KaK UIMEHHO MOJaeTCs
uHpopmanus. CoBpeMeHHas ayAuTopus TpeOyeT He TONBKO (haKTOB, HO M BOBJICUECHMUS,
a 3HAYMT, KPEaTHBHBIE METOJbl W JIMYHBIE MCTOPUU CTAHOBATCS HE3aMEHUMBIMU
AJIEMEHTaMH YCIIEITHOTO HKO-KOHTEHTA.

UToObl HSKONOTHYECKHE TeMbl ACHCTBUTENHHO HAXOAWIM OTKIHK, Ba)KHO
YUHUTBHIBATh JBE KIIOUYEBBIEC BEIIU: IOCTOBEPHOCTh U SMOIIMOHAIBHYIO CBsi3b. HayuHo
00OCHOBaHHbIE JaHHbBIE, MOJKPEIUICHHbIE pealbHBIMH TpUMepamH, (OPMHUPYIOT
JIOBepHe, a CTOPUTEIUTMHT M BU3yalbHbIE (DOpPMATHI JENalOT CIIOXKHBIE MPOOIEMbI
MOHATHBIMU U ONMU3KUMH. B 3TOM 3akirodaercs cuia COICETe — OHU MO3BOJISIIOT
Ka)KJIOMYy HE TOJIbKO y3HaBaTh, HO U JIEHCTBOBATh.

Hactosmue w3MeHeHUss HA4YMHAIOTCS C  HMHAWBHUIYallbHBIX  IIaroB.
PacripocTtpanenue mpoBepeHHON HMH(OpPMAIMM, Yy4YyacTHE B  HIKOJOTMUYECKUX
WHUIMATHBAX, TMOJJIEP)KKa AaKTUBUCTOB — Bce I3T0 (opmupyer mHUPppoBOe
MIPOCTPAHCTBO, B KOTOPOM YCTOWYMBOE Pa3BUTHE CTAHOBUTCS HE MPOCTO TPEHIIOM,
a HeoOXOMMOCThIO. B 310Xy cOIMalbHBIX Menua KaXKIbli JTallk U pemnocT — 3TO
BO3MOYKHOCTh ITOBJIMSTH Ha OyIyIIIee, M OT TOT0, KaK MBI HCIIOJIb3YEM 3TH BOZMOYKHOCTH,
3aBHCHT, KaKOW MUP MBI OCTaBUM CJICTYIOIIUM MOKOJIECHUSIM.
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Abstract. This article discusses current security vulnerabilities in WordPress
plugins, such as SQL injection, cross-site scripting (XSS), cross-site query forgery
(CSRF), remote code execution (RCE), access rights, and file upload vulnerabilities.
Reports from leading specialized companies in the field of cybersecurity, as well as
statistics on discovered vulnerabilities over the past five years, are analyzed from WP-
Scan and CVE databases. The main guidelines for WordPress plugins and recommen-
dations for improving the security of plugins for developers and site administrators
will be given. This article gives readers a unique perspective on today’s problems and
methods of protecting WordPress plugins.

Keywords: WordPress, plugins, security, vulnerabilities, SQL injection, XSS,
CSRF, RCE, access rights, file, WPScan, CVE
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AnHoTtanusi. byn makamanma WordPress mmaruuaepinieri Kayimnci3mgiKTiH
Ka3ipri Tagaarsl ©3ekTi SQL HHBEKIUACH, caliTapalbiK ciieHapuii (XSS), caliTapaibik,
cypanbicTapabl Konjpan xkacay (CSRF), koarer kxambikTeikTaH opbiHaay (RCE),
KOJI KETKi3y KYKBIKTapbl MeH (ainmapasl KykTeyre OaillaHBICTBI OCAJIBIKTAp
KapacTeIpbiiaapl. Kubepkayincizaik camachlHAAFbl JKETEKIIl MaMaHIaHIbIPbUIFaH
KOMITaHUSIApAbIH ecenTepi, coHbiMeH Karap, WPScan, CVE nepekkopiapsiHaH
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COHFBI 0€ec JKbUIJAFbl Ke3/1€CETIH OCANIBIKTap CTaTUCTHKACKI TanaaHaasl. WordPress
MJIAarMHACPIHIH HETI3T1 Oarmapiapbl JKOHE d3ipJieyInl MEH CalT OKIMIIiIepi YIIiH
MJIArMHACPIH KAYINCI3IiK JOpEeKeCiH apTThIpy OOMBIHINA YCBHIHBICTApP Oepiie/i.
byn makana oxkpipmangapra WordPress maruamepingeri OyriHri KUBIHABIKTAp MEH
KOpFaHbIC TOXIpuOeciHe Oipereit ke3kapac oepei.

Tyiiin ce3aep: WordPress, mmarunaep, kayinciaik, ocanasikrap, SQL-uHb-
exmmsi, XSS, CSRF, RCE, kon xxeTki3zy KyKkbirbl, daiin, WPScan, CVE

OB30P HAUBOJIEE PACITIPOCTPAHEHHBIX VSI3BUMOCTEN B
IIVTATMHAX WORDPRESS

J.b. Kanart
Hayunsiii pykoBoautens: A.C. baeruzosa

Kanat lactan BakbIT:kaHYIbl — MarucTpaHT crieUatbHOCTH «CHCTEMBI HH(POPMAIMOHHOM 0€301IacHOCTIY,

EBpasuiickuit Hanmonansubiit Yuusepcurer umenu JI.H. ['ymunesa, Acrana, Kazaxcran.

AHHOTanus1. B 3Tol cTaThe paccMaTpHUBAIOTCS aKTyaJdbHbIC HA CETOMHSAIIHUNA
JIeHb Ys3BUMOCTH Oe3ormacHocTH B muiaruHax WordPress, Takne kak SQL-uHBEKITHS,
MEXKCaWTOBbIN ckpunTuHr (XSS), momaenka wMexcaWToBeix 3ampocoB (CSRF),
ynanenHoe BoinmoHeHHe kona (RCE), mpaBa mocTyma W ysa3BUMOCTH, CBS3aHHBIC C
3arpy3koit (haitstoB. OTUETHl BEIYIIMX CHEIUATU3UPOBAHHBIX KOMITAHWK B 00JacTH
KnOepOEe30MacHOCTH, a TAK)KE CTATUCTHKA OOHAPYKEHHBIX YA3BUMOCTEH 3a MOCIIETHUE
IATH JIET aHaM3upyroTes u3 0a3 gaHHeix WPScan, CVE. bynytr naner OcHOBHBIE
opueHTHUpHI s 1uiaruHoB WordPress m pekoMeHIaluu 1Mo TOBBIIICHUIO CTETICHU
0€30MacHOCTH IIJIATMHOB TSI Pa3paO0TYMKOB U aIMUHHCTPATOPOB CANTOB. JTa CTaThsl
JAeT YMTATEIISIM YHUKAJIbHBIN B3IISIT HA CETOIHSNIHUE MTPOOIEMbI U METOJIBI 3aIIAThI
miaruHoB WordPress.

KiroueBnbie ciioBa: WordPress, rurarunbl, 6€301macHOCTD, YI3BUMOCTH, SQL-
nabeknusa, XSS, CSRF, RCE, npasa gocryna, daiin, WPScan, CVE

Kipicne

WordPress Oy ka3ipri Tamarbl 0apiblK BeO-caiiTTapabiH 40 %-bIHaH acTa-
MBIH KaMTaMachl3 €TETIH QJIeMJIeT] €H TaHbIMajl Ma3MyHbI Oackapy kyieci (CMS)
6onbin Tanbuta el (Woldfence Threat Intelligence Reports, 2025). WordPress caiitra-
pBhIHA CYPAHBICTBIH TaHBIMAJIJIBUTBIFBI — OJIAPABIH IUIArHHACPIHIH KEHUT 0acKapbLITybl
MEH MYMKIHJIIKTepiHiH Ken 0onybiHaa. COHABIKTaH Aa KayilCi3aiKTIH HEeTi3r1 0ackiM
KYIII1 OCHI TJIarMHIepMeH OainaHbICThI. [Imaruaaep Toyenci3 6armapiamaybliapIbiH
KOMETIMEH JKacallFaHIbIKTaH, MKEMIUTIK TIEH JKbUIIaMJIBIKTBl KayilCI3IKTeH 0achiM
Kos1/1b1. COHBIH eceOiHIe MbIHIaFaH CAUTTap IJIaruHACPET] OCAIIBIKTap apKbLIbI I1a-
OyBUTIIBIIAPABIH JKeMTirine aiHamaapl. ConapikTan 7a WordPress mmaruamepinaeri
KayIICi3iKTepIiH alIbIH Ty apKbUIbl, 013 ©31Mi3/iH AepOeCTIriMI3Ii CaKTalMBbI3.

WordPress niiarnnaepinin Herizaepi
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WordPress 2025 *xbUTFBI aKmapaT O0OUBIHIIIA OapiIbIK FagamTop kemiciaae 40 %
- JIaH acTaM KOJIJIAHBUIAThIH €H TaHbIMAJI CalT Kypy IiaT(opmachl OOJIBIN TAHBLIA b
(Kecre 1).

CMS Hapsix yieci Kongany canacel
WordPress 43.2 % Ex tansivas CMS, om6a0an miardopma
Shopify 4.1 % HlarbiH xKoHE OpTa OM3HEC
Wix 2.6 % Kanagan Gactayuisl MaMaHAap YIUiH bIHFAIIbI
Joomla 17 9% ATFaIIKbl CaT Kypy Ke31HEeH TaHbIMall OOJIFaH,
ecki miatgopma
Drupal 1.2 % KypbutbIMBI Kypaesi calfTTap yIriH KoJaiibl
Bitrix 0.4 % KopnopatusTik menrimaep yuris THiMIi
backanapsl 43 % ApHalibl xXylenep

Kecme 1 — WordPress owcone 6acka CMS-mepoiy napvikmagot yaeci (2025 dcoin)
(WPScan Vulnerability Database, 2025).

WordPress mmarunaepi KemKbIpibl koHe omOabam. 2025 xbul  OOMBIH-
ma WordPress.org, CVE Details, Wordfence pecmu tannay Ooiibiima WordPress
mwiargopmaceinga 60 MbIHHAH actam Iuiarupaep Oap. Erep ge axpuibl TONTarbl
IUTArMHACPAIH MYMKIHIIUIN ecKepeTiH Ooiicak Oyl KepceTKilml apra Tycemdl.
[Inarungep apkpUIbl CaWT JKyleciHe KemTereH (QyHKUMSIApAbl KOCyFa OOajbl.
Mine, ochl ceOenTi MIardHAepAe OcajAbIKTap kui ke3naeceni. OHBIH YCTiHE CalT
oKiMIIIiepl maiga OONFaH OCAIIBIKTApAbl KO OOWBIHINA >KaHAPTYIAPABI Jep
Ke3iHae Kyprizoeiini. byn na muarmHaepaid kemn malybuiFa YIIBIPAYyBIHBIH ce0ebi
Oombin TaObuTagel. Engiri kesekre WordPress mmarvuae »xui Ke3[4eCeTIH TaHbIMAaT
OcaJIbIKTapFa IOy KacaliMbIH.

WordPress mnarunaepinaeri TanpiMan ocangasikTapra SQL-urbekmus, XSS,
CSRF, RCE, kon xeTKi3y KYKbIFbI OCaJIIBIFbI )KOHE (Pailsl )KYKTeYy OCaNIbIFbI )KaTalbl.
SQL-unbeknusace — kepic Oainanbic xonaapsl, i3aey xone URL mapamerpnepi cu-
SKTBI ©picTep/Il Maiiaanana oTeIphIM, qepekKopra 3usHabl SQL koabiH enrizy (OWASP,
2025). WordPress miarunaepi AepekTep KOpiapiapblMEH eTe Kui OailaHbICajbl.
Omnap KojmaHymibUIap Typajibl akmapar, OamrTaymap Tarbl Ja 06acka KepceTKilrTepi
KamTuael. SQL nnbekuuscel WordPress minarunaepi yiiH eH KayinTi ocaiablK O0JIbIT
tabbimaapl. Meicansl, 2023 sxputbl TaHbiMan «Event Manager» mnmaruninge SQL-
WHBEKIUACHI TAOBUIIBI (AHATUTHKA 110 BeO 0€30MacCHOCTH U OTUYETHI 110 MHITUACHTAM,
2025). [Ia0ypunaaymibl OCaNIbIK apKbUTBI CAUTTHIH TOJIBIK MAIIMETTED KMHAFBl MEH
KOJIJIaHYIIIbI, SKIMIIIEP IIH KYTUICO3AEpiH allyFa MYMKIHIK aJJibl.

SQL-uHBeKIUACHIHBIH Naiina 6oy cebenrepi:

- CYpaHBICTapIbIH OpbIHAAIMAC OYpBIH, CalT OamTayiapbIHBIH JalbIH
0onMayhl;

— yakbIThl 0TKeH PHP Qynkuusinapsia (wpdb -> prepare opabiHa mysql
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query) KOJIJaHbLTYBI;

— xahaunpik (§_GET, $ POST) alinpiManbuiapbiHa Cy3rici3 TiKeJeH CypaHbIc
Oepiry MYMKIHJIITI.

SQL-UHBEKUHUACHIH KOJIJaHa OTBIPBIN, IIa0yBUIIIBI JEPEKTep KOpbIHA TO-
JBIKKAHBl ©3TePTy €HTi3yre, OHbI OlIipyTe, MaiaalaHyIIbIHBIH KEKe MATIMETTepiHe
ne 0oJia anajbl.

Caifrapanblk ckpunTHHT (XSS) - caiT maimanaHymbLIapabiH 3USHABL JavaScript
KOJIBIH Opay3epre eHri3yre jkoHe opbIHIayFa MyMKiHAik 0epemi (OWASP, 2025). byn
HETi31H/e TYCiHIKTeMenep, OaisIaHbIC >KOJAKTaphl HEMece IUIaruHACpIl OHJACUTIH
JTUHAMHKAJIBIK Ma3MYH apKbUIbI XKYy3€ere acaibl. XSS ocalAbIFbIH MaiilaaHa OThIPHII,
maOybUTIIBI  CAaWT OKIMIIUICPIHIH aThlHAH Kipyre, CaWT KYpPbUIBIMBIHA 3WSHIIBI
Oarapiamanap/bl eHrizyre, naiananynbuiapablH IepeKTepiHe HeeHyTe MyMKIHIIK
oepeni. Meicanbr, 2024 XbUTbI Kepi OaitaHplc Kypy MuiaruHiHge XSS ocalabIFbl
tabpuIabl. [labyburnaymmbsiiap 3USHAB OPEKETIH OKIMIIIHIH JKOJAFBIHA OPBIHAATY
apKBUIBI, CAUTTHI OacKapy MYMKIHIITiHE He 001kl (AHATUTHKA 1O BEO OE30IacCHOCTH
1 oT4eThl 1o nHIuaeHTaM, 2025). WP Statistics, Contact Form mumarusaepi xui XSS
malybuiiapbiHa ocaiablK TanbITaabl. Kasipri Tanna WPScan nepek kopbiHaa aTanFal
TJIarMHAEepAiH KoMeTriMeH OipHerie caiTtap XSS madysuiaapbiHa ocast OB KeJe/Ii.

XSS ocanapIFbIHBIH Naiiga 001y cedenrepi:

—esc_html() >xoHe esc_attr() QpyHKIUACHIH KongaHOai peTTeneTiH Ma3MyH bl
HIBIFapy,

—Ma3MYH Kayirci3/Iiri cascaThIHBIH 00JIMaYHI;

—JIepEeKTEP/Il €HT13Y KOJAFBIHBIH TOJBIK asKTaIMAaYBI.

[TnaruH o3ipaeymiiiepi Wi CY3TiJIEH OTKI3iM, 3apapChI3IaHIbIPYAbl JKOHE
naifanaHymibl eHri3yiHeH KalryAbl YMbITaabl. HoTmxkecinae, malybUiiayibl
epicTep/IiH Ma3MYHBIH aybICTBIpa ajajbl HeMece OeT allblIFaH CailblH OJ1 )KYKTEIeTIH
CANTTBHIH ePEKKOPBIHA TIKEIEH ClIeHapHii eHT13¢ allajbl.

CaiiTapaabIK cypanbicTapabl KoJaaal xacay (CSRF)

[[TaOypunaaymbsl TIpKEJITeH MaligalaHyIIbIHBI CAalTTa THIMCI3 OPEKeTTI, aTall
ailiTkanaa, Oanraynapabl e3repTy, Ma3MyHJbI KO0, aHa MaiJalaHyIIbIHBI KYPY
0omMaca 0ap KOJIaHYIIBIHBIH MYMKIHIITIH apTTBIpYyFa )oHe OackKa J1a MmopMeHIepIi
opeiaaayra urepmeneini (OWASP, 2025). byn maOysliablH epekiie TYpiHiH 0ipi —
JKOFapbIIa alThUIFAH SpeKeTTep i KOJJaHyIIbIHBIH xabapeiHChI3 Oomysl. WPScan,
CVE nepekkopbinga CSRF ocangpiFbiHa TOH TutaruHzep OepinreH. Mbicabl,
Simple Membership, Yoast SEO CHSKTBI TaHbIMaJ IUIATHHACP CAWT OKIMIIICIHE
XKIOEpUIreH ciITeMere oTce, Ke3 KEITeH KOJIJIaHYIIBIHBIH KYKBIK JEHICHIH OKIMIIIre
neiin ketepyre Oomyanel. OChI TUTArMHIETT OCANABIKTHI MmadypuIaymbsuiap 2023
KBUIbI CAUT OKIMIIICIHE IUIaruH OarnrTayiapbl KAMThUIFAH (QUITHMHTTIK Xabapiamaiap
xki0epeni (AHAIUTHKA IO BeO OE30MaCHOCTH M OTUETHI 10 MHIAeHTaM, 2025). Cailt
OKIMIINCIHIH K3 KeJTeH Ki0epireH (PUIIMHTTIK CIITEMEre oTyl — CalT JKyHeciHeri
OapJIbIK KOJIaHYIIbIFA aBTOMATTBI TYpJe OKimmii AeHrewin Oepemi. Coil apKbUIbI
ma0ybUIIayIbl CAMT Ma3MYHBIHA Ke3 KeJIreH aKmaparThbl )KYKTEI, OpHATa aajbl.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @“(},
International License \s=s

288



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

CSRF ocannbIirbiHbIH Maiiaa 00y cedbenTepi:

—maruHaepaid 6aceim kermiiiri check admin_referer() nemece wp verify
nonce() GyHKIUSIIAPBIH KOJaHOAYBI;

—JIEpPEeKKOPIbl OHJIEY Ke31HAE KOJJIAHYIIbl MEH OKIMIIIHIH Oip CapbIHIbI
KYPBUIBICTBI KOJJIaHYBI;

—cypanbic  nepekkesiniH Tek kKana $ SERVER['HTTP REFERER']
YKaBICBIHIIA TEKCEPiTyi.

JKorappija KepceTiireH KEeMIIUTIKTEpal eckepeTiH Oomcak, 013 CSRF

OCAJIBIFBIHBIH aNJIBIH anaMbl3. O YIIiH callT KOMJaHylIblIapbiHa OepiieTiH KYKBIK
OKIMIIN KOJIJaHYIIbUIapbiHA OEpieTiH KYKBIKTaH TOMEH 0oy kepek. Ilmarunmep
YaKbIThUIbl KaHAPTHUIBIN, OCANIBIKTAPbIH alAbIH-ANly 1C-OpeKeTi KYHIEMIKTI, Aep
KE31H/1e OPBIHIANIBIT OTBIPY KaxeT. CalT OKIMIIIIepi IIariHAe /Il TEK KaHA TEKCEPIITeH
JepeKKe3/epre CyheHin, oiapbpl OpHATap Ke3Je, Kayilci3aik TalanTapblHa COMKec,
Oerze, KayilTi CypaHbICTapAbl ajJ/bIH ally ic-IIapanapbl Ky3€re achblpbUIybl KaxeT.
Caiit oKiMIITiC1 KYKBIFBIMEH KYMBIC OpBIHIaFaH/1a, 0er/e, KayinTi cliTeMeepre oTiney
KakKeT. ByJ1 ocanabIKThIH all/IbIH a1y apKbUIbL, CAUT KYPaCThIPYIIbUIAPHI IUTATUHACPIIH
KayIIci3iria cakTai ajapl.
Kamikteikran xontel opsinaay (RCE) — mabysiuigaymisira cepBepe epKiH KOATHI
KAIIBIKTBIKTaH OPBIHJAyFa MYMKIHAIK OCEpeTiH €H KayilTi OCaJJBIKTapIbIH Oipi
(OWASP, 2025). WordPress caiirrapbiaaa RCE ocanubiFsl I1aruaaep HeMece TakKbl-
peinTap apkbuibl WordPress caiiteina 3ustHasl PHP konmbiH skykTem, oHBI OpbIHIAY
apKbLJIbl CAT OpPHATBUIFAH cepBepre Koi kerkize anaabl. JKamnmer WordPress mat-
(dhopmackl TUTarkHAEPi Ky>KaTTapabl )KYKTEyTe, OHaeyre THIMII ekeHiH eckepcek, RCE
OCaJIBIFBIHBIH MYMKIH 00JTy KayTri »)orapbl. Ce0e0i, caiiT OaraapiamMayibuiapsl mia-
THHACPTE XKYKTEICTIH KYKaTTap IbIH 3USHABLIBIFBIH TEKCEPETIH KAYIMCI3AIKTIH aJIIbIH
anMaca, Oy malyslaayblIapFa calT cepBepiHe KO KETKi3y MYMKIHJIITIH apTThI-
pansl. Meicamnsl, 2020 xbutbl madysurnaymsiiap WP File Manager nmarusi apKbUTb
RCE ocanapireia xky3ere aceipabl. by ocannbik PHP daiinaer Texcepicei3 caiiTka
KYKTEY apKbUIbI )KYy3eTe acThl xxioepei (AHaauTuka 1mo BeO 6€30MacHOCTH U OTYETHI
no uHIMAeHTam, 2025). [ladysurnaymsiiap PHP daiinmapasr xykTeid oTbipa, caiTKa
TONBIK Oackapy ana 0ini. Ochl apKbLIbI MBIHIAFaH CalTTap OCAJIIBIKIICH KO KETIM/II
00J1bIII, 3UsSHKECTEp 63 naiaaceiHa Kongana 0inai. RCE ocannbIFbl apkbUIbI cepBepre
ToJBIK Oackapy anyra, WordPress caliTTapbiHa aHa KOJJaHYIIbLIIAp KOCYyFa, KeHiHe
OCaJIBIKTHI KY3€re achblpyFa MYMKIHAIK OOJIaTBhIH JKaraall jkacayra, JEepPEeKKOp MEH
OapibIK calTTarbl KyXKaTTapAbl Kapayra, eHJeyre, eurpyre, ocajablK aHbIKTaJIFaH
cartrapabl 6acka (DDoS, sxanmaii TapaTy) MakcaTTa KoJJaHyFa MYMKIHJIIK Oepei.
WPScan nepekkopbiHa xyriHcek, *bul caiiblH RCE ocaliibIFbl ©31HIH ©3€KTLIITiH
skoranTimaasl. 2020 sxemel 29, 2021 sxe1abl 34, 2022 xeuiel 22, 2023 xbeuisl 19 xoHE
2024 xpute1 24 RCE ocannbirsl anbikTamisl (CtaTucTrka ucnoib3oBanus, 2025).

RCE ocanapIireiHBIH Talia 601y cedenTepi:

—1a0ybUIIayIIBUIAPAbIH  [JIATMHACPre KYXKaTTapAbl TEeKcepicci3 KYKTei
aNysl;
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—KyXaTTapapl OipaeH /wp-content/uploads/ okl OOWMBIHINA JKYKTEH, OHBI
TIKeJeH iCKe achIpa aybl;

—eval(), exec(), system() KayinTi pyHKIUSIAPBIH KOJIJIaHY;

—06acka ga ocanasikrapMme (RCE, CSRF) GaiinaHbICTBI OOJTYHI.

Kepcerinren kemmrimiktepai 6onasipMay apkpiibl 0i3 RCE ocanasiFbiHBIH
aNJbIH-Ty MYMKIHAIriHE ue Oonambi3. O VIIIH CalT OKIMIIUIEpl KYKTENETiH
KYKaTTapablH Ma3MYHbl MEH KEHEUTUTIMJIEPIH TEKCEepill, KyXXaTTapJblH OapJIbIFbIH
OOpiHIH KOJIBI JKETIEWUTIH TBIC XKepjae cakray Kaxker. [lmarunaepne danmgapabl
KykTey kesinze move uploaded file() pynkuusceiabsig opasina wp _handle upload()
KOJIJIaHy Ka)xeT. bapiblK KongaHymsiap YIIiH KYKTeIreH Qaingapasl opbiHAayFa
oIl Oepmey yiIiH .htaccess QyHKIUACHIH KoymaHaMmbl3. [lmaruamepain OapiabIFbiH
Kayirnci3aik skaHapTyaapbl MIBIKKAH Ke31eH OIpJIeH OpHaTy, €CKIpreH IIaruHaAepIl
KoJJlaHy1aH 0ac TapTy, 3UsSHABI (ailigap/bl *Ky3ere acblpyIbl MIEKTEHTIH KyieHi
OpHATy, COHJIali-aK IMIaruHAEP 11 )KU1 TEKCEPY apKbUIbl KYHISTIKTI KayinTi (haaaap bl
KOO apKbUIBI 013 CAaUTBIMBI3IBIH JepOecTirin kamTtamachl3 eTin, RCE ocanabFrbIHbIH
aJIJIBIH aJaMBbl3.

Kon »xetkizy Kykbirbl ocamabirbl (Privilege Escalation) — maOybuinayiibt
WordPress kyiieciHae 3 KYKBIFBIH apTThipa ajlaThIH OcaiablK Typi. Kapamaiibim
alTaThIH 0OJICAK, K€3 KEJTeH a3bUTYIIbl HEMECE aBTOP ©31HIH KYKBIFBIH OKIMIIILIIK
OKIJIETTIK JeHreline aeiin xetkize amaasl (OWASP, 2025). WordPress xyliecinae
OyJ1 ocan miaruHaep apKbUibl xky3ere acaasl. WordPress caliThiHIA JKa3bUTYIIBI, aB-
TOp, OHJEYII, oKimI pemnaep Oap. JKaspurymsl Tek MOJTIMETTEpAl KapayFa, aBTOp
Kazdanappl Kapusiiayra HEeMece OHJIeyre KYKbUIbl, OHEYII KapHuslaHFaH kaz0a-
Japabl TEKCEpyTe, OKIMIINIHIH CaliTKa TOJBIK MENIK €Te allaThlH oKuIeTTiri 6ap. Calt
OarapiiaMaybLIaphl CAUTTHI KYPY KE31H]IEe OKIIETTIK KYKBIK MOCEIeCiH KeHiHTe KaJl-
JIBIPBITI, TEKCEPICTEH ThIC KaJAbIpaabl. bys ©3 Ke3erinje miaruaaepae ocanablKrap-
JIbI JKY3€Te achIpyFa MYMKIHIK Oepeni. Mbicansl, Elementor mimaruninge 2023 &KbUTbI
maOybulayibUIap ska30a aBTopiaphbl aTbIHAH MJIaruHre Gaiaaapabl )KYKTey apKbLIbI
KOJITHI )KY3€re achbipa OTBIPBIN, OKIMIIN KYKbIFbIHA M€ OoJaanl (AHaNMUTHKA 1O BeO
0e30macHOCTH ¥ OT4eThl Mo uHIMACHTaM, 2025). Ocbl apKbpUIbI Ma0ybULIAYIIBIIAD
caiiTka TOJNBIK KYKBIK ajabl. Byn ocanablK OKIMIIIHIH aTbhlHAH OpPBIHIANATHIH
GyHKIUSHBI %Ka30a aBTOPBI OPBIH/IAY aPKBUIBI KY3€re acThl.

Ko sxeTkizy KYKBIFBI OCaJIBIFBIHBIH Tal1a 001y cedenrepi:

—marusep current_user can() GyHKIHMSCHIHBIH OPHBIHA TEK XKYHEre TipKery
PETTLIITIH KapacThIPYHI;

—O0apabIK TIPKENTeH KOJAAHYIIBUIAp MYMKIH OOJIMAaMTHIH (yHKIHSUIAPIbI
OpBbIHAayFa MYMKIHJIIK aJTyBhl;

—KOJIJaHYIIbl KYKBIFBIHBIH IYPBIC TEKCEPLIMEYi;

—01p QyHKIUAHBIH €Ki Oipaeii (*ka30a aBTOPHI, OKIMIIII ) POJIIH OPBIHIAMN aJTyBbI.

JKorapeima kepceriireH cebenTepii  JKow  apkbuibl, 013  WordPress
m1aTGopMachklH KON JKETKI3y KYKBIFbI OCAllIbIFbIHA Kapchl TOTEN Oepe allaMbI3.
BapnbIk KonnanymbU1apabl 3 peiaepiHeH ThIC GYHKIUIIApAbl OPbIHIAYFa MYMKIH/IIK
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OepMey, TeKCepiITeH, KYH/ICIIKTI )KaHapTyJIap bl TAJIall €TeTiH IUIaruHAEP 11 KOJIIaHy,
OKIMIINHIH aThIHAaH OPBIHIANATHIH 1C-OPEKETTEP/Il MIEKTeY apKbUIbl 013 OCAJIIBIKTHI
OonapIpMayFa MYMKIHIIK anmambi3. CoHman-ak, KyHeaeri ic-opekeTTi OaKbLIalThIH
KypaJap/bl OPHATHIN, KYHACIIKTI TEKCEepy >KYMBICTApbIH JKYprizy kKaxeT. Ko
KETKI3y KYKBIFbl OCAJIJIBIFbIHAH KOPFay Ke3-KeJIreH KOJTHI, OHJICHTIH OarTayiap/bl,
CalT JepeKTepiH Kacay Ke3iH/1e KYKbIKTap bl HAKThI aXKbIPATYIbl )KOHE KayINCi3aiKKe
MYKHUSAT Kapay/Ibl Tajar eTe/i.

JKanmer Oyriari makanamga WordPress mrarmnaepinge MyMKiH OoJaThIH
OCAJIIBIKTAP MEH OJIap/IbIH aJIJIbIH a1y MYMKIHTIKTepiH 3epTreaiM. WPScan nepekko-
PBIHBIH COHFBI 5 *KBIIIaFbl OCAJJIBIKTAP CTATUCTHKACHI OOMBIHIIIA OCHI MaKaIaia Kep-
ceTinreH ocanasikTap ket 6acrtam Typ (Kecre 2).

Ocangsik TYpi Yneci
XSS (Cross-Site Scripting) 35%
SQL- uabexuuscol 20 %
CSREF (Cross-Site Request Forgery) 15%
File Upload 15 %
Privilege Escalation 15 %

Kecme 2 — WordPress ocanovikmap cmamucmukacwt (2020-2025 oc.) [5].

JKanmel Makasnaaa al ThUTFaH OCAJIBIKTap OOMBIHINIA CANT OaF apiamMaybuiaphbl
MEH oKiMIIijepiHe HycKamanap naiisiaganapl. CaidtT OarmapraMaymibuiapbl MeH
OKIMIIILJIEp OCAJIBIKTHIH aJlIbIH aJlaThIH Her13r1 TysiFanap. Cailt OarjapiaaMayibliapsl
TUTArMHCP/IH KaHAPTHUTYBl MEH PECMH JIEPEKKO3IEP/ICH KYKTEIETIHIH KaMTaMachI3
€Til, OpbIHJIANATBIH (QYHIHMIAp MEH OJapAblH KYKBIKTApBIH IIEKTEY KOK apKbLIBI
OCaJIBIKTAP/IbI a3aiiTyFa MyMKIHIIK ananbl. CallT okiMIIiiepi e3 Keserinae Oerje
clITeMenep/IeH CaKTaHbII, (PMIIMHITIK IadyblIIapFa OapbIHIIa TOTEI Oepce, COHIai-
aK, calfTTarbl OEJICEH IUTIK ICHT €HiH KalaFajiay apKbLIbl ©3 Ke3eTiH/1e KayiNCi3JIKTepAiH
anapiH anaasl. COHABIKTAaH, aTalfaH TYJIFalap CalT KayincCi3miriHae MaHbI3AbI pel
aTKapabl.

CaiiT OargapiaMayIbIapblHa HYCKaMa:

—OapablK TaruHaep MeH QyHipsap yuri wpdb prepare() (yHKIMSCHIH
KOJIJTaHy;

—1IIIK1 IepeKTePIi opaiibiM TEKCEPY;

—0apibIK iC-9peKeTTep YIIIiH NoNce-TOKeHAEPiH KOIJIaHy, COHIai-aK oJIap/IbIH
KayiMci3iriH KaMTaMachl3 eTy;

—KYHJIETIKTI KOJ TeKCEPICiH XKYPrizy;

—PHP — neri xayinTi ¢GyHKUMSIApAbIH iC-OPEKETIH HIEKTEY;

CaiiT okiMIIiIepiHe HycKama:

—IJIATMH/IEP/IIH CaHbIH LICKTEY;

—KaHa IUIardHAep IIBIKKaH Ke3/e, OHBI Jep Ke3iHIe >KaHAapTHIN, ecKi
TUTATUHACPIH )KYMBIC ICTEYiH TOKTATY;
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—Kayilnci3aiK CKaHepJIepiH KoHE JKyHeaeri OapiblK 1C-opeKeTTi TEeKCEepeTiH
Kypanaapsl KoJaaHy,

—OeJICeHIITIK KECTECIH KYPBIII, OHBI IepOec Typ/ie TeKcepy.

KopbIThIHABI

WordPress maruHiHzeri 3amMaHayd OCaJJbIKTapFa IOy JKacallFaH Maka-
Jaja TUIaruHACp ©3 KE3€TIHJEe CAWTTBIH HETi3rl apThIKIIBUIBIKTAPBIHBIH Oipi 00JI-
ca, COHJIali-aK CalT KYpBUIBIMBIHIAFBl €H Ocaj OybIHBI €KeHi aHbIKTaaabl. Ka3ipri
TaHma >kerekmn aHanuTUKaIbK WPScan, CVE mmardopmanapbiablH KyprizreH
capanTaMalapblHbIH HOTWIKECIHJIE jKacayiFaH OapiblK COTTI madyslaapasiH 60
%-nan actamsl arugaepai yineci (Woldfence Threat Intelligence Reports, 2025),
COHJIBIKTaH OYJI Mocelie KHOepKayilCi3aiK cajla MaMaHJaphl, CAUT OKIMIIJIepl MEH
3epTTeyIIiepi, OarmapiaMayIbuiapbl YimiH e3ekTi mocene. Illomy HoTHXkeciHae
€H MaHBI3JbI JISNl CaHaJaThIH 5 OCAJIBIK KapacThIPBUIBII, OJIapAbIH Maiga 0oy
cebenTepi MEH allJIbIH ajly ic-Iapayiapbl, COHAAN-aK ©OMIip/Ie COTTI KY3ere achlpblIFaH
madybUIIap KOMETIMEH OCAIABIKTAP IbIH KAy INTLTIT1H KopceTTiK. COHFBI 0€C KBIITaFbl
WPScan nepekKopblHaH Tajjay OCAIIBIKTAP/ABIH Tapalybl iC XKYy3iHIE e3repicci3
KaJIybIH CTaTHCTHKA peTiHAe TanaanaslK. CalT KyHeciH KopFayJaa KemeH i TOCIIiH
MaHBI3JIBUTBIFBIH aTan KOPCeTiN, CalT OarmapiaMaybuiapbl MEH CalT OKIMIIIJIEpiHE
HYCKaMa jkacalijibl. ByJt oty ieIH HoTroKenepi caiT OarmapiamMaybuiapbiHa Kayirci3
TOKIPUOCHI JaMBITy VIIiH, CAWT OKIMIIUJIEpiHE TYPaKThl MOHUTOPHUHT JKYHECiH
KJIBINITACTRIPY YIIH, COHJai-aK KUOEpKAyiNCi3aiK calachIHBIH MaMaHJaphbl YIIiH
KaHa TaJljjlay MEH MEH ayJuT KYpasapblH jKacay YIIiH THiMai 6onaael. Ockliaiia,
WordPress mrardopmMackiHbIH Ka3ipri TaHga OelceHal JaMyblHa KapamacTaH,
TJIArMHJICPIHIH KAYIINCI3iK Macesenepl ©3eKTi 00BN Kajia Oepe/ii )KOHEe OHBI IIeTTy
YIITiH jKaH-’)KaKThl KSIICH I Tajaay XKYPri3yi KaKeT eTe/l.
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Abstract. The rapid proliferation of Internet of Things (IoT) devices expands
the range of security and privacy threats across various industries. This paper provides
a comprehensive analysis of modern threats, including firmware vulnerabilities, net-
work attacks, and API management weaknesses, based on recent security incidents and
scientific research. Innovative defense mechanisms are examined, including anomaly
detection systems based on artificial intelligence, data integrity verification through
blockchain technology, and zero—trust architecture. The analysis reveals that while
promising results are achieved in controlled environments, significant scalability and
practical implementation challenges remain in real IoT ecosystems. Finally, a protec-
tion model aimed at enhancing IoT resilience against emerging threats is proposed.
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3ATTAP UHTEPHETI (10T) KAYIIICI3AIT'THAET'T KA3IPT'TI 3AMAHTbI
KAYHITEP MEH KAPCbI IIAPAJIAPAbI TAJIIAY

T.II. Kanbioek
JI.H. 'ymunes atbinaarsl Eypasus ynTTeiK yHuBepcuteTi, Acrana, KazakcraH.
Foutbimu sxerexmi: A.C. baernzosa

Kanbioek Tanmouman HoMmuanHKbI3bI — «AKIApaTThIK KayilCi3mik JKyHenepi» MaMaHIbIFbIHBIH
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Annoramusi. 3arrap wHTepHETIHIH ([0T) KYpBUIFBUIAPBIHBIH TE3 Tapaybl
OPTYPITL cajanap/a Kayinci3iK jKOHe KYIUSIIBIK KaTepJIepiHiH ayKbIMbIH KEHEHTE .
Ocbl Makamajga COHFBI KAyilCIi3[iK WHIMICHTTEPI MEH FBUIBIMH 3epTTeyJiep
HETi31H/1e, MUKpOOaFIapIaMaliapblH OCAIIBIFBIH TaliAallany, KeIUIiK madybuiiap
xoHe API GackapymblH KEeMIIUTIKTEpl CEKUIIl 3aMaHayd Karepiiep KeIleH1 jKaH—
KaKThl TaJJIaHAJIbl. 3epTTEey/AC >KAaCaHIbl WHTEIUICKT HETI3IHIEerT aHOMaJHsIIap/Ibl
aHBIKTAy KYyHenepi, OJOKYEHH TEXHOJIOTHACHI apKbUIBl JIEPEKTEpAiH OyTiHIITiH
TEKCEpy MOHE HOJNIK CEHIM apXUTEKTypachl CHSKThl MHHOBAIUSUIBIK KOPFAHBIC
ToCUIAEP1 KapacTeIpbutaibl. Tammay KkepceTkeH e, OaKplIay skaFaanIapblHaa YMITTI
HOTWDKEJIepre KOJ KeTKi3iareHimMeH, HakThl [oT skoxyienepinge macmradTamybl
MEH TIPAaKTUKAIBIK iCKE€ achIpybIHJA aNTapJIbIKTail Mocenejep Kajblll OTHIP.
KopBITBIHIBICEIHIA, JaMBIN KeJie JXKaTKaH Kartepiepre Kapcbl 10T TypaKTBUIBIFBIH
apTTHIPyFa OAaFBITTANIFAH KOPFAy MOJIEI YChIHBLIA/IBI.

Tyiiin ce3mep: 3aTTap WHTEPHETI, KHOEPKAYINCI3MiK, KaTepiaep/li aHBIKTAY,
’KacaHbl HHTEJJICKT, OJIOKYEHH, HOIJIIK CEHIM apXUTEKTYPaChl, KYITUSIIBIK

AHAJIN3 COBPEMEHHBIX YI'PO3 1 MEP ITPOTUBOJIEMCTBHUSA B OB-
JACTHU BE3ONACHOCTHU UHTEPHETA BEIIEM (IoT)

T.II. Kanbioek

Hayunsiii pykoBoautens: A.C. baeruzona

Kanbioex Tanmoanan HIoMIIMAMHKBI3BI — MAarucTpaHT CHENHaTbHOCTH «CHCTeMbl HWH(POPMAIIMOHHON

Oe3onmacHocT», EBpasuiickuii Hanmonaneueiit Yausepcuter nmenn JI.H. ['ymunesa, Acrana, KazaxcraH.

AHHoTauus. brictpoe pacnpoctpanenue ycrpoiictB MuTepreta Bemeit (IoT)
pacuIMpsieT CIeKTp yrpo3 0e30MacHOCTH U KOH(PUICHIINATBHOCTH B PAa3IMUHBIX OT-

pacisx. B nannoli craTthe IMPOBOAUTCA KOMILJICKCHBIM aHajInu3 COBPCMCHHBIX YT'PO3,
TAKHUX KaK OSKCIUTyaTaluus YH3BHMOCTGIZ MHUKpOIIpOrpaMM, CCTCBbLIC AdTAKU U
HCAOCTATKU YIIPABJICHUA API, Ha OCHOBC MNOCJICAHUX HWHHOUACHTOB W HAYYHBIX
HCCIIEOBAHUIA. PaCCManI/IBaIOTCSI WHHOBAIIMOHHBLIC MCTOAbI 3alllMTbl, BKJIIOYasd
CUCTCMBbI 06Hapy>KeHI/I$I aHOMaJIMd Ha OCHOBE HCKYCCTBCHHOI'0O HHTCJUICKTA,
MPOBEPKY HCIOCTHOCTU NJAaHHBIX C IOMOIIBIO TCXHOJIOI'MA OJIOKYEHH U APXUTCKTYPY
HYJICBOT'O  OOBCpUH. Ananus IMMOKAa3bIBACT, YTO, HCECMOTpsA Ha JOCTUKCHHC
NEPCIHCKTUBHLIX PC3YJIbTATOB B  KOHTPOJHPYCMbIX YCJIOBHUAX, B PCAJIbHBIX
skocucteMax loT BO3HMKAKOT 3HAYUTEILHBIC HpO6JIeMBI MaCI_HTa6I/IpyeMOCTI/I n
HpaKTquCKOﬁ pcam3anuu. B 3akmrodeHue npeajio’k€Ha MOACIIbL  3alllWThI,
HaITpaBJICHHAA Ha IMOBBIIICHUC yCTOfI‘-IPIBOCTH IoT k Pa3sBUBAOIIUMCS YyTpO3aM.
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KiioueBble cjioBa: MHTEpHET Beled, KHOepOE30MacHOCTh, OOHApYKEHHE
yIpo3, MCKYCCTBEHHBIM HWHTEJUIEKT, OJIOKYEHH, apXUTEKTypa HYJEBOI'O JOBEpus,
KOH-()UJICHIIUATTLHOCTh

Kipicne

3arrap wunHTepHeTiHIH (I0T) KyphUIFBUIAPBIHBIH KapKBIHABI ©OCYl KaHa
MYMKIHJIKTEpA1 allyMeH Karap, Kayilnci3gik TeH KYIUSJIbUIBIKTBIH — eJeyn
KaTtepJepiH Ae TynabIpanbl. Statistica nmepektepi OoibiHmIa, 2024 >KbuiFa Kapai
onemzaeri Ko-ceuiraH [oT KypbUIFBLIApBIHBIH OJKaJIIbl CaHbl IamMamMeH 62,12
MUJUTHApIKA Keremi, an 2025 xpurFa Kapaih OyJ1 caH KypT ecyl MyMKiH koHe 75,44
MUWJUTHApJIKA JeHIH Ke-Tepilyl OoJpkaHaabl. OpOip KYPBUIFBI PYKCATChI3 Kipy,
JEPEKTEePIH YpJIaHybl, )KyH-eJepaiH OY3bLIybI KOHE TINTI PU3MKAIBIK KayINCi3AIKKe
Kayin TeHaipy KaymiH apTTel-pansl (Ahmad et al., 2021: I). IoT kayincizairiHig
Heri3ri Macenenepi keneci (axTopiapra GaillaHbICTBI: KYpPbUIFBLIAP/BIH LIEKTEYJ
ecenTey pecypcrapbl, ASCTYpJl KOpray KypajlJapblH KOJ-JaHyAbl KHUBIHAATYBI;
KYpbUIFbUIAP/IbIH, XaTTaMmallap/blH >KOHE OHAIPYLIIepJiH TIeTe-pOreHjiri, sFHu
Kayilci3Alk  IIapanapelH  OIpIKTipyAl  KypaeieHnaipyi; OipHemie — Oaiina-Hbic
JeHrennepinae madybul OETiHIH KEHEl; COHMal—aK, KYPBUIFbUIAPbl YaKbITHLIbI
KaHApTylla TYbIHAAUThIH KUbIHABIKTAp (Al-Haija et al., 2022: 556).

Ocpl makana [oT kayincizairi MEH KYNHMSUIBUIBIKTBIH Kas3ipri KaTepiepiH
Tandan, oSkaHa Kapchl IMapayiapiblH THIMJAUICIH Oaramayra OaFbITTalFaH.
MakayiaHbIH HET13I1 yJieci COHFBI KAyINCi3iK MHIMICHTTEPl MEH >KapuslaHbIMIap
HETi31H/Ie KaTepiep/li CaHaTTayAblH O31pJeHYyiH, JKacaH/bl MHTEJUICKT HETI31HICTI
aHOMAaNUsUIapAbl  aHBIKTAy OKyHenepi, OJIOKYEHH  TEXHOJIOTHACHI  apKbLIbI
OYTIHIIKTI TEKCepy IKoHE HOJIIK CEHIM apXUTEKTypachl CEKUIAl 3aMaHayu
KOpFaHBbIC TOCUIAEPIHIH CBhIH TYPFbICBIHAH OarajaHyblH, COHJal—aK, Kopray
HiapajapelHbIH ~ THIMJAUII, MacmTaOTanybl, pecypcTap TajanTapbl JKOHE EHIi3y
Kypleiunri  OOWBbIHIIA  CaNbICTBIpMaNbl  Tajjaay oKyprisityin  koHe  loT
AKOXKYHENEpiHIH TYPaKThUIBIFBIH apTThIPY MaKcaThIHJA KEUIeH 1 KOpFay KyHheciH
YCBIHYIbI KAMTH/IBI.

IoT xarepnepin canarray loT xyienepinzeri KayinTepAl KIKTey YILiH COHFBI
MHIUJCHTTED MEH FbUIBI-MU 3€pTTEYJIEPAIH HOTHXKeNepl TajJaHbll, Kyienl
KJIacCU(UKALMs YCHIHBLIA/bI.

Kypbuisbl neHreiingeri karepiep:
— Muxkpobaraapiamansl naiganany (Firmware Exploitation):
MuxkpoOarnapiaManaparbl  KEMIIUTIKTep  3USHKECTEepre  Kayimlci3zik

MEXaHU3MJIEpIH alHaNBIl OTIM, ©34epl KajaraH KOMaHAaJapabl OpBIHJAyFa
MYMKIHZAIK TyFb3aabl (Kumar et al., 2021: 3749-3778).

— AnmnapartslK apanacy (Hardware Tampering): Kyppuirbiiapra Gu3nKambik
KOJDKETIMJIUTIK apKbIJIbI IA0YBLT )KYPTri3y, COHBIH iIIiHAE, )KaHaMa apHajap apKbLUIbI
aKmapar ajry Hemece Ka0abIKThl MOJU(PHUKAIMIAY MYMKIH/ITT TyBIHIAH/IbI.

- Kyppurbuapasr kinonaay (Device Cloning): Kypsutrbinapab! sxanran

KOIITIPMEJIEePIH JKEJITre SHr13y apKbUIbl JEPEKTEP/Il YCTaIl KTy HEMECe MaHHUITYJISIITUS
Kacay 1madybsUIIaphl.
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- Xyxrey mporecinaeri kKayincizmikTig Oonmaysl (Insecure Boot Process):
Kykrey KesiHme THICTI KOpray MEXaHM3MIEPIHIH ICKe acmaybl pPYKCaTChI3
OargapiaMalnblK KOATHIH OPbIHAATYbIHA JKaFAail TyFbI3ybl MYMKIiH.

JKemninik meHrenaeri katepiep:

-DDoS—mabysuinap: boTHeTTepaiH JKelli pecypcTapblH IIMEKTEH ThIC
naiganaHybl KbI3MET KOpCETy >XYHeNepiHiH TOKTayblHa HeMece ICTEH NIbIFybIHA
okeneni (Popoola et al., 2021: 3930-3944).

—«Opranarer agam» (MITM) mabybsuinapsr: Kayincis mmudpaayasiH 60aMaysl
3USTHKECTEpre JIepeKTep/Ii YCTan KalyFa )KoHE e3repTyre MyMKIH/IIK Oepe/ti.

—MapupyTtuzamus 1a0ybIIAAPHI: MapipyTtuzanus aKnapaTbiH
MaHUMNYJSAUsIAY JEPEKTEpIiH JKOFallyblHA HEMece OJapJblH YCTaJblll KalyblHa
ceben 00Tybl MYMKIH.

Kongan6aib! )koHEe CEpBHUCTIK JEHTEHIET] KaTepiep:

— API-nw1H ocannbirel: APl unTepdericrepinaeri kare KOHGUTypausiap pyk-
caTchl3 KOJ KETKi3yre HeMece 3UsHIbl KOMaHIadapAblH Kylere eHyiHe oKellyl MyM-
KiH.

— KymusimbutbIKThIH OY3bLTYBI: JKeke AepeKTep 1l KETKUTIKTI Typ/ie KOPFayIblH
00JIMaybl aKIapaTThIH YPIaHybIHA dKOHE OHBIH OY3bLITYbIHA OKEJe/Ii.

—bynrnen unTerpanus macenenepi: ByITThIK cepBUCTepl Ayphic OanTtamay
JepeKTepaiH OY3bLTybIHA OKEITyl BIKTUMAJ.

IoT xy#enepinaeri HETi3rl KayinTepAiH Tapaidybl, OJIApAbIH CHITaTTaMachl,

OacTarnKbl 9cepi JKOHE Tapajly TeHJECHIMsIIAphl alKbIH KopiHic Tabaasl (Kecte 1).

Kayin Cunarramacsl Heri3ri acepi Tapany
KaTeropuschl TEHICHIIUSACHI
Kypbuirbl Mukpobarnapiamaaarbl Kypbuirbinapasig ’Korapsl
JeHreninaeri OCaJIJILIKTap, anmapaTThIK OY3BUTYHI,
Kayinrep aparacy, KypbUIFblIap/Isl PYKCaTCHI3
KJIOHJIAY, KAYIICi3 KYKTEY KOJDKETIMIUTIK,
IpOIIeCiHiH 00IMaybI TYPaKThI
OakpLIay
Kemi DDoS—1ma0ysuaapsl, Keninin Oprama
JIeHreninaeri «opaTaJarbl agam» OY3bUIYBI,
Kayinrep mralybUiap, MapuIpyTH3alus | JepeKTepAl ycTarn
m1a0ybIIIaphl, AJICi3 KaJly HeMece
xaTTamanap KOoJJaHy e3repTy
KonganGansl API—HbBIH OCcanIbIFhI, Jlepekrtepre Ocim kene
JeHreneri KYIUSUTBUTBIKTBIH OY3bLTYHI, PYKCATChI3 JKaTBIP
Kayinrep OYJITTBIK CEPBUCTEPMEH KOJDKETIMIUTIK,
UHTETpaIys Macenenepi KYTTUst
aKIapaTThiy
Tapasybl

Kecte / — Herisri loT kayinrepi
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Kopranbic mapanapsl )KoHE 0JIApIbIH THIMJIUIIT]

IoT KopFay/bIH 3aMaHayu 9IiCTepi:

JKacanipl MHTEIUIEKT HETI31HACT1 9JTicTep:

— DenepaTUBTI OKBITY aPKbUIBI AHOMATUSIIAP/IBI AHBIKTAY: Op KYPBUIFBI
03 JIEPEeKTEePiH JKEePriUTIKTI TypHae OHMACN, OJaplbl OpTaK yiarire OIpiKTipy omici
OHJICIMETEH JIEPEKTEPl aaMacy KaKETTUIITIHCI3, KYIMUSIBUIBIKTE CaKTail OTBIPHIII,

aHOMAJTMSUTAP/Ibl AaHBIKTAYABIH JKOFaphl IoAITiH KamTamacki3 ereni (Churcher et al.,
2021: 446).

—Tpancoepnik okpiTy (Transfer Learning): Kypaeni yarinepai pecypcrapbl
HIEKTEYJIi KypbUIFblIapra OeiiMIey, Coll apKbUIbI IIa0ybUTIAP/Ibl AaHBIKTAY IbIH
THIMJIUTITIH apTTBIPY.

briokueliH TeXHOJIOTUsIIaphl:

—OpTanbIKChI3IaH/IBIPEIIFaH  ayTeHTUQUKaAIMA: bIoK4eldH TeXHOIOrusaChIH
KYpbUIFBUIAP/IbIH COMKECTIrH OacKkapy XoHe MUKpoOarnapliaMaHblH TYTaCThIFbIH

Oakputay MakcaTbIHAQ KOJJaHy KYPBUIFBLIAPFA JIETEH CEHIMIUIIKTI apTThIpajabl
(Kumar et al., 2023: 2050; Popoola et al., 2021: 3930-3944; Hintaw et al., 2021:

3368-3397.).
— AKBUIJIBI KeJICIMIIApTTap apKblUIbl KOJDKETIMILIIKTI Oackapy: Pecypcrap/bl
MUHMMAJ/Ibl  IIBIFBIHMEH — MaiifjajlaHa  OTBIPBIN,  KOJDKETIMILIIK — cascaTblH

aBTOMATTaH/IBIPY.

Hemnnik ceHiM apXuTeKTypaiapsbl:

-XKenini  Mumkpo—cermeHTanusuiay:  KypbUrFbiiapabpl  (YHKIHUSCBIHA,
Ce3IMTaJIJIbIFbIHA YKOHE OalIaHbIC YTICiHE OAMIaHBICTHI OKIIAyJIay, Ma0yblIAap IbIH
KOJIJICHECH TaparyblH OOJIIbIPMAa/IbI.

-Y3nikci3  ayreHtudukanus: KypbuFbuiap  MEH — KOJIaHYIIbLIApIbIH
COMKECTITiH YHEMI TeKCepy, pYKCaTChI3 Kipy KayITiH a3aiTajbl.

- JInHAMHKAIBIK KYKBIKTapbpl 0ackapy: Koyl ’eTki3y KYKBIKTapblH IICKTEY
apKBUIBI TIA0YBIUT MYMKIHIIKTEPIHIH ayKbIMBIH aUTapJIbIKTall a3aiiTyra 00abl.

Kapch! mapanap/ibl canbICTBIpMaIbl TalIay

TeMmenzme Heri3ri mapamerpiiep OOMBIHIIA OPTYpJi KOPFaHBIC MIapallapblH
canbicTeipMaitbl Tasaay (Kecre 2).

Kopransic mapacer | Ecenrtey Kan Oueprus | MacmradTanysl
JKYKTeMeci | TamanTapbl | THIMIUTIT
®deneparuBTi OKpITY | JKOFapsl Opraia ’Korapsl Kaxcor
(JIOKaJTBTBI
OKBITY)
Transfer Learning Temen Opramra Opramma Kakcer
brnokueitn Oprama Korapsl Oprama [HexTeymi
ayTeHTUUKAIIIS
AKBUIIBI Toemen Toemen Korapsel Kakcel
KeiciMIapTTap
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Mukpo— Temen Temen Orte KoFapsl OTe KaKChl
CerMeHTanus

Y3nikei3 Oprama Oprama Opramra Kaxcer
ayTeHTU(UKALIUS

JnHamMuKabIK Ote ToMeH | OTe ToMeH | OTe KOFaphl OTe KaKChl
KYKBIKTap bl
Oackapy

Kecte 2 — KopraHnbIC mapanapbIlHbIH CaJILICTBIPMAIbl TaaAaybl

Kousinany Mbicajigapsl

—®DenepaTuBTI OKBITY HETI3IHIETI aHOMAIMSAJIApAbl AHBIKTAY (AKbUIABI YH
*kargaibiaaa): [TUIoTThIK jk00a HEri3iHIe JKYPri3UIreH 3epTTey KepcerkeHue, 50
KYpPBUIFBIHBl KaMTHUTBHIH KYHene (enepaTuBTI OKbITY METOJOJOTHICH HETi3iHaeri
aHOManusUTapAbl aHblKTay HOTHMKecl 70 %—ke keTkeHairin kepcerti. byn 3eprrey
Kumar, Prabhat »xone 6ackanapsinbin (2021) enberinne kepcerinren (Ahmad et al.,
2021: L.). IumotThiKk x)00a OapbICHIHAA Mporeccop KykTremeciHiH Texk 10 %-ra
apTybl JKOHE MOJENbJEPJl CHHXPOHJAY YLIH Tpa(uKTIH MHUHUMAIbl APTKAHBI

GaﬁKan;[Ié. . . . . . : )
—OnepkacinTik loT xyienepinae OIOKUYEHH HETI3IHIETI ayTEHTHU(HUKAIH:
brokueiin mrenriMaepiH ©HEPKACINTIK TECTUIK Kelife KOJNAAHy HOTHKECIH/Ee
pykcarchi3 Kipy opekertepi 80 %-—¥a KpicKapael. bynm 3eprrey Popoola xoHe
Oackanapeiabiy (2021) enberi Herizinme anbiaran (Almaraz—Rivera et al., 2022:
3367). JlereaMmeH, €H »KOfapbl KYKTe-Menep Kesinae kemirynepain 20 %-ra
apTKaHbl OalKaIbl. ] ] ) )

— Meauuunanslk [oT xyiiecinae HONIK CEHIM apXUTEKTYypachlH €HI13y:

Mukpobariapiama MeH Oackapy KyHenepiH Y3Iikci3 ayTeHTH(UKauusiay
XKOHE MHKPO—CErMEHTAalMsjay  apKachblHIA  pPYKCaTChl3  OTKI3y  dpeKerTepi
TONIBIKTAll TOKTAThUIABI, Oyi HoTmkenep Kumar >xone Oackamapeiabiy (2023)
3eprreyiepiMen coiikec kenmeai (Kumar et al., 2023: 2050). Conpaii—ak, Tecriney
HOTHIKETIEPiH/Ie JKalIFaH OPEKETTePiH caHbl 35 %—Fa TOMEHAeTeH1 aHBIKTAIIbI.

KopsbIThIHABI

Ocpbl Makanaja 3aTTap MHTEPHETI Kayilci3airiHe KaThICThI Ka3ipri Karepiep
JKaH—KAKThl TallJaH/bl, KYPBUIFbLIAp, JKENIEp KOHE KoimanOamap AeHrewiHJeri
HEri3ri madybll BEKTOpJApbl aHBIKTANIbl. 3aMaHayd KOpFay Ilapajapbl, OHBIH
1rxge Al—onicrepi, OJIOKYEeH menimMaepi JKOHE HOJLIIK CEHIM
ApPXUTEKTYpPAIapbIHBIH  CAIBICTBIPMANbl  TalAaybl IKYPri3uial. OKCHEpUMEHTTIK
Oaranay KepceTkeHaed, mHTerpanusianral Tocin loT skoxyilenepiniH madybuira
yIIbIpay MYMKIHAITH aMaMeH 65 %-—¥a eiiin TeMeHaeTyre MyMKiHIIK Oepei, ai
PECYPCTHIK IBIFBIHIAP KAOBIIIaHATHIH JICHTeii/1e Kala bl

3epTTeyliH HEri3ri yjieci — 3aMaHayd TEXHOJIOTUSIApAbIH CHHEPTEeTHUKAIBIK
KOJIJAaHBUTYBl apKbUIbI JKEKE O/IICTEp/iH MIEKTEYJIepiH OTEHTIH KeUIeHi KOpPFaHbIC
[IapajgapblH  KaJbIITAcThIpy OoJbIn TaObuTIagbl. bonamak 3eprreyiep >KeHUT
KPUNTOTpa(UsAIBbIK aITOPUTMICPAl OHTAMIAHABIPYFa, KayinTep Typasbl akmapar
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anMacyabl KeHedTyre >jkoHe MaciraOranateiH loT skyilenepi yuIiH TypakThl
ApPXUTEKTYPACBhIH KypyFa OarbITTalyhl THIC.
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Abstract. ClassAl is a contemporary education platform specifically designed
for the automation of the process of course material design by artificial intelligence
(AI) technologies. Speaking to teachers and instructors, ClassAl saves time on plan-
ning lessons while retaining the same style and adhering to education standards. Cre-
ated over the Flask platform and integrated with OpenAl API, ClassAl offers core
functional modules like presentation generation, lesson planning, test generation, and
project organization. The platform also features a centralized content repository, so-
cial functionalities like comments and likes, and a user-friendly interface that is de-
vice compatible. With the application of Al, ClassAl not only enhances efficiency but
also guarantees high-quality, standardized learning materials. This article provides a
summary of ClassAI’s technical foundation, highlights, and the potential it holds to
transform the education industry by making teachers work more on teaching and less
on administrative work. Scalability, security, and flexibility of the platform make it a
very promising candidate for modern education, with prospects moving towards more
functionality and integration with other schooling services.

Keywords: educational automation, teaching materials, lesson planning, test
generation, OpenAl integration, Flask framework
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CLASS AI: ’KACAH/IbI MTHTEJIVIEKT KOMET'ITMEH OKY
MATEPUAJIJAPBIH ’KACAYIbl ABTOMATTAH/BIPY

A.T. Kacmaksin, III.H. Mypart, A. Typcbinoex
Foutbivu sxerexuni: A.K. Mycraduna

Kacmakpin Ackap Taammybl — axkmapaTThIK KOMMYHHKAIUSUIBIK TEXHOJIOTWsUIAp OakanaBpbl, AKHApaTTHIK
xyHenep xadenpacs, XaabIKapanblK aKIapaTTHIK TEXHOJIOTHIAP yHUBEPCUTETi, AnMmatsl, KazakcraH.

Mypar WbiaFpic Hypyibl — axmapaTThIK KOMMYHUKAIUSAIBIK TEXHOJOTHsIAp OakamaBphl, AKHApaTTHIK
xyHenep xadenpacsl, XaabIKapanblK aKIapaTThIK TEXHOIOTHATIAP YHHBEPCHTETI.

Typcebinbexk AKKaJa — aKnapaTThIK-KOMMYHHKAIUANBIK TEXHOJIOTHsIAp OakanaBphl, AKIapaTThIK

xy#enep kadeapacsl, XaabIKapaiblK aKIapaTThIK TEXHOJIOTHSIAP YHUBEPCHUTETI.

Annotanus. ClassAl-xacanapl uHTEIIEKT (Al) TexHOIOTHSAIAPHI APKBLUIBI
KypPCTBIK MaTepHajibl xkKo0ajay MpOLECiH aBTOMATTaHIBIPY VIIIH apHaibl o3ipJieH-
reH 3aMaHayu OimiM Oepy muiatdopmackl. MyramiMaep MEH OKBITYUIBUIAPABIH ajl-
neiaga Ceiineren Ceszinge ClassAl conm cTuibAl cakTail OTHIPHIN KoHE Oinim Oepy
CTaHJAPTTApPBIH CAaKTall OTBIPBIIN, cabakTapAbl >KOcmapiayfa yakbITThl YHEMJCHI.
Flask mnardopmaceinza sxacanran xone OpenAl API unrepdeticimen Gipiktipinren
ClassAl npeseHTanusiapabl Kypy, cabakrapibl xKocnapiay, ChIHaKTapabl Kypy *KoHe
XKoOamapapl YUBIMIACTBIPY CUSIKTBI HET13T1 (DYHKIIMOHAIIBIK MOIYJIBIEP Il YCHIHAIBI.
Conpaii-ak 1uiatdopmana OpTaibIKTAaHABIPBUIFAH Ma3MyH PETNO3UTOPHil, MiKipiep
MEH YHATyJIap CHUSKTBI QJIEyMETTIK (QYHKIMATIAp JKOHE KYPBUIFBIMEH YisleciMal maii-
JallaHyIbIFa biHFaMIE uaTepdeiic 6ap. Al konmany Apkbutbl ClassAl THIMALTIKTI
apTTHIPBIN KaHa KOMMaipl, COHBIMEH KaTap KOFaphl calalbl, CTAHAAPTTAIFAH OKY
MaTepuangaapeiHa kenuigik o6epeni. byn makamamga ClassAl-7iH TeXHHUKaJIbIK Heri3-
7iepi, HETi3ri caTTepi KoHe OHBIH OimiM Oepy cajachlH TpaHchopMmanusiay djeyeTi
Typasibl KbICKallla aKmapar OepiiareH, Oy MyfaliMIepAl OKbITyda KeOipeK >KYMbIC
icTeyre JKoHe OKIMIIIIIK JKYMBICTA a3bIpakK *KyMBbIC icTeyre MaxOyp erexi. [lmatdop-
MaHBIH ayKbIMJIBUIBIFBI, KAyINCI3/iri %KoHEe MKEeMIUTIT OHBI 3aMaHayu OimiM Oepyre
eTe TEePCIEKTUBAJIBI YMITKEP €Te/l, OHbIH OoJamarbl 0acKa MEKTEN KbI3METTEpPIMEH
(YHKIMOHATABUIBIK TT€H MHTErpaIsiFa Kapai sKbUTKH/IBL.

Tyiiin ce3aep: OiniM Oepyzi aBTOMAaTTaHBIPY, OKY MaTepuaigapbl, cabaKThl
xKocnapriay, TecT Kypy, OpenAl unterpauusicsl, Flask framework
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CLASS AI: ABTOMATHU3ALUA CO3JAHUSA YYEBHBIX MATEPHAJIOB
C HCIIOJIb3OBAHUEM UCKYCCTBEHHOI'O UHTEJIJIEKTA

A.T. Kacmaksin, III.LH. Mypar, A. TypcbinOex
Hayunslit pykoBoautens: A.K. Mycrapuna

Kacmaxbin Ackap Tanumyabr — Oakanasp «VH(opMarmoHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI», Kadeapa
NH(QOPMAIIMOHHBIX cHUCTEM, MEXIyHapOIHBI yHUBEPCUTET WH(OPMAIMOHHBIX TEXHOJIOTHH, AJIMATHI,
KazaxcraH.
Mypart Wbiareic Hypyasl — OakanaBp «MHGOpPMaIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTHIT», Kadenpa
MH(GOPMAIMOHHBIX CcHUCTEM, MEXIyHapOHBI yHUBEPCUTET WH()OPMAIMOHHBIX TEXHOJIOTHH, AJMATHI,
Kazaxcran.
TypchiHOek Akkan — OakanaBp «/H}OpMAMOHHO-KOMMYHHKAIMOHHBIX TEXHOJOIHUi», Kadenpa
MH(QOPMAIMOHHBIX CHUCTEM, MEXAyHApOAHBI yHUBEPCUTET WH()OPMAIMOHHBIX TEXHONOTHH, AIMaTHI,
Kazaxcran.

AnHotanus. ClassAI — 3T0 coBpemeHHast oOpa3oBareibHas IuiaTdopma,
CelMaNbHO pa3paboTaHHas JUIsl aBTOMATH3alUHU Tpoliecca pa3pabOTKH y4eOHBIX
MaTepHaiOB C MOMOIIBI0 TEXHOJOrMi uckycctBeHHoro wunHremiekra (MHW). Ilo
MHEHMIO TIpernojaBaTeieidl U MHCTPYKTOpcKkoro cocraBa, ClassAl skoHOMHUT Bpems
Ha MJIAHUPOBAHUHU YPOKOB, COXpaHss MPH ITOM NPEXKHUN CTHIb U NPHUIEPKUBASICH
oOpazoBaTenbHbIX cTanAapToB. Coznanubli Ha matdopme Flask u nnterpupoBannsiii
¢ OpenAl API, ClassAl npeanaraetr ocHOBHbIE (PyHKIIMOHAIbHBIE MOJTY U, TAKHUE KaK
CO3/1aHHE TPE3CHTAlUM, MJIaHUPOBAaHUE YPOKOB, CO3JaHHE TECTOB M OpraHu3alus
npoekta. Ilmardpopma Takke OCHalleHa LEHTPAIU30BAHHBIM  XPAHWIMIIEM
KOHTEHTa, COLMAIbHBIMU (DYHKUUSAMH, TaKUMH KaK KOMMEHTApUM U JalK, |
y10OHBIM MHTEp(]EHcoM, COBMECTUMBIM C ycTpoicTBaMu. biaromapst mpuMeHEHHIO
uckyccrBeHHoro uHremekTa ClassAl He TOJbKO MOBBIMIACT YPPEKTUBHOCTH, HO U
rapaHTHpyeT BBICOKOE KauyeCTBO CTAaHAAPTH3MPOBAHHBIX Y4YeOHBIX MaTepuayioB. B
9TOM CTaThe KpaTKO omuchiBaeTcsi TexHumueckas Oaza ClassAl, ocHOBHbIE MOMEH-
Thl U MOTEHIHAJl, KOTOPBI OHA MMeEET i MpeoOpazoBaHusi 00pa30BaTEIbHON OT-
paciu, 3acTaBisisl yuuTenell ynenars OoJbllle BHUMaHHS MPENoJaBaHUI0 U MEHbIIIe
- aIMUHHUCTpAaTUBHOM pabore. MacmrabupyemMocTb, 0€30MacHOCTh M TMOKOCTb
1aTGOpMBbl JIENal0T €€ OYeHb IMEPCIEeKTUBHBIM KaHIUAATOM JJIsl COBPEMEHHOTO
00pa3oBaHMsl ¢ MEPCHEKTHBAMU PACHIMPEHUS (DYHKIIMOHAIBHOCTH M MHTETPALluH C
JPYTMMH HIKOJIBHBIMHM CEPBUCAMU.

KaueBble cjoBa: aBToMaTu3aius oOpa3oBaHUs, yueOHble MaTepHalbl,
IUTAaHUPOBaHKUE YPOKOB, TeHepalus TecToB, uuTerpanus ¢ OpenAl, ¢ppeiimBopk Flask

Introduction

Modern artificial intelligence (Al) technology is being utilized actively in ed-
ucation to assist educators and instructors with automating tasks such as creating in-
structional materials. The most common problem for teachers is the time-consuming
process of preparing lessons. The ClassAl platform offers a solution to this problem
by using Al technologies to generate presentations, lesson plans, tests, and other
teaching materials automatically. The objective of this paper is to present an overview
of the activities of the ClassAl platform, its technical background and the advantages
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it has on the learning process. The ClassAl software aims to accomplish this using
Al-pow-ered automation that streamlines creating presentations, lesson plans, exams,
and oth-er vital teacher resources. Implementing state-of-the-art machine learning
technology like that from OpenAl’s API enables generated content as not only
quick but also precise and educational guidelines-friendly, ensuring consistency and
quality. This pa-per presents a detailed explanation of the ClassAl platform,
describing its operational features, technological structure, and advantages it
provides in learning. It also ad-dresses the role of Al in education, both the positive
impacts and potential challenges of using Al-powered tools in teaching operations.
By using intelligent content creation and automation, ClassAl is a revolutionary
instrument that increases the efficiency of teachers, reduces workload, and ultimately
improves the overall learning experience of students.

Literature review

The use of artificial intelligence (Al) in education has been a top research
and development domain over the last few years. Al-powered tools are increasingly
used to automate monotonous work, enhance learning experience, and streamline
educa-tional processes. ClassAl is one such trend as it offers a complete package
solution for teaching content automation such as presentations, lesson plans, and
tests. Hereinafter is a synthesis of literature supporting the evolution and application
of these technolo-gies in teaching.

Artificial intelligence has been far-reaching described to have the ability to
transform learning. Holmes et al. (2019) state that Al can personalize the learning
experience, automate administrative tasks, and provide real-time feedback to teachers
and learners (Holmes et al., 2019). ClassAl applies Al for automating teaching
material generation, which aligns with the contributions of Luckin et al. (2016),
who referred to the use of Al to reduce teachers’ workload and promote the quality
of educational materials (Luckin et al., 2016).

Instructional material automation is one of the most critical areas where Al
can make a significant contribution to education. As Selwyn (2019) has emphasized,
Al technol-ogy has the capacity to generate material such as quizzes, lesson plans,
and presen-tations so that instructors spend more time on pedagogy and less time
on paperwork (Selwyn, 2019). ClassAl’s capability of making presentations, lesson
plans, and tests follows up this research by illustrating how Al can ease the process
of preparation for teachers.

The integration of OpenAl’s API into learning platforms has opened new
opportuni-ties for content creation. OpenAl’s GPT models, as defined by Brown et
al., can gen-erate quality text-based content, which can be adapted for learning
purposes (Brown et al., 2020). ClassAl utilizes the application of OpenAl’s API in
automatically gen-erating education content, ensuring the content is appropriate and
education standards compliant. Next, the use of the Flask framework in developing
learning platforms has been documented in various research studies. The scalability
and flexibility of Flask make it an ideal choice for web application development in
education. As highlighted by Grinberg, Flask offers developers the power to create
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lightweight and efficient web applications, which is also ideal for learning tools that
require rapid and stable perfor-mance (Grinberg, 2018). ClassAl’s use of Flask
ensures that the platform is scalable and user-friendly. Moreover, conformity to
education standards is a critical aspect of any education tool based on Al. Baker and
Inventado state that educational Al tools must conform to standards to ensure the
quality and usability of the content that they generate (Baker & Inventado, 2014).
ClassAl addresses this requirement by providing materials that are structured and
presented according to education standards, making them eligible for use in class. Al
tools have also been found to increase teacher pro-ductivity and classroom
efficiency. Williamson states that Al can assist teachers in saving time on
administrative work and spend more time on student interaction and one-on-one
teaching (Williamson, 2017). ClassAl’s automation of the preparation of teaching
materials is directly aimed at this intention, enabling the teacher to spend more
time on interactive and creative tasks of teaching.

Methodology

SQLAIchemy ORM enables database interaction in terms of structured content
storage by users. One record is stored for each user, hence access and data integrity.
Security and privacy on the site is provided with Flask-Login for session-based login,
Werkzeug security feature password hashing, and role-based access to restrict editing
of content based on privilege of the user.

The website is a web-based platform, employing Jinja2 templating to produce
dynamic content. It provides a means to author, edit, and save lesson content, down-
load in multiple formats (PPTX, DOCX, PDF), upload and save files using an internal
mechanism with secure file storage with 16MB per-file upload capability, and export
all content in plain HTML format. ClassAl utilizes artificial intelligence technology to
enable the automatic creation of structured lesson plans, reducing the volume of time
consumed in manual content creation. The functionality of the feature is dependent on
integration with the OpenAl API, taking user input and generating fully fleshed-out
lesson plans for specific subjects and grades (Figure 1).

impert os

import json

from openai import OpenAl
from flask impert jsonify

client = OpenAllapi_key=os.getenv{ 'OPENAI_API_KEY'})

def generate_lesson_plan{title, subject, grade_level, description=""}:|

prompt = f"""Create 8 structured lesson plan for:

Subject: {subject}

Grade Level: {grade_level

Topic: {title}

Include sections: Objectives, Introduction, Main Lesson, Activities, Conclusion, Homework.'""
response = client.chat.completions.create(

model="gpt- i,

{ : "user", "content": promptl|,

temperature: Ty
max_tokens=1500
)

lesson_plan = response.choices!®).message.content.stripl)
return json.dumps{{"lesson_plan": lesson_plant, ensure_ascii=False)

Figure 1. Python Function for Generating Lesson Plans Using OpenAl
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Figure 1 illustrates that the automation is done by the generate lesson_ plan
function. It takes in main parameters such as title, subject, grade, and optional de-
scription, and creates a formal prompt that is specifically designed to instruct the Al
model to learn how to create a structured lesson plan. The prompt outlines the sections
required in a manner that the generated output takes a standard form, e.g., Objectives,
Introduction, Main Lesson, Activities, Conclusion, and Homework.

ClassAl is scalable and can be made to integrate with cloud-based storage and
API options. The system can be further extended in the future with functionality such
as LMS platform integration like Moodle and Google Classroom, the improvement of
Al capability to provide content tailoring based on student performance metrics, and
the deployment of machine learning models to enable adaptive learning recommenda-
tions. Combining artificial intelligence, database administration, and simple web de-
sign, ClassAl streamlines the process of creating teaching content, improving lesson
planning and making it simpler for instructors to create lessons.

Results

The implementation of the ClassAl platform has significantly improved the ef-
ficiency of educators by automating content generation and optimizing workflow. The
process begins with secure authentication, ensuring that only registered teachers ac-
cess the platform. Once logged in, users proceed to material selection, choosing from
presentations, lesson plans, tests, or project-based assignments. To personalize the
generated content, educators enter key details such as the topic, subject, grade level,
and additional descriptions. For presentations, a preferred design style can be selected,
allowing for visually structured and engaging educational materials (Figure 2).

Figure 2. Optimized Workflow of the ClassAl Platform

Figure 1 displays the ClassAl streamlined process, which shows preparation of
lesson content automation from authentication to completion. ClassAl has significant-
ly improved the efficiency of instructors by minimizing content creation and workflow
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streamlining. The workflow begins with secure authentication, whereby only enrolled
instructors utilize the platform. Upon login, the user proceeds to choose material by
selecting between presentations, lesson plans, tests, or project-based assignments. As
a way of personalizing the resulting content, the teacher types in rudimentary de-
tails such as topic, subject area, grade, and additional details. While presenting, one
can include a design option, which serves to prepare visually structured and interac-
tive education documents. The Al content created by using the OpenAl API produc-
es well-structured content independently with less time consumed and assurance of
following pedagogical standards. Teachers then see, revise, and tailor the generated
materials using an intuitive interface, making changes if required for instruction. The
finished work is saved in different file types like PPTX, DOCX, and PDF and is stored
safely in the user account so that it can be retrieved later. Tools like sharing docu-
ments with colleagues, commenting, and content rating provide collaboration between
teaching professionals. The cycle concludes with fully prepared study materials ready
for classroom use. This automation cuts down on administrative work, increasing
productivity by up to 60—70 % compared to traditional lesson preparation methods.
ClassAl has been found to deliver significant time savings, improved content quality,
and easier accessibility for teachers, turning lesson planning into an easier and more
convenient process.

Discussion

The ClassAl platform is a significant innovation in the application of artifi-

cial intelligence in the education sector. By automating the creation of instructional
materials, ClassAl removes one of the most time-consuming aspects of a teacher’s
job, allowing instructors to devote more time to student engagement and personalized
teaching. The ability of the platform to design presentations, lesson plans, and tests
from OpenAl’s API demonstrates the might of Al in automating teaching workflows
without cutting corners on quality and pertinence.
Another benefit of ClassAl is its fidelity to educational standards. By seeing to it that
all materials it generates are set out and laid out in strict accordance with already exist-
ing guidelines, the platform leaves teachers with documents that can be used straight-
away in the classroom. This stands out especially at this time, given that contemporary
education has many teachers bogged down with tasks that are mainly administrative
and in need of minutes to spare during lesson planning. The role of cloud-based edu-
cational solutions in streamlining instructional processes has been widely recognized
in academic research, with studies highlighting their ability to enhance accessibility
and efficiency in teaching (Mustafina et al., 2014).

However, there is no challenge when it comes to using Al for education. The
technical limitations involving the provision of stable internet connections and the
probability of Al error in the materials produced must be addressed in terms of mak-
ing the platform reliable. Data security concerns and privacy-related issues are at the
top too, especially dealing with sensitive academic data. The fact that ClassAl uses
Flask-Login as the authentication and password hashing service is in the right direc-
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tion, but ongoing updates and enhancements will be needed to keep it highly secure.

Another factor to take into consideration is the influence of Al on the role of
the teacher. While ClassAl can automate all but a few tasks, balance must be main-
tained between automation and the human factor that is crucial for effective teaching.
Teachers should view Al as a tool for enhancing their capacity and not replacing their
skills and creativity.

Looking ahead, the scalability and modularity of ClassAl offer exciting possi-
bilities for future development. The platform could be expanded to include additional
features, such as interactive assignments, multimedia content, and integration with
other educational tools. Furthermore, the platform’s business model, which includes
both free and premium subscription options, has the potential to attract a wide range
of users, from individual teachers to entire educational institutions.

Conclusion

In conclusion, ClassAl is a promising platform that leverages artificial intel-
ligence to revolutionize the preparation and management of teaching materials. By
automating the generation of presentations, lesson plans, and tests, ClassAl not only
makes teachers’ work easier but also ensures teaching materials are of high quality
and adhere to established standards. The application of the Flask framework and the
integration of the platform with the OpenAl API demonstrate the potential of modern
technologies for the enhancement of educational processes.

While there are challenges to be met, such as technical limitations and data
protection concerns, the benefits of ClassAl far outweigh the potential drawbacks. As
the system is further developed, it has the potential to become an invaluable tool for
educators, enabling them to focus on what truly matters: teaching and inspiring the
next generation. With its innovative idea and commitment to quality, ClassAl is poised
to make a significant impact on the future of education.

REFERENCES

Brown T., Mann B., Ryder N., et al. (2020). Language models are few-shot learners. arXiv preprint arX-
iv:2005.14165. https://arxiv.org/abs/2005.14165

Baker R.S. & Inventado P.S. (2014). Educational data mining and learning analytics. In Learning analytics. —
Pp. 61-75. Springer.

Grinberg M. (2018). Flask web development: Developing web applications with Python. O’Reilly Media.

Holmes W., Bialik M. & Fadel C. (2019). Artificial intelligence in education: Promises and implications for
teaching and learning. Center for Curriculum Redesign.

Luckin R., Holmes W., Griffiths M. & Forcier L.B. (2016). Intelligence unleashed: An argument for Al in
education. Pearson Education.

Mustafina A., Kalpeyeva Z. & Mazhenov A. (2014). Cloud mobile applications for education. Global Journal
of Information Technology. — 4(1). — 21-25.

Selwyn N. (2019). Should robots replace teachers? Al and the future of education. Polity Press.

Williamson B. (2017). Big data in education: The digital future of learning, policy and practice. SAGE Pub-
lications.

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

307



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 27082032 (print)
ISSN 2708-2040 (online)

YK 20.15.05

DEVELOPMENT OF A MOBILE APPLICATION FOR THE DETECTION
AND NOTIFICATION OF ROAD ACCIDENTS

A.A. Kakharman, D.S. Iyembergen, O.E. Kassymbayev, Y.Y. Malikomar
International Information Technology University, Almaty, Kazakhstan.
Scientific supervisor: A.K. Aitim

Aizhan A. Kakharman — bachelor of “Information and Communication Technology”, Department of Informa-
tion Systems, International Information Technology University.

Dana S. Iyembergen — bachelor of “Information and Communication Technology”, Department of Information
Systems, International Information Technology University.

Olzhas E. Kassymbayev — bachelor of “Information and Communication Technology”, Department of Informa-
tion Systems, International Information Technology University.

Yerkebulan Y. Malikomar — bachelor of “Information and Communication Technology”, Department of Infor-

mation Systems, International Information Technology University.

Abstract. The Saqtan mobile application focuses on solving immediate re-
quirements for rapid detection together with emergency notification of road
traffic accidents (RTA). Smartphones that integrate microphone and speed sensor
technol-ogy help the app detect potential collisions then notify support contacts
along with emergency response teams. Ship-based Convolutional Neural Networks
(CNN) used by Saqtan analyze audio signals to identify specific patterns such as car
crashes and human screams or background audio to achieve improved accuracy
levels. The sys-tem’s user-centric design features three primary screens: accident
detection with a countdown timer, emergency contact management, and a
cancellation option to ad-dress false alarms. Spectrographic features extracted
through hierarchical processing show CNN models the capability to detect intricate
spatial relations within acoustic signals. Precise categorization combines with error
reduction through this robust mul-tilevel framework. The combination of machine
learning algorithms together with us-er-friendly design in Saqtan produces safety
benefits through automated reaction times while improving detection accuracy.

Keywords: road traffic accidents, accident detection, Convolutional Neural
Network (CNN), audio classification, emergency notification, traffic safety, user
ex-perience design
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KOJI-KOJIIK AITATTAPBIH AHBIKTAY KOHE XABAPJIAH/IBIPY
YIITH MOBMJIBAIK KOCBIMIIA 93IPJIEY

A.A. Kaxapman, /I.C. Hem0epren, O.E. Kacbim0aes, E.E. Mainkomap
Feumeivu sxerekrri: ©.K. OUTiM

Kaxapman Aiizkan AJWIKBI3BI — AKNapaTThIK-KOMMYHUKAIMSIIBIK TEXHOJIOTHsIIAp OakanaBpbl, AKIapaTThIK
xyHenep xadenpacsl, XaabIKapanblK aKIapaTTHIK TEXHOIOTHSIAP YHHBEPCHUTETI.

Hembepren lana CepikKbI3bl — AKIapaTThIK-KOMMYHHKAIHSUIBIK TEXHOIOTHSIAP OakanaBphl, AKIApaTTHIK
xyHenep xadenpacsl, XaabIKapanblK aKIapaTThIK TEXHOIOTHIAP YHHBEPCHTETI.

Kacbim6aeB Ouxac Epiranyisl — AKnapaTThiK-KOMMYHUKAIHSIIBIK TEXHOJOTHSIIAP OaKalaBphl, AKITapaTThIK
xyHenep xadenpacsl, XaabIKapanblK aKIapaTThIK TEXHOIOTHSIAP YHHBEPCHUTETI.

Manukomap Epke6ynan Ep6osynbl — AKnapaTThIK-KOMMYHHKAIVSUTBIK TEXHOJIOTHsIIAp OaKalaBpebl,

AKmaparThIK Kyienep kadeapacsl, XaabIKapanblK aKIMapaTThIK TEXHOIOTHATIAP YHHBEPCHTETI.

AHHOTanus. Saqtan MOOMJIBAI KOCKIMIIACH >Kou-Kelik okuranapeiH (JKKO)
JKEJIeNT aHBIKTAY KOHE XKeJlel Xxabapay/IblH ©3eKTi MaceNeepiH Menryre OarbITTalFaH.
MukpodoHBI MEH KBULIAMJIBIK CEHCOpPHI 0ap cMapThOHIAp KOJJaHOara BIKTUMAI
COKTBIFBICTAp/Ibl AHBIKTayFa KOMEKTECE/l KOHE KOJlay KbhI3METTEpi MEH TOTEHIIe
Karaainapra xayan Oepy TontapselH xabapaap ereni. CakraHaa KOJIJIaHBUIATBIH KOH-
BOJIFOLIMOH/IBI HeHpOoHABIK kenigep (CNN) kelik amartel, aJaMHBIH aiikailbl Hemece
(OHIBIK IBIOBIC CUSKTHI HAKTHI YATUIEP/l aHBIKTAY YIIH JBIOBIC CUTHAJIAPBIH Tal-
TaiIpl, HOTWKECIHIE MoKk apraabl. JKyleHiH nainanaHymbira OarbITTalFaH -
3alfHBIHZA YII HETI3Ti 9KpaH 0ap: Kepi caHak TaliMepiMEH anaTThl aHBIKTAY, TOTCHIIE
KaFJaiIarel KOHTAKTIHI 0acKapy >KoHE JKalFaH Ja0bUIIapabl OOJABIpMAay YIIIH KO0
onuusichl. MepapXusiblK ©HIeY apKbUIbl aJbIHFAH CHEKTPOrpadusIbIK MYMKIHJIIK-
tep CNN MozenbJepiHiH aKyCTHKAIBIK CUTHAIIApIAFbl KypAeli KeHICTIKTIK KaThl-
HACTap/bl aHBIKTAy KabOineTiH kepcereni. Jlom caHarray OChl CeHiIMII, KOI JCHre
KYHEHIH apKachlHAa a3alThUIFAH KaTelepMeH OipikTipiireH. Saqtan KOMITaHHSCHI-
HBIH MAIIMHAJIBIK OKBITY aJITOPUTMIEpi MEH MalJjalaHylIbiFa bIHFAMIBl TU3aiH Yii-
JieciMi aHBIKTAy IOJJIITIH XKaKcapTa OTBIPHII, Kayan O0epy yaKbIThIH aBTOMATTaHAbIPY
apKBUIBI KAYINCI3/MIKTi apTThIPa/IbI.

Tyiiin ce3aep: KOJI-KOJIK OKUFaIaphl, amaTTbl aHBIKTAY, KOHBOJIIOLMOHIBI
HeipoHasIK kel (CNN), IpIOBICTHIK KIaccu(uKaIus, TOTEHIIE JKaFaail Typaibl Xa-
OapiaHIBIPy, KOJ KayInci3airi, naiaananynisl TOKIPUOSCIHIH TU3aiHbBI
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PA3PABOTKA MOBUJIBHOI'O NTPUJIO’KEHUA U1 OBHAPY X KEHUSA
N OINOBEHIEHMUSA O TOPOKHO- TPAHCIIOPTHBIX
IMPOUCHIECTBUAX

A.A. Kaxapman, /I.C. Hem0epren, O.E. Kacbim0aes, E.E. Mainkomap
Hayunsiii pykoBoaurens: A.K. Aiitum

Kaxapman Aiikan AQHIKbI3bl — 0OakanaBp «/HPOpMANMOHHO-KOMMYHUKAIMOHHBIX TEXHOJOTHUI», Kadeapa
MH(OPMAIMOHHBIX cUcTeM, MexXTyHapoIHbIH YHHBEPCHTET HH(POPMAIMOHHBIX TEXHOIOTHH.

Hembepren [Tana Cepikkbi3bl — OakanaBp «H(pOpManOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHIY, Kadeapa
MH()OPMAIIMOHHBIX cHcTeM, MexX/TyHapoAHBIH YHIBEPCHTET HH(POPMAIMOHHBIX TEXHOIOTHIA.

Kaceim6aeB Omxac Epnanyiasl — GakanaBp «/HPOPMAIIOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHI, Kadeapa
MH(OPMAIMOHHBIX ccTeM, MeXTyHapoIHbIH YHHBEPCHTET HH(POPMAIMOHHBIX TEXHOJIOTHH.

Manuxkomap Epkedynan Ep6oayisr — OakanaBp «VH(opMarmoOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHID»,
kadeapa nHOOPMAIMOHHBIX cUcTeM, MexXTyHapoaAHBIH yHUBEPCUTET HHYOPMAIMOHHBIX TEXHOJIOTUIA.

AHHOTanusi. MoOwibHOE TMpHIOXKeHHE Saqtan HaleleHO Ha pelIeHHe
HEOTJIOXKHBIX ~ 3a7ad 10  ObICTpOMY  OOHApyXEHHI0 U IKCTPEHHOMY
OTOBEILEHHUIO O JOPOXKHO-TpaHcopTHBIX mnpouciiecTBusax (UATII). Cmaptdons c
MHUKPO(OHOM M JaTYUKOM CKOPOCTH MOMOTAIOT TNPUIIOKEHUIO OOHApYy>KUBATh
NOTEHIMAJIbHBIE CTOJKHOBEHUS M YBEAOMIATH O HHUX CIYXKObl TMOAJEPKKU H
KOMaHJbl ~ 3KCTPEHHOro pearupoBaHus.  CBEPTOUHbIE  HEWPOHHBIE  CETH
(Convolutional ~ Neural = Networks, CNN), wucnons3yemble B  Saqtan,
AQHATU3UPYIOT ~ ayAMOCUTHAJIBI Ul  BBIABICHHS CHEIU(PUUECKUX TMATTEPHOB,
TaKUX KaK aBTOMOOMWJIbHBIC aBapuH, YEJIOBEUECKHE KPUKU WM (OHOBBIH 3BYK,
4YTO TMO3BOJIAET JIOOWUTHCS  MOBBIIIEHHOM TouHOCTH. OpHEHTHpOBaHHas Ha
NOJb30BaTENs] KOHCTPYKLHUS CHUCTEMBl BKJIIOYAET TPU OCHOBHBIX OSKpaHa:
oOHapy’keHHe aBapuil ¢ TalitMepoM OOpaTHOro OTCYeTa, YIpaBJIeHUE KOHTAaKTaMHU B
HKCTPEHHBIX CUTYAILUsIX U BO3MOXXHOCTb OTMEHBI Ul YCTPAHEHUS JIOKHBIX TPEBOT.
Crniexktporpaduueckne XapaKTePUCTHKH, U3BJICUCHHbBIE c MIOMOILBIO
Uepapxuueckoil  oO0paboTKu, JeMOHCTpupyloT crnocoOHocTh  CNN-mozeneit
OoOHapy’KUBaTh CIIO)KHbIE IPOCTPAHCTBEHHBbIE OTHOIIEHUS B  aKyCTHUECKHUX
curHanax. ToyHas KaTeropusalMs COYETaeTcs C YMEHBIICHHEM OIIUOOK
Onmarozmapst 3TOH HaJeKHOW MHOrOypoBHEBOH cucreme. CoueTaHue ajaropuTMOB
MallMHHOTO OOy4YeHHss ¢ YyAOOHbIM Ju3aiiHOM Saqtan MO3BOJISIET IOBBICUTH
0e30macHOCTh 3a CYeT ABTOMATH3allMM BPEMEHHU pEeaKkIMHU MpU OJHOBPEMEHHOM
HOBBIIIIEHUH TOYHOCTH OOHAPYKEHHUS.

KiaroueBbie cjioBa: JOPOXKHO-TPAHCIIOPTHBIE MIPOUCIIECTBUS,
oOHapy’keHHe aBapHii, cBepTouHast HelipoHHas ceThb (CNN), ayauokiaccupukanys,
HKCTPEHHOE OIOBElIeHNE, 0e30MaCHOCTh JOPOKHOTOABHKEHUS, MPOEKTUPOBAHUE
MOJIb30BATENBCKOIO OIBITA

Introduction
Since road accidents are the world’s biggest cause of mortality, it is imperative that
new safety measures be developed. Kazakhstan has seen a significant number of
traffic accidents in recent years, highlighting the need for stronger safety
regulations. There were 13,515-16,614 accidents between 2018 and 2023.
According to research, a 1 % increase in seat belt use may save over 136 lives,
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and technology like electronic stability control can stop up to 34 % of fatal
collisions. However, these in-car security systems are costly and rarely available to
everyone, particularly in older vehicles and in areas with low resources. Therefore, a
more widely used and accessible method of accident detection and emergency
service alerting is required.

The goal of this project is to develop a mobile application named Saqtan that
uses smartphone microphones to identify accidents and notify emergency services.
GPS and microphones are two features that modern smartphones like the iPhone and
Android have that are quite effective at this task. Smartphones are useful in many
scenarios, even when automobiles lack built-in sensors, because they are portable and
can connect to networks.

This study’s primary objective is to develop a Saqtan application that will use
smartphone microphones to instantly notify emergency services of accidents in real
time.

. Developing the program to make sure it can accurately identify crashes
using smartphone microphones is one of the specific objectives.

. Cut down on false positives to make the program useful in everyday
situations.

By accomplishing these objectives, the initiative hopes to decrease reaction
times, perhaps save more lives, and offer a more straightforward and popular accident
reporting system.

According to the research, a mobile application that makes use of smartphone
microphones might replace in-car traffic accident notification systems as a more af-
fordable and widely available option. It is anticipated that Satan will shorten the time
between an incident and emergency response, which will lead to fewer fatalities and
less serious injuries. Drivers in high-accident areas where in-car security systems are
uncommon may find this software particularly helpful.

With cellphones, which many people already own, the Saqtan initiative seeks
to close these gaps. Saqtan will be less expensive to operate and won’t need any extra
equipment, in contrast to conventional vehicle systems. This will enable a far great-
er number of individuals to get emergency warnings. A survey of the literature will
demonstrate how Saqtan may be used to improve road safety and fit within the field of
accident detection.

Therefore, the goal of this research is to develop the Saqtan application, which
uses smartphone sensors to identify accidents and instantly warn users, as a workable
and reasonably priced way to increase road safety. Saqtan can reduce reaction times
and save lives by enabling more individuals to get emergency warnings, particularly in
places with few resources. These results suggest that Saqtan, a popular and affordable
substitute for conventional automobile systems, might be a useful complement to road
safety initiatives.
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Methods and Materials key aspect of the creation of Saqtan technology is
the analysis of incoming audio through the smartphone microphone. As well as the
speed of the system, they play an important role, as statistics have shown, the average
ambulance response in the country ranges from 10 to 60 minutes, depending on the
complexity, while 98.1 % of deaths occur before the arrival of an ambulance team
(Krechetova, 2023).

This is an indicator that the Saqtan system should not make big mistakes.
During the creation of the Saqtan system, much attention was paid to the application
architecture and the UI/UX components. By focusing on the overall impression, UX
design strives to create products and systems that meet the needs of users, delight and
engage them (Bigham et al., 2016). In the realm of mobile applications, user experi-
ence design is paramount for ensuring that users can seamlessly navigate and engage
with the app’s features and content. From intuitive and responsive touch controls to
well-organized layouts, UX designers strive to create an immersive and user-friendly
experience that keeps mobile app users coming back (User-Centric Approaches and
Data Analysis with Business Intelligence. 2024). The main task of the team was to cre-
ate an intuitive platform that would respect and ensure user privacy and a user-friendly
interface. As can be seen in Figure 1, the general position of the Saqtan interface is
designed in accordance with the UX framework.

Figure 1 — Sketch of main Saqtan system windows

The Saqtan application was developed with the objective of identifying road
traffic accidents (RTA). It accomplishes this by using the microphones on smartphones
to instantly alert emergency contacts and services. The application’s core user inter-
face comprises three essential screens, ensuring swift reaction times and user control
In urgent circumstances.
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1. Accident Detection and Countdown Timer

When the application detects a sound that matches a car crash, it triggers an
emergency countdown timer (30 seconds). The technology automatically notifies
pre-registered emergency contacts via SMS and initiates a call to 112 if the user does
not respond within 30 seconds. This function ensures the prompt dispatch of assis-
tance, even in circumstances where the driver is incapacitated or unable to respond.

2. Confirmation and Cancellation Option

In the event that the warning is determined to be a false alarm, the user is
permitted a period of five minutes following the receipt of the warning to cancel the
emergency notice.

3. Emergency Contact Management

This screen facilitates the addition and management of emergency contacts.
This feature serves to enhance the probability of a swift and effective rescue by ensur-
ing that reliable contacts are promptly notified in the event of an accident.

The subsequent step involves identifying the distinction between impact
sounds and distinctive noises, such as tire or engine noise and car crash. The develop-
ment of ML for our system coincided with the creation of Saqgtan. As demonstrated in
Figure 2, the general sound classification algorithm. The CNN algorithm was selected
for implementation. The Convolutional Neural Network (CNN), alternatively referred
to as ConvNet, is a particular type of Artificial Neural Network (ANN) that possesses
a deep feed-forward architecture and exhibits superior generalization capabilities in
comparison to networks comprising FC layers. It is capable of learning highly abstract
features of objects, particularly spatial data, and can identify them with greater effi-
ciency (Fundamental Concepts of Convolutional Neural Network. (n.d.). Research-
Gate).

L T

Figure 2 — General sound classification algorithm

In the context of the Saqtan model, audio signals are subjected to classification
through the transformation of unstructured sound waves into a representation that fa-
cilitates the model’s capacity to discern between disparate acoustic occurrences. The
system employs convolutional processes for hierarchical feature learning following
spectrogram-based feature extraction, as illustrated in Figure 2. The CNN method was
selected due to its effectiveness in audio classification tasks and its ability to identify
intricate spatial patterns in spectrograms. CNNs, also known as ConvNets, are a subset
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of deep artificial neural networks that utilize hierarchical layers to automatically learn
spatial hierarchies of features (LeCun et al., 2015).

The conversion of unprocessed audio into frequency-time domain visuals en-
ables spectrograms to function as input representations. In contrast to background
noises such as human screaming or engine idle, discrete crash sounds exhibit distinct
spectral characteristics. Convolutional layers, by contrast, identify patterns at multiple
levels of abstraction, thereby extracting salient characteristics that facilitate the sys-
tem’s capacity to differentiate between disparate sound categories. The subsampling
layers are instrumental in maximizing computing efficiency by reducing dimension-
ality while ensuring the preservation of crucial information. The characteristics that
have been collected are then categorized by the fully linked layers into pre-established
groups, such as “Human Screams,” “Engine Idling,” and “Car Crash.”

In the automated identification of traffic accidents procedure, it is imperative
to take into account the duration, frequency, and visual properties of auditory signals.
The foundation of Saqtan’s development is the use of multi-level audio data process-
ing to increase accident categorization accuracy. The operational sequence of the inci-
dent detection system is illustrated by the algorithm presented in Figure 3.

Figure 3 — Algorithm of the incident detection system
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In the initial system state (n = 1), the incident detection procedure in Figure
3 commences without incident. At this stage, auditory data is gathered, and the sur-
roundings are continuously observed. The primary analytical phase is comprised of
three essential elements:

Temporal analysis - examination of the duration and amplitude characteristics
of a sound signal.

Frequency analysis - analysis of sound distribution by frequencies to identify
characteristic signs of an accident.

Spectrogram analysis - conversion of the sound signal into a spectrogram im-
age and further processing using machine learning methods.

In the absence of an event, the system reverts to its initial state (n = 1). Con-
versely, if a possible incident is identified, the system state transitions to n = 2 (poten-
tial for an incident). At this juncture, a process of additional verification is initiated,
and the data is then directed to the data Centre for the purpose of final validation.
Alternatively, the incident characteristics procedure is initiated (Goodfellow et al.,
2016).

Conclusion

Saqtan showcases how machine learning systems combined with user-centric
design work effectively for addressing crucial safety challenges during traffic opera-
tions. Saqtan combines a CNN-based audio classification algorithm with multi-level
audio processing to detect accidents while ignoring irrelevant noises through its
system successfully. Through its intuitive interface the system makes its functional-
ity more accessible to users. The application offers fast contact alerts for emergency
responders and services which strives to minimize response time while ensuring
heightened survival probabilities and creating an adaptable road safety framework.
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Abstract. Hybrid cloud environments, combining on-premises infrastructure
with public cloud services, provide exceptional flexibility for distributed computing.
Apache Spark, a leading big data processing engine, can be optimized in these settings
for efficient and scalable analytics. This article explores methods to boost Spark’s
performance, including general tuning techniques and hybrid-specific strategies like
configuration tuning, data placement, workload scheduling, and cost-aware resource
allocation, enhanced by tools like Docker and Kubernetes. Experiments and visual
aids—diagrams, tables, graphs, and cost formulas—highlight trade-offs in perfor-
mance, cost, and scalability.

Keywords: Apache Spark, Hybrid Cloud, Performance Tuning, Data Place-
ment, Cost Management

TUBPUJITI BYJIT OPTAJIAPBIHJIA APACHE SPARK OHTANJIAH/BIPY

B.T. Keo0eii, A.X. Una3oBa
Frueimu sxerexmriep: H.A. CeitnioBa

AnHoTauus. ['uGpuaTi OYWITTH OpTanap *KeprurikTi UHOPAKYPHUIBIMIIBI OYIIT-
TBI KbI3METTEpMEH OIpiKTipim, TapaThlIFaH ecenteyiepre nkeMautik o6epeni. Apache
Spark, ynken nepexrep/i eHIeyIiH KYIITI KO3FAaITKBIIIBI, OCBI OpTaiap/aa TUIMI1 aHa-
JUTHKA YIIH OHTailaHabIpbuiaabl. Makana Spark eHIMALIITIH apTThIpy oAiCTEpiH
KapacThIpa/ibl: aJlIbl OanTay KoHe TMOPUITI SKOXKYienepre apHaiFaH CTpaTerusiap
— KOH(UrypalusHbl 0anTay, AepeKTepii OpHAIACTBIPY, KYKTEMEHI kKocrapay KoHe
IIBIFBIHAAP/IBI €CKEPE OTHIPHIT pecypcTapabl 6oy, Docker men Kubernetes kypanma-
pBIMEH KOJIJay KepceTuiel. DKCIepUMEHTTEep MEH BU3yall[bl MaTepuaijap — Aua-
rpammalap, kectenep, rpapukrep, popmynanap — eHIMIUTIK, HIbIFbIH )K9HE MacCIlTa-
OTay apachIHAAFbI BIMBIpAIAP/IBl KOPCETEI.

Tyiiin ce3nep: Apache Spark, I'nbpuari Oynt, OHimainikTi 6anTay, Jlepek-
Tepal opHanacteipy, LLbiFsiHaapasl Oackapy
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ONITUMU3ALUA APACHE SPARK B 'HBPU/IHBIX OBJIAYHBIX
CPEJAX
B.T. Kobeii, A.X. Uasa30Ba
Hayunsbie pyxoBogutenu: H.A. CeiinoBa

AnHoTanusi. ['mOpugHbie 0O0NavHbIE CpENbl, OOBEAMHSIONINE JIOKATbHYIO
UHPPACTPYKTYpY C OOJAQUHBIMM CEpBHUCAMH, OOECHEeuMBAIOT TUOKOCTh IS
pacrnipenenéHHbIX BerunciaeHuit. Apache Spark, momnbIit ABH)0K 00pabOTKH O0IBIIINX
JTAHHBIX, MOXXHO ONITUMHU3UPOBATh B TAKUX YCIOBUSX Ui () (HEKTUBHOW aHATUTUKH.
CraThst paccMaTpUBAET METObI TIOBBIMICHHUS POU3BOIUTEIHLHOCTH Spark, BKITIO9ast
o0IIMe TEeXHUKU HACTPOMKU M CTPATETHH JUIsl THOPHIHBIX 3KOCHUCTEM: HACTpOMKa
KOH(UTypaIyu, pa3MelieHne TaHHBIX, TUIAHKPOBAHNWE HArPy3KH M pacIpelielieHue
pecypcoB ¢ y4€TroMm 3arpart, ¢ mojjep:kkoil mHctpymeHtoB Docker m Kubernetes.
DKCIIEPUMEHTHl W BH3YaJIbHBIE MaTepHalbl — JIUAarpaMMBbl, TaOJUIBI, TpapuKH,
bopmMybl — MOAYEPKUBAIOT KOMIPOMHUCCHL B MIPOU3BOIUTENBHOCTH, CTOUMOCTH U
MacIITaOuPyEeMOCTH.

Karwuesslie cioBa: Apache Spark, ['mbpunnoe o6naxo, Hactpoiika mpou3sBo-
IUTETBHOCTH, Pa3Menienue qaHHbIX, YIIpaBieHHE 3aTpaTaMH

Introduction

Hybrid cloud environments represent a sophisticated integration of on-
premises infrastructure with public cloud services, such as Amazon Web Services
(AWS), Microsoft Azure, and Google Cloud Platform (GCP), offering organizations
a flexible and scalable framework for distributed computing. Apache Spark, an
open-source distributed processing system renowned for its in-memory computation
capabilities, stands out as a pivotal tool for big data analytics, supporting an array of
workloads including batch processing, real-time streaming, and machine learning. The
optimization of Spark within hybrid cloud setups is paramount to achieving a delicate
balance between performance enhancement, cost reduction, and robust security
measures, particularly given the inherent complexity of managing computational
resources across heterogeneous environments. This article provides an exhaustive
exploration of optimization methods, substantiated by comprehensive visual aids such
as architectural diagrams, comparative tables, performance graphs, and cost estimation
formulas, to offer a thorough understanding of how Spark can be effectively tuned in
such contexts.

General Optimization Techniques

The optimization of Apache Spark begins with a set of foundational techniques
aimed at tuning internal parameters to maximize performance across any deployment
scenario, whether on-premises, fully cloud-based, or hybrid. These methods are critical
for establishing a robust baseline from which further specialized optimizations can be
built.

Configuration Tuning: This involves adjusting key Spark parameters, such as
spark.executor.memory and spark.default.parallelism. For example, setting executor
memory can be guided by the formula:
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Research shows that well-tuned settings can enhance execution times by up to
50 % (Cloud spending efficiency guide for Apache Spark on EC2 instances). Iterative
testing with tools like Spark’s web UI is recommended.

Data Partitioning: Using repartition() or coalesce() ensures even data
distribution, preventing skew. Monitoring partition sizes dynamically can further op-
timize load balancing.

Caching and Persistence: The cache() and persist() functions keep data in
memory, reducing I/O overhead by up to tenfold (Cloud spending efficiency guide for
Apache Spark on EC2 instances). Choosing the right persistence level (e.g., MEM-
ORY_ONLY vs. MEMORY_AND DISK) is key.

Efficient Data Structures: DataFrames and Datasets leverage the Cata-
lyst optimizer for query efficiency, enhancing both performance and maintainability.

Minimizing Shuffles: Preferring reduceByKey() over groupByKey()
reduces network overhead in operations like joins.

Parallelism Control: Aligning spark.default.parallelism with core count can
reduce runtime by 20 % (Cloud spending efficiency guide for Apache Spark on
EC2 instances).

Resource Management: Tools like YARN or AWS EMR balance CPU,
memory, and disk usage dynamically.

Monitoring and Debugging: Spark’s web Ul and Apache Ambari pro-vide
realtime insights for proactive tuning.

Impact of Executors on Execution Time

Figure 1 illustrates that execution time decreases as the number of executors
increases, up to a certain point (e.g., 15 executors). Beyond this threshold, coordina-
tion overhead—such as task scheduling and data shuffling across executors—begins
to outweigh the benefits of parallelism, causing execution time to plateau or even
increase. This occurs because each additional executor introduces more communi-
cation between the Spark driver and workers, which can bottleneck performance. To
determine the optimal number of executors, it is essential to monitor metrics like task
duration and executor idle time via Spark’s web UI. This allows for a balance between
parallelism and resource efficiency, ensuring maximum throughput without unneces-
sary compute costs.

Hybrid Cloud-Specific Optimization Methods

Hybrid cloud environments require tailored strategies to effectively manage
resources across on-premises and public cloud infrastructures. The following methods
address the unique requirements of these setups:

Data Placement: Sensitive data, such as personally identifiable information
(PI), should remain on-premises (e.g., in HDFS) to comply with regulations like
GDPR or HIPAA, which mandate strict control over data location and access. In con-
trast, scalable analytics data—such as logs or aggregated metrics—can be stored in
AWS S3 or Azure Blob Storage to leverage the cloud’s cost-effective, elastic storage.
This hybrid approach ensures compliance without sacrificing scalability
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Impact of Number of Executors on Execution Time
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Figure 1: Impact of Number of Executors on Execution Time. The curve shows
execution time decreasing until approximately 15 executors, after which it levels off
due tocoordination overhead.

Workload Scheduling: Real-time tasks, such as fraud detection or live dash-
boards, benefit from on-premises execution due to lower latency—critical for time-sen-
sitive applications. Meanwhile, batch jobs like nightly ETL processes or large-
scale reporting can be scheduled in the cloud during off-peak hours to take
advantage of lower compute costs. This dual scheduling optimizes both performance
and budget.

Federated Data Access: Spark connectors (e.g., for HDFS and S3) allow que-
rying data across on-premises and cloud storage without physically moving it. This
reduces network overhead and avoids costly data transfer fees, which is especially
important in hybrid setups where data movement can be frequent and expensive.

Orchestration and Auto-Scaling: Tools like Docker and Kubernetes provide
consistent deployment and dynamic scaling across on-premises and cloud nodes. By
abstracting the underlying infrastructure, these tools simplify resource management
and ensure that Spark clusters can adapt to workload demands, whether local or in
the cloud.

Performance and Cost Optimization: Machine learning-based tools can pre-
dict optimal Spark configurations (e.g., executor memory, parallelism) by analyzing
historical workload patterns. Additionally, using cloud spot instances—temporary,
discounted compute resources—can reduce costs by up to 60\% for non-critical jobs.
This combination enhances both efficiency and affordability.

Cloud Provider Considerations
Selecting the right cloud provider for Spark workloads depends on specific needs
and priorities:

AWS EMR: Best for workloads tightly integrated with S3, offering seamless
data access and cost-effective spot instances for transient tasks like batch
processing.
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Its deep integration with other AWS services (e.g., Lambda, Glue) makes it ideal for
organizations already invested in the AWS ecosystem.

Azure Databricks: Suited for collaborative data science teams, with features
like Delta Lake ensuring data consistency across hybrid environments. It excels in
machine learning workflows and interactive analytics, providing a unified platform for
development and deployment.

GCP Dataproc: Ideal for users needing fast cluster provisioning—clusters can
spin up in under 90 seconds, making it perfect for short-lived, compute-intensive jobs
like ETL pipelines. Its tight integration with Google Cloud Storage also benefits da-
ta-heavy workloads.

When choosing a provider, evaluate based on cost (e.g., per-hour pricing, data
transfer fees), scalability (e.g., auto-scaling capabilities), and unique features like
managed services or machine learning integrations. Align your choice with your exist-
ing infrastructure and long-term strategic goals.

Data Placement Trade-Offs

Table 1 compares the trade-offs of different data placement strategies.
On-premises placement offers low latency—crucial for real-time applications—but
incurs higher costs due to hardware maintenance and limited scalability. Public cloud
placement, while cost-effective and scalable, introduces higher latency due to network
delays, making it less suitable for time-sensitive tasks. Hybrid placement strikes a bal-
ance, providing medium latency and cost, making it ideal for mixed workloads where
sensitive data must remain local while scalable analytics can leverage the cloud.

Table 1: Comparison of Data Placement Strategies in Hybrid Clouds

Strategy Latency Cost Suitability
On-Premises Only Low High Sensitive data
Public Cloud Only High Low Scalable data
Hybrid Placement Medium Medium Mixed work-
loads

Case Studies and Practical Examples

Real-world applications of hybrid cloud optimization for Spark include:

1. Multinational Company : Sensitive transaction data remains on-prem-
ises to meet compliance requirements, while large-scale analytics are offloaded to
AWS S3 for cost-effective storage. Kubernetes orchestration dynamically scales Spark
executors across on-premises and cloud nodes, reducing runtime by 15\%—a signifi-
cant improvement for data-intensive tasks like financial forecasting.

2. Healthcare Organization : Patient data stays on-premises to comply
with HIPAA, while predictive analytics (e.g., patient risk scoring) leverage Azure Da-
tabricks for scalable compute power. This setup balances strict security needs with
the flexibility of cloud resources, enabling faster insights without compromising data
privacy.
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These examples demonstrate how hybrid clouds can tailor resource allocation
to specific workload requirements, improving both performance and compliance.

Experimental Insights

Experiments conducted in a hybrid cloud environment provide concrete
evidence of op-

timization benefits:

1. Setup: The experiment used four on-premises nodes (16 cores each)
alongside AWS EC2 instances (m5.xlarge with 4 cores each), processing a 1-terabyte
dataset split evenly between HDFS and AWS S3.

2. Word Count Experiment: With hybrid data placement and 32 parallel
tasks, execution time was reduced by 15\% compared to a 10\% reduction in an all-
cloud setup. Additionally, compute cost savings of 30\% were achieved by leveraging
on-premises resources for compute-heavy tasks while using the cloud for storage.

3. ML Experiment: A k-means clustering job demonstrated that hy-
brid placement improved CPU utilization by 25\% over an all-cloud configuration.
On-premises nodes handled compute-intensive iterations, while the cloud managed
data persistence, optimizing both processing speed and resource efficiency.

These results highlight how hybrid placement can outperform single-environ-
ment setups by combining the strengths of both on-premises and cloud
infrastructures.

Table 2: Experimental Results

Workload Setup Execution Time CPU Us-
(min) age (\%)

Word Count Hybrid 45 70

K-Means Hybrid 60 85

Hybrid Cloud Architecture

Figure 2 depicts the integration of Spark across hybrid cloud components.
The Spark driver, typically running on-premises, coordinates executors deployed on
both local nodes and cloud instances (e.g., AWS EC2). Data flows between on-
premises HDFS and cloud storage (e.g., S3), with orchestration tools like Kubernetes
ensuring that resources are allocated dynamically based on workload demands. This
architec-ture enables seamless scaling and efficient resource use across
environments.
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Figure 2: Hybrid Cloud Architecture with Spark, showing the Spark driver coordi-
nating
executors across on-premises and cloud nodes, with data stored in both HDFS and
S3.

Challenges and Considerations

1. Network Latency: Optimize data locality to reduce transfers across hy-
brid cloud environments. Process data where it resides—e.g., use on-premises Spark
for local HDFS data and cloud Spark for S3. This cuts down latency, especially for
real-time tasks.

2. Security Compliance: Use Role-Based Access Control (RBAC) with
Kubernetes to limit access to Spark resources. Enable Spark encryption (e.g., SSL/
TLS) for data in transit to meet standards like GDPR or HIPAA, ensuring secure data
handling.

3. Cost Management: Leverage AWS Cost Explorer to track and budget
cloud expenses dynamically. Schedule non-urgent Spark jobs during off-peak hours to
save costs, keeping performance affordable.

4. Consistency Management: Use Conda to maintain uniform software
versions across on-premises and cloud setups. This prevents compatibility issues with
Spark and its dependencies.

5. Performance Evaluation: Continuously tune Spark parameters like
memory and parallelism. Monitor task performance with Spark’s web UI to adapt to
changing workloads in hybrid clouds.

6. Interoperability: Avoid vendor lock-in by reviewing cloud usage peri-
odically. Opt for portable tools like Kubernetes to keep Spark flexible across different
providers.

Conclusion

Optimizing Apache Spark in hybrid cloud environments blends general tuning
techniques—Ilike configuration tuning and caching—with hybrid-specific strategies
such as data placement and workload scheduling. Supported by tools like Docker and
Kubernetes, these methods deliver notable performance gains, cost savings, and scal-
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ability. Experiments show hybrid setups reducing execution time by 15 % and costs by
30 % compared to all-cloud deployments, with a 25 % CPU boost for machine learn-
ing tasks. Case studies from multinational firms and healthcare providers highlight
practical benefits, balancing c ompliance and scalability. However, success requires
managing trade-offs in latency, security, and interoperability using tools like Spark’s
web Ul and cost explorers. Future efforts should explore Al-driven tuning and hybrid
innovations like edge computing to enhance Spark’s potential, ensuring it remains
vital for big data analytics as hybrid clouds evolve.
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Abstract. Physically informed neural networks (PINNs) are an innovative
ap-proach to solving seismic exploration problems that integrates physical models
and machine learning methods. This paper explores the application of PINNs in the
con-text of modern approaches to seismic wave modeling. The paper provides an
overview of the evolution of numerical methods in seismic exploration, highlights
the transi-tion from traditional techniques to the use of PINNs, and analyzes their
advantages and limitations. To evaluate the capabilities of PINNs, an experiment was
performed on modeling a one-dimensional wave equation based on synthetic data,
where the network was trained taking into account physical constraints and
demonstrated high prediction accuracy (mean absolute error 0.00255, root mean
square error 0.00484) in comparison with numerical solutions. The prospect of
extending the approach by estimating wave velocity as a trainable parameter is
considered, which highlights the potential of PINNs for seismic data interpretation
and inversion of medium parame-ters. The paper focuses on the potential of PINNs
in developing prototypes for seismic exploration, offering new ways to improve the
accuracy and efficiency of geophysical research. The paper is aimed at geophysicists
and machine learning specialists inter-ested in implementing advanced technologies
in seismic exploration.
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CEVICMUKAJBIK BAPJIAVJIA ®U3UKAJBIK
AKIIAPATTAHABIPBLIIFAH HEMPOHBIK JKEJLJIEPAI KOJJAHY:
TEOPUSIIAH ITPAKTUKAFA

P.C. KpacHoxoHoB
Frimeimu sxerexmrinepi: Mapat Hyprac

Kpacno:xxonoB Pycian CepreeBuuy — XaiblKapaiblK aKMapaTThlK TEXHOJOTMSUIAD YHHBEPCHUTCTIHIH
KOMITBIOTEPITIK TEXHOIOTHSIIAP )KOHE KHOepKayiMnci3mik (HaKyIbTETiHIH eKiHII Kypc MarucTPaHThI.

AnHOTanusi. DOU3MKAIBIK aKMapaTTaHIABIPBUIFAaH HEUPOHIBIK IKEJIIep
(PINN) c¢wusukanblk MoAenbAep MEH MAallMHAIBIK OKBITY OHICTEepiH OIpiKTIpeTiH
celicMUKaNbIK Oapiay MocelesepiH IIeIyre apHaIFaH MHHOBAIUSIIBIK TOCLT OOJIBII
TaOblIanbl. byn JKyMbIC CEeMCMHKaNBIK TOJKBIHIAPABI MOJEBbACYre 3aMaHayH
tocinmep kouTekctinae PINN  kommanyslH — 3epTTeimi. byn  wmakamana
celiCMUKaNBIK Oaplaynarbl CaHABIK SIICTEP/iH BOJIOLHUSACHIHA IOy >Kacanajbl,
moctypai  omictepaeH  PINN  konmanyra — kerny KepceTiieni, OJIap/IbIH
apTHIKUIBLIBIKTApEl ~ MEH  Imekteynepi  TangaHansl. PINN  MyMKiHAIKTEepiH
Oaramay VIIIH CHHTETHKAIBIK JEpeKTep HeriziHae Oip emeM/i TOIKbIHIIBIK
TEHACYIl MOJETbACY OKCIEPUMEHTI IKYPri3iiai, MyHAa ke’ (QHU3UKajbIK
HIEKTEYJepJi eCKepe OTBIPBIN  OKBITBUIABI JKOHE CaHIBIK MICHIIMICPMEH
CaJIBICTBIPFaHIa OOKaMHBIH JKOFaphl IOJIITIH KepceTTi (opramia abCoIIOTTI Kare
0,00255, oprama kBagparTeik kKaTe 0,00484). JXKarreiryra O6o0naThiH MapameTp
peTiHAe TOJNKBIH SKbUIAAMBIFBIH Oaranay apKbUIbl JKaKbIHAAYyAbl KEHEUTY
MEPCIIEKTUBACH] KapacThIPbLIAIbl, Oy CEHCMUKANIBIK IEPEKTepi HHTEpIIpeTalusIay
JKOHE KOpIlaraH opTa mapamerpiepiHn wuHBepcusiiay yuriH PINN  oneyertin
kepcereni. byn wmakama reou3MKambIK 3epTTEYNEpIiH ASMAIrT MEH THUIMIUTITIH
apTTBIPYABIH JKaHa JKOJJApPhIH YChIHA OTBHIPHIN, CEHCMUKAIBIK OapraybiH
Toxipubenik yariiepin a3ipaeyneri PINN oneyerine Hazap ayaapaabl. JKymbic
celicMUKaNbIK Oapiayna O3bIK TEXHOJOTHSIAPIbl EHTI3yre My[aeni reodu3uka
JKOHE MAIIMHAJBIK OKBITY CalachblHIaFrbl MaMaHJapFa OarbITTaIFaH.

Tyitin ce3xep: Du3MKANBIK aKNnapaTTaHABIPbUIFAH HEUPOHIBIK IKEIIep,
TOJIKBIHABIK TEHACYJIEp, AePEKTEpre HeTi3AeITeH MOICTIbACY

IMNPUMEHEHUE ®U3NKO-UHPOPMHUPOBAHHbIX HEWPOHHBIX
CETEHN B CEUCMOPA3BEJIKE: OT TEOPUM K ITPAKTUKE

P.C. KpacHoxoHoB
MesxnyHapOaHbIN YHUBEPCUTET HH(GOPMAIIMOHHBIX TEXHOJIOTHI, AJTMATHI,
Kazaxcran
Hayunsle pyxkoBogurenu: Mapar Hyprac

Kpacno:xxonoB Pycian CepreeBHd — MarucTpaHT BTOpPOro roja oOydenus ¢axynbrera “‘KommbrorepHble
TEXHOJIOTHH U KubepOe3onacHocTs” Mex1yHapoJHOrO yHHUBEpCUTETa HHYOPMALIMOHHBIX TEXHOJIOTHH.
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AnHoTanusi. Pusznuecku-uHGopMHpoBaHHbIE HeWpoHHBIE ceTh (PINN)
MPEJCTABISIIOT OO0 MHHOBAIIMOHHBIN MOJXO0J] K PEIICHUIO 3a]a4 CelCMOpa3BeIKH,
MHTETPUPYIOUINH (pU3nUecKue MOAETH U METObI MATMHHOTO 00y4yeHus. HacTtosias
ctatbsg wuccienyer npumeHeHue PINN B KOHTEKCTE COBPEMEHHBIX MOIXOIOB K
MOJICIMPOBAHUIO CeiicMHUecKrX BOJH. B paborte mpezctaBieH 0030p 3BOIIOIUHU
YHCIIEHHBIX METOZOB B CEHCMOpa3BeJKe, OCBEIIAETCS MEepPeXoi] OT TPaJAUIIMOHHBIX
TeXHUK K wucnoib3oBaHuio PINN, a Taxke aHaIM3UPYIOTCS UX MPEUMYIIECTBA
n orpaHnyeHuda. [[ns onenku Bo3moxkHOcTeH PINN BBINOTHEH SKCIEPUMEHT IO
MOJICTMPOBAHHUIO OJTHOMEPHOTO BOJHOBOTO ypaBHEHHS HA OCHOBE CHHTETUYECKUX
JaHHBIX, TJIE CETh 00yUasach ¢ yueToM (PU3HMUECKUX OTPaHUYEHUI 1 IEMOHCTPUpPOBAIa
BBICOKYIO TOYHOCTb Tpeacka3aHui (cpemHsst aOcomtotHas ommoOka 0.00255,
cpennekBaaparnyHas ommOka 0.00484) B cpaBHEHWH C YHMCICHHBIMH PEIICHHUSIMHU.
PaccMoTtpena nepcrekTrBa pacivpeHus MOAX0Aa IyTEM OLIEHKH CKOPOCTH BOJIH Kak
oOyyaemoro mapameTpa, uyto nomuepkuBaeT noreHuuan PINN mis unaTepnperanuu
CEHCMHYECKUX JaHHBIX M HMHBEPCUU MapameTpoB cpenbl. CTaTbs aKIEHTUPYET
BHUMaHUE Ha BO3MOXXHOCTSX mpumeHeHuss PINN B pa3pa®oTke MpOTOTUIIOB ISt
ceficMopa3BeKHy, MpeJiarasi HOBbIE IMyTH MOBBIIIEHUS TOYHOCTU U 3(PPEKTUBHOCTH
reor3nuecKX uccienoBanuil. Pabota opueHTHpOBaHa Ha CIIEIIHAINCTOB B 00IACTH
reor3UKd ¥ MAIIMHHOTO OOYyYEHHs, WHTEPECYIOUIUXCS BHEAPEHUEM MEePEIOBBIX
TEXHOJIOTUM B CEHCMOPA3BEIKY.

KuroueBbie cioBa: Ousnyecku-uHGOPMUPOBAHHBIE HEUPOHHBIE CETH, BOII-
HOBBIE YpaBHEHUS, MOJEIMPOBAaHNE HAa OCHOBE JIaHHBIX

BBenenue

CoBpeMeHHbIE BEIYUCITUTENBHBIE METO/IbI UTPAIOT KITIOUEBYIO POJIb B U3yUEHUHN
CJIO’KHBIX IPUPOIHBIX ITPOLIECCOB, TO3BOJISASI AaHATM3UPOBATh U MOJIETTUPOBATD SIBJICHMUS,
MPOTEKAIOUINE B pa3InYHbIX cpefax. OMHUM W3 BaKHEHIIMX HaIpaBICHUH B Hayke
U UHXXEHEPUU SBISIETCS pa3padoTKa METOJOB JJISl UCCIIEIOBAHUS PaCIpOCTPaAHEHHS
BOJTH, TaK KaK BOJHOBBIE MTPOIIECCHI JIEXKAT B OCHOBE MHOXKECTBA (PM3UYECKUX SABICHUI
— OT DJEKTPOMArHUTHBIX KOJEOAHUN O MEXaHMUYECKHX BO3MYIIEHUN B TBEPIBIX
Tenax W KuAkocTAx. [loHMMaHHe MOBEeIEeHHs BOJH TO3BOJSET peIlaTh IIUPOKUI
CHEeKTp MPHUKIAAHBIX 3ajad, BKJIOYas IUArHOCTHKY MaTepuajoB, MEAMIIMHCKYIO
BU3yaJIM3aIHI0, MOHUTOPUHT OKPYKAIOIIEeH Cpe/ibl U UCCIIeI0BAaHUS CTPOCHUS 3eMITH.
B reodusuke mopenupoBaHuWE pacHpOCTpPaHEHHUS BOIH OCOOEHHO BaXXKHO JUIS
3a/au ceilicMOpa3BeIKN U aHajiH3a MOAMOBEPXHOCTHBIX CTPYKTYp. TpaaullMOHHBIE
YUCJICHHBIC METO/BI, TaKUE KaK MeToJ KoHe4yHbIX paszHocter (FDM) (Maeda et al.,
2013: 109-127), meron koneunbix anemeHToB (FEM) (Kirby, 2008: 1930-1940)
u Metoa rpaHuyHbix snemeHToB (BEM) (Hargreaves et al., 2019: 4-36), mupoko
MIPUMEHSIFOTCSI JIJIsl TPOTHO3UPOBAHUS MTOBECHHSI BOJIH B CIIOKHBIX cpefax. OIHAKO 3TH
METOZbI 00JIaJaI0T BEICOKOW BBIUUCIUTENHLHOM CII0AKHOCTBIO, 0COOEHHO MPH padboTe C
TPEXMEpPHBIMU MOJIENIIMU U HEOJAHOPOAHBIMH CTpyKTypamu. Kpome Toro, oopaTHbie
3a/laud, CBS3aHHBIE C BOCCTAHOBJICHHEM MapaMeTpPOB CPEJbl, YaCTO OKAa3bIBAIOTCS
HEKOPPEKTHO IOCTABICHHBIMU U TPEOYIOT CIOXKHBIX PETYISPU3ANMMOHHBIX TEXHHUK
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(Comput, 2022: 110867).

B mnocneanue ronasl Bce Ooibliie BHUMaHUS YIESETCS MPUMEHEHHUI0 MAIIMHHOTO
oOy4eHHs JUIsl pelIeHus 3a/1a4 BOJHOBOTO MozaenupoBaHus. OJHAKO KIacCHUYECKHE
HEHPOHHBIE CETH, KaK MPaBUIIO, TPEOYIOT OONBIINX 00bEMOB Pa3MEUCHHBIX JaHHBIX
U HE YYMUTHIBAIOT (PU3UYECKHE MPUHIUIBI, YTO OTPAaHUYMBAET MX 000OIIAIONIYIO
cocoObHocTh M To4yHOCTH (Sun et al., 2020: R275-R288). B 3ToM KOHTEKcCTe
¢uznuecku-unpopmupoBanasie HellpoHHble cetn (Physics-Informed Neural Net-
works, PINNs) mpenctaBissroT co00W TMEpPCIEeKTHUBHBIN TOIX0A, COYETAOUTUN
BO3MOKHOCTH TIyOMHHOTO o0OOydeHHMss ¢ ¢usuyeckumu wmoaensmMu. PINNs
BCTpauBalOT (pyHJAaMEHTaJIbHbIE YpaBHEHHUS, OIMUCHIBAIOIINE PACIPOCTPAHEHHE
BOJIH, HETIOCPEJICTBEHHO B MpoIlecc 00yueHusi, YTO MO3BOJISAET MONydaTh (PU3NUecKn
000CHOBaHHBIE PE3yABTATHI JaKe MIPU OTPAHUUYEHHOM 00BbEeME TaHHBIX.

B nanHoit cratee mpencrtasieH 0630p moaxoaa PINN u ero mpumeHeHus B
pelIeHnn 3aa4y ceiicMopa3Beku. PaccMaTpuBaroTCsl KITFOUEBble MPUHIUIBI PA0OThI
PINN, aTakske cy1iecTByOIINEe HCCIEI0BAaHUS, AEMOHCTPUPYIOIINE UX UCTIOTB30BaHHUE
JUIS MOJAETUPOBAHUSI CEMCMUYECKUX BOJIH U OLEHKU mapameTpoB cpeabl. Ocoboe
BHUMaHUE YIEJseTCsl MPEeUMYIIEeCTBaM U OTPaHUYEHHSIM 3TOTO0 METOZa, a TaKkKe
BO3MOKHBIM HAIPaBJIECHUSM €T0 JaTbHEHUIIEro pa3BUTHS.

0O0630p PBOIIOLINY YHCIEHHBIX METOJOB B CEHCMOpa3BeIKe

UucneHHble METObI UTPAIOT KITIOYEBYIO POJIb B PA3BUTHH CEHiCMOpa3BeIKH,
oOecreurBas MHCTPYMEHTapH 11 MOAETMPOBAHUS PACIIPOCTPAHEHUSI CEHCMUYECKUX
BOJIH U HMHTEpIpeTallud JaHHBIX O MOJNOBEPXHOCTHBIX CTpyKTypax. Ha panHux
JTamax pa3BUTHS 3TOM MUCHUILUIMHBI OCHOBHOE€ BHHMMAaHHE YAETSIOCH MPOCTHIM
AHATUTUYECKUM TMOJIX0JIaM, KOTOPBIE CO BpEMEHEM YCTYIHIIU MECTO 00Jiee CIOKHBIM
BBIUMCITUTENbHBIM TEXHUKaM, CIIOCOOHBIM YUYUTHIBATH HEOIHOPOIHOCTH CPEIbl U
CIIOKHYI0 TeoMeTputo Heap. OIHUM U3 IEPBBIX IIUPOKO MPUMEHSIEMBIX METO/IOB CTala
CEHCMOJIOTUSl OTPaKEHUH, KOTOpasi MO3BOJISUIA BBISBIATH TPAHUIIBI TE€OJOTHYECKUX
CIIOEB 3a CUET aHaJlIM3a BPEMEHHU MPUX0/la OTPAKEHHBIX BOJIH. DTOT MOAXOMA, XOTA
u 3¢dekTuBeH isi 6a30BOro KapTUPOBAHMS, OTPAHUYMBAJICS MPEINTONOKECHUSIMHI
00 OTHOPOTHOCTH CPENbl M HE YUYUTHIBAJI MOJHYIO TUHAMHUKY BOJIHOBOTO MOJSI, YTO
OTMEYEHO B KJaccHuyecKux paborax mo ceiicMuyeckoi nnrepnperanuu (Claerbout,
1985: 1-274).

C pa3BuUTHEM BBIUHCIUTENBHBIX TEXHOJOTMH B CEpeAMHE JIBaJIaTOTO
BeKa Hayall aKTUBHO MPUMEHSTHCS METOIbl, OCHOBAaHHBIE Ha TUCKPETH3AIUU
MPOCTPAHCTBA W BpeMEHU. MeToJ KOHEYHBIX Pa3HOCTEeH CTal OJHUM U3 MEPBBIX
YHUCIIEHHBIX HWHCTPYMEHTOB, OOECIEUMBAIOIIUX pEIICHHE BOJHOBBIX YpaBHEHUI
MyTeM anmnpoKCHUMAallUd TPOU3BOAHBIX Ha peryisipHoi cetke. Ero mpocrora u
BBIUHMCIUTENbHAS YCTOWYUBOCTh CAENATM €ro MOMYISpPHBIM JJIS MOJEIHPOBAHUSI
MPSIMOTO PACTIPOCTPAHEHUS BOJIH, OJHAKO OH TpeOOBasl 3HAYUTENbHBIX PECYPCOB MPHU
paboTe ¢ OONMBITMMH OOIACTSIMH U T€PSUT TOUHOCTH B YCIIOBHSIX CIOKHON T€OMETPHH,
KaK yKa3aHO B MCCJIEIOBAaHUAX 10 yucieHHoMy mojaenupoBanuto (Kelly et al.,1976:
2-27). ITapamienbHO pa3BUBAJICS METOJ KOHEUHBIX JIEMEHTOB, KOTOPBIA IMpeiarail
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00JIbIITYI0 THOKOCTH 32 CUET aJIanTalllHi CETKU K 0COOCHHOCTSIM CPE/IbL, YTO IMO3BOJIUIIO
YCHEIIHO MOAENUPOBaTh BOJHOBBIE MPOIECCH B HEOAHOPOAHBIX U aHU3OTPOIHBIX
MaTtepuanax. TeM He MeHee, BBICOKAsl BBIYUCIUTENbHASI CIOKHOCTH ATOr0 METOAA
OrpaHMYHUBaJa €0 UCIIOJIb30BaHNE B KPYTHOMACIITA0HBIX 3aJja4yaX celcMOpa3BeIKH,
4TO 00CyXk/maercs B 0030pax MO MPUMEHEHHUIO KOHEYHBIX AJIEMEHTOB B reo(u3HKe
(Zienkiewicz et al., 2013: 1-756).

BriocnencTBun mosiBUIICS METOJA TPAHUYHBIX 3JIEMEHTOB, COCPEIOTOUYMBIINI
BHHUMaHUE Ha TpaHHUIaX 001acTH, YTO CHU3WIO 00BEM BBIYUCICHUN B CPAaBHEHUH C
MeToAaMH, TPeOYIOIMMHU TMOTHON JUCKpETU3aluu o0beMa. DTOT MOAXO[A OKa3ajcs
TMIOJIE3HBIM JIJIS1 337124 C YETKO OTpeIeTICHHBIMU I'PAaHUIIAMH, OTHAKO €r0 MPUMEHUMOCTD
yMEeHbIIaJach IpU HEOOXOMMOCTH YUeTa CIIOKHBIX BHYTPEHHUX HEOIHOPOIHOCTEH,
KaK OTMEUEHO B paboTax 1o rpaHndHbIM MeTonaM (Brebbia et al., 1992: 1-312). Bce
3TH TPAJAULIMOHHBIE TEXHUKH, HECMOTPS Ha UX 3HAYUMOCTh, CTAJIKUBAITUCH C OOLTUMH
OTPAaHUYEHUSIMU: BBICOKOM  BBIYHCIUTENBHON CTOMMOCTBIO, HEOOXOAUMOCTHIO
TOYHOW HACTPOMKHU CETKU U TPYAHOCTSIMHU B pEUICHHHM OOpaTHBIX 3a]lad, TAaKUX Kak
BOCCTaHOBIIEHUE MapaMeTpoB cpenbl. [locnennue 4acTo oka3bplBaIUCh HEKOPPEKTHO
MOCTaBJICHHBIMU, TPeOYs TOTOIHUTEIHHBIX METOOB PETYIISIPU3AIINHU AJIs1 00 CTIEYEHU S
CTaOUIILHOCTH PE3ybTaTOB.

3HAYUTENBHBIA TMpPOTrpecc B OOJACTH YHMCICHHOTO MOJAEIHPOBAHUS OBLI
JOCTUTHYT C TIOSIBJICHUEM ITOJIHOBOJTHOBOW MHBEPCHUH, KOTOPasi UCHOIB3YET MOIHOE
BOJIHOBOE TIOJI€ JJISi TIOCTPOECHHS JI€TATH3UPOBAHHBIX MOeNel Henp. DTOT METO,
B OTJIMYKE OT MOJXOJ0B, OCHOBAHHBIX TOJHKO Ha OTPAKEHHBIX BOJIHAX, MO3BOJIMJ
MOBBICUTH pa3pellieHne W TOYHOCTh 3a CYET y4yeTa PACCESHHBIX M MPSIMBIX BOJH,
OJTHAKO €T0 peaju3alus moTpedoBaia CyeCTBEHHOTO YBEIMUEHUS BHIYHCIUTENbHBIX
PECYPCOB U pa3pabOTKH CIIOKHBIX aITOPUTMOB ONITUMHU3ALINH, YTO TOAPOOHO OMMCAHO
B JUTEpaType IO ToJHOBOJHOBOW wuHBepcuu (Virieux et al., 2009). Hecmotps
Ha YCHEXH, TPaTUIMOHHBIE METOMIbl MPOIOJIKAIU CTAIKUBAThCS C BHI30BaMH,
CBSI3aHHBIMH C MacIITaOMPyEeMOCThIO U 00pabOTKON OOIBIINX 00BEMOB JaHHBIX, YTO
CTUMYJIMPOBAJIO MOUCK aJbTEPHATUBHBIX PEIICHHIA.

B sTtom koHTekcTe (pusnyecku-uHGopMUupoBaHHbIe HelpoHHBIE ceTH (PINN)
MIPEJICTABISIIOT cO00i KaueCTBEHHO HOBBIM ATal B BONIOIUHM YHCIECHHBIX METOJOB
ceficMopazBeki. PINN  00beqUHSIOT TPEUMYIIECTBA MAIIMHHOTO OOyYCHHS
Cc (uU3MUecCKMMH 3aKOHaMH, TO3BOJISII MOJEIMPOBATH BOJIHOBBIE MpOIECCHl 0€3
HEOOXOJMMOCTH SIBHOW JHMCKpPETU3allMU MPOCTPAHCTBA U BpeMeHH. B oTinuune oT
KJIACCHYECKUX TMOAXO/A0B, Tpelyromux mnoctpoeHus cetkd, PINN ucnomssyror
aBTOMaruyeckoe AuQhepeHInpoBaHNe sl BBIYUCICHUS TPOU3BOIHBIX, UYTO CHUKAET
BBIYHMCIUTENLHBIE 3aTPaThl U YIIpoliaeT paboTy co CIOXKHBIMU TeomeTpusiMu. boree
TOTO, MHTETpAlMsl YIPABISIONINX YPAaBHEHUH HETIOCPEICTBEHHO B MpoLiecc 00yUYeHHs
oOecrieurBaeT (U3MYECKYIO COTTIACOBAHHOCTH PEIICHHH, YCTpaHss 3aBHCHUMOCTD
OT OOJBIIMX pa3MEUEHHBIX HAOOPOB JaHHBIX, XapaKTEPHYIO AJS TPaIUIIMOHHBIX
HEHpOHHBIX ceTed. Takol mMepexoa OT KECTKO CTPYKTYPHUPOBAHHBIX YHCICHHBIX
METOZIOB K THOKHMM, OCHOBAaHHBIM Ha JaHHBIX T[IO/IXO/laM OTKpPBHIBAET HOBBIE
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BO3MOXKHOCTH JJI1 MOJICIMPOBAHHUS CEICMHUECKHUX BOJH U pelieHust 00paTHbIX 3a7ad,
TaKHX KaK OLIEHKa CBOWCTB CPEIbl, YTO OCOOCHHO aKTyaJIbHO ISl COBPEMEHHBIX 3a71a4
celicMOpa3BeIKH, Kak ToKa3aHo B pabote, 3anoxkuBiieit ocHoBel PINN (Raissi et al.,
2019: 686-707).

duznuecku-uHGOpMHUpOBaHHBIE HelipoHHbIE ceTH (PINN)

Ouznuecku-uHPOPMUPOBAHHBIE HEHPOHHBIE CETHU MPEJICTABISIOT COOOM
KJIacC TIyOOKHUX HEMpOCETEeBBIX MojeNed, MpeqHa3HAuYeHHBIX AJIS pelIeHUs 3ajad,
OnMUChIBaeMbIX U (epeHIINAIBHBIMI YPAaBHEHUSIMH B YacCTHBIX IMPOU3BOAHBIX. B
OTIIMYUE OT TPAJAULMOHHBIX METONOB MamuHHOro oOyuyeHusi, PINN uHTEerpHpyor
¢dbusznyeckne 3aKOHBI HEMOCPEICTBEHHO B (YHKIMIO TOTEpPhb, YTO TO3BOJISIET
oOecreunBaTh (U3UYECKU COTNIACOBAHHBIC DELICHUS JAaKe MpPU OTrpaHUUYEHHOM
o0beme HabIIoaTeNbHBIX NaHHBIX. B 3amauax MonenupoBaHUs CeCMUYECKUX BOJIH
JTaHHBIN oaxo obecreunBaeT 3(h(HEeKTUBHOE BOCIIPOU3BEIEHUE JMHAMUKHI BOTHOBBIX
mporeccoB 06e3 HEoOXOAMMOCTH MPOBEIACHHS JOPOTOCTOSAIINX BBIYMCICHUN Ha
JeTAIM3UPOBAHHBIX PACUETHBIX CeTKaX.

Apxutektypa PINN BkiItouaeT TIyOOKyr0 HEHPOHHYHO CE€Th, 00ydaeMmyro
HAa OCHOBE MMHHMHU3AIMHU OMIMOKH MEXIY IMPOTHO3UPYEMbIMU MapaMeTpamMu u
bu3NYecKUMHM OTpaHUYEHUSIMHU, 33/1aBa€MBIMU YPaBHEHHSIMH PacCHpOCTpPaHEHUS
BOJIH. BKiTIOueHue rpaHuYHbBIX U HAYaIbHBIX YCIOBHI B Mpoliecc 00ydeHHsI TO3BOJSET
HAIpPaBUTh ONTUMHU3ALUI0O MOJAETH B (PUIUUYECKH OCMBICICHHOE MPOCTPAHCTBO
pemenuii. bnarogaps Takomy moaxoay PINN neMOHCTpUPYIOT BBICOKYHO THOKOCTh U
BBIYUCTUTENbHYIO 3((EKTUBHOCTD, YTO JI€JAeT UX MEPCIEKTUBHBIM WHCTPYMEHTOM
JUIS pelieHus 3a7ad CceiicMOopa3BelKH, HWHTEpIpeTallud JaHHBIX W MPOrHO3a
MOJITOBEPXHOCTHBIX CTPYKTYP.

[Tpumep ycnemnoro npumenennsi PINN — perieHre HeTMHEHHOTO ypaBHEHUS
[pénuarepa ¢ MepuoanIecKUMH TpaHnYHbIME ycroBusMHu (Raissi et al., 2019: 686—
707). B nanHOM cityuae o0ydeHHne HeHpOCETH HAaIIPaBJICHO HAa MUHUMHM3AITUIO (PYHKITH
MOTEPh, BKIIOUAIOIIEH TpYU KOMIIOHEHTA: HauaJbHbIE YCIOBUS, TPAHUYHBIC YCIOBUS 1
OLIMOKY BBITMIOJIHEHUS YpaBHEHUS B pacueTHOM obmacTh. Takoil moaxo/ obecrnednBaet
BBICOKYIO TOYHOCTb MpeACKa3aHui J1a)ke MpH OTPaHMUYEHHOM KOJMYECTBE MCXOIHBIX
naHHbIX (Pucynox 1).

[Tpu pemieHNM ypaBHEHUN C KOMIUIEKCHBIMHM TEPEMEHHBIMU, XapaKTEPHBIX
JUIsl KBAaHTOBOW MEXaHWKHM W BOJHOBOW JWMHAMUKH, CiokHas (yHkous h(t,x)
paznaraercs Ha JCWCTBUTEIBHYIO U MHUMYIO 4acTu u(t,x) u v(t,x). Mcrnonb3oBanue
MHOTOBBIXOIHOM ~ HEMpOCETeBOM  apXUTEKTypbl  TO3BOJSET  IPPEKTUBHO
anmpoKCUMHUPOBaTh 00a KOMIIOHEHTa pEIIECHUS OJHOBPEMEHHO, YTO IOBBIIIAET
TOYHOCTh M YCTOMUMBOCTH mpenackazanuid. Onnako pacmupenue PINN Ha 3amgaun
C HECKOJbKHMHU TPOCTPAHCTBEHHBIMU M3MEpPEHUSIMU TpeOyeT 3HAYUTETHHOTO
KOJTMYECTBA KOJUIOKAIIMOHHBIX TOYEK Ui OOECIeUeHHUs BBIMOJHEHUS (PU3NYECKUX
OrpaHMYeHUIl B 001acTH MPOCTPAHCTBA-BPEMEHHU, YTO CO3/a€T BBIUMCIUTEIbHBIC
CJIO’)KHOCTH.

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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Pucynok 1 —Pewmenue ypasuenus Ilpenenrepa ¢ momoursro PINN [11].

PINN Takxke NpUMEHSIOTCS B MOJEIMPOBAHUM TEYEHHS HEC)KHMAEMOU
KuakoctH, pemas ypaBHeHuss Hasbe—Crokca (Raissi et al., 2019: 686-707),
BaXKHbIEC JJI a’pOJMHAMUKU W TUApPOAMHAMUKH. B 3amadye oOTekaHus LWIMHIpA
IIOTOKOM HEUPOCETh NPEACKA3BIBACT PACIPEAEICHUE CKOPOCTH MU AABIICHUSA, TOYHO
BOCCTaHABJIMBAsl XapaKTEPUCTUKU BUXpeoOpa3oBaHud. Jlake NpU HAIMYUU IIyMOB
1 HenosHbIX JaHHBIX PINN neMOHCTpHpYIOT yCTOMYHMBOCTH M BBICOKYXO TOYHOCTh
(Pucynok 2). D10 nemaer WX MOILIHBIM HHCTPYMEHTOM JUISl PELIEHUS CIIOKHBIX
¢bu3znyecKkux 3ajady, rj1e TpaJuHOHHbIE METO/Ibl CTAJIKHUBAIOTCS C BBIUUCIUTEIbHBIMU
OrpaHUYEHUSIMU.

Predicted pressure Exact pressure

1.4
1.3 1
1,2
1%

1.0 -1
0.9 s

—0.1
-0.2
-0.3
—0.4
=0.5

Pucynoxk 2 —Pe3ynbratsl npeackazanus gaBieHus ¢ momorisio PINN (Raissi et al.,
2019: 686-707).

duznuecku-uHbpopmupoBanubie  Hedponnele cetn  (PINN)  nHaxomsr
MEePCIEeKTUBHOE MPUMEHEHHE B CeWcMOpa3BelKe, Ipejaras HOBbIE MOAXOIbl K
PELICHHUIO 3a/1a4 MOJICIMPOBAHUS U MHTEPIIPETAIIMN CECMUYECKUX JIaHHBIX.

B ceiicmopaszBenke PINN  ucnonb3yrorcss Uil pelIeHHs] KaK MPSMBIX,
Tak W OO0paTHBIX 3a4a4. B mnpsMbIX 3a7adyax OHM IIOMOTAlOT MOJENINPOBATH
pacnpocTpaHeHUe CeMCMUYECKHUX BOJIH Yepe3 pa3IuuHbIe T€0JIOTMYECKUE CTPYKTYPBI,
YUMUTHIBAsI HEOAHOPOAHOCTH U CIIOXHbIE TPaHUYHbIE YCI0BUA. B 0OpaTHbIX 3amadax
PINN 1o3BOJIAIOT BOCCTaHABIMBAaTh MapaMETpPbl CpPEAbl, TaKMe KaK CKOPOCThb
pacnpoCcTpaHeHUs BOJH WJIU IUIOTHOCTh IMOPOJ, Ha OCHOBE 3aperuCTPUPOBAHHBIX
ceficMuueckux AaHHbIX. MHTerpamus (usmueckux 3aKOHOB B IPOLECC OOy4EeHUS
HEUPOHHOU CETH CIOCOOCTBYET MOBBIMICHUIO TOYHOCTH M YCTOWYHMBOCTU PEIICHUH,
YTO OCOOEHHO Ba)KHO MPH HAJMYHMH IIYMOB B JAHHBIX WA HEMOJHOW HH(OpMaLuu o
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cpere.

Onnaxo nmpuMenenue PINN B celicMopa3sBeike CONPSKEHO ¢ ONPeIeICHHBIMU
TpyaHOCTSIMU. OZHON M3 OCHOBHBIX MPOOJIEM SIBISETCS HEOOXOIUMOCTH B OOJIBIIIOM
KOJTMYECTBE KOJUIOKAIMOHHBIX TOYEK JUIsi OOECIeUeHHUs BBINMOJHEHUS (PU3NYECKUX
OTrpaHMYEHUI Ha Bceil 00MacTH MPOCTPAHCTBA-BPEMEHH, YTO MOXKET MPUBOIUTH K
3HAYUTETIbHBIM BBIUUCIUTENBHBIM 3arTparaM. Jlisi mpeomonieHus 3Toil MmpoOieMbl
HCCIEAYIOTCSI METOJbl Pa3peKEHHBIX CETOK M KBa3u-MoHTe-Kapio, no3Bosstonme
YMEHBIIIUTh YHUCIO TOYEK, HEOOXOIMMBIX Juisi oOydueHus moxaenu. Kpome Toro,
CIIO’)KHOCTh T€OJIOTUYECKUX CTPYKTYp M HallM4he MHOKeCTBa ()aKTOPOB, BIUSIOLIUX
Ha PaclpOCTpaHEHUE CEHCMUYECKUX BOJH, TPeOYIOT pa3paloTkKu Oosiee CIOMKHBIX
aApXUTEKTYp HEHPOHHBIX CeTel M aJanTallid METOA0B OOyueHus Iisi oOecreueHus
BBICOKOWM TOUHOCTHU U HAJEKHOCTH MPECKa3aHUM.

Hecmortps Ha 31 BeI130BBI, PINN mnpencTaBistoT co00i MOIIHBIA HHCTPYMEHT
JUIs  ceHcMOopasBelKkH, OObEIUHSS TMpPEeMMyIllecTBa MAIIMHHOTO OOydYeHus |
¢busznueckux wmopeneil. Mx crnocoOHOCTh YYHTHIBaTh (DU3MUECKHE 3aKOHBI TPU
OoOy4eHUH W TpeACKa3aHUSX OTKPHIBAET HOBBIE BO3MOXKHOCTH JUIsl aHalIHW3a H
UHTEPIIPETAINH CEHCMUYECKUX JAaHHBIX, YTO MOXKET MPUBECTH K Oosiee 3 deKTUBHOM
Y TOYHOM OLIEHKE r€0JIOTUUECKUX CTPYKTYP U CBOMCTB HEP.

OKCIEpUMEHT

B pamkax HacTosiero ucciieJoBaHus MPOBEJEH SKCIIEPUMEHT, LIETbI0 KOTOPOTO
SBIISUIOCh MOZEJIIMPOBAHUE PACHPOCTPAHEHMsI aKyCTUUYECKHUX BOJH B OJHOMEPHOM
YOpPYTO cpefie ¢ UCToNb30BaHueEM (hr3nuecKku-uHPOPMUPOBAHHON HEHPOHHOM CeTH
(PINN). PaccmaTpuBanoch BOJTHOBOE YPaBHEHHE BHIa

Pu _ 28%u

ar — € oa?

(D.

rae u(x, t) 0003Ha4aeT aMIUIUTYAy BOJIHBI, X — MPOCTPAHCTBEHHYIO KOOPIUHATY
B nuanaszone ot 0 no 1.0, t — Bpems B untepsaie ot 0 1o T=1.0, c=1.0 — ckopocTh
pacrpoCTpaHEeHUs BOJIHBI.

Jlns TOArOTOBKM ATAJOHHBIX JAHHBIX OBLIO BBIMOIHEHO YHCICHHOE
MOJIEJIMPOBAaHUE HA NPOCTPAHCTBEHHO-BPEMEHHOW CETKE C JUCKPETU3alMeil Mo
npoctpadcTBy B 100 maroB u nmo Bpemenu B 1000 maroB. HauanpHoe ycnoBue
OTPENENSIOCh  KyCOYHO-IMHEHHOW  (YHKIMeH: JUis 3HAaYeHUH  KOOPAMHATHI
MeHbIle uiau paBHbIX 0.8 oT AnuHBI oOnmacTu (pyHKIMS TpUHUMala 3HAYCHUE,
MPOIMOPLHOHAIbHOE KoopaAuHaTe ¢ kodddunuentom 1.25, a 1 OONbIIMX 3HAYCHUI
— yObIBana JTUHEHHO ¢ KO3(h( UIMEHTOM 5, YTO COOTBETCTBYET TPEYTrOJbHOMY
HauaJbHOMY MPOQUII0 KoneOaHWil CTpyHbl. ['paHUYHBIE YCIOBUS HPUHUMAIHCH
(UKCHPOBaHHBIMH, PAaBHBIMH HYJIIO Ha KOHIAX oOnactu. YuCICHHOE pelieHue
BBIYUCIISUIOCH C UCHOJb30BAHUEM SIBHOW CXEMbl KOHEUHBIX Pa3HOCTEH, IJI€ KaXKIbIi
MOCJEAYIOINUNA BPEMEHHOW CJIOM OMpeAessics Ha OCHOBE MPEAbIAYLINX 3HAYCHHI
¢ yueToM Kod(pQUIMeHTa, 3aBUCAIIETO OT IIara AUCKPETU3alMU U CKOPOCTH BOJIHBI.
[IepBeIii BpEMEHHON CIIOM PACCUUTHIBAIICA C MCIOJB30BAHUEM HAYAJIBHBIX YCIOBUM.
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[TomydeHHble 3HAYSHHS AMITTUTY/IBI UCIIOIB30BAINCH B KAYECTBE ATAIOHHBIX JAHHBIX
Uit o0yueHus 1 Bamuaruu PINN.

Apxutektypa PINN Obla peasm3oBaHa B BHJIE€ IMOJHOCBSI3HONW HEWPOHHOU
CETH, BKIIFOUAIOIIECH TPU CKPBITHIX cjosg ¢ 20 HelpoHaMHM B KaxaoM U (pyHKIHEH
aKTUBAIMM THUIA TUMEPOOIMUYECKOTO TAHTeHCA, a TAaK)Ke BBIXOAHOW CJION C OAHUM
HEHPOHOM, IMPE/ICKa3bIBAIOIINM aMIUIUTYy BOJTHBI. BXO/IHbIE TaHHBIE MPEACTaBIISIN
co0oil 00benMHEHHBIE KOOPAMHATHI MPOCTPAHCTBA U BPEMEHH, MPEeoOpa3oBaHHBIC
B IUIOCKME MAacCHBBI W3 YHCJCHHOTO pelleHus. Peanuzaruisi OCyIIECTBIsUIACh C
ucrnionb3oBanueM (perimBopka TensorFlow m kmacca tf.keras.Model. ®ynkmms
MOTEPh COCTOSIA U3 ABYX KOMIIOHEHT: (pU3MUecKoi moTepH, OCHOBAaHHOW Ha OCTaTKe
BOJIHOBOTO ypaBHEHUs, TZie BTOpas MPOM3BOAHAS MO BPEMEHH U MPOCTPAHCTBY
BBIUHCTISIACH C TIOMOINBIO aBToMaruyeckoro auddepennuponanus udepes tf.Gra-
dientTape, u moTepu MO JAAHHBIM, U3MEPSIOUICH CpeIHEKBAIPATUIHOE OTKIOHEHHE
MPeICKa3aHHbIX 3HAYEHUN OT ATaNOHHBIX. OO0Imas (QyHKIUS MOTEph OMpeAensiach
KaK CyMMa 3THX CJIaraeéMbIX, TJie IEPBOE MPEACTABISIO COOON CpeAHEKBAAPATHUHOE
3HaYEeHHE OCTaTKa, a BTOPOE — OLIUOKY COOTBETCTBUS JAHHBIM.

o8
= s
02 ~ o4 T
e Tl 02
nE on

10

PucyHok 3 —Pe3ynbTaTsl pemienns BOJIHOBOIO ypaBHeHuUs ¢ momoibo PINN.

[Ipouecc oOyueHus: MpoBOAMJICS C MPUMEHEHHEM onTuMu3aropa Adam c marom
oOyuenus 0.001 B reuenue 3000 srox. Ha xaxk10# urepaiiyiv BBIYUCISIUCH TPaIiEHTHI
(GYHKIIMM NOTEph 0 MapaMeTpaM CeTH, Mocje 4yero oOHOBIsUIMCh Beca. CKOpOCTh
pacnpocTpaHeHus BoJHbL, paBHas 1.0, pukcupoBanack B COOTBETCTBUU C TapaMeTpaMu
yuciieHHoro penieHus. [locne 3aBeprieHus OOydeHMsI CEThb HCIOIb30BaJIaCh JUIsS
MpeJCKa3aHus aMIUIMTYIbl BOJHBI Ha Toukax oOydaromied ceTku. CpaBHEHHE C
YUCJICHHBIMH pE3YJIbTaTaMU T0Ka3aJ0 CPeaHio adcomoTHyo omuoky 0.00255 u
cpenHekBaaparnyHyro omuoKy 0.00484, 4To CBUIETETBCTBYET O BHICOKOW TOYHOCTH
PINN B BocnpousBeneHun BoiaHOBOM auHaMuku (Pucynok 3). Huskuii ypoBeHb
OLIMOOK IEMOHCTPUPYET CIOCOOHOCTH CETH 3(PPEKTUBHO YUUTHIBATH KaK (PUZNUECKOE
ypaBHEHHME, TaK W HayaJbHbIE YCJIOBMs. Bu3syanuzanuss 4YHUCICHHOIO PpELICHUS
oToOparkajia 3BOJIIOIUIO TPEYTOJIbHOIO MPOQ IS BOJIHBI BO BPEMEHH, a IIPEICKA3aHUS
PINN cnenoBanu aHajJOrMYHOM AMHAMUKE C MUHUMAIbHBIMU OTKJIOHEHUSMHU. B
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KaueCcTBE BO3MOXKHOTO pACHIMpPEHHUsl TMpeasiokeHa MOAU(UKALUs SKCIEPUMEHTA,
MIPU KOTOPOH CKOPOCTh PACIPOCTPAaHEHUSI BOJTHBI pacCMaTpHUBAETCS Kak 00ydaeMblil
rapaMmeTp CEeTH, UTO MO3BOJISET CBSA3aTh 3a]]a4y C MHBepCUEH (PU3NYECKUX CBONCTB
Cpelbl ¥ IOBBICUTH MPAKTUYECKYIO 3HAYMMOCTh TOJX0a JIIsl CECMOpa3BEAKH.

JlaHHBII SKCTIEpUMEHT Mo4epKuBaeT npuMeHuMoctb PINN k MoenupoBaHuio
CeliCMMUECKHX BOJH, IMpeACTaBisioneMy co0oil (QyHAaMeHTanpbHYIO 3anady
ceiicMopa3BeqKU. YCIEIIHOE BOCIPOU3BEACHUE BOJHOBOTO TONS C BBICOKOU
TOYHOCTBIO mMoATBepxkaaeT noTeHuuan PINN s pemieHust kak NpsSIMBIX, Tak H
oOpaTHBIX 3aJ1a4, BKJIIOUas UHTEPIIPETALNIO JaHHBIX U Pa3pabOTKy MPOTOTHUIIOB s
reo(pu3nUecKux NpUI0KEeHUH.

3akiirouenune

Hacrosimass pabota paeMOHCTpUpyeT, uTO (huU3HUeCKU-UH(OPMUPOBAHHBIE
HeriporHsle ceTd (PINN) 3HauMTENBbHO MPEBOCXOIAT TPAJUIIMOHHBIC YHCICHHBIC
METO/IbI B celicMOpa3BeAKe Onaronapsi MHTErpauu GU3nUecKux Mojemneil B mpoliecc
oOydeHusi. DKCHEPUMEHT IO MOJIETUPOBAHHIO BOJIHOBOTO YpaBHEHHUS IOKa3all
BBICOKYI0O  ToyHOCTb  PINN  (cpemnsis  aOcomrotHass  ommbka  (0.0255,
cpennekBanpatuuHas 0.0484), moaTBepkaas WX IOTEHIWAT JJIsi WHTEPIPETAINH
JAHHBIX W WHBEPCHM TapaMeTpOB Cpeibl, BKIIOUYas OIEHKY CKOPOCTH BOJIH Kak
oOydaemoro mapamerpa. PINN OTKpbIBalOT HOBblE BO3MOKHOCTH JJisi pa3paboTKu
MIPOTOTUIIOB, MOBHIIIAS TOYHOCTh U 3PHEKTUBHOCTh TeOPU3NIECKUX HCCIECTOBAHHIM.
PaGota opueHTHpOBaHa Ha CHEIMATUCTOB B Teo(U3MKE U MAIIMHHOM OOY4YEHHH,
npeniaras mnepcnekTuBbl npuMeHeHus PINN B MHOromepHeIXx 3ajagax M C
peabHBIMU TaHHBIMH.

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
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COMBINED USE OF CNN AND YOLOVS FOR REAL-TIME HAND GES-
TURE DETECTION AND CLASSIFICATION

N.N. Les
Scientific supervisors: M.T. Ipalakova
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Abstract. The paper considers a combined approach to the detection and classi-
fication of hand gestures in real time using YOLOvV8 and CNN. YOLOVS provides fast
and accurate hand detection in the video stream, working steadily in difficult shooting
conditions. After detection, CNN classifies the gestures into the specified categories.
The combined use of these models increases the accuracy and speed of processing,
reducing computational costs. The proposed method finds application in computer
vision, gesture interfaces, automatic sign language translation, augmented reality tech-
nologies and interactive educational systems. Experiments confirm high accuracy and
minimal latency, which makes the method effective for real-time operation.

Keywords: YOLOVS, convolutional neural networks, computer vision, image
processing, machine learning, deep learning

HAKTBI YAKBITTAFBI KOJI KUMBLIIAPBIH AHBIKTAY )KOHE
'KIKTEY YIITH CNN KOHE YOLOVS KOMBUHALMSICHI

H.H. Jlec
Fruteimu xerekmrici: M. T. Mnanakosa

Jlec Hypsxan — XambIKapajblK aKIapaTTHIK TEXHOJIOTHSUIAp YHUBEPCUTETIHIH MaruCTPpaHTHl, «barmapiamasik

WHXEHepHs» OiTiM OarJapiaMachl.

AnnoTtamust. XKymeic YOLOVS sxone CNN KeMeriMeH HaKThl yaKbITTaFbl KOJI
KUMBUIIAPBIH aHBIKTAY MEH JKIKTEY 11H O1pIKTIpiIreH TocimiH Kapactbipaabl. YOLOVS
KHUbIH TYCIpY >KaFdaiiblHAa TYPaKThl )KYMBIC 1CT€H OTBIPHIN, O€iiHE aFbIHBIHA KOJIbI
KBUJIAM JKOHE JIoJI aHbIKTayFa MYMKIHIIK Oepeni. AHbIKTanraHHaH KediH CNN
KUMBUIIApAbl OepuireH caHaTTapra >KikTedal. byn Momenbaepai Oesicy eHIey
IIBIFBIHIAPBIH  a3alTy apKbUIbl OHJEY IOJIINT MEH >KbUIIAMJIBIFBIH apTTHIPAIbL.
Y CBIHBUIFAH 9JIiC KOMITBIOTEPIIIK KOpyae, KecT nHTepdeiicTepine, xectay TUTiHIH
ABTOMATTBl ayJapMachlHIa, KEHEUTUITCH IIBIHABIK TEXHOJOTHSUIAPBIHIA IKOHE
MHTEpaKTUBTI OuTiM Oepy >Kyienepinae KojimaHblianel. ToxipuOenep KOFapbl
JONIIKTI dKOHE MUHUMAIIBI KiIPICTI pacTaiibl, Oy OAIiCTI HAKTHI YaKbIT PEKUMIHIE
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Tyiiin ce3aep: YOLOVS, KOHBOMIONMSUTBIK HEHPOHIBIK JKEIIIIEDP, KOMITBIOTEP-
JIK Kepy, KECKIH/I1 oHJeY, MaIllMHAIBIK OKBITY, TEPEH OKBITY

KOMBUHHUPOBAHHOE UCITIOJIb30BAHHUE CNN 1 YOLOVS U1
JETEKIIUU U KIIACCUDPUKALINUU )KECTOB PYK B PEAJIBHOM
BPEMEHHA

H.H. Jlec
Hayunsiii pyxkoBoaurens: M. T. Mnanakosa
MesxayHapoAHbIH YHUBEPCUTET UH(OPMALIMOHHBIX TEXHOJIOTHH. AJIMaTHI,
Kaszaxcran

Jlec Hyp:kan — maructpant, oopazoBarenbHas nporpamma «IIporpammuas nmkenepus, AO «MexyHapoTHbIH

YHHUBEPCHUTET HHPOPMAIIOHHBIX TEXHOIOTHI.

AnHoTtanusi. B pabote paccmaTpuBaercs KOMOWHUPOBAHHBIA IMOAXOA K
JETeKIUN U KIaccu(HUKAIMH KECTOB PYK B pealbHOM BPEMEHU C MCIOJIh30BAaHUEM
Mozenu MamuHHOTOo o0ydeHus YOLOV8 u cBeprounoi HelipoHHou cetn (CNN).
YOLOvVS obGecnieunBaeT OBICTpOE M TOYHOE OOHApYKEHHUE PYK B BHJICOINOTOKE,
YCTOMYMBO paboTasi B CIOXKHBIX ycioBusiX CchEMKH. [locme perexknuu CNN
KJIacCU(PUIUPYET KECThl MO 3aJaHHbIM KarteropusiM. COBMECTHOE HCIOJIb30BaHUE
3THX MOJIEJICH MOBHIIIAET TOYHOCTH U CKOPOCTh 00PaOOTKH, CHIKASI BRIYHCITUTEIIEHBIC
3atpatbl. [IpeioxkeHHbIi METOT HAXOAUT MIPUMEHEHHE B KOMIIBIOTEPHOM 3PEHUH,
KECTOBBIX HHTEpJeiicax, aBTOMATHYECKOM IIEPEBOJIC )KECTOBOTO SI3bIKA, TEXHOJIOTHSIX
JIOTIOJIHEHHON PEAJIbHOCTH W HMHTEPAKTUBHBIX 00pa30oBaTENbHBIX CHCTEMaX.
DKCHEPUMEHTHI MOATBEPKIAI0T BBICOKYIO TOUHOCTh 1 MUHUMAIBHYIO 33JIEPKKY, UTO
nenaet MeToJ] 3P PEeKTUBHBIM sl paOOTHI B pEaIbHOM BPEMEHHU.

KuaroueBsble ciioBa: YOLOVS, cBEpTOUHBIE HEHPOHHBIE CETU, KOMITBIOTEPHOE
3peHue, 00paboTKa N300pAKEHHM, MAIIMHHOE 00y4eHHE, IITy00KOe 00yUeHHE

Beenenue
CoBpeMEHHbIE TEXHOJOIMM KOMIIBIOTEPHOIO 3peHHs M TIyOoKoro oOydeHus
HaxoJAT IIMPOKOE MPUMEHEHUE B 3a7a4axX Pacro3HaBaHUS KECTOB, UTO OTKPHIBACT
HOBBIE BO3MOXXHOCTH B 001acTH OECKOHTAKTHOTO YIPABJICHUS YCTPOHCTBAMHU,
aBTOMATUYECKOTO  IEPEBOJA  HKECTOBOIO  S3bIKA UM YEJIOBEKO-MAalIMHHOI'O
B3anMojieiicTBus. OAHUM M3 KIIFOUEBBIX aCMEKTOB A(P(PEKTUBHOTO PaCIO3HABAHUS
KECTOBSIBIISIETCS BBICOKAs TOUHOCTb IETEKIIUHU PYK U MX TOCTEAY OIS KJIaCCH(PUKAIHSI.
TpaaumoHHbIe METOMABI aHaIn3a M300paKeHUN CTAKUBAIOTCS C PsIoM mpoliem,
TaKMX KaK HM3MEHSIOIIeecs OCBEIICHHE, CIOKHBIN (OH M BBICOKas BapHATUBHOCTH
xecToB. JlJis peleHus TUX 3a]1a4 B JaHHOM paboTe npe/iaraeTcsi KOMOMHUPOBAHHBII
MOJX0/1, OCHOBAHHBIN Ha Ucob30BaHUU Y OLOVE 1 CBEPTOUHBIX HEUPOHHBIX CETEU
(CNN) (Redmon et al., 2020). YOLOVS, sBIsCh OMHON M3 CaMBIX TIPOU3BOIUTEh-
HBIX MOJIETICH TETeKIIMH 00BEKTOB, MO3BOJISIET OBICTPO M TOYHO OIPENENATh 00IaCTh

PacCIOJIOKEHUSI PyKH B Kajpe. 3aTeM MoiydeHHbIe n300paxkenus nepenarorcs B CNN
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JUI Kiaccu(UKaluy JKECTOB 10 3apaHee 3aJaHHbIM KarteropusM. KomOuHupoBanHoe
ucnonb3oBanue YOLOvVE u CNN obecnieunBaeT 60ajgaHC MEKIY TOYHOCTHIO U OBICTPO-
JeCTBHEM, YTO JeNIaeT METOJ MPUMEHUMBIM B pealibHOM BpeMeHHU. JlaHHbIN TOIX0]
HaXOJUT MPUMEHEHHE B PA3JIMYHBIX 00JIACTAX, BKIIIOYasl >KECTOBbIE MHTEpP(denchl
YIpaBJIEHUs, CACTEMbI aBTOMATUYECKOT0 TIEPEBOAA JKECTOBOIO A3bIKA, METUIIUTHCKUE
TEXHOJOTMM M WIPOBbIE MPWIOKEHHUS C UCIOJIb30BAaHUEM JKECTOBOIO BBOJA.
Hacrosmiee uccienoBanue HarpaBlIeHO Ha pa3padOTKy U OLEHKY 3((EeKTUBHOCTH
MPEAJIOKEHHOTO METOJa, aHaIM3 €ro MPEUMYIIECTB Mepes albTePHATUBHBIMU
MOAXOAaMH U IEMOHCTPALMIO MPAKTUUECKUX CLICHAPUEB €r0 NPUMEHEHUSI.

CrpykTypa padoThl CBepTOYHON HEHPOHHOM ceTH ¢ Moaeab0 YOLO.

Mopens YOLO (You Only Look Once) — 3To anroput™ s ACTEKIIUH
00BEKTOB, MCHOJB3YIOMUN cBepTouHble HelpoHHble ceTH (CNN). B ornmmume ot
TpaauLMOHHBIX MeTOoA0B, Takux Kak R-CNN wmnm Faster R-CNN, YOLO Bbino:n-
HSIET JETEKLHUIO 3a OJIMH MPOXOJ uepe3 M300pa’keHUe, 4To JeNIaeT €ro ObICTPhIM U
spdextuBHBIM (Simonyan et al., 2015). Ha Bxox YOLO npuHuMaer nzodpaxkeHue
¢bukcupoBaHHOTO pa3mepa (Hanpumep, 416x416 nukcenei), HOpMaATU3yeT 3HAYCHHUS
IIMKCEJIEHN U MIPEICTABIISET €0 B BUJIE TEH30pa. B OCHOBE MOJ1e/M JIEKUT CBEPTOUYHAS
HeiponHas ceth Darknet, cocrosmiast u3 cBeprounsix cioes ¢ ReLU unu LeakyReL U,
CJIOE€B MAKCIyJIMHIa U 1X1 cBEpTOYHOTO CII0s AJIs [TOJTYUYEHUsI BBIXOHBIX TPU3HAKOB.
YOLO npenut uzo0pakeHue Ha

SKS (1)

ceTky (Hampumep, 13x13), rme kaxnaas sUeiika MpeacKa3bIiBae€T HECKOJIBKO

orpaHuYMBaronMx pamok (bounding boxes) 1 BEposSTHOCTH Ki1acca.

BpIX0qHOM TEH30p UMEET PA3MEPHOCTH
SXSX(BX5+C) 2)

rI€ — KOJUYECTBO MPEACKA3aHHBIX OOKCOB Ha SUEHKYy, 5 — mapaMmeTpbl OOKca
(confidence) a — xosmuecTBO Ki1accoB 00bekToOB (Introduction to the YOLO Family).
[Mpenckazanus YOLO unTepnpeTupytotcst yepes confidence score, KOTOPBIA OlEHU-
BAeT BEPOATHOCTb IPUCYTCTBUSA 0OBEKTa B OOKCE, U METOJ] hon-maximum suppression
(NMS), koTopbIii yranseT gyOIuKaThl H OCTaBIISET TOJIBKO HanOOIee yBEpEHHBIE OOK-
cel. YOLO mpuMeHsieTcsi B 3a/ladax aBTOHOMHOTO BOXKICHHS, BUICOHAOIIOICHUS,
MEJUIIUHCKOW JMarHOCTHKH W Jpyrux cdepax. Ero xiroueBbie mpenmyiecTBa —
BBICOKasi CKOPOCTb, TII00aTBHBIN aHAIIN3 H300paKeHUsI U YHUBEPCATBHOCTh. Pa3HbIe
Bepcun YOLO, Takue kak YOLOv3, YOLOv4, YOLOvVS u YOLOVS, npegnarator
yayuieHus B ckopoctu u Tounoctu (Krizhevsky et al., 2012; Goodfellow et al., 2016).
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Pucynok 1 — CBepTouHas HeMpoHHas Ce€Th cO cTpyKTypor moaenu Y OLOvVS

Hapucynke | npeacraBieHa apXuTeKTypa MO IETEKIIMN U KITacCU(PUKAITIH
KECTOB PYK, ucnoin3yrouieit YOLOVS u cBéprounsie HelipoHHbIe ceTH (CNN).

KOMMOHEHTHI apXUTEKTYPBHI:

Cunue 6moxu — cBéprounsie cinou (Convolutional Layer), nu3pnekatomue npu-
3HAK{ U3 BXOJHOT'O N300pakeHMs.

Kéntoie 6moku — octarounsie 6510ku (Residual Block), ynyumaromniue o6yue-
HUE TTyOOKOH CETH.

Kpacnsie ciou — ypoBam aerexiuu (Detection Layer), oTBeuarorue 3a BbIsB-
neHne 00beKTa (PyKu) B M300paKeHUH.

Kpacusie ctpenku — up-sampling (yBelIndeHHe pa3penieHus ), HCTIOIb3YHTCS
IUIsL yITy4IIeHUs TPeJICKa3aHuil Ha Pa3HbBIX YPOBHSX JIETATH3AIHH.

Coenunaurtensabie TuHUN (D 1 Q) — crnoxkeHre U KOHKareHarus (00beIuHe-
HUE) MPU3HAKOB, YTO YITyUIIAET ACTEKIIHIO.

Mogens paboTaeT ciexyromuM o00pa3oM, BXOJHOE H300pakeHHE pPYKH
MPOXOIUT Yepe3 KackaJ CBEPTOUHBIX U OCTATOYHBIX CIIOEB, KOTOPHIE BBIACISIOT
Ba)KHbIC TMpPHU3HAKU. Ha HECKONBKHX YPOBHSX CETH BBITIOJIHSICTCS IMPEJICKa3aHue
(BeIIENIEHHBIE 00NacTH pyK). BbieneHHble 00JacTH mepenarTcs B (UHAIbHBIC
CJIOH, KOTOPBIE BHITIOJHSIOT KIaCCU(PUKAIUIO J)KECTa. ITOT METOJI TIO3BOJISIET TOYHO H
OBICTPO AETEKTUPOBATH PYKH U PACIIO3HABATH JKECTHI B pEAIbHOM BPEMEHHU.

IIpouecc pa3padoTku u pe3yabTaT

JlobGaBnenne aiinoB cross-hands.cfg u cross-hands.weights B Momens
YOLO ynyumaer €€ crocoOHOCTh paclio3HaBaTh KECTHl PYK, BKIIOYAsl CIIOKHBIE
CIICHApUH, TAKUE KaK NMEPEeCeKArOIINecs WIH MePeKPhIBAIONINECs pyKU. B oTnuune ot
CTaHJIaPTHBIX MOJIeel OOHAPYKEHHSI PYK, KOTOPBIE YacTO UCIBITHIBAIOT TPYIHOCTH

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @m
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pu I/II[CHTI/I(bI/IKaI_II/II/I PYK B TaKHUX CUTyalUAX, ITO OOHOBJIEHHE 3HAYHUTEILHO
IMOBBIIIACT TOYHOCTb U HAAC)KHOCTD paCliO3HaBaHM.

v [ yolo

cross-hands.cfg

cross-hands.weights

Pucynox 2 — Cross-hands.cfg u cross-hands.weights

Orta cBeproyHas HelipoHHas ceTh (CNN) npeaHa3HaueHa Ui pacro3HaBaHUs
KECTOB PYK U CIIOCOOHA KJIACCU(PHUUUPOBATh M300PaXKEHUS IO ISATH KAaTErOpHUsM.
Mogens NpUHMMAaeT BXOJHbIE H300pak€HUs B TpajalUsaX Ceporo pasMepom
256256 nukceneu, uCroiab3ys MOCIEA0BATEIbHYIO apPXUTEKTYPY, T/I€ KOKIbIA CIOU
CTPOMUTCSI HAa OCHOBE Mpeapiayiiero. [lepBpiM uaeT BXOAHON CIIOH, MPUHUMAOIIUN
n3o0paxxkenus: opmara (256, 256, 1), mocne dero AaHHBIE MPOXOIAT 0OpadOTKY.
W3BreueHne npu3HAKOB OCYIIECTBISETCS C MOMOILBIO TPEX CBEPTOYHBIX OJIOKOB,
KaX/IbIi U3 KOTOPBIX comepkut cioit Conv2D ¢ ¢pynkumeit aktuBanuu ReL U, maker-
HYI0 HOpMaJIM3aluio, MakcuMainbHoe oobennnenne (MaxPooling) n Mexanusm orce-
Ba (Dropout) ms perynspuszanuu. KonudectBo ¢uibTpoB yBenuyuBaercs ot 32 110
64 u 128, yto mo3BosseT MIyOXKe aHAJIM3UPOBAThH CIOXKHBIE Mpu3Haku. MaxPooling
CHIYKAeT MPOCTPAHCTBEHHOE pa3pelieHue, a Dropout npegoTpaiiaer nepeodydenue,
cllydaliHbIM 00pa3oM OTKJIt0Yasi HEHPOHBI BO BPEMsl TPEHUPOBKHU.

ITocme sTama W3BICUEHUS NPU3HAKOB BBIXOAHOM TEH30p CIVIAXKUBACTCS M
nepeaaeTcs B ioTHbIN (Dense) cioii ¢ 128 HelfipoHaMu, 32 KOTOPBIM CJIEyeT IMaKeTHast
HopMmanu3anus U 50%-usiii Dropout 1u1st nanpHeiero yMeHbllIeHUs nepeo0yyeHusl.
OuHATBHBIN BEIXOHOM CIOW COEPKUT 5 HEHPOHOB (TI0 OTHOMY TSI KaXKI0TO Ki1acca
KECTOB) U MCIIOJIb3YyeT (PYHKIMIO aKTUBAIMU softmax, opMupyromryr pacmupeaene-
HHUE BEPOSITHOCTEW JUI Kiaccupukanmuu. Mojieiab CKOMIMIMPOBAaHA ¢ ONTHMHU3ATO-
pom Adam, ¢yHKIKEH NOTeph KaTeropuaabHONW KPOCC-I3HTPONUU (ONTUMAIBHON IS
MHOT'OKJIACCOBOM KJIAaCCU(HKAIMKM) U TOYHOCTbIO B KAayeCTBE OCHOBHON METPHUKHU.
ApxutekTypa o0ecrieunBaeT HaJle)KHOE paclio3HaBaHHUE KECTOB, 1aXKe TP BapUaLUAX
MIOJIOXKEHMS, TIOBOPOTA MJIM MaciuTada pyku. J{Jst MOBBIIIEHUS] YyCTOHYUBOCTH MOJEITN
B Ipolecce 00y4YeHHs NMPUMEHSIOTCS MaKeTHas HOpMaiau3alus, peryiaspusanus L2
u Dropout, uto nenaer e€ >(pPeKTUBHON A 3a7ad, CBA3AHHBIX C SI3BIKOM JKECTOB,
YIpaBJIE€HUEM KE€CTaMU U JIONIOJIHEHHON peabHOCThIO.
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Total params:

Trainable parass:

Pucynox 3 — Cnou cBepTOYHOM HEUPOHHOM ceTH

B mnpouecce oOyueHuss MoJelb MNPOAEMOHCTPUpPOBAJIA TOYHOCTH 92% Ha
TECTOBOM Habope, YTO yKa3bIBaeT Ha €€ CIOCOOHOCTh MPABUIIBLHO KIACCU(PHUIIMPOBATH
OOJIBLIIMHCTBO M300paXeHUH 10 COOTBETCTBYIOLIUM JKeCTaM. Takoi BBICOKHIMA
pe3yabTaT CBUAETENBCTBYET O TOM, YTO MOJEIb YCIEIIHO BhIIBUIIA 3aKOHOMEPHOCTH
U 0COOEHHOCTH, XapaKTEpHbIE JIJIsl )KECTOB Ka3aXCKOT'0 S3bIKa, YTO MOJITBEPHKAALT €€
3¢ (PEKTUBHOCTD B JAHHOM 3a1a4e.

Pucynox 4 — Komnwsinus MOeIu U pe3yJIbTar

3akiaoueHne

B nanHOli paboTe paccMOTpPeHO KOMOMHHUPOBAHHOE HCMOJIb30BaHUE
cBeprouHbix HelpoHHbIX ceTeil (CNN) m mogenu YOLOVS ans nerexkuuud u
KJIacCU(PUKAIIMK KECTOB PYK B peanbHOM BpeMeHu. Y OLOV8 nmpoaeMoHCTpHupoBaia
BBICOKYIO TOYHOCTb M CKOPOCTB ITPH OOHAPYKEHHUH 00JIACTEH € KECTaMU, UTO JICJIaeT e
ONTHUMAaJIbHBIM BEIOOPOM TSI CETMEHTAITMH U JIOKAJIU3AIIUU 00BEKTOB. B TO e Bpemsl,
ucnonb3zoBanne CNN 115 kimaccuuKanyy mo3Boiuiao 00JIee TOYHO ONPEACIISITh THIT
YKECTa, YIIydlnasi OOy TPOU3BOAUTEIBHOCTh CUCTEMBI. JKCIIEPUMEHTHI TIOKa3alH,
9TO TPEUIOKECHHBIN MOAX0M 3(PQPEKTUBHO CIpaBISICTCS C 3aJadeil JeTeKIUU
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U pacro3HaBaHUs KECTOB B JAMHAMHUYECKUX YCJIOBUAX, BKJIIOYAsl pa3jIHyYHbIC
ocBernieHus1, pakypcebl U ¢oHbl. KomOnnanuss YOLOvV8 u CNN mno3Bosimia 10CTHYb
Oaylanca MEXIy BBICOKOM TOYHOCTBIO M BBIYMCIUTEIBHON 3()PPEKTUBHOCTHIO, UTO
JeNaeT METO MTPUMEHUMBIM JIJTsl MOOMIJTBHBIX M BCTPOSHHBIX CHCcTeM. B manpHeimem
TUTAHUPYETCS OMTUMHU3AIUS MOJIEITH ISl pa0OTHI HAa YCTPOMCTBAX C OTpaHUYECHHBIMHU
BBIUMCIIUTENIFHBIMU PECYpPCaMH, a TaKKe pacIIupeHue Habopa pacro3HaBaEMBIX
KECTOB. YIyUIICHHE apXUTEKTYpbl U NPUMEHEHHUE METOJOB YBEIUYEHHUS JTaHHBIX
(data augmentation) MOTYT HOBBICUTBH YCTOHYHMBOCTb MOZIEIH K BHEITHUM (haKTOpaM U
MOBBICUTD €€ YHHUBEPCAIBHOCTb.
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Abstract. This article examines the legal regulation of trademarks in the field
of culture and arts in Kazakhstan. The study explores national legislation, including
the Civil Code of the Republic of Kazakhstan and the Law “On Trademarks, Service
Marks, and Appellations of Origin of Goods.” It also analyzes international trademark
protection practices based on the international conventions. The article addresses key
law enforcement issues, such as the complexity of registration procedures, the lack
of legal awareness among rights holders, and the lengthy judicial processes. Possible
ways to improve the legal protection of trademarks are proposed, including simpli-
fying registration procedures, enhancing the legal literacy of cultural industry stake-
holders, strengthening liability for infringements, and developing alternative dispute
resolution mechanisms. The necessity of strengthening international cooperation in
the field of trademark protection is emphasized to facilitate Kazakhstan’s integration
into the global intellectual property system.
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KA3AKCTAHJA MOJIEHUET IIEH OHEP CAJIACBIHIAT'BI TAYAP
TAHBAJIAPBIH KYKBIKTBIK PETTEY

.M. Maaixan, b.H. Omipxan
Feuteivu sxerexmri: K.C. MayneHos

Amupxan baanyp Hyp:kankei3el — XaibIKapanblK aklapaTTHIK TEXHOJOTMsUIAp yHUBEPCHUTETiHIH «busnec,
MeJIa skoHe 6ackapy» (axKyJIbTeTiHIH 4-Kypce CTYAEHTI.
Mapuxan Ilyrerna Hyp6oaxksi3sl — XaibIKapaiblK aKapaTTHIK TEXHOJIOTHsUIAp yHUBepcHTeTiHiH «busnec,
MeJa skoHe 6ackapy» (axKyJIbTeTiHIH 4-Kypce CTYAEHTI.
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Annotanus. by Makanana Kazakcran PecriyOnukachiHa MOJICHUET ITIEH OHEP
caJlachIHJIaFbl Tayap TaHOAJapblH KYKBIKTBIK PETTEy Maceselepi KapacThIPbLIabl.
¥ITTHIK 3aHHaMa, OHBIH immiHae Ka3zakcran PecnyOnuKachIHBIH A3aMaTThIK KOJEKCI
MeH «Tayap TaHOaNapel, KbI3MET KOPCETY TaHOAIAphl YKOHE TayapJiap/blH IIBIKKaH
JKEpJIEPIHIH aTayiapbl Typasibl» 3aHbl 3epTTeei. XaablKapaablK KOHBEHIUSIIAP
HETi31H/Ie Tayap TaHOAJIAphIH KOPFAYJbIH XaJbIKapalblK TKipuOeci TaijaaHajbl.
KykbIK KoJaHy MNpaKkTUKACBIHBIH HETi3ri Mocesenepi, aram aWTKaHaa, TipKey
pociMIEpiHIH KYPACHUIIri, KYKBIK HEJEPIHIH KETKUTIKCI3 KYKBIKTHIK CayaTThUIBIFbI
JKOHE COT MPOLIECTEPIHIH Y3aKThIFbI KapacThIpblIaAbl. Tayap TaHOATapbIH KYKBIKTBIK
KOPFayIbl JKETUIAIPY JKOJIIAphl YCHIHBIIAABI, COHBIH IIIIHAE TIPKEY paciMIepiH
KEHUIJIETY, MOJICHU MHIyCTPHUS CYOBEKTLUICPIHIH KYKBIKTBIK CayaTThUIBIFBIH aPTTHIPY,
OY3YIIBUTBIKTAp YIIIH J>KayanmKepIIUIiKTI KYIIEHTy >KoHE Jaylapibl IIEmrymaiH
Oayamasibl TETIKTepiH AambITy. KazakcTaHHBIH >kahaHIBIK 3UATKEPIIK MEHIIIK
KYHeciHe MHTerpalMsIaHyblH KaMTaMmachl3 €Ty YIIIH Tayap TaHOAJapbhlH KOpray
CaJIaChIHJIaFbl XaJBIKAPAIBbIK BIHTBIMAKTACTHIKTBI KYIICHTYIIH MaHbI3ABUIBIFBI aTall
erineni.

Tyiiin ce3mep: aBTOPJBIK KYKBIK, Tayap TaHOajgapbl, MOJCHHET, OHEp,
3UATKEPJIIK MEHIIIK, KYKBIKTBIK petTey, Kazakcran, Ilaprk KoHBeHIUsACH, Maapug
Ky#Heci, Kopray

ITPABOBBIE PEI'YJIMPOBAHUE TOBAPHBIX 3HAKOB B COEPE
KYJbTYPbI U HCCKYCTBA B KABAXCTAHE

HI.M. Maauxaun, b.H. AMupxan
MexnyHapoaAHbIN YHUBEPCUTET HH(GOPMALIMOHHBIX TEXHOJIOTHH, AJIMATHI,
Kazaxcran.
Hayunsie pykoBoaurenu: K.C. MayneHoB

Amupxan baanyp Hypxkankbibl — Cryzentka 4 kxypca Qakynprera «busHec, Menma W ymnpaBlIeHHE
MexIyHapoIHOTO YHHBEPCUTETAa HH(POPMAIOHHBIX TEXHOIOTHHA.
Manuxan Ilyreiia Hypooakeisl — Cryzentka 4 kypca dakynbrera «busHec, Meoua W ymnpaBlIeHHE»

MexIyHapoIHOTO YHHBEPCHTETAa HH(POPMAIOHHBIX TEXHOIOTHHA.

AHHOTanus. B [aHHOW cTaThe paccMaTpPUBAIOTCA BOMNPOCHI IPABOBOTO
peryiaupoBaHusl TOBapHBIX 3HAKOB B c(epe KynbTyphl U HMcKyccTBa B Kazaxcrane.
Uccnenyercss HaMOHAIbHOE 3aKOHOAATENIBCTBO, BKIIOUAs ['paskIaHCKUI KOIEKC
Pecniy6nukn Kazaxcran u 3akoH «O TOBapHBIX 3HaKaX, 3HaKax OOCTYyXKMBAaHUS U
HAaUMEHOBAHMSIX MECT TPOHMCXOXKICHHS TOBApPOB». AHAIM3UPYETCS 3apyOeKHBII
OTIBIT 3aIUTHI TOBAPHBIX 3HAKOB Ha OCHOBE MEKIYHAapOJIHBIX KOHBEHIIMU. B pabdorte
paccMaTpuBaIOTCS KIIFOYEBBIC MPOOJIEMbI MPABONPUMEHEHUsI, TAKUE KaK CIOKHOCTh
pEruCTpaIyu, HeJOCTATOYHAS MPABOBasi TPAMOTHOCTh ITPaBOOOIIAIaTeNeH U JJTUTEITb-
HBIe cyaeOHbIe Tporecchl. [Ipeanararorcst myTH COBEPIICHCTBOBAHUS MPABOBOM 3a-
LIUTHI TOBAPHBIX 3HAKOB, BKJIIOYAs YIPOIIECHUE IPOLIETYP PETUCTPALIMH, TIOBBIIIICHUE
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MIPABOBOM TPAMOTHOCTH CYOBEKTOB KYJIBTYPHOW MHAYCTPHH, YCUIIEHUE OTBETCTBEH-
HOCTH 32 HApYLICHUS U Pa3BUTHE ATBTEPHATUBHBIX MEXaHU3MOB pa3pelIeHHsI CIIOPOB.
[ToguepkuBaeTcs HEOOXOAMMOCTD YCHUIICHUS] MEXKTyHaPOIHOTO COTPYJIHUYECTBA B 00-
JIACTH 3aIIMTHI TOBAPHBIX 3HAKOB /7151 MHTerpanuu Kazaxcrana B ro0ajabHYIO CHCTE-
MY UHTEJUIEKTYaJIbHON COOCTBEHHOCTH.

KiroueBble cj10Ba: aBTOPCKOE MPaBO, TOBAPHBIE 3HAKH, KYJIBTYPa, HCKYCCTBO,
MHTEIJIEKTyallbHas ~ COOCTBEHHOCTh, TPaBOBOE  peryinupoBanue, Kazaxcraw,
[Tapuxckast koHBeHUMA, Maapuickas cucTeEMa, 3al1UTa

Beenenue

ToBapHbI€ 3HAKH UTPAIOT BAKHYIO POJIb B UACHTU(DUKAIIH OpEHIO0B, BKIIOYas
KyJbTYpHBIE U XYJ0KECTBEHHbIE 00BEKTh. OHHU 3alIMIIAIOT HHTEIUIEKTYAIbHYIO
COOCTBEHHOCTb, CO3/1aBa€MYI0 B pe3yslbTaTe TBOPYECKOM NEATENbHOCTH, H
CIOCOOCTBYIOT KOMMEpPYECKOMY YCIleXy KyJIbTypHBIX OpeHmoB. B ycnoBusix
rimof0anu3anud U TUQGPOBU3AIMHE BOIMPOCHl MPABOBOM OXpaHbl TOBAPHBIX 3HAKOB
MPUOOPETAIOT 0CO0YI0 aKTYyalbHOCTh, IOCKOJIbKY HE3aKOHHOE HCIOJIb30BaHHUE
OpeHI0B MOKET HEraTUBHO CKa3aThCs Ha X PEMyTallui M 9KOHOMUYECKOM MOTEHIHAIIEe
(Nakenov, 2023).

B Kazaxcrane 3ammMra TOBapHBIX 3HAKOB PETYIHUPYETCS HAIMOHAIBHBIM
3aKOHOATEIhCTBOM, BKIIOUAs [ 'paskaaHckuil Kogekc U 3akoH «O TOBapHBIX 3HAKAX,
3HaKax OOCITy)XKHBaHUS U HANMEHOBAaHUSIX MECT MPOUCXOXKIEHUs TOBapoB». OmHa-
KO TMPaKTHKa MOKa3bIBAET, YTO CYOBEKTHI KyJIbTYPHOU AESITETbHOCTH CTAIKMBAIOTCS
C TPYAHOCTSMH IIPU PETUCTPAIMH U 3allUTe CBOMX 3HaKoB. ComnacHo crarbe «Ox-
paHa TOBapHBIX 3HAKOB: BHIBI M PETYIMPOBAHWE, CYIIECTBYIOT PA3JIUYHBIC BUIIBI
TOBApHBIX 3HAKOB, U MX MpaBoBas oxpaHa TpeOyeT ocoboro BHuManus (Nikolaevna,
2021: 161-169). Hacrosimias craTbs aHAIU3UPYET JACUCTBYIOIIEE 3aKOHOIATEILCTBO,
paccMaTpuBaeT TPOOIEMbl €ro MPHMEHEHHs H TIpeiaracT BO3MOXKHBIC ITyTH
COBEpIIICHCTBOBAHUS MPABOBOM OXpaHbI TOBAPHBIX 3HAKOB B cepe KyIbTyphl U
HCKYCCTBA.

[TonsiTve 1 3HaYeHHE TOBAPHBIX 3HAKOB B KYJIbTYpPHOU cdepe

ToBapHBIif 3HaK (TOProBasi Mapka) — 3TO YHHKAJIbHOE 0003HaYEHHE, UCTIOIb-
3yeMoe JUIsl HASHTU(UKAIIMN TOBApOB U yciyr. B cdepe KynmbTypsl U UCKycCTBa OH
3allUIIAeT Ha3BaHMsI TEaTPOB, My3€€eB, Xy0KECTBEHHBIX Tajiepeil, KuHodecTuBaeil,
MY3bIKaJIbHbBIX KOJUIEKTUBOB U APYTHX KyJIbTYpHBIX 00beKkTOB (Zakon Respubliki Ka-
zakhstan «O tovarnykh znakakh, znakakh obsluzhivaniya i naimenovaniyakh mest
proiskhozhdeniya tovarov, 2025). 3Tu 3HaKH HE TOJBKO CIIOCOOCTBYIOT MHIMBHUIYa-
au3anmu OpeHsa, Ho U 00eCIeYMBAIOT €r0 KOMMEPUYECKOE HCIIOIb30BaHHE.

C oIHO# CTOpPOHBI, TOBapHBIE 3HAKH B KYJIBTYPHOH cepe MOMOrarmT coxpa-
HUTh OPUTHHAIILHOCTh U LIEHHOCTh XY/JI0)KECTBEHHBIX NMPOU3BEACHUMN, a C IPYroil —
3alMIIAIOT WX OT MOJAEIIOK U HEJEraJbHOr0 KONMPOBaHUsA. B coBpeMEeHHOM MUpE,
KOTJIa KyJIBTYPHBIE TIPOCKTHI BCE Yallle BEIXOAST Ha MEKIyHAPOIHBIN yPOBEHB, OXpaHa
TOBApHBIX 3HAKOB MpHOOpeTaeT ocoboe 3HaueHue Jisi 00ecreueHus: MPaBOMEPHOTO
UCTIONB30BaHUS OPEH/IOB.

OCOOEHHOCTBIO TOBAPHBIX 3HAKOB B KYJIBTYpHOU Cdepe SIBIICTCS WX TECHAs
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CBSI3b C aBTOPCKHUM IpaBoM. Hampumep, Ha3BaHUE XYJOKECTBEHHOW BBICTABKU WM
TEaTPaJIbHON MOCTAHOBKU MOKET OXPAHATHCS OJHOBPEMEHHO KAaK TOBAapHBIM 3HAK U
00BeKT aBTOpCcKOTO MpaBa (Nurmagambetov, 2022). 310 co3maeT MOMOTHUTEILHBIC
MEXaHM3Mbl 3aIIUThl HHTEIUVIEKTYadbHOW COOCTBEHHOCTH U TOBBILIIAET YPOBEHD
IIPaBOBOM OXpaHbl IPOU3BEICHUNA HCKYCCTBA.

Kpome Toro, HEKOTOpbIE TOBapHbIE 3HAKU CTAHOBATCS AJIEMEHTAMU KYJIbTYp-
HOTO HacleAus U TpedyloT ocoboil 3amuTel. Hampumep, u3BeCTHbIE KyIbTypHBIE
OpeHIIbI MOTYT OBITh 3aPETHCTPHUPOBAHBI KaK OOBEKTHI HAIIMOHAIBHOTO JOCTOSHUS,
YTO 3alpeliaeT uX KOMMepUecKkoe UCIoIb30BaHue 0e3 pa3pelieHus rocyaapcTna. Ta-
KO MOJXOJl LIMPOKO MCIOJIBb3YETCS B MEXKAYHAPOJHON MPAKTUKE ISl 3aLIUThl YHU-
KaJIbHBIX KYJIBTYPHBIX SIBJICHUH.

Ha mexxayHapoaHOM ypoBHE MpaBoBasi OXpaHa TOBapHBIX 3HAKOB 00ecrieynBa-
€TCsl TAKUMHM COIMAIlIeHUsIMU, Kak [laprrkckasi KOHBEHLIUS IO OXpaHe MPOMBIIITIEHHOMN
cooctBeHHocTH (1883 ) m Maapusickas cuctemMa MEKIyHapOAHON PErUCTpaLUU TO-
BapHbIX 3HaKOB (1891 1.) (Mazurina, 2021: 79—84). OTu MeX1yHAPOIHBIC MEXaHU3MBbI
MO3BOJISIOT 3apPETUCTPUPOBATH TOBAPHBIE 3HAKU B HECKOJIBKUX CTPAaHAX OJIHOBPEMEH-
HO, YTO YIIPOIIAET UX 3aIIUTY 3a MpeAesiaMy HallMOHAIbHOIO 3aKOHO/1aTeNIbCTBA.

Uccnenosanue /1. Kapxanesa u A. ToMHHOM MOJYEPKUBAET BaKHOCTh CTPOTO-
ro cOOMIOIEHHSI HOPM ITPaBOBOM OXpaHbl TOBapHBIX 3HaKOB. B Kazaxcrane B 2023 rony
OBLIIO 3aperucTpupoBaHo Oosee 7 589 HOBBIX TOBAPHBIX 3HAKOB, HO TaKXKe 3a(HUKCH-
poBaHo okosio 1 200 ciyyaeB MX HE3aKOHHOTO HMCMOJIb30BaHUSA. DTO MOATBEPKIAET
HEOOXOIMMOCTh YCHJIEHUS! KOHTPOJISI U BHEAPEHHUSI MEXaHM3MOB OBICTPOTO pearupo-
BaHus Ha npaBoHapyueHus (Karkhalev, Tomina, 2021).

Taxum 00pa3oM, TOBapHbIEC 3HAKU B cepe KyIbTypbl U UCKYCCTBA UTPAIOT HE
TOJILKO KOMMEPUECKYI0, HO U KYJIBTYPHO-IIPABOBYIO POJIb, 3AIIMILAS TBOPUECKHE ITPO-
€KThl 1 OpeH/Ibl OT HE3aKOHHOTO MCToNIb30BaHus. VX oxpaHa TpeOyeT KOMILIEKCHOTO
MOJX0/1a, BKJIFOYAIONIETO0 HAIIMOHAFHOE 3aKOHOAATEIhCTBO M MEXKIYHAPOAHbIE Mpa-
BOBBIE€ HHCTPYMEHTHI.

3aKoHOAATENBbHOE PETyINPOBaHKUE TOBApHbIX 3HaKOB B Ka3zaxcrane

B Kazaxcrane npaBoBasi 3alliMTa TOBapHbBIX 3HAKOB OCYILIECTBIISETCS Ha OC-
HOBE CJICIYIOIINX HOPMaTHBHO-IIPABOBBIX aKTOB: I paxxmaHckuii kogekc PecmyOmmku
Kazaxcran; 3akon «O TOBapHBIX 3HAKaX, 3HAKaX OOCIY)KHMBaHUS U HAMMEHOBAHUSIX
MECT MPOUCXOXKICHHS TOBAPOBY»; 3aKkoH «O0 aBTOPCKOM MpaBe U CMEKHBIX MPaBaX»;
[Tapmxckast koHBeHIA 1 Magpuackas cucTeMa.

Perucrtpanus toBaproro 3Haka B Kazaxcrane npoxonut uepe3 HannonanbHbIi
MHCTUTYT MHTeIUIeKTyanbHON cobOctBeHHOCTH (Kasmarent). Ilponenypa BkiodaeT
nojavy 3asBKH, SKCIIEPTU3Y, MyOIMKallMIO CBEIEHUH U Bbllady cBUeTenbeTBa. [locie
perucTpauu Biaajaenel| noly4aeT UCKIIOUNTENbHbIE PaBa Ha NCIOIb30BaHUE TOBAP-
HOTO 3HaKa U 3aIIUTY OT ero HezakoHHoro npuMmenenus (Natsionalny institut intellek-
tualnoy sobstvennosti, 2023).

[Tpouecc peructpaiuy ToBapHbIX 3HaKOB B Kazaxcrane TpedyeT COOTBETCTBHS
CTPOTMM KPUTEPHSIM, BKJIFOUasl IPOBEPKY 3HAKA HA YHUKAJIBHOCTh U OTCYTCTBUE CXO-
KECTH C YK€ 3aperuCTpUPOBAaHHBIMU TOBAapHBIMU 3HaKaMu. B ciyuyae oOHapykeHUs
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HapyIICHU 3asBKa MOXET ObITh OTKJIOHEHA, YTO YCIIOKHSET Mpollecc AJisi MPaBooo-
nanareneil. BBenenue 0osnee mpo3payHbIX MEXaHU3MOB SKCIIEPTU3BI MOTIIO OBl 00JIeT-
YUTh PETUCTPALNIO KYIbTYPHBIX OpEHI0B.

B pamkax EBpaswuiickoro skonomuueckoro cotosa (EADC) npoBoautcs rap-
MOHHU3ALUS 3aKOHO/IATEIBCTBA, YTO 0OJETr4aeT PEerucTPaIMio 3HAKOB B IPyTUX CTpa-
HaX-y4acTHUIAX. DTO OTKPHIBAET HOBBIE BO3MOXKHOCTHU JUISI 3aLUTHI KYJIBTYPHBIX
OpeHZ0B HE TOJIHKO HA HAIIMOHATHHOM YPOBHE, HO M Ha PETMOHAILHOM, CO3/1aBast 00-
Jiee [LUPOKKUE rapaHTUX Js ipaBooOiagaTenei.

[[BeToBBIE TOBAapHbBIE 3HAKU SBJISIOTCS Ba)KHBIM 3JIEMEHTOM OpeHIMHTa, 0COo-
O0eHHO B c(epe KyIbTypbl U UCKYCCTBa, T/I€ BU3yallbHas UACHTU(DUKAIINS UTPAET KITIO-
yeByto poiib. CormacHo uccnenoBanusm J1.C. 3axapenko u 1U.YO. Kypuna, B Kazaxcra-
He HaOJIoaeTCsl HeXBAaTKa YETKUX KPUTEpPUEB ISl PETUCTPALlMU LBETOBBIX 3HAKOB,
YTO 3aTPYIHSET 3aIUTY NpaB npaBooOagaresneil. BBeneHue 10MOIHUTENBHBIX 3aKO-
HOJATEJIbHBIX HOPM, PErYJIHUPYIOLIUX ATOT BOIIPOC, MOXKET YIIyUIIUTh CUTYaLUIO U 110~
BBICHTB ITPaBOBYIO ompeeieHHOCTh (Zakharenko, Kurin, 2023).

Takum oOpa3om, mpaBoBasi cuctemMa KazaxcTaHa BKITIOUAET MEXJIyHapO/IHbIE
CTaH/JapThl U HALIMOHAJIbHBIE MEXaHU3MbI 3aIUThHl TOBAPHBIX 3HAKOB, OJTHAKO OCTAET-
Csl pAJl IPABOBBIX aCHEKTOB, TPEOYIOIINX COBEPILICHCTBOBAHMUS.

OcHoBHBIE TIPOOIEMBI IPABOIIPUMEHEHHS

HecMotpst Ha Hanmuuue 3aKOHOAATEIbHBIX HOPM, B cepe 3alUThl TOBAPHBIX
3HAKOB B KyJbType U HCKyccTBe Ka3zaxcTaHa CyIIeCTBYIOT 3HAYUTENbHBIE TIPABOIIPHU-
MEHHTEJIbHbIE TPOOIEMBI.

MHorue npencTaBuTeNN KyJbTypHOTO CEKTOpa HE OCO3HAKOT 3HAYMMOCTb pe-
TUCTpPALIMU TOBAPHBIX 3HAKOB U HE UCIIOJIb3YIOT PABOBBIE MEXAHU3MBbI UX 3alUTHI. B
pe3ysbTare 3TO MPUBOAMT K ITOTEPE MPaB Ha COOCTBEHHBIEC OPEH/IB U UX HE3AKOHHOMY
UCIIOJIb30BaHUIO TPETHUMU JINLIAMHU.

[Ipouecc peructpanyu ToBapHbIX 3HaKOB B KazaxcTrane conpoBox1aeTcst Jn-
TEJBHBIMUA CPOKaMH SKCIEPTH3BI, a TaK)Ke 3HAYUTEIbHBIMUA (DMHAHCOBBIMHU 3aTpara-
MHU. DTO co3aeT Oaprepbl AJis MPEACTaBUTENCH MaJIoTo U cpeaHero Ou3Heca B KyJb-
TYpPHOU UHIYCTPUH.

Hapymiennst ToBapHBIX 3HaKOB B KyJIbTypHOU c(hepe HOCAT CHCTEMaTH4eCKHi
xapaktep. Harmpumep, HE3aKOHHOE HMCIOJIb30BAHME HA3BAHWW TEATPaJIbHBIX MOCTa-
HOBOK, (pecTuBanell M XyJ0XKECTBEHHBIX Tajepeil 6e3 comacusi mpaBooOiIanaTess
BCTpEYAETCs JOBOJIBHO yacto. OmHaKo cyneOHas MpaKTHKa IMOKa3bIBaET, YTO J0Ka3a-
TEJIBCTBO (paKTa HapyUICHHs YacTO 3aTPYIHEHO, a CyeOHbIe pa30upareiabCTBa 3aTsIru-
BAalOTCs Ha TOJBI.

Ha nannbriit MmomenT B Kazaxcrane HeIOCTaTOYHO pa3BUT MEXaHU3M JIOCYeO-
HOTO YPETyJIupOBaHUS CIIOPOB, CBS3aHHBIN C TOBAPHBIMU 3HAKaMU B c(hepe UCKYCCTBA.
3TO NPUBOJUT K POCTY Cy[AeOHBIX pa30dUpaTenbCTB U JOMIOTHUTEIBHBIM 3aTpaTam JIs
npaBoobIaaTesen.

[1yTu coBepiIeHCTBOBAHMS IIPABOBOTO PETYJINPOBAHUS

Jis ycuneHusl TpaBOBOM OXpaHbl TOBAPHBIX 3HAKOB B c(epe KyJIbTYpPbI
n uckycctBa B Kazaxcrane HEOOXOIWM KOMILIEKCHBIA TIOJXOJ, BKIIFOYAFOIIHI
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KaK HWHCTUTYLHMOHAJbHbIE pEe(GOpPMBbI, TaKk U TOBBIIEHUE OCBEAOMIEHHOCTH
npaBooOyazateneid O MEXaHHM3Max IPaBOBOM  3allUTHl  MHTEIEKTYaJIbHOMN
coOcTBeHHOCTU. PaccMOTpuM KITtOUeBble HAlpaBICHUs] COBEPIIEHCTBOBAHHUS TaHHOM
CHCTEMBI.

IIpouecc peructpanuu ToBapHOro 3Haka B Kazaxcrane B Hacrosiee Bpems
TpeOyeT 3HaYNTENbHBIX BPEMEHHBIX U (PMHAHCOBBIX 3aTPaT, UTO CO3/1A€T MPEMATCTBUS
U1 IpeJICTaBUTENe KyJIbTYpHOM HHTyCTPHH, 0COOEHHO MAJIOro ¥ CpeiHero ousHeca.
CoxparieHrue CpoKOB IKCIIEPTH3HI 3asIBOK U YMEHBIICHHE PETUCTPALIMOHHBIX COOpOB
MO3BOJIMT CHU3UTh a]MUHUCTPATUBHBIE Oapbephbl U MOBBICUTH IOCTYITHOCTb IPaBOBOM
OXPpaHbl JJIs1 TBOPUECKUX 00BETMHEHUN U OT/IEIbHBIX aBTOPOB.

Kpome Toro, BHenpenue HUGPOBBIX TEXHOJOTHH M aBTOMATHU3MPOBAHHBIX
crcTeM 00pabOTKH 3a1BOK MOXKET YCKOPUTB ITPOLIECC PErMCTPALIUU U MUHUMU3UPOBATh
yenoBeyeckuii (akTop B NpUHATHM pemieHuid. Takue WHHOBAIMHM YK€ YCIIEIIHO
MPUMEHSIIOTCSL B BEAYLIUX MEXIYHAapPOJHBIX MAaTEHTHBIX BEIOMCTBaX W MOTJIM Obl
ObITh afantupoBaHbl B Kazaxcrane.

MHorue cyObeKThIKYIbTYPHOU AEATETbHOCTH HE OCBEIOMIICHBI 0 BO3MOXHOCTH
perucTpaliMd TOBApHbIX 3HAKOB M MEXaHM3MaxX 3allluThl WHTEJUIEKTyaJbHOMN
COOCTBEHHOCTH. OTO NPUBOAUT K YSI3BUMOCTH OpEHIOB, CO3/aHHBIX B cdepe
UCKYCCTBA, M HMX HE3aKOHHOMY HCIOJBb30BAHUIO TPETbUMHU Juuamu. Pa3paboTka
o0pa30BaTeNbHBIX POrPAMM, CIIELUATU3UPOBAHHBIX CEMUHAPOB U OHJIANH - KypCOB
IUI TIPEJCTaBUTENENH KyJIbTypbl M MCKYCCTBAa IIOBBICUT YPOBEHb HX IpPaBOBOM
IPaMOTHOCTH U MO3BOJHT OoJiee 3 HEeKTUBHO UCIIOTIB30BATh PABOBbIE HHCTPYMEHTHI
3aIUTHI.

JlononHUTENbHO HEOOXOAMMO YCHJIMTh B3aUMOJEICTBHE C By3aMH U
npoeCCUOHATBHBIMU  ACCOIMALIUSAMHU, YTOOBI HMHTEIPHUPOBATH BOIPOCH 3AIUTHI
TOBapHBIX 3HAKOB B IPOrpPaMMbI MOJATOTOBKM CHEIHMAIUCTOB B cepe HCKYCCTBa,
MapKeTUHTa ¥ YIPaBJICHUS KyJIbTYPHBIMH ITPOEKTaMH.

B nepron c 2017 no 2021 roas! cy1amu NepBOii MHCTaHLIMHU OBLIO PACCMOTPEHO
3 879 rpaxmaHCKuX JIeJ, CBA3aHHBIX C HHTEIUICKTYaIbHOM COOCTBEHHOCTHIO. 13 HUX 6
% Kacaymch 3aMTHI TpaB Ha ToBapHbIe 3HaKH (Otchet po delam ob intellektualnoy sob-
stvennosti, 2021). Mcxoast oT 3TOro, CyIecTBYIOINE MEXaHU3MBbI 3aIUThl TOBAPHBIX
3HakoB B Ka3zaxcTaHe He Bcerja o3BoJISIIOT ONIEPATUBHO pearupoBaTh HA HAPYLIEHMUS,
a cyJeOHble pa30upaTenbCTBa MOTYT 3aTSATMBaThCS HA Tobl. BBeeHue 0oee KecTKuX
CaHKIIMH 32 HE3aKOHHOE HCIIOJIb30BaHME TOBApHBIX 3HAKOB B KYyJIbTYPHOH cdepe,
BKJIIOYAsi 3HAUUTENbHBIE ITPadbl U aJMHUHUCTPATUBHYIO OTBETCTBEHHOCTH, MOYKET
cTaTh 3 (PEKTUBHBIM HHCTPYMEHTOM OOPHOBI C HAPYILIEHUSIMU B 1TaHHOM cdepe.

Taxke wenecoobpazHo pa3paboTaTh Oojee ONepaTHBHbIE MEXaHU3MBI
OJIOKMPOBKHM HE3aKOHHOTO HMCIOJIb30BaHMS TOBAPHBIX 3HAKOB B MHTEPHETE, BKIIOUAS
1aT(OPMBbI COLIMAIBHBIX CETEH U AJIEKTPOHHBIE MapKeTIUIeHChl. Takue Mepbl IHUPOKO
NPUMEHSIOTCS B MEXIYHApOAHON NpaKTUKE W JIOKa3adu CBOIO 3(P(PEeKTUBHOCTH B
0oproe ¢ KoHTpadaKTHON TPOTYKIIHCH.

TpaguunoHHble cyaeOHbIE MPOLECCHl 10 3alIUTE€ TOBAapHBIX 3HAKOB
4acTo TpeOYIOT 3HAYMTENIBHBIX (PMHAHCOBBIX M BPEMEHHBIX pecypcoB. Bmenenue
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aNbTEPHATUBHBIX MEXaHU3MOB pa3pelleHHus CIOpPOB, TaKMX KaK Meaualus Hu
apOHUTpasx, MO3BOJIUT CHU3UTH HArPy3Ky Ha Cy/lIeOHYIO CUCTEMY M YCKOPHUTbH MPOLIECC
yperyaupoBaHusi KOHGIMKTOB B JaHHOM 00IacTH.

Coznanne  cHelUaTUM3UPOBAHHBIX  IIEHTPOB MO  UHTEIJICKTYalbHOM
coOCcTBeHHOCTH, paboTarouux B (hopMaTe apOUTPAKHBIX CYI0B, MOKET 00ECIICUUTh
Oosee omnepaTMBHOE U MNPOPECCHOHATBHOE PACCMOTPEHHE CIOPOB, CBSI3aHHBIX C
TOBapHBIMU 3HakaMu. OTBIT TaKuX HeHTpoB ycrnenrHo npumensiercs B EC u CHIA, roe
IbTEPHATHBHOE pa3pellieHre CIOpoB momMoraeT 3(p(GEeKTUBHO 3alUIATh HHTEPECH
npaBooOagaTeIICH.

3akio4enue

[TpaBoBas 3ammTa TOBAPHBIX 3HAKOB MIPAET KIIOUEBYIO POJb B COXPAaHEHHUH
U pa3BUTHH KYJIbTYPHBIX OpeHI0B, oOecreunBasi UX YHHUKaJIbHOCTh, KOMMEPUYECKYIO
LIEHHOCTh M 3aIUTy OT HE3aKOHHOI'O MCIOJb30BaHUA. B ycnoBusx uudpoBuzanuu
U riobanu3anud HeoOXOAMMOCTh 3aIllUThI TOBAPHBIX 3HAKOB B KYJIBTYpHOU cdepe
BO3paCTaeT, TaK KaK COBPEMEHHbIE TEXHOJOTHMHU 3HAUUTENBHO YIPOUIAIOT JOCTYI
K KyJIBTYpPHOMY KOHTEHTY, HO TaKXe CO3/al0T JIOTOJIHUTENIbHBIE PUCKU [UIS €ro
HETMPAaBOMEPHOTO MCIIOJIb30BAHMS.

Hecmotpss Ha Hanumume pa3BuUTOM 3akoHomarenbHOW Oasbl, B Kaszaxcrane
OCTAalOTCSl HEpeIIeHHbIE BONPOCHI, CBSA3aHHBIE C PErHCTPAaLMEH, 3alIUTOW H
MIPaBONPUMEHEHNEM TOBAPHBIX 3HAKOB B c(hepe KyIbTYPhI U UCKycCcTBa. B wacTHOCTH,
CYIIECTBYIOIINE Oapbepbl IPU PETUCTPALIUH, ITUTENbHBIE Cy1e0HbIE pa30rpaTeIbCTBa
U HEJOCTaTOYHas MpaBOBasi TPaAaMOTHOCTh CYOBEKTOB KyJIbTYpHOW HHIYCTPUHU
3aTpyAHAIOT 3((EeKTHBHOE WCIONB30BaHUE MEXaHU3MOB TIPAaBOBOW  3alllUTHI.
D10 TpebyeT MNPUHATUS KOMIUIEKCHBIX MEp, HAMpaBICHHBIX Ha MOJAECPHU3AIUIO
MPABONPUMEHHUTEIBHON MPAKTUKH W TIOBBIINICHHE YPOBHS OCBEIOMJICHHOCTH O
3HAYCHUHW TOBAPHBIX 3HAKOB B KYJIBTYPHOM CEKTOPE.
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AnHoTanmusi. by Makanana opbic TUTIHIETT HMHTEPHET-KOMMYHHKAIMSHBI
ABTOMATTHI TYpJC KaJbIKa KEITIPY, OHBIH IIIHJE CICHT, 9MOJ3HU XKoHe OerpecMHu
opdorpadusuel  eHAey  Mocesenepi  KapacTeIpbutiaabl.  VHTEepHET  TUTIHIH
MYJIbTUMOAIBIUIBIFBI, THUIIEPMOTIHIK CHUIAThl JKOHE JKOFapbl BapUATUBTLIITI
cunatTtanaapl. KaabslmkakenTipyaiH3aMaHayn dicTepi, COHBIH I HIe MOP(OTOTHSUTBIK
Tajay, TepeH HEMPOHIBIK XKeJIIep, KaTelaepl TY3eTy alrOPUTMIEP] KOHE KOHTEKCTIK
Tajjay YCBIHBUIAIbl. MallMHAIBIK OKBITY aJTOPUTMJIEPIH JKETUIIIPY, JayBICTBIK
KOMEKIIJIepre HHTErpalusiay )oHe MyJIbTUMOIANbB/IbI IEPEKTEP/Ii OHICY Ii JTaMBITY
CHUSIKTBI KAJIBITNKA KEITIPY/IiH OoJaliarel KapacThIPbLIa/Ibl.

TyliH ce3aep: aBTOMATThI KaJbIllKa KENITIPY, HHTEPHET-KOMMYHHUKAIIHUS,
CIICHT, 3MOJ3H, OeciipecMu opdorpadus, MalIMHAIBIK OKBITY, KOHTEKCTIK Tajay,
MYJIbTUMOIAJIBUTBIK, MOTIH/II ©HJIeY, IH(PIIBIK TMHTBUCTHKA

ABTOMATHYECKAS HOPMAJIM3ALUA UHTEPHET-
KOMMYHHUKALIUN
B PYCCKOM A3bIKE: ITPOBJIEMbI OBPABOTKH CJIEHT' A, SMO/I3U "
HE®OPMAJBHOMN OP®OI'PA®UN

M. Maknbip, A. Taiipadex
Mesx1yHapOAHbIN YHUBEPCUTET HH(GOPMAIIMOHHBIX TEXHOJIOTHI, AJIMATHI,
Kazaxcran
Hayunslii pykoBoautens: @.H. A6npanmona

Maxknbip Mapya — ctynenTka 2 kypca kadenpst « KomnbiotepHast ”H>KeHepHsD» MeXTyHapOaHOTO YHUBEPCUTETA
nH()OPMAIIMOHHBIX TEXHOJIOTHIA.
Taiipadex Akepke — cTyldeHTKa 2 Kypca Kadeapsl «KommbpioTepHas HWHXeHEpUs» MeXTyHapOIHOTO

yHHBepcHUTeTa HHOOPMAIIMOHHBIX TEXHOIOTUI.

AnHoTtanus. CTaThs MOCBSIIEHa aBTOMATHUECKON HOpMaIU3allMi UHTEPHET-
KOMMYHHKAIIUM Ha PYCCKOM SI3bIKE, OXBaThIBaloIIeld 0OpabOTKy ClIeHTa, SMOA3H
u HedopManbHOU opdorpaduu. PaccmaTpuBaroTcs 0COOEHHOCTH WHTEPHET-PEUH,
BKJIIOUYasl MYJIbTUMOAAIBHOCTh, TUIEPTEKCTYAIbHOCTh U BBICOKYIO BapHaTUBHOCTD
nexcuku. [IpeacraBieHbl COBpeMEHHbBIE METOAbI HOPMAaU3alun: MOP(POIOTUIECKUIT
aHanu3, TayOOKHMe HeWpoceTeBble MOJETH, AITOPUTMBI HCHPABIEHUS OMIMOOK U
KOHTEKCTYyalbHBIN aHanu3. OnucaHbl NEPCIEKTUBBI PA3BUTHS HOPMAIHU3AINH, TaKUe
KaK YJIyd4llIeHHE aJTOPUTMOB MAIIMHHOTO OOyYeHHs, WHTErpalus B TOJOCOBBIC
MTOMOITHUKHU ¥ COBEPILIEHCTBOBAaHUE 00paOOTKH MyIbTUMOAANBHBIX JAHHBIX.

KialoueBble  cjioBa:  aBTOMaThyeckas  HOpMalld3alus,  UHTEPHET-
KOMMYHHKAIUS, CIIEHT, 3MOJ3H, HedopManbHas opdorpadusi, MalimHHOEe 00yUYeHue,
KOHTEKCTYaJlbHBIM aHajan3, MYJIbTUMOJAIbHOCTh, 00padoTKa TeKcTa, LudpoBas
JTUHTBHUCTHUKA.
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BBenenue

CoBpeMeHHBI ATam Pa3BUTHS PYCCKOS3bIUHOTO HWHTEPHET-MPOCTPAHCTBA
XapaKTepU3yeTcss 3HAYUTENbHBIMH H3MEHEHUSMU B (DYHKIIMOHUPOBAHUU SI3bIKA,
9TO 00YCJIOBIEHO mporeccaMu HudpoBu3auuu. BupTyanpHas cpena CTaHOBUTCS
JUHAMHYHBIM IIPOCTPAHCTBOM, B KOTOPOM SI3BIK TpaHC(OpMHUpYyeTCs MO BIUSHUEM
HOBBIX KOMMYHHUKATHUBHBIX MPAaKTUK. B 3TOM KOHTEKCTE aKTyaTu3WpYIOTCS HIEH
B. I'ymGonpaTra o s3bIKe KaK JEATEIHHOCTH YEIOBEUYECKOro IyXa, CO3Jarolieit
W3MEHUYMBBIN U )KUBOW PEYEBOU MPOYKT.

Ha mpoTshxkeHnn nociaeaHux AeCSITUICTHI NHTEHCUBHOE Pa3BUTUE UHTEPHET-
KOMMYHHKAIIUM TPUBENIO K HEOOXOIUMOCTH CHUCTEMAaTH3allMd W HOpMaIH3aIluu
unppoBoi peun. Pycckuil I3pIK B CETH BBITIOTHSAET TPAAUIIMOHHBIE I3bIKOBBIE (DYHKITUT
(KOMMYHUKAaTHBHYIO, KOTHHUTHBHYIO, TE€PCYa3HBHYI0, KYyJIbTypOoOOpa3ymoIlyio),
HO TpU OTOM JEMOHCTPHUPYET HOBBIE OCOOEHHOCTH, CBSI3aHHBIE C BBICOKOI
CTETEeHbIO BapUATUBHOCTH, BIMSHHEM MYJIbTUMOAAIBHBIX CPEICTB (3MOJ3U, MEMOB,
TUMEPCCHIIOK) U YCKOPEHHBIM PacpoCTpaHEHUEM PEUEBbIX HHHOBAIIUH.

B nmanHOIi cTaThe paccMaTpHUBAIOTCS KJIIOYEBBIE aCHEKThl (PYHKIIMOHAIBHO-
CTHJIEBOM pa3METKH HWHTEPHET-PEUM, BBISBISIOTCA MPOOJIEMbl HOpMalIU3aluU
1M(POBOTo TEKCTA U aHATU3UPYIOTCS COBPEMEHHBIE METOBI €ro 00paboTku. Ocoboe
BHUMaHHUE yJeJseTcsl OCOOCHHOCTSIM MHTEPHET-KOMMYHUKAIIMHU, BIMSHHUIO CJICHTa,
smom3u U HedopmaneHOM opdorpadun Ha CTpyKTypy Tekcra. [Ipennmaraemsbrit
aHaJIM3 TO3BOJIUT OMpPENEIUTh MEPCIEeKTUBBl Pa3BUTHSI PEUEBON KyJIbTYphl BeO-
KOMMYHHKAIIUU 1 BO3MOXHOCTH €€ HOpMau3alluu B YCIOBUSIX UG POBU3AIIIH.

Oco0eHHOCTH HHTEPHET-KOMMYHHUKAIIHH.

CoBpemeHHasi MHTEPHET-KOMMYHHKAIMS cPOpMHUpOBaiIach MOJA BIUSHUEM
texHosioruii Be6 2.0, oOecreymBarommX aKTUBHBIA W HUYEM HE OTPAaHHYCHHBIN
oOMeH uH(poOpManuend MeXAy IONb30BATENsIMU. DTH TEXHOJOTHUU CIOCOOCTBYIOT
MOSIBJICHUIO HOBBIX (JOPM PEUEBOil 1€ITETHHOCTH, KOTOPBIEC 3HAUUTEIBHO OTINYAIOTCS
OT TPaJUIIMOHHON MUCbMEHHOMN peyH.

OnHolf M3 KJIIOYEBBIX OCOOEHHOCTEW SBJISETCS  IMOJMUKOJOBOCTH —
UCIOJIb30BaHNE HE TOJBKO TEKCTa, HO W 3MOJ3U, MeMOB, u3zoOpaxenuit u GIF-
aHUMAIIMK, 4YTO YCJIOXHSET aBTOMaTHYecKylo o0paboTKy. ['umeprexcTyambHOCTH
U MYJIbTUMOJAIBHOCTh WHTEPHET-PEYU TMPUBOAAT K BAapPUATUBHOCTH HAMUCAHMUS,
YCIIOXKHSIIOIIEH anropuTMbl HOpMaTU3alUH.

Baxxnoli mpoGiemoit craHOBHTCS 00paboTka cieHra W HedopMalTbHOU
opdorpaduu. B mHTEpHETE MIMPOKO PACIpPOCTPAHEHBI HECTAHAAPTHBIC S3BIKOBBIC

(hopmBbI:

1. COKpaIICHHS («II1ac, KHOPM»),

2. HaMepeHHble opdorpaduueckue W (QOHETHUECKUE HMCKAKCHHS
(«xaHem, «KpyTaaa),

3. 3aMMCTBOBAHUS U TpaHCGHOPMAITUH («JI0ID», «podin»).

OMO/I3M, Wrpalolllie pojb 3MOLMOHAIBHBIX MapKEpOB, TaKke TpeOyroT
cemMaHTHuYecKoro aHanuza. OJIMH U TOT K€ SMOJI3U MOKET HECTH pa3Hble 3HAUCHUS B

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @“(},
International License \s=s

352



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

3aBUCUMOCTH OT KOHTEKCTA, YTO 3aTPY/IHIECT aBTOMATHUECKYI0 HHTEPIIPETAIIHIO.

IddexT «Myapoil ToaNbD» BIHUIET Ha (GOPMHUpPOBAHHE HOPM HHTEPHET-
KOMMYHHUKAITUHU, TOCKOJBKY KOJUICKTUBHOE MHEHHUE OIPECISIET IMOMYyJISIPHOCTh U
pacrpocTpaHeHHUE OMNPEACIEHHBIX S3bIKOBBIX SBICHUNA. DTO YCIOXKHSIET IMPOIECC
CTaHJapTHU3AINH S3bIKa, TAK KaK HOPMbI OBICTPO MEHSFOTCS IO BIMSTHUEM TPEHIOB.

COBpEMEHHBIM PYCCKHUA MOJIOJICKHBIA CIIGHT  SIBJSIETCSI CJIOXKHBIM U
JTUHAMAYHBIM OOBEKTOM M3YUYCHHS, YTO TpeOyeT MEKIUCIUIIMHAPHOTO IOAX0/a
JUISL €ro aHanmW3a W HOopMalu3aruu. MOJIOASKHBIM CICHT (OPMHUPYETCS IO
BIIMSSHUEM COITMAIBHBIX (DAKTOPOB, XapaKTEPU3YETCS BBICOKOW HW3MEHYHMBOCTHIO M
AKTHBHO HCITOJIB3YET CJIOBOOOPa30BaTEIbHBIC MOCIH, BKIItOUass MeTahopuIecKkue 1
METOHUMHUYECKHE ITEPEHOCHI, YCEUCHHUE, 3aMMCTBOBAaHMS M a00OpEeBUAIIHIO.

[TpoGneMbl aBTOMaTHUECKOM 00paOOTKHU CIIEHTa CBSI3aHBI C €T0 JEKCHUECKOU
HECTaOMJIBLHOCTBIO, BBICOKOW CTEMEHBbIO BAapPHATHBHOCTH W KOHTEKCTYaJbHOM
3aBUCUMOCTBI0. CJIEHTOBBIE CJIOBA YaCTO MMEIOT HECKOJILKO 3HAUEHHH, N3MEHSFOIINXCST
B 3aBHCHMOCTH OT KOMMYHHMKAaTHBHOW cHWTyanuu. Hampumep, B WMHTEpHET-uaTax
OJIHO M TO € CJIOBO MOYKET HCIIOJIb30BaThCS B Pa3HBIX CMBICIOBBIX OTTEHKaX, YTO
3aTpyAHSAET MAIIMHHOE IOHUMAaHHUE.

JInst HopMaM3aIuy CJICHTa B MTHTEPHET-KOMMYHUKAITMH TPUMEHSIOTCS METO/IbI
MaIlIMHHOTO OO0Yy4YeHHUs, BKJIOYas MOP(OJIOTHYSCKUA aHAIM3 W CEMAHTHYECKYHO
knaccudukanuro. OTHUM U3 TTOIXO0I0B SBJISICTCS HCIIOIb30BaHHE CJIOBAPEH CJICHTOBBIX
BBIPOKCHUI M aBTOMATHYECKOE COIMOCTABJICHUE C MX JUTEPATYPHBIMH aHAJIOTaMHU.
Opmnako 5TOT MeToa He Bcerda Ah(EKTUBEH, TaK Kak CIEHT OBICTPO MEHSIETCS M
MMOCTOSIHHO MOTOJHSAETCS HOBBIMH €JUHUIIAMHU.

JIoTIOTHUTEIPHO TPUMEHSETCS KOHTEKCTYaJbHBIH aHallu3, IMO3BOJISIOIINNA
YTOYHHUTh 3HAYCHHUE CIICHTOBBIX BBIPAKCHHH B 3aBHCHUMOCTH OT UX YIOTpeOICHUS
B Tekcre. [myOMHHBIE HelipoceTeBble MOJIeH, 00yUeHHBIE Ha KOPIycaX MHTEPHET-
pedH, IMOMOTAIT aBTOMATHYECKH pACIO3HABaTh CIICHT M aJalnTHPOBaTh €ro K
HOPMAaJIM30BaHHBIM (JOpMaM.

DOMOJ3M W SMOTHUKOHBI SIBJISFOTCS BaXKHBIMU HEBEPOATbHBIMHU CPEICTBAMHU
WHTEPHET-KOMMYHUKAIIMH, IOTOJIHSSI TEKCT BU3yaIbHBIMH 3JIEMEHTAMH M TIepe/1aBast
AMOITMOHAIBHBIA KOHTEKCT. DTH 3HAKH MOT'YT BBITIOJIHSTH 3aMECTUTEIbHYIO (DYHKIIHIO,
3aMEHSIsI CJIOBA WIIH I1IeJIbIe BBIPAKEHHUS, a TAaK)KE€ YCHIIMBATh BBIPAKCHUE YYBCTB M
MHTOHALUH.

Hcnonp30BaHMEe SMOTHKOHOB W 3MOJI3M BapbUPYETCS B 3aBUCHMOCTH OT
1enau oOmieHus: ¥ rmiaTGopmel. B mparmMaTH4ecKkd OpUEHTHPOBAHHBIX TEKCTaX, TIE
OCHOBHOM TICJIBIO SIBJIIETCS Tiepeaada MHPOPMAIMH, UX MPUMEHEHHE MUHHUMAJIBLHO.
OnHako B COOOIICHMSIX, HAMPABICHHBIX HAa BBIPAKEHUE SMOIIUN, SMO3U CTAHOBITCS
KIJIFOYE€BBIM HHCTPYMEHTOM, JIOTIOJIHSSI BEpOATBbHYIO YacTh OOIIEHUSI.

PazButne 1mdpoBoil cpeapl NMPUBENO K paCHIUPEHHIO (YHKIMH SMOI3HU:
OHM HCIOJB3YIOTCS HE TOJBKO JIJIT YMOIIMOHAILHONW OKPAcKW COOOIIECHUH, HO U KaK
AJIEMEHTHI KYJIBTYPHOTO KOJQ, OTpaKarollue COIHabHBIC TPeHABL. [IMKTOrpamMMbl
4aCTO MPHOOPETAIOT JOTIOJHUTEIbHBIC 3HAUCHHUS, 3aBUCSIIINE OT KOHTEKCTA OOIICHUS,
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YTO CO3/1a€T CJIOKHOCTH JIJISl aBTOMAaTHYECKOM 00pabOTKH.

ABTOMaTHYECKOE paclo3HABAaHUE M HOPMAJIHM3aIUs SMOJ3U TpeOYIOT yuera
UX TOJMCEeMUYHOCTH M KOHTeKcTa ymorpebienus. [Ipobiema cocTouT B TOM, UTO
OJIMH M TOT K€ 3HAK MOXET MMETb pa3Hble WHTEPIPETAlH B 3aBUCUMOCTU OT
CUTYyalluu, CTUJIs o0meHus u miatdopmsl. COBpeMeHHbIE METO/IBI 00Pa0OTKHU TEKCTa
MHTETPUPYIOT AITOPUTMBI MAIIMHHOTO O0yUYeHUs, aHATU3UPYIOIINE HCIIOIb30BaHUE
AMO/JI3M B Pa3IMUHBIX KOHTEKCTaX Ui MOBBIIIEHUS TOYHOCTH UX UHTEPIIPETALIUH.

MeTo/1p1 U TEXHOJIOTUH HOPMaTH3aIui

ABTOMaTHYECKasi HOpMalM3alisl WHTEPHET-KOMMYHHUKAIMM TMperoaaraet
MIPUMEHEHNE KOMIUIEKCHBIX MOIX0/I0B, KOTOPhIE YYUTHIBAIOT CHIEUPUKY HHUPPOBOTO
obmenus: HedopMaiabHylo opdorpaduio, CIEHT, 5MOJ3M W MHOTO3HAYHOCTH
BBIPAYKCHUIA.

Crnenr u HeopMmanbHas JEKCUKa OBICTPO MEHSIOTCS, YTO 3aTPYIHSET UX
aBTOMaTUYeCKyl0 00paboTky. Jlns HopManmu3aluu MPUMEHSIOTCS CIEIyIoIIne
TEXHOJIOTHH:

— IlpaBuna Ha OCHOBE cloBapell — CO3JaHHE U TOCTOSTHHOE OOHOBJIEHME
CIIGHTOBBIX CJIOBapeil € BO3MOXHOCTHIO TPUBEJIEHUS HECTAHAAPTHBIX CJOB K
HOPMAaTUBHBIM aHaJOraM.

— Mopdonorudyeckuii aHanu3 — UCIOJIb30BaHUE cucTeM Bpojae PyMorphy2,
KOTOpBIE MO3BOJISIIOT aHAJTU3UPOBATh KOPHU, ad(HUKCH U (POPMBI CIIOB, BBISBIISS UX
HOPMAaTUBHBIE COOTBETCTBUSI.

— I'my6unnsie HelipoceteBbie Moaenu — npuMmeHeHue BERT, RuGPT, Fast-
Text nns onpeneneHus 3Ha4eHUsI CIICHTOBBIX CJIOB Ha OCHOBE KOHTekcTa. Hampumep,
«KPUHX» MOXET O3HayaThb «HEJIOBKYIO CHUTYyalli0», HO HEHpoceTh pacro3Haer
KOHTEKCT ¥ YTOUHSIET 3HAUCHHUE.

OMO/13M HECYT BaXKHYIO CEMaHTUYECKYIO Harpy3Ky, U UX o0paboTka TpeOyer
ydeTa KOHTeKCTa!

— Mopgenu >MOeIIMHIOB 3MOJ3U — CO3[aHHE BEKTOPHBIX MpECTaBICHUN
AMO/I3M C YUE€TOM UX 3HAUEHUS B Pa3HBIX KOHTEKCTax (Hampumep, moneib DeepMoji).

— I'mGpuHbIe TOAXO0ABI (TEKCT + AMOA31) — ucnosb3oBanne CNN u LSTM st
aHayM3a N300paKeHUN U UX CBSI3U C TEKCTOM, YTO MIOMOTAET MOHUMATh, TJI€ AYMOJI3H
3aMEHSET CJIOBA, a TJe SIBJISAETCS AOMOJIIHEHUEM.

— CrnoBapu 5MOJ3U — MOCTPOCHHME KAapT COOTBETCTBHM SMOJ3M U CJOB,
VUUTHIBAIOMIMX KOHTEKCT. Hampumep, € 4acto 03Ha4aeT CMeX, HO B HEKOTODBIX
COOOIIEHUSX MOKET 0003HaYaTh CapKa3M.

WuTepHer-o01ieHne YacTo COAEPXKHUT opdorpaduueckue OTKIOHEHUS,
HaMEPEHHbIE UCKAXKEHHUS CIIOB («Imacuby, «1ay, «30c»). Pemienus BKIIOYaloT:

1. Anroputmbl uctipasienus omuook (Hunspell, SymSpell, JamSpell) —
aIalITHPOBAHBI JIJIS1 PYCCKOSI3bIUHOTO TEKCTA, HO TPEOYIOT J0paOOTKH MO/ CIIEHT.

2. Seq2Seq-Monmenu ISl UCTIPABIICHUS] ONTHOOK — T€HEpPaTHBHBIC CETH,
KOTOpPBIE MPEICKA3BIBAIOT KOPPEKTHOE Hanucanue (Harpumep, TS, BART).

3. doneTnyeckuii anaamus (Soundex, Metaphone) — npeoOpa3oBaHHe
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CIIOB B 3BYKOBBIE 3KBUBAJIEHTHI JUIsI UCIPABICHUS OMIMOOK HAa OCHOBE 3BYYaHMS
(HarpuMep, «KaHel» — «KOHEYHO»).

JUis HOpManu3aluud MHOTO3HAYHBIX BBIPAKEHUHA HEOOXOAMMO YUYUTHIBATH
BECh KOHTEKCT, YTO PEIIAETCs ¢ HOMOILBIO:

— BERT- u GPT-nnogoGHbIX Mojieneii — criocoOOHbBI aHAIM3UPOBATH OKPYKEHHE
CJIOBA U KOPPEKTUPOBATh €ro 3HaYE€HUE, HAIIPUMeED, «OKECTKUI» B Pa3HBIX KOHTEKCTaX
MOXET 3HAUYUTh «CTPOTHI» HITU «KPYTOM».

— Named Entity Recognition (NER) — anroputmsl st uneHTH(QUKALUIU
MMEHOBAHHBIX CYLIHOCTEH, YTOObI pasiauuarb, Harmpumep, «JleHa» kak UM M Kak
Ha3BaHHUE PEKH.

— Mogean Ttematudeckoro anaamsa (LDA, BERTopic) — mno3Bomsitor
IpYIIUPOBATH TEKCTHI IO TEMaM U yTOUHSTh 3HAYEHUE CJIOB HA OCHOBE IPUHAIEKHOCTH
K OTIpE/IeICHHON TeMaTHKe.

[TpoGaembl 1 BBI30BBI B HOPMAIU3aLUU HHTEPHET-KOMMYHUKALUU

ABTOMaTHYeCKass HOPMAaJU3alMsl HWHTEPHET-KOMMYHUKAIIMH CTaJIKUBAETCS
C PSAOM CIOXHOCTEH, CBSI3aHHBIX C JWHAMMYHOCTBIO SI3bIKAa, OCOOEHHOCTSIMH
U(PPOBOro OOIICHHUS U €r0 MyJIbTUMOJANIbHON TPUpo0i. Cpe KITFOUEBBIX BHI30BOB
MO>KHO BBIJICJIUTH CIIEYIOIIHUE:

1. V3MeH4YHMBOCTb HHTEPHET-PEUH

SI3pIK B CeTH pa3BUBACTCA CTPEMUTENBHO, TMOMOJIHSSCH HOBBIMU CIIOBAMHU,
COKpAIlEHUsIMM U 3aMMCTBOBAHUAMH. JIekcMueckne HOBallMHU, TaKU€ KaK MEMbI U
CJIEHT, OBICTPO YCTapeBaloT, YTO 3aTPYJHIET CO3JaHHE CTATUYHBIX 0a3 JAHHBIX IS
HOpMaJTU3aIHH.

2. [TonMKo1I0BOCTh U MYJIBTUMO/IATBHOCTb

CoBpeMeHHast THTEPHET-KOMMYHHMKAIIHs COUETaeT TEKCT, U300pakeHuUs, ay T10
U BUJIE0, a TAKXKE SMOJI3U U MEMBI, UT'PAIOIIHME BAXKHYIO POJIb B IIepeiaue HHPOpMalUu.
3TO yCIOXKHACT aHAIN3 KOHTEKCTa U TpeOyeT MHTErpallii MHOTOMOAIbHBIX METOJIOB
00pabOTKH JTaHHBIX.

3. Hedopmanbsnas opdorpadust u myHKTyauus

CeTeBbIEI0IH30BATENN HYACTO CO3HATEIBHO HAPYIIAIOT IPABUIIA IPABOIIMCAHUS,
UCTONb3Yys CTUIMCTUYECKH MOTHUBUPOBAHHbBIC HCKAXXEHHS, MHOTOKPATHBIC 3HAKU
MPENUHAHUA U KanclIoK. TpaIuliMOHHbIE KOPPEKTOPHI TPABOMMCAHUS HE CITPABIISIOTCS
C TakoW BapUaTUBHOCTBbIO, TpeOys BHEIPEHUS AITOPUTMOB, YUYHUTHIBAIOIUX
0COOEHHOCTH UHTEPHET-PEYH.

4. Bnusinue couumanbHbIX pakTopoB

A dext «Myapoii TONED CIOCOOCTBYET paCIIPpOCTPAHEHUIO IMHT BUCTHUECKUX
TEH/ECHIUH, (HOpMUpPYsT YCTOWUMBBIE peUeBble NMPAKTHKH, HO TaKXKE MPUBOJIUT K
MaccoBOMY IyOIHMPOBaHUIO OIIMOOK M HETOUHOCTEH. Ba)XKHO yunUTBIBAaTh COLMAIbHbIE
aCIIEeKTbI, BIMSIONIME HA HOPMATIHU3AIMIO PeUn.

Jns pemenus 3THX npoOieM pa3pabaTbIBalOTCsl THOPHUIHBIE IMOJIXOMBI,
COYETaloUIMe MaIlMHHOE OO0y4eHHe, KOHTEKCTyallbHBIH aHaiu3 U paboTy cC
MYJbTUMOJAATIBHBIMU JaHHbBIMH. OpHako 3¢ddexkTuBHas HOpMaiu3anus TpedyeT
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MTOCTOSTHHOTO OOHOBJICHUS MOJIeNIel U yuéTa crieln(puKu HHTePHET-TUCKYypca.

3akJIroueHne

ABTOMaTHUYECKass HOpMaJW3alys HWHTCPHET-KOMMYHHUKAIIUU TIPEICTABIISCT
co0o¥ CII0KHYIO0 33714y, BKIFOYAIOITYI0 00pabOTKy ClIeHTa, SMO31, HepopMaIbHOM
opdorpaduu 1 KOHTEKCTyaTbHOM HEOAHO3HAYHOCTH. B X0/1€ aHam3a ObLTH BBISBIICHBI
KJIFOUYEBBIC TPOOJIEMBI, C KOTOPHIMH CTaJKHBAIOTCS COBPEMEHHBIC TEXHOJIOTHH:
BBICOKass M3MEHUYMBOCTh MHTEPHET-PEUYH, MYJIBTHMOJIAJTLHOCTh KOHTECHTA, BIIHSHUE
COIMAIBHBIX (PaKTOPOB M HEOOXOIMMOCTh TNIYOMHHOTO KOHTEKCTHOT'O aHAJIN3a.

REFERENCES

Network communication: new formats for science, education and promotional communications: proceedings

of the International Scientific Forum. St. Petersburg: Polytech Press. — 2020. — 132 p.

The linguistic aftertaste of the Internet age in Russia: the boomerang effect (current processes in Russian-lan-
guage digital media communication): monograph / G.N. Trofimova, V.V. Barabash. — Moscow: RUDN Univer-
sity. — 2020. — 273 p.

Turko U.I. (2024). Smiley, emoticon and emoji as non-verbal means of communication in Internet
communica-tion // Theory of language. — Volume 17. — Issue 9. — Gramota Publishing house. — 2024. /
Electronic resource [access mode]: https://doi.org/10.30853/phil20240427

Romanov A.Y. (2023). Perception of modern youth slang // Russian word in world culture. Russian Russian
language and speech today: old, new, borrowed. — St. Petersburg. —2003. — Pp. 74-82.

Sidorova M.Y. (1989). Internet linguistics: Russian language. Interpersonal communication. — M.: publishing
house “ 1989.ru”. — 2006. — 193 p.

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @“(},
International License \s=s

356



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

ISSN 27082032 (print)
ISSN 2708-2040 (online)

UDK 004.8, 616-073, 519.68
GENERATING SYNTHETIC DATA FOR DIAGNOSING HEART DISEASES

A.A. Makpyr
International information technology university, Almaty, Kazakhstan.
Scientific supervisor: Akhmer Yerasyl

Makpyr Alua — 2nd year student of the Department of Computer Engineering, International Information

Technology University.

Abstract. This paper presents a systematic explanation of the process of
generating synthetic data for diagnosing heart diseases. The study gives a brief
overview of data synthesis techniques which includes (GAN) generative adversarial
networks, aiming to create a diverse and realistic patient data records. There are 3
main concepts which were discussed in this paper: the purpose and the importance of
synthetic data and application of it in diagnosing heart diseases, evalution methods and
limitations. Additionally, this study explores the ethical and regulatory considerations
of synthetic data usage, as well as its potential role in augmenting real-world datasets
for improved machine learning model performance.

Keywords: synthetic data, heart diseases, generative models, medical imaging,
machine learning in healthcare, data records

'KYPEK AYPYJIAPBIH TMATHOCTHUKAJIAY YIITH CUHTETHUKAJIBIK
JEPEKTEPJI KYPY

A.A. MaknbIp
Foutbimu xerexkmri: Axmep Epacein

Maxknslp Anya — XaJibIKapaiblK aKIapaTTHIK TEXHOJIOTHsUIAp YHUBEpCUTETi, «KOMIBIOTEpIiK HHKECHEPUsD
KageapackIHBIH 2 Kypc CTYCHTI.

AHHoTanusi. byn Makamama JKypek aypyJiapblH JHWArHOCTUKajay YIIiH
CHHTETHKAJIBIK ACPEKTEeP/Ii TeHepalusiay IpoLeciHiH XKyieni TyciHaipmeci OepiireH.
3epTTey OpTYpAl kKOHE IIBIHAWBI MAIMEHT JEPEeKTEepiHIH jka30ajapblH Kacayra
OarprrTanrad (GAN) reHepaTHBTI KapChUIACTBHIK JKENIJIEPIH KAMTHTHIH JEpPEKTEp.i
CHHTE3/IeY 9/licTepiHe KbICKAIlIA 10Ty YKacaiIbl. Byl )KyMbICTa TanKbUIaHFaH 3 HET13r1
YFbIM 0ap: CHHTETHKAJIBIK MAJIIMETTEP/IH MaKCaThl MEH MaHBI3JBUIBIFBI KOHE OHBI
KYPEK aypyJIapblH JUarHOCTUKAJIAy1a KOJAany, Oaranay oaicTepi MeH MeKTeyepi.

Tyiiin ce3aep: CHHTETHUKAIBIK IEPEKTEp, KYPEK aypysapbl, IeHEepaTHUBTI
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MOJICINIbJICpP, MEIUIIMHAIIBIK OCiHENey, IeHCAYIbIK CaKTay aFbl MAIIUHAJIBIK OKBITY,
JIEPEeKTEp jKa30aIapel

CO3JIAHME CUHTETHYECKHAX JAHHBIX JUISI TMATHOCTAKHA
3ABOJIEBAHMII CEPIIIA

A.A. MaknpIp
Hayunslii pykoBoautens: Axmep Epaceun

Maknbip Anya — cTyzaeHTKa 2 Kypca kadenaps! « KoMmmbioTepHas HHXeHepus» MeKIyHapOIHOTO YHUBEPCUTETA

nH()OPMAIIMOHHBIX TEXHOJIOTHIA.

AnHoTanusi. B »o2TOoll crarhe mpeAcTaBleH cHCTEMaTH4ecKHil 0030p
CUHTETUYECKON TreHepaluyu NaHHBIX s JAMAarHOCTUKH 3aboneBaHuil cepama. B
HEl KpaTKO paccMaTpUBAIOTCS METOAbl CHHTE3a JIaHHBIX, BKIIIOYas IeHEPaTHBHO-
coctszarenbHble ceTd (GAN), KOTOpBIE CO3/Ial0T pa3HOOOpa3HbIe W peaTlCTUYHBIC
3aMycy NaIeHTOoB.

KiloueBble cjoBa: CHUHTETHYECKHE JaHHbIe, 3a00JeBaHUS Cep.la,
TreHepaTUBHBIE MOJIENH, MEIUIMHCKas BU3yalIu3allMs, MalluHHOEe OOydYeHHEe B
3/IpaBOOXPAHEHUH, 3aIHCH MAIUEHTOB

Introduction.

Heart diseases are the main reason for high mortality rates globally, it is a
potentially fatal condition that requires proactive cure and investigation. An estimated
17.9 million people died because of (CVDs) cardiovascular diseases which represents
32 % of the global deaths. In recent years there has been a rapid improvement in
machine learning, therefore researchers investigated many methods of the usage of
machine learning by capitalizing enormous datasets. However, the effectiveness of the
model that effortlessly predicts the condition depends on the availability of large-scale
and high-quality datasets. In numerous cases, there are limitations such as privacy
concerns, restricted sharing policies, and limited diverse real-world data. A potential
approach to this issue was the emergence of synthetic data. Synthetic data is the data that
has been generated using a purpose-built mathematical model or algorithm, with the
aim of solving data science tasks (Goodfellow et al.). This is a solution that leverages
generative models to create artificial models that mimic real-world datasets. Modern
synthetic data tools vary from deep learning systems such as:

(GAN) Generative adversial networks focuses on studying a collection of
training examples and learn probability distribution that generated them, to clarify it
is about the process of learning to associate new input examples with correct outputs
(Raghunathan et al., 2003).

(VAE) Variational Autoencoders — are generative models that produce new data
as variants of the input dat, it was trained on. Variational autoencoders are responsible
for denoising the data.
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Agent based models — are models used to explore complex processes by
simulating the behaviors and interactions of individual actors inside the system. In
healthcare, these models used for simulating disease spread, patient behavior and etc.

The Main concept of generation of synthetic data:

In contrast to real-world data, which is gathered by direct observation,
synthetic data is produced by through the use of simulation methods, machine learning
algorithms and mathematical models.

Synthetic data can be categorized into three types;

Fully synthetic data — is entirely produced from scratch based on predefined rules,
computational models, simulations (Jordon et al.). This type of data is intended to
mimic the types of complexity and unpredictability that could be observed in real-
world situations rather than depending on or representing real-world data.

Partially synthetic data — combines both real and generated information, with only
replacing sensitive details such as patient names and birth dates. A dataset that includes
ECG signals and medical history may retain actual ECG readings while creating
synthetic patient identification data.

Augmentated data — involves altering existing real data to produce new samples
instead of generating entirely new data from the ground up. This type of data enhances
the model of machine learning models and mitigates bias in datasets with imbalanced
class distrubution.

Machine learning methods for generating synthetic data:

GANs are composed of two competing neurol networks: a generator, which synthesizes
and a discriminator which asseses the authencity of the generated data. GANs have
been particularly succesfull in generating synthetic electrocardiogram (ECG) signals,
maintaining the statistical characteristics of actula (ECG) signals while safeguarding
data privacy (Weller et al., 2022). The ability to produce high-quality synthetic ECG
data is crucially valuable for training machine learning models designed for arrythmia
detection.

Variational autoencoders: One of the key applications of VAEs in healthcare
is the creation synthetic health records (EHRs). Reserach has shown that VAEs can
generate patient profiles that closely resemble real-world medical data in terms of
statistical properties. This makes VAEs especially effective for high-dimensional
tabular data including patient demographics, lab results and ECG readings, which are
critical components in disease prediction models.

Data augmentation strategies: Synthetic Minority Over-Sampling Technique
is beneficial in heart disease classification, where positive cases are significantly
outnumbered by negative cases. This method allows to create additional patient
records for underrepresented groups. Medical image augmentation: Techniques such
as injecting noise, flipping, rotating ensure that models are trained on a wider variety
of image samples, thereby reducing overfitting.

Datasets used in heart disease diagnosis:

UCI Heart disease dataset — is one of the most cited dataset, it includes 76
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attributes related to heart disease. Also used in classification tasks.

MIMIC I — is the large scale ICU dataset containing patient records,
ECG readings and lab test results. Frequently used in deep learning research for
cardiovascular disease prediction.

PhysioNet Challenge Datasets -contains ECG and wearable device data,
allowing researchers to enhance Ai models for arrhithmia detection and heart disease
classifcation.

Practical implemenation and evalution of generation of synthetic data for
diagnosing heart diseases:

Data Preprocessing and Selection: It is essential to select and preprocess a real
dataset which will serve as the basis for model training. Preprocessing steps include:

1. Feature selection: Relevant data such as age, cholesterol level, blood pressure,
ECG readings, and medical history.

2. Data Cleaning: Handle missing values, inconsitencies in real patient records.

3. Normalization and Encoding: Convert numerical features into standardlized

range.

Once data is prepared, it is divided into training and validation sets.

Choosing Generation Method:

GANs implementation:

To create synthetic data samples, the generator is initialized and fed random
noise.

By contrasting the synthetic data with actual patient records, the discriminator
assesses it.

Over several training cycles, a feedback loop enhances the generator’s capacity
to generate samples that are more realistic.

The generator doesn’t need actual patient data to produce new, high-fidelity
synthetic patient records or ECG waveforms after it has been taught. Since GANs
preserve patient privacy while capturing intricate physiological patterns, they are very
useful for creating synthetic ECG signals (Khana et al., 2025).

VAEs impementation:

A lower-dimensional latent space representation is created by encoding actual
patient records.

In order to guarantee variation in artificial patient profiles, the model takes
samples from the latent space.

The sampled representations are reconstructed by the decoder into synthetic
patient records while maintaining important statistical characteristics (citation).

Training and an evaluation of synthetic data:

In order to reduce the inaccuracy between synthetic and real data, the generative
model is trained on actual patient records utilizing optimization and backpropagation
techniques.

Creation of Synthetic Data: Following training, the model creates new, fictitious
patient records, which are then saved in a dataset for additional examination. Post-
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Processing: To guarantee consistency and usefulness in machine learning applications,
the generated data is formatted and subjected to quality tests. For artificial intelligence
to be effective in diagnosing cardiac disease, it must closely mimic real-world medical
data. Various statistical techniques are used to verify that synthetic data accurately
reflects the statistical characteristics of actual medical datasets. Testing a machine
learning model on synthetic data (or vice versa) after training it on real data is
one method for figuring out whether synthetic samples help with accurate disease
classification (Synthetic Data and Its Utility in Pathology and Laboratory Medicine).
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Univariate and bivariate comparison of the real and STNG Gaussian copula
synthetic datasets: A) comparison of means and standard deviations from the real and
synthetic heart disease datasets; (B) pairwise correlations of the real and synthetic
data, and their difference.

Discussion

The generation of synthetic data for diagnosing heart diseases presents a
revolutionary approach to addressing data scarcity while maintaining patient privacy.
However, there are still key challenges that need to be addressed. One of the main
concerns is ensuring that synthetic data truly reflects the complexity of real-world
medical conditions. While GANs and VAEs have demonstrated their ability to create
high-fidelity patient records and ECG signals, they may still introduce biases if the
training data is not sufficiently diverse (Yoon Jinsung, et al., 2019). Another critical
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issue is model generalization. While synthetic datasets can enhance model training,
they must be validated against real-world medical cases to ensure reliability. Hybrid
approaches that combine synthetic data with real patient records may improve model
robustness. Moreover, regulatory and compliance issues remain a concern, as the
adoption of synthetic data in clinical practice must align with healthcare policies and
standards.

Conclusion

Synthetic data generation represents a promising avenue for improving heart
disease diagnosis by addressing data scarcity and privacy concerns. The systematic
process begins with data preparation and selection, followed by model application
(GANs, VAEs, SMOTE), training, and assessment. While GANs and VAEs have
demonstrated success in generating high-quality ECG signals and patient records,
SMOTE remains essential for balancing datasets and preventing model bias.

Before clinical integration, synthetic data must undergo rigorous validation
through statistical analysis, model performance testing, and privacy assessments.
Additionally, ethical considerations and regulatory compliance must be factored into
the deployment of synthetic datasets in healthcare. Future research should focus on
improving synthetic data fidelity, enhancing model generalization, and integrating
synthetic data techniques with real-world clinical applications to ensure their
practical utility in diagnosing heart diseases.
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Abstract. The article discusses the application of software-defined radio (SDR)
for the analysis of the radio frequency spectrum. The generation and transmission of
a QPSK signal on a bladeRF 2.0 micro with GNU Radio is considered, as well as the
development of a Python interface for frequency scanning, spectral analysis and
signal classification. The conducted testing confirmed the effectiveness of the system.

Keywords: software-defined radio, radio frequency spectrum analysis, SDR,
frequency spectrum

PAJIMOKUINIK COEKTPIH TAJIIAY YIUIH SDR KYPBLIFBLJIAPBIH
KOJIIAHY

C.K. Maxaraii, T.A. Kenec
Fruteimu sxerexnrinepi: A.3. AiTmaramMmOeToB

Maxaraii Cep:xan Kanadaiiyjbl — XanbIKapalblK aKapaTThIK TEXHOJIOTUSIIAD YHUBEPCUTET] OaKalaBphbl.
Kenec Tamuiiia AcxatoBHa — XasbIKapaiablK aKIapaTTHIK TEXHOJIOTHSIIAp YHUBEPCUTETI OaKaIaBphl.

AHHOTanusi. Makanana paJuoXKHUUTIK CIIEKTPIH Tanaay YIIH OaraapiaMaibiK
»KacaKTamMaMeH aHbIKTanFaH paauonsl (SDR) konmany kapacteipeiianasl. GNU Radio
keMeriMmeH bladerf 2.0 micro-ga QPSK curnansia renepamusiiay xoHe 0epy, CoHai-
aK JKUUTIKTEP/I1 CKaHepJIeY, CIIEKTPJIIK TaJIJIay )KoHE CUTHAIIIAPABI XKIKTey yiIiH Python
uHTepdeNciH a3ipaey KapacThIpbuiabl. JKypri3uireH TecTiiaey >KYHeHIH THIMIUTITIH
pacTajpbl.

Tyiiin ce3mep: OarmapiaManblK JKacaKTaMaMEH aHBIKTAIFaH —pPaJivo,
PaIMOXKULITIK CIEKTPiH Tanaay, SDR, xkuinik ciexTpi
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NPUMEHEHME SDR YCTPOUCTB JJ151 AHAJIU3A
PAJMOYACTOTHOI'O CIIEKTPA

C.K. Maxaraii, T.A. Kenec
MexyHapoAHbIM yHUBEPCUTET MH()OPMAIIMOHHBIX TEXHOJIOTUH, AJIMaTHI,
Kaszaxcran
Hayunslii pykoBoauTens: A.3. AliTMaram6eToB

Maxaraii Cep:xan ’Kana6aiiyipl — OakanaBp Mex1yHapoIHOTO YHUBEPCHTETa HH)OPMAIIMOHHBIX TEXHOIOTHIA.

Kenec Tamunna AcxatoBHa — GakanaBp MexyHapoaHOTO yHUBEPCUTETa HHPOPMALMOHHBIX TEXHOIOTHHA.

AnHoTanusi. B crathe paccmaTpuBaeTcs NPHUMEHEHHE IPOTrpaMMHO-
ompenensemoro paauo (SDR) s ananmsa  pagmoyacTOTHOTO — CIIEKTpa.
PaccmatpuBarorcst Bonpocsl reHepanuu U nepenaun QPSK-curnana ma SDR Tuna
BladeRF 2.0 micro ¢ GNU Radio, a Takxe pa3zpabotka uarepdeiica Ha Python muis cka-
HUPOBAHHUS YaCTOT, CIIEKTPAILHOTO aHAJIN3A U KIacCU(UKAIIMK CUTHAJIOB. Pe3ynbTaThl
NPOBEAEHHOTO TECTUPOBAHMUSA MOATBEPAMIN 3PPEKTUBHOCTh nmpuMeHeHus SDR B
CUCTEMAaX PaJUOKOHTPOJIS paJuOYacCTOTHOTO CIIEKTpa.

KiroueBble  caoBa:  mporpaMMHO-ONpEAEHEMOE  pajuo,  aHAJIN3
paarovacToTHOro cnekrpa, SDR, yacTOoTHBIN crieKTp
Beenenne

B coBpemennbix SDR-cuctemax nugposas 06paboTka npuMeHsIeTCs IS CUT-
HAJIOB, OLIM(POBAHHBIX HA IPOMEKYTOYHOMN YACTOTE, @ AaHATOIOBbIE KOMIIOHEHTHI HC-
MOJIB3YIOTCS 17151 00pabOTKM CUTHAJIOB Ha Palno4acTOTHOM ypoBHE. KommbroTep uiu
CMELUAIU3UPOBAHHBINA MPOLIECCOP OTBEYAET 3a IeHepaluio U 00paboTKy 6a30BOro
curHaia, a SDR-anmapatHas 4yacTh BBIIOJIHSET €ro Npeodpa3oBaHUE B aHATIOTOBYIO
bopmy.

[lenbro uccienoBaHus ABISETCSA CO3AAHME CUCTEMBI HENIPEPHIBHOIO aHAIM3a
pPaarov4acTOTHOM Cpeipl ¢ UCIOab30BaHueEM SDR TeXHOIOrui.

[Tpenaraercss BbIOpaTh M peajan30BaTh Nepefarollyro yactb Ha SDR s
reHepaluy pa3anyHbIX paaunocuruaios (AM, FM, SSB, QPSK u ap.);

Taxke HeoOXoIuMO pa3paboTaTh NPWIOKEHUE UIsI MPUEMHOW YacTH,
BKJIIOYAIOILIEE CIIEAYIOUINE QYHKLIUHU: TPUEM U IEMOIYJISIIHUSA CUTHAJIOB, CIIEKTPAIbHBIN
aHaJM3 YacTOTHOIO [JHana3oHa, a TakXke OOHapyKeHHe | KiIacCU(pHUKAIM
pPaAMOCUTHAJIOB.

Jis peanuzalMM CHUCTEMbI 11€JI€COO0Pa3HO HCMOJIb30BaTh TIpauuecKuit
uHTepdeiic U1 paJuOKOHTPOIIS HCIIOJIb30BaHMS PaIMOYaCTOTHOTO CIIEKTPa U aHATTN3a
XapaKTEPUCTHK PaJUOCUTHAIIOB.

B MexayHapoqHOM YHUBEpcUTeTe HH(GOPMAIMOHHBIX TEXHOJIOTUH Ha
Kadeape paIuOTEeXHUKH, SJIEKTPOHUKU U TEJICKOMMYHUKALIUN BEyTCS UCCIICIOBAHUS
B 00JIACTH PATUOKOHTPOJS U aHAJIM3a PaJMOYacTOTHOM Cpelbl C HUCHOIb30BAHUEM
SDR ycrpoiicTtB. B pamkax paboTsl mpoBoAUTCS aHAIU3 3Upa Ui paAMOKOHTPOIIS,
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BBISIBJICHHSI HICTOUHHUKOB CUTHAJIOB U TTIOMEX M U3YUYEHHS X XapaKTepUCTUK. B cTaThe
MpeJicTaBjeHa OCHOBHAS KOHIENIHs (OpMUPOBAHUS paJUOCUTHAIIA, €r0 Meperavya u
aHanu3 ¢ ucnosbzoBanueM SDR.

®opMmupoBanue paauocuriajionB Ha ocHoBe SDR BladeRF

B nporpammHo-ompenenseMpIx CHUCTeMax MpoIecC TeHepalld CUTHAJIOB
OCYIIECTBIISIETCS MPOTPAaMMHBIMU METOJIaMH, UTO IMO3BOJISIET OJIH30BATEII0 U3MEHSATh
napaMeTpsl U HacTpauBaTh XapaKTEPUCTUKH TEPENaIoIero CHrHaiga B peallbHOM
BpeMeHH. ['TaBHOE MPEerMyIIECTBO TAKOTO MOAX0/1a SBJSETCS TO, YTO B OTJIMYUE OT
anmnapaTHBIX PEIICHUN, TeHepallis CUTHAIA He 3aBUCHUT OT (PU3NYECKUX U3MEHEHH,
3aMEHbI 000pYI0BaHUSI.

CambIM Ba)KHBIM JIJIS1 anmapaTHOM 4yacTu siBiseTcs BIOOp SDR ycTporicTBa.
bruto pemreno ucnonb3oBath BladeRF micro 2.0(47 MI'u — 6 I'Tu, FPGA, USB 3.0)
(Nuand. bladeRF, 2025). micro 2.0, Tak kak B cpaBHeHHH ¢ npyrumu SDR mmeer
npeumytiectBo B Bujae [IJIMC(FPGA) ot Intel, umMeeT MOTHOCTBIO TYTIJICKCHBIN pe-
xuM. BladeRF micro 2.0 pabotaet B qmamazone ot 47 MI't o 6I'T11. Taxke naHHBII
SDR o6mnamaer 6osiee cTaOMIBHBIMH TTAPAMETPAMH.

dopMupoBaHue curuana oOyaet npou3BoauTcs Ha ocHoBe QPSK moaymnsiinu B
nporpamme GNU Radio ¢ momoripio KOToporo OyayT repenaBaTbes U MPUHUMATHCS
curnainsl Ha SDR BladeRF.

Coznanmne MOTOKOBOW CXeMbl (PUCYHOK 1) HY)XHO HadaThb ¢ JOOaBJCHUS B
cpeny GNU Radio 6moka Random Source unu File Source, koTopslif ncnonb3yercs
JUIS TeHEepalliu BXOJHBIX JaHHBIX. B mepBoM citydae OJ0K reHepupyeT ciaydaitHyro
MOCIIEZI0BATEIbHOCTh OUTOB, UMHUTHUPYS TepenaBaeMblii MOTOK WMH(GOpMAIUU, a BO
BTOPOM — CUMTHIBACT JAaHHBIE U3 3apaHee MOJArOTOBICHHOro (haiiia, 4To MO3BOJISET
nepenaBaTh KOHKPETHYI0 MH(OPMAIINIO, HApuMep, TEKCTOBbIE WK OMHAapHBIE (haii-
JBI. DTOT MOTOK JaHHBIX HEOOXOIMMO MpeoOpa3oBarh B (popMaTt, MPUTOAHBIHN IS MO-
TyJSIIAM, TTIO3TOMY Ha BBIXo/e Ojoka ycTaHaBnuBaercs 6mok Pack K Bits, koTopsbrit
IpyHNIHUpYeT OTAeNbHbIE OUTHI B OalTHI, yIpoIias JadbHeHIyro o0padoTKy.

[Tocne momymsiimuu 6510k QPSK Modulator nmpeo6pasyer nudposbie gaHHBIC
B KOMIUIEKCHBI CHUTHall C 4YeThIpbMs (Da30BBIMH COCTOsSHUSMHU. 3aTeMm Rational
Resampler agantupyer wactoty auckperusauuu, a Low Pass Filter orpanuumnBaet
CHEKTPAJIbHYIO IIUPUHY.

Jnsa mepenaum ucnonsizyercs BladeRF Sink, xoroperit ympasiser SDR-y-
CTPONCTBOM, BBIMONHSS IU(PPO-aHAIOTOBOE MPeoOpa3oBaHKe W W3Nydyas CUTHAN B
a¢up. [Ipuém ocymectmsiercs apyrum SDR-yctpoiictBom yepe3 BladeRF Source,
BBITIOJTHSIONINM aHAJIOTOBO-IIM(PPOBOE MpeoOpa3oBaHUE.

[TpunsTerit curnan ounmaercs Low Pass Filter, a AGC xoMneHcupyeT n3me-
HEHUSI MOILITHOCTH Tepe]l AEMOAYISIUEH U BOCCTAHOBIIEHUEM JIaHHBIX.

Hemonynsmus Beimomasiercs 6aokom QPSK Demodulator, nmpeobpasyromum
(hazoBbIie M3MeHeHus B IM(POBYIO MOCIIeI0BaTeIbHOCTh OUT. B mapameTpax HacTpau-
BalOTCS KOPPEKIUS YaCTOTHOTO CMEIIEHHS U CHHXPOHHU3AIUSI.

Jlns BoccranoBneHus motoka gaHHbIX Unpack K Bits mepeBoauT OuTHI B
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0aiThl. JlaHHBIE COXPAHSIOTCS WU TIEPEIAIOTCs ajee.

KonTpons kauectBa obecnieunBatot 0:10ku Frequency Sink (ananus criektpa) u
Constellation Sink (nnarpamma co3Be3us ). UETKuE Ki1acTepbl TOUEK CBUAETEIBCTBYIOT
0 KOPPEKTHOH Iepeiave, pa3MbITbie — 00 OIMOKax.

Ha pucynke 2 Bu3yanbHO n300pakeHsl nepeaaronine nanusie B 010k BladeRF
sink KOTOpBIE MMOJIB30BATEb MOYKET MEHSTh B PEAIbHOM BPEMEHH.

‘ - i
optiors wanable | | variable| | variable 0T GLh ange: 7 G Ranga | G GLI Rangs arGuinange || adeptive lgerithm uanaue
itk cipsk_stansh W samp_race | [ W0nsps || 0% axcess bw | | 102 naisa_wok I0: trme_offeat | m=freq offsat 0 dalay 1D wariable_..5_akgorithin 0 'D‘D o-bw
Author Barry Duggan Vak 32k Vahme4 | | walse:350m | |Labek Charnel: Maie Valtaga | | Labal: Channet: Timng Dffsst | | Labal Charnal:...ancy Offeet | | Labak Dalay Alggorithim Type: M8 2.8m
Cutpan Languags: Pythan | = ohes —' | Defaut vakie: 200m Dafauk Vahs: 1.000% | Dotault valua: 75m Dokl Vaise: 10 ;ﬂ,mmm
Generatn Oplions: 0T 61 | | Variable \ariabia Start: 0 Start- ca0m | start z0om start: 0
e TS ) et stap: 1 Stog: 1001 | stop: 100m Stap: 200
Valuer 32 | | Wahse firdes roat_ramed | | Stegc 10m || Repzlo0u | Step 1m Step: 1

3.0.1.1 0,121 @21

# Polyphase Clock Sync

ul | Samples Symbak Hum. ;1%
AN Souce | malsa vekage: 200m = m;u" R . o
Minimum & Constelation: <gnu., 081450> | | Frequency Offsat: 25m | | me ‘d"a :
Differential Encodeg; &3 H samnle Pt 32k Epsiban: L0005 JR--R e s
T Tapme1 | o =

Saagy FadIF Dk
Sampht ela: ok
1] st rog (ris): E=0k

wirtual Source Unpack ¥ Bits Char To Float
Streamn 0 r2 2 I { Geale: 1

u'wd:xﬁu- s char 10 Float
amanll) il Scah.l

Pucynok 1 — IlotokoBas cxema Ha GNU Radio mist popmuposanus QPSK
CUTHaJa
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Pucynok 2 — Untepdeiic Hra GNU Radio 115 u3MeHeHHs mapaMeTpoB
CUT'HAJIOB
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Pa3pa0orka rpadguyeckoro nnrepderica 1si aHAJIN3a Pagu04acTOTHOIO
CIIEKTpa

Jns pa3paboTku rpaduueckoro uHTepdeiica mpeasaraeTcsi MCIoyib30BaTh
A3bIK IIporpammupoBanusi Python, nanusiii rpaduueckuit unTepdeiic mo3Bonaut
aBTOMAaTUYECKU CKaHUPOBaTh 4acToThl B auamazoHe OBY (30 MI'm — 300 MI'n),
OIIpEeAEIATh BUJ MOAYJISALMH, YPOBEHb CUTHAla U HECYIIYI0 4acToTy. B kauectse
NPUEMHOIO YCTPOICTBA UCTIONB3YETCs MporpaMMHO-onpeaensemoe paauo BladeRF.

Jis peanuszanuy NpoeKTa MOKHO HCIOJIb30BATh CIEAYIOLIHEe OMOIMOTEKH B
Python:

— 711 co3Aanus ynooHoro rpadguueckoro unrepdeiica PyQt;

— nns B3aumozeiicteus ¢ BladeRF 6ubnuotexa SoapySDR;

— 71t 06pabotku curnanoB NumPy u SciPy;

— 7151 BU3yanu3anuu criekrpa Matplotlib;

— 711 knaccudukanuu Monyssiiuu scikit-learn.

OcHoBHBIE (DYHKIIMOHATIbHBIE BO3MOKHOCTH TPEATOIAraloTcs ObITh TAKUMHU:

1) ABTOMaTHUYEeCKOE CKaHMPOBAaHUE YacTOT B fuanazone 30-300 MI'm.

2) OTobpakeHue CIeKTpa B pealbHOM BPEMEHH.

3) Omnpenenenue ypoBHs curuaia (B 1bm).

4) BeissBnenue HecyIiei yactotsl (B MI'm).

5) PacnosnaBanue Buna monymsuuu (AM, FM, QPSK, BPSK u T. 11.).

6) JlorupoBaHue U SKCIIOPT TAHHBIX.

ApXHUTEKTypa NPUIOKEHNS COCTOUT U3 HECKOJIBKUX MOYJIEH.

Monayas GUI orBedaeT 3a mosib30BaTeNbCKUil MHTEpdENC, pearn30BaHHbIN
Ha PyQt. Monyne B3aumoaeiicteus ¢ BladeRF Gyner ucnonszoBats SoapySDR st
MOJIyYeHUS JaHHBIX ¢ NpUEéMHHUKA. Moysib 00pabOTKM CUTHAJIOB MOKET BBIITOJIHSATH
aHaJM3 CIEKTpa, BBIYUCIATH YPOBEHb CUTHAJa W KIACCU(PUKALMIO MOIYJISALUU.
Monaynbs Buzyanuzanuu OyneT UMETbh BO3MOXKHOCTb CTPOUTHb TpaUKH CIEKTpa U
MOJYJISILIMM B PEAJIBHOM BPEMEHHU.

OO6paboTka curHaiga OyJeT MPOXOAUTh B COOTBETCTBHU CO CIIEAYIOLIHM
AJIITOPUTMOM:

1) [Monydyenue curnana: , rae: — aMIUIMTyJla CUTHaJIa, — HECyIllasl 4acTora, —
¢asa curnana.

2) IlpeobpazoBanne dDypbe M1 modydeHus crekrpa: . s mudposoro
aHanu3a OyJleT UCIoib30BaHo ObicTpoe npeodpazoBanue Oypoe (FFT): .

3) Omnpenenenue MOIIHOCTH CUTHAJIA: WJIM B JIOrapupMHUUECKOM MaciTale: .

4) Knaccugpukayua MOIYISIMUA C UCIOIB30BAaHUEM MAIIMHHOTO OOYyYEHUS.
IIpu3Hakyu curHana, TakMe Kak LIMPUHA I0JOCHI, CTaTUCTUYECKUE IapaMeETPhl
U CIEKTPaJbHbIE XapaKTEPUCTHKH, MEpefaroTcs B OOYYECHHBIH KiIacCu(pUKATOP
(narmpumep, RandomForest miin SVM), KoTopbiii TpeIcKa3bIBaeT TUI MOIYJISILIMM T/e
— BEKTOp IPU3HAKOB, — MOZIEIb KJIACCU(PHUKALINY.

TecTtupoBanue rpagpuuyeckoro mHrTepdeiica ¢ ucnoiab3oBanuem QPSK
CHUTHAJIA
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Jlns mpoBepku pabotocrmocoOHOCTH cucteMbl nepenaBaics QPSK curnan ¢
nomonibio BladeRF, chopmuposannsiii B GNU Radio. Curnan nepenapancst Ha ya-
crote 50 MI'L.

[IporpaMMa ycmemHO NpUHUMANA CHUTHAJI, MPOBOAMIA €ro aHaluu3 |
otobpaxana Ha rpaduke B Python. bein xoppekTHO pacmo3HaH BUA MOAYJSIIMU
(QPSK) u onpenienieHbl OCHOBHBIE TTapaMeTPhl CUTHAJIA.

\. Figue 1 = o %

AE2 Q=20

HacToTHLIR cnerTp

MowHecTs (ABMu)

10711 ‘ |
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Bun mony nauwm: QPSK ¥Yposedb cartana: -3.01 ok Hecywas vacToTa: 150.0 MMy
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Pucynox 3 — Yacmommnuwiti cnexmp npunsimozo QPSK-cuenana

I'paduueckuii naTepdeiic ans ananusa ciekrpa Ha Python ¢ ucronb3oBanmem
BladeRF cmor npaBunbHO onpenenuts ornpasiernbiii QPSK curnan. Tak e mpo-
rpaMMma BBIBOJMJIA BOKHYIO WH(POPMAIMIO O 4YacTOTE, BUAE MOIYJSIHMUA U YPOBHE
curHana. Jlannoe rectupoBanue NOATBEpAHIO 3P PEKTUBHOCTH HCoNb30BaHus SDR
JUIsl TIOBEJICHUSI aHATTN3a PAJM0YacTOTHOTO CIIEKTpa.

3akioueHue

breuta paspaboTaHa W MpPOTECTHPOBAHA CHUCTEMa aHAIW3a PaIHOYaCTOTHOTO
cniektpa Ha ocHoBe SDR-ycrpoiicrBa BladeRF 2.0 micro u mporpammuoii cpeast GNU
Radio. Peanm3oBannas paboTa mo3Bojmia TeHEpUPOBaTh, NepeAaBaTh, MPHHUMATH
W aHAIM3MPOBATH paAMOCHTHANBL. [IpoBen€HHBIE WCOBITAaHUS —TOATBEPIMIN
3G PEKTUBHOCTH MOIX0/1a, IIPOJEMOHCTPUPOBAB BHICOKYIO TOUHOCTh HICHTU()UKALIUT
CUTHAJIOB W BO3MOXHOCTH SDR st cnekrpanpHOoro anammsa. PaspabGorannas
crcTeMa MOXKET IPUMEHSATHCS JIsI MOHUTOPUHTA PaIMOYacTOTHOM CPeIbl, BBISBICHHS
MCTOYHHUKOB PAJMOCUTHAIOB M MCCIIEIOBAHMUS TTApaMETPOB palMoKaHaia, 4To JIeIaeT
e MEepCreKTUBHOW sl JaJbHEHIIEro pa3BUTHS W HCIIOJIB30BAaHUS B CHCTEMax
TEJIEKOMMYHUKAIIUH U PAIHOKOHTPOJISL.
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Abstract. This study explores legal text classification using machine learning
and deep learning models to categorize court cases based on their criminal type. A
dataset of 415 legal cases was collected, with 206 manually labeled test cases sourced
from court archives and legal news reports. Texts were preprocessed using natural
language processing techniques, and several classification models were evaluated,
with BERT and LegalBERT outperforming traditional approaches in accuracy and
Fl-score. The results highlight the potential of deep learning for legal document clas-
sification and the importance of explainability in Al-driven legal systems. Future re-
search may focus on predicting court decisions by incorporating case metadata and
legal argument structures.
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AHHOTanus. bys 3eprreyae cot icTepiH KbUIMBIC TypiHE Kapal caHaTTapra
0eJy YIIIH MaIlMHAIBIK JXOHE TEPEH OKBITY MOJEIbACPIH KOJIAHy apKbLIbI 3aH
MOTIHJIEPIH KiIacCHupUKAUsIAy KapacThIpblIaabl. 415 COT iCiHEH TypaThIH JIepeKTEp
YKUBIHTBIFBI )KHHAIbI. COHBIMEH KaTap, COT MypaFraTTapbl MEH 3aH JKaHAIBIKTapbIHAH
aneiarad 206 TecTTik ic KonMmeH OenriaeHail. TaOuru TiaAl ©HIey oJicTepi apKbLIbI
MOTIHJIEP1 aJJIBIH aja eHJIel, OipHelIe KiaccupuKaiusiay MoJebaepi OaramaH Ibl.
BERT xone LegalBERT monenbaepi 4ocTypiii 9aicTepre KaparaHaa KOFaphl TIJIIK
neH F1 kepcetkimia kepcerti. HoTmwkenep 3aH MOTiIHAEPIH KiaccupUKanmsuiayaa
TepEeH OKBITYBIH QJICYETIH KOHE JKacaH bl MHTEJUICKT HETI31HICT1 3aH XKyHelepinae
TYCiHIIpyTe 00aThIH IICTIMACPIiH MaHbI3ABLIBIFBIH KopceTeIi. bonarak sepTreynep
COT IIemiMJaepiH OoJpkay YIINH ic MeTaaepeKkTepl MEH 3aH apryMEHTTEpiHIH
KYPBUIBIMBIH KOCa KapacThIPybl MYMKIiH.

Tyiiin ce3aep: 3aH MoTiHIEpiH KiIaccudukanusuiay, NLP, MalmiHaIbIK OKBITY,
TepEeH OKBITY, COT ici

KJIACCU®UKAIINASA CYIEBHBIX JEJ B KA3BAXCTAHE C
WCIMOJb30BAHUEM METO/IOB OBPABOTKH ECTECTBEHHOT'O
SI3BIKA (NLP)

M. Hyprac, C.M. MeiipamoBa
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AHHOTanusi. B 1aHHOM HCCIIeIOBaHUM paccMaTpHUBAETCsl KiacCHUDHKaIys
IOPUIMYECKUX TEKCTOB C HCIIOJIb30BAHUEM METOJO0B MAIIUHHOTO M TJIYOOKOTO
oOydeHus s KiacCuUKaIUU CyJeOHBIX NIy 10 THITY mpecTyIuieHus. beut coopan
Ha0op naHHBIX U3 415 cymeOHBIX JAel, a TakXke JOMOJHUTEIBHO TOJATOTOBIICHO
206 BpyuyHYI0 aHHOTHPOBAaHHBIX TECTOBBIX CIIy4aceB, B3ATHIX W3 apXHBOB CYIOB
U IOPUINYECKUX HOBOCTHBIX HMCTOYHHUKOB. TEKCTBI MPONLIH TPeaoOopaboTKy ¢
WCIIOIb30BAHUEM METOJ0B OOpaOOTKHM E€CTECTBEHHOTO $3bIKa, IMOCJE Yero OBLIN
MPOTECTHUPOBAHBI PA3IMYHbIE MOJEIH KiIaccupukamuu. Jlydimme pe3yabTaThl IO
tounocTH U F1-mepe nokazanu mogenu BERT u LegalBERT, npeBocxons tpaauiu-
OHHBIC MeTO/IbI. [TomydeHHBIC pe3yIbTaThl MOYEPKUBAIOT IIOTEHITHAT TITyOOKOTO 00Y-
YeHUS B KJIacCU(DUKAITUU FOPUIHMYCCKUX TOKYMEHTOB M BaKHOCTh HHTEPIPETUPYEMO-
CTH B CHUCTEMaxX MCKYCCTBEHHOTO MHTEIIJIEKTA, IPUMEHSIEMBIX B IOpUCTIpyAeHINU. B
OyayIeM UCCaeI0BaHus MOTYT OBITh HAIIPABJICHBI Ha MPEACKa3aHue CyJACOHBIX pele-
HUU C y9€TOM METaJaHHBIX JCN U CTPYKTYPhI FOPUINYECKUX apTYMEHTOB.
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Introduction

Law is the foundation of society, ensuring order and justice through rules and
decisions. Courts, lawyers, and officials rely on large collections of legal documents,
which continue to grow over time. As a result, automated legal text retrieval and clas-
sification have become crucial for improving efficiency and accuracy in legal deci-
sion-making. However, processing legal texts in low-resource languages like Kazakh
presents unique challenges due to limited annotated data and NLP tools (Kapyshev et
al. 2024).

Traditional legal text retrieval methods, such as manual indexing, key-
word-based searches, and Boolean search techniques, have limitations in understand-
ing semantic meaning. Moens (Moens, 2001) highlighted these issues, which led to
the development of machine learning-based retrieval systems. Han et al. Han et al.
2021) found that deep learning models, particularly convolutional neural networks
(CNNs), outperformed recurrent neural networks (RNNs) in retrieving legal docu-
ments. Recent studies by Quevedo et al. Quevedo et al. 2023) demonstrate a shift from
keyword-based methods to Al-driven semantic search models.

Legal text classification has also evolved significantly. Early machine learning
models, including Naive Bayes, Logistic Regression, and Support Vector Machines
(SVMs), relied heavily on feature engineering. Gasparetto et al. (Gasparetto et al.
2022) noted their dependence on handcrafted representations like TF-IDF, which
struggle with complex legal texts. In contrast, deep learning models, such as BERT
and transformer-based architectures, have significantly improved classification accu-
racy (Pal et al. 2023; Chen et al. 2023). These models have shown success in various
NLP tasks, including hate speech detection in Kazakh-language texts (Sultan et al.
2021), demonstrating their adaptability to low-resource languages.

Domain-specific adaptations have further enhanced performance. Akca et al.
[9] demonstrated that transformers fine-tuned on Turkish legal documents outperform
generic models. Similarly, Barrientos et al. fine-tuned MultiFit for Brazilian legal text
classification, achieving high F1 scores. Recent advancements in fine-tuning Large
Language Models (LLMs) have further improved classification. Wei et al. showed that
DistilBERT models trained on domain-specific legal data outperform generic models
(Akca et al. 2022; Barrientos et al. 2023).

Beyond classification, Al-driven legal document similarity matching and ex-
plainability have gained attention. Fan et al. (Wei et al. 2023) proposed an ensemble
learning approach for document similarity, improving precedent analysis. Researchers
have also integrated rule-based reasoning with deep learning for better legal deci-
sion-making (Fan et al. 2024; Keeling et al. 2022). Multi-label classification tech-
niques, such as those explored by Costa et al. (Mahoney et al. 2022) allow for im-
proved categorization of legal cases based on multiple factors.

Recent studies have also explored semi-supervised learning and structured relation

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License \s=s

372



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

extraction in legal documents. Legal Judgment Prediction (LJP) has emerged as
a key application, leveraging transformer models for case outcome predictions
(Ferreira Costa et al. 2024).

The evolution of legal NLP research has significantly enhanced the accuracy
and ef-ficiency of legal text retrieval and classification. The integration of deep
learning, do-main-specific transformer models, and explainable AI methods offers
great potential for automating legal document classification, improving case retrieval,
and supporting judicial decision-making. This study aims to classify court cases by
criminal type us-ing machine learning and deep learning models. The dataset consists
of 415 court case documents sourced from the official website of Kazakhstan’s
judicial system (Sasidha-ran et al. 2023), with 279 cases in Russian and 136 in
Kazakh. After text extraction and preprocessing, the dataset contains a total of 800
940 words. The Russian texts contain 491,711 words, whereas Kazakh texts account
for 309,229 words. This highlights the dominance of Russian-language documents
and words over Kazakh ones. For data preprocessing, language detection was
performed using the langdetect and FastText libraries to determine whether a
document was in Russian or Kazakh. Text cleaning was then applied to improve the
quality of extracted text by converting it to lowercase, removing punctuation, extra
spaces, and special characters, and keeping only Russian and Kazakh alphabets.
Stopword removal was implemented using the NLTK stopword corpus for Russian
and an external file kazakh.txt for Kazakh. Finally, tokenization was performed
using the word tokenize function from NLTK to split the text into individual
words. The processed data was structured into a CSV file with key columns including
the filename, crime type number, crime type name, detected language, raw extracted
text, and cleaned text. The final structured dataset was prepared for further legal
text analysis and classification.

Results

The evaluation of text classification models was conducted using a test
dataset consisting of 206 manually categorized cases. These test cases were
compiled from two sources: manually labeled legal cases using ChatGPT (Cui et
al. 2023) and re-al-world cases extracted from Tengrinews (Supreme Court of the
Republic of Ka-zakhstan, 2024), a news platform reporting on criminal cases. The
inclusion of these diverse sources ensured a balanced dataset that reflected both
legal terminology and real-world case descriptions.

To assess the performance of classification models, several standard evaluation
metrics were used, including accuracy, precision, recall, F1-score and ROC-AUC.
Ac-curacy measures the overall correctness of the model, while precision indicates
how many of the predicted cases for a particular category were correctly classified.
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Recall evaluates the ability of the model to identify all relevant cases within a
category, and the F1-score provides a balanced measure by combining precision and
recall. Given the nature of legal text classification, where some crime types might
be underrepre-sented, the Fl-score was prioritized as a key metric for evaluating
model effectiveness. Additionally, ROC-AUC was included to provide a threshold-
independent evaluation of model performance, ensuring that the classifier
effectively differentiates between crime categories, especially in cases of class
imbalance.

Several classification models were tested to determine the most suitable ap-
proach for legal text classification. Logistic Regression served as a baseline model due
to its interpretability and efficiency. Support Vector Machines (SVM) were evaluated
for their ability to handle high-dimensional text data, while Random Forest was used
to assess the performance of an ensemble-based approach. Additionally, deep learning
models, such as Bidirectional Long Short-Term Memory (BiLSTM) and Transform-
er-based models (BERT and its variants), were tested to determine whether contextual
embeddings could enhance classification accuracy. To further improve classification
performance, Legal BERT, RoBERTa, and XGBoost were also incorporated into the
evaluation.

As shown in Table 1., LegalBERT achieved the highest overall perfor-
mance, with an accuracy of 89.2 %, an Fl-score of 88.7 %, and an ROC-AUC
score of 89.8 %, highlighting the benefits of domain-specific pretraining for legal
text analysis. The BERT model followed closely with an accuracy of 88.6 % and
an Fl-score of 88.0 %, demonstrating its effectiveness in capturing contextual in-
formation within legal texts. ROBERTa also performed well, with an accuracy of
84.1 %, confirming that optimizing transformer models for textual understanding
significantly enhances legal text classification. DistilBERT, a lightweight trans-
former model, provided a good balance between efficiency and accuracy, achiev-
ing 85.4 % accuracy. XGBoost, a robust gradient-boosting algorithm, also demon-
strated competitive performance with an accuracy of 80.4 % and an Fl-score of
79.9 %, making it a viable option for structured legal text classification tasks.

Table 1. Performance comparison of text classification models

Model Accuracy |Precision |Recall F1-Score |ROC-AUC
Logistic|72,8% 71,5% 70,2% 70,8% 73,4%
Regression

SVM 78,3% 76,9% 77,5% 77,2% 78,6%
Random Forest | 74,5% 73,8% 72,1% 72,9% 75,1%
BiLSTM 81,2% 80,5% 79,7% 80,1% 82,3%
BERT 88,6% 87,9% 88,2% 88,0% 89,1%
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DistilBERT 85,4% 84,2% 84,7% 84,4% 85,9%
LegalBERT 89,2% 88,4% 89,0% 88,7% 89,8%
RoBERTa 84,1% 83,5% 83,9% 83,7% 82,5%
XGBoost 80,4% 79,7% 80,1% 79,9% 81,2%

These findings indicate that transformer-based models provide the most reli-
able approach for legal text classification, particularly in scenarios where crime cat-
egories have overlapping terminology or require deeper contextual understanding.
However, traditional models like SVM may still be useful in resource-constrained
environments where deep learning models are computationally expensive to deploy.
The results highlight the importance of choosing the right classification model based
on dataset characteristics, computational resources, and the complexity of legal text
analysis.

Conclusion

This study investigated the application of machine learn-
ing and deep learning models for legal text classification using a dataset
of court cases in Russian and Kazakh. The dataset underwent comprehen-
sive preprocessing, including text extraction, language detection, stopword
removal, and tokenization, to ensure high-quality inputs for classification models.

The results indicated that deep learning models, especially transformer-based
architectures such as BERT, DistilBERT, and LegalBERT, outperformed traditional
machine learning approaches. While Logistic Regression and Random Forest struggled
to handle the complexity of legal texts, BiLSTM and transformer models
demonstrat-ed a superior ability to capture contextual meaning. The evaluation
using confusion matrices highlighted that transformer-based models exhibited fewer
misclassifications compared to traditional models. Additionally, the inclusion of the
ROC-AUC metric provided a more comprehensive assessment of model
performance, particularly in handling class imbalances.

To ensure robust validation, a manually curated test set comprising cases
cate-gorized with ChatGPT and legal cases from TengriNews was used. This allowed
for an evaluation of model performance on real-world legal texts, enhancing the
reliability of the results. The classification performance was assessed using accuracy,
precision, recall, F1-score, and ROC-AUC, reaffirming the importance of selecting
appropriate models based on dataset complexity and computational efficiency.

Future research may focus on extending the dataset, incorporating more di-
verse legal texts, and exploring advanced architectures such as GPT-based models
for improved classification. Additionally, leveraging machine learning for legal
judgment prediction could further enhance legal text analysis by identifying
patterns in court decisions. Integrating explainability techniques will be crucial for
ensuring transpar-ency and fairness in Al-driven legal applications, aligning them
with ethical and legal standards.

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

375



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

REFERENCES

Akca O., Bayrak G., Issifu A.M. & Ganiz M.C. (2022). Traditional Machine Learning and Deep Learning-based
Text Classification for Turkish Law Documents using Transformers and Domain Adaptation. 16th International
Conference on INnovations in Intelligent SysTems and Applications. — INISTA 2022. https://doi.org/10.1109/
INISTAS55318.2022.9894051

Barrientos D.J.R., Fernandes B.J.T., Rodrigues C.M. de O., Silva L.H.S., Rocha A.L.S., & Sobral P.C. (2023).
Fine-Tuning MultiFit for Enhanced Legal Sentence Basis Classification. 2023 IEEE Latin American Conference on
Computational Intelligence. — LA-CCI 2023. https://doi.org/10.1109/LA-CCI58595.2023.10409399

CuiJ., Shen X. & Wen S. (2023). A Survey on Legal Judgment Prediction: Datasets, Metrics, Models and Chal-
lenges. IEEE Access. — 11. — 102050—102071. https://doi.org/10.1109/ACCESS.2023.3317083\

Chen Z., Li S., Ye L. & Zhang H. (2023). Multi-label classification of legal text based on label embedding
and capsule network. Applied Intelligence. — 53(6). — 6873-6886. https://doi.org/10.1007/s10489-022-03455-x

Ferreira Costa J.A., Silva E.D.D.S.A., Silva S.D.O. & Dantas N.C.D. (2024). Multi-Label Classification of
Legal Cases According to the Sustainable Development Goals Using Machine Learning Algorithms. 2024 IEEE
Latin American Conference on Computational Intelligence, LA-CCI 2024 - Proceedings. https://doi.org/10.1109/
LA-CCI162337.2024.10814740

Fan A., Wang S. & Wang Y. (2024). Legal Document Similarity Matching Based on Ensemble Learning. —
IEEE Access. — 12. — 33910-33922. https://doi.org/10.1109/ACCESS.2024.3371262

Han Q. & Snaidauf D. (2021). Comparison of Deep Learning Technologies in Legal Document Classification.
Proceedings — 2021 IEEE International Conference on Big Data. — Big Data 2021. — 2701-2704. https://doi.
org/10.1109/BigData52589.2021.9671486

Gasparetto A. et al. (2022). A survey on text classification algorithms: From text to predictions.

Kapyshev G., Nurtas M. & Altaibek A. (2024). Speech recognition for Kazakh language: A research paper. —
Procedia Computer Science. — 231. — 369-372. https://doi.org/10.1016/j.procs.2023.12.219

Keeling R., Guo A., Gronvall P., Huber-Fliflet N. & Zhang J. (2022). Integration of Rule-Based Reasoning and
Transfer Learning in Legal Document Review. Proceedings — 2022 IEEE International Conference on Big Data.
— Big Data 2022. — 2279-2284. https://doi.org/10.1109/BigData55660.2022.10020392

Mahoney C., Gronvall P., Huber-Fliflet N. & Zhang J. (2022). Explainable Text Classification Techniques in
Legal Document Review: Locating Rationales without Using Human Annotated Training Text Snippets. Proceed-
ings - 2022 IEEE International Conference on Big Data, Big Data 2022. — 2044-2051. https://doi.org/10.1109/
BigData55660.2022.10020626

Moens M.F. (2001). Innovative techniques for legal text retrieval. Artificial Intelligence and Law. — 9(1). —
29-57. https://doi.org/10.1023/A:1011297104922

Quevedo E., Cerny T., Rodriguez A., Rivas P., Yero J., Sooksatra K., Zhakubayev A. & Taibi D. (2023). Legal
Natural Language Processing from 2015-2022: A Comprehensive Systematic Mapping Study of Advances and
Applications. IEEE Access. https://doi.org/10.1109/ACCESS.2023.3333946

OpenAl, “ChatGPT: Optimizing language models for dialogue,” OpenAl, 2022. [Online]. Available: https://
openai.com/blog/chatgpt/.

Pal A., Rajanala S., Phan R.C.W. & Wong K. (2023). Self Supervised Bert for Legal Text Classification.
ICASSP, IEEE International Conference on Acoustics, Speech and Signal Processing — Proceedings. — 2023-June.
https://doi.org/10.1109/ICASSP49357.2023.10095308

Sultan S.D., Mussiraliyeva S., Toktarova A., Nurtas M., Iztayev Z., Zhaidakbaeva L., Shaimerdenova L.,

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 @“(},
International License =4

376



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

Akhmetova O. & Omarov B. (2021). Cyberbullying and hate speech detection on Kazakh-language social net-
works. In Proceedings of the 7th IEEE International Conference on Big Data Security on Cloud, High
Performance and Smart Computing (HPSC), and Intelligent Data and Security (IDS). — Pp. 197-201. https://
doi.org/10.1109/BigDataSecurityHPSCIDS52275.2021.00045

Sasidharan A.K. & Rahulnath R. (2023). Structured Approach for Relation Extraction in Legal Documents.
2023 4th IEEE Global Conference for Advancement in Technology. — GCAT 2023. https://doi.org/10.1109/
GCAT59970.2023.10353444

Supreme Court of the Republic of Kazakhstan. (2024). Judicial acts database. Retrieved from https://office.
sud.kz/courtActs

Tengrinews, “Tengrinews — News of Kazakhstan and the World,” 2024. [Online]. Available: https://ten-

grinews.kz/.

Wei F., Keeling R., Huber-Fliflet N., Zhang J., Dabrowski A., Yang J., Mao Q. & Qin H. (2023). Empirical
Study of LLM Fine-Tuning for Text Classification in Legal Document Review. Proceedings — 2023 IEEE
International Conference on Big Data, BigData 2023. — 2786-2792. https://doi.org/10.1109/
BigData59044.2023.10386911

m This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
T International License

377



INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES 2025

INTERNATIONAL JOURNAL OF INFORMATION AND COMMUNICATION TECHNOLOGIES
ISSN 27082032 (print)
ISSN 2708-2040 (online)

YK 530.1, 681.3.06
LEGAL REGULATION OF THE USE OF DATABASES IN KAZAKHSTAN

A.A. Muratbekova, S.B. Mukazhan
Scientific supervisor: K.S. Maulenov

Mukazhan S.B. — bachelor of “Information and Communication Technology”, Department of Information
Systems, International Information Technology University, Almaty, Kazakhstan.

Muratbekova A.A. — bachelor of “Information and Communication Technology”, Department of Information
Systems, International Information Technology University, Almaty, Kazakhstan.
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